JNOJATOK A
(TOB1IKOBHIA)

BUXIIHWI KOJI TPOTPAMU

#include <string.h>

#include <stdlib.h>

#include <stdio.h>

#include "params.h"

#include "poly.h"

#include "pack.h"

#include "rng.h"

#include "hash.h"

#include "gen polys.h"
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void gtesla hash H(unsigned char* ¢ bin, poly *v, const unsigned char* rand)

{

unsigned char t[PARAM N * PARAM K + HM BYTES];
int32 t cL, i, j, ii = 0;
Dstu8845Ctx*pctx = dstu8845 alloc();
//1 i: =0
for (jJ = 0; j < PARAM K; j++)
for (i = 0; i1 < PARAM N; i++)
{

/*
2 if v[i] > PARAM Q/2 then
3 v[i] := v[i] - PARAM Q
4 end if

*/

if (v[jl[i] > PARAM Q / 2)

v[jl[i] -= PARAM OQ;
//5 cL = v[i] mod(l << PARAM D);
cL = v[Jj][i] & ((1 << PARAM D) - 1);
// 6 1f cL > 2 (d-1) then cL -= 2d
if (cL > (1 << (PARAM D - 1)))

cl, -= (1 << PARAM D);

// 7T £[i] := ((v[i] - cL) / 2PARAM D) mod 256;
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t[ii++] = ((v[j1I[i] - cL) >> PARAM D) & OxFF;
// 8 1 =1+ 1
// 9 if 1 < PARAM N then goto step 2

}
// 10 t:= t || rand
memcpy (t + PARAM N * PARAM K, rand, HM BYTES);
//11 seedbytes init (A, ctx, t, PARAM N + HM BYTES)
seedbytes_init(LAMBDA, pctx, t, PARAM N * PARAM K + HM BYTES);
//12 randombytes (ctx, c, CRYPTO C BYTES); JomaTxkoBUl Oybhep
randombytes (pctx, c bin, CRYPTO C BYTES);

dstu8845 free (pctx);

static int gtesla test correctness(poly v)
{

int32 t mask, left, wval;

uint32 t t0, tl1;

for (int i=0; i<PARAM N; i++) {

mask = (PARAM Q/2 - v[i]) >> (32-1);

val = ((v[i]-PARAM Q) & mask) | (v[i] & ~mask);

t0 = (uint32 t) (~(Abs(val) - (PARAM Q/2 - PARAM REJECTION))) >> (32-1);

left = val;

val = (val + (1<<(PARAM D-1))-1) >> PARAM D;

val = left - (val << PARAM D);

tl = (uint32 t) (~(Abs(val) - ((1<<(PARAM D-1))-PARAM REJECTION))) >>
(32-1);

if ((t0 | tl) == 1)
return 1;

}

return 0;

static int gtesla check z (poly z)
{
for (int i=0; i<PARAM N; i++) {
if (z[i] < -(PARAM B-PARAM U) || z[i] > (PARAM B-PARAM U))
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return 1;

}

return O;

int gtesla sign(Dstu8845Ctx* ctx, unsigned char *sm, unsigned long long
*smlen, const unsigned char *m, unsigned long long mlen, const unsigned char*
sk)
{
unsigned char c[CRYPTO C BYTES], randomness [CRYPTO SEEDBYTES],
randomness input [CRYPTO RANDOMBYTES+CRYPTO SEEDBYTES+HM BYTES],
seeds [2*CRYPTO SEEDBYTES];
uint32 t pos list[PARAM H];
int16_t Sign_list[PARAM_H], s [PARAM N], e[PARAM K] [PARAM N]J;
poly y, v [PARAM K], Sc, Ec, z, a [PARAM K];
int res = 0, j;
//int nonce = 0; // Initialize domain separator for sampling vy
Dstu8845Ctx* pctx0 = dstu8845 alloc();
gtesla decode sk(seeds, s, e, sk);
randombytes (ctx, randomness input+CRYPTO RANDOMBYTES, CRYPTO SEEDBYTES) ;
memcpy (randomness input, &seeds[CRYPTO SEEDBYTES], CRYPTO SEEDBYTES);
hash64(randomness_input + CRYPTO RANDOMBYTES + CRYPTO SEEDBYTES, m, mlen);
hash32 (randomness, randomness input, CRYPTO RANDOMBYTES + CRYPTO SEEDBYTES
+ HM BYTES) ;
// ctx0
seedbytes init (LAMBDA, pctx0, seeds, CRYPTO SEEDBYTES) ;
gtesla gen a(pctx0, a/*, seeds*/);
seedbytes init (LAMBDA, pctx0, randomness, CRYPTO SEEDBYTES) ;
while (1) {
gtesla gen y(pctx0, y/*, ++nonce*/);
for (jJ = 0; j < PARAM K; j++)
poly mul(v[3j], aljl, y)7
gtesla hash H(c, v, randomness_ input + CRYPTO RANDOMBYTES +
CRYPTO_ SEEDBYTES) ;
gtesla gen c(pos_list, sign list, c);
sparse mull6(Sc, s, pos_list, sign list);
poly add(z, y, Sc);
if (gtesla check z(z) != 0) {
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continue;

for (j = 0; j < PARAM K; j++)

sparse mullé (Ec, e[j], pos list, sign list);

poly sub correct(v[j], v[j], Ec);

if (gtesla test correctness(v[j]) != 0) {
break;
}
}
if (j == PARAM K)
break;
}
for (unsigned long long i = 0; i < mlen; i++)
sm[CRYPTO BYTES+i] = m[i];

*smlen = CRYPTO BYTES + mlen;
gtesla encode sig(sm, ¢, z);
dstu8845 free (pctx0);

return O;

int gtesla verify(unsigned char *m, unsigned long long *mlen, const unsigned
char *sm, unsigned long long smlen, const unsigned char *pk)
{

unsigned char c[CRYPTO C BYTES], c sig[CRYPTO C BYTES],
seed [CRYPTO SEEDBYTES], hm[HM BYTES];

uint32 t pos list[PARAM H];

intl6 t sign list[PARAM H];

int32 t pk t[PARAM K] [PARAM N];

poly w [PARAM K], z, a [PARAM K], Tc;

int32 t j;

if (smlen < CRYPTO BYTES) return -1;

gtesla decode sig(c, z, sm);

if (gtesla check z(z) != 0) return -2; // Check norm of z

gtesla decode pk(pk t, seed, pk);

Dstu8845Ctx *pctx0 = dstu8845 alloc();
seedbytes init (LAMBDA, pctx0, seed, CRYPTO SEEDBYTES);
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gtesla gen a(pctx0, a/*, seed*/);
gtesla gen c(pos list, sign list, c);
for (j = 0; 3§ < PARAM K; j++)
{
sparse mul32(Tc, pk t[j], pos list, sign list);
poly mul(w[3j], aljl, z);
poly sub reduce(w[j], w[j], Tc); // Compute w = az
- tc
}
hash64 (hm, sm + CRYPTO BYTES, smlen - CRYPTO BYTES);
gtesla hash H(c sig, w, hm);
if (memcmp(c, ¢ _sig, CRYPTO C BYTES)) return -3;
*mlen = smlen-CRYPTO BYTES;
for (unsigned long long i = 0; i < *mlen; i++)
m[i] = sm[CRYPTO BYTES+i];
dstu8845 free (pctx0);

return O;

@®parmeHTt koay 1 - Iliagnuc ta nepesipka manucy

static const int64 t cdt v[CDT ROWS*CDT COLS] = {
0x0000000000000000LL, //
0x023A1B3F94933202LL, //
0x06AD3C4C19410B24LL, //
0x0B1D1E95803CBB73LL, //

160470696614638082

0x0F879D85E7AB7F6FLL, //
0x13EA9C5C52732915LL, //
0x18440933FFD2011BLL, //
O0x1C91DFF191E15D07LL, //
0x20D22D0F2017900DLL, //
0x25031040C1E626EFLL, //

[e¢] ~J o O I w N = O I

Ne)

0x2922BEEBA163019DLL, //

e
B o

0x2D2F866A3C5122D3LL, //

-
N

0x3127CE192059EF64LL, //
0x350A1928231CBO1ALL, //
0x38D5082CD4FCC414LL, //

e
SWw



0x3C875A73B33ADA6BLL,
0x401FEFOE67CD47D3LL,
0x439DC59E3077B59CLL,
0x46FFFEDA4FCOA316LL,
0x4A45DCD32E9CAA91LL,
0x4D6EC2F3922E5C24LL,
0x507A35C1FB354670LL,
0x5367DA64EASF1C63LL,
0x563775ED5B93E26ELL,
0x58E8EC6B50CBI5FSLL,
0x5B7C3FDOB999197DLL,
0x5DF18EA7664D810ELL,
0x6049129F03B5CD6DLL,
0x62831EF856A48427LL,
0x64A01ED314BA206FLL,
0x66A09363CA89DAA3LL,
0x688512173EF213F5LL,
0x6A4E42A8B137E138LL,
0x6BFCDD302C5B888ALL,
0x6D91A82DF797EABSLL,
0x6F0D7697EBA6A51DLL,
0x707125ED27F05CF1LL,
0x71BD9C544C184D8DLL,
0x72F3C6C7FB380322LL,
0x74149755088E5CC6LL,
0x7521036D434271D4LL,
0x761A02516A02BOCELL,
0x77008B9461817A43LL,
0x77D595B95BC6AOFELL,
0x789A14EE338BB727LL,
0x794EF9E2D7C53213LL,
0x79F530BE414FE24DLL,
0x7A8DA03110886732LL,
0x7B1928A59B3AAT9ELL,
0x7B98A38CE58D06AELL,
0x7COCE2C7BAD3164ALL,
0x7C76B02ADDE64EF2LL,
0x7CD6CD1D13EE98F2LL,

//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//

15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52

42



0x7D2DF24DA06E2473LL,
0x7D7CCF81A5CDI8BILL,
0x7DC40B76C24FB5DALL,
0x7E0443D92DE22661LL,
0x7E3E0D4B91401720LL,
0x7E71F37EC9C1DESDLL,
0x7EA07957CE6B9051LL,
0x7ECA1921F1AF6404LL,
0x7EEF44CBC73DA35BLL,
0x7F10662D0574233DLL,
0x7F2DDF53CDDCD427LL,
0x7F480AD7DF028A76LL,
0x7F5F3C324B0F66B2LL,
0x7F73C018698C18A7LL,
0x7F85DCD8D69F8939LL,
0x7F95D2B96ED3DAL0LL,
0x7FA3DC55532D71BBLL,
0x7FBO2EFA1DDDC61ELL,
0x7FBAFB038BAE76E4LL,
0x7FC46C34F918B3E3LL,
0x7FCCAA102B95464CLL,
0x7FD3D828F7D49092LL,
0x7FDA16756C11CF83LL,
0x7FDF819A3ATBFE69LL,
0x7FE4333332A5FEBDLL,
0x7FE84217AAO0DE2B3LL,
0x7FEBC29AC3100A8BLL,
0x7FEEC6C78F0D514ELL,
0x7TFF15E9914396F2ALL,
0x7FF3982E4982FB97LL,
0x7FF57FFA236862D1LL,
0x7FF720EFD36F4850LL,
0x7FF884AB61732BC7LL,
0x7FF9B396CA3B383CLL,
0x7FFAB50BD1DD3633L1L,
0x7FFBSF72BA84114BLL,
0x7FFC485E115A3388L1L,
0x7FFCE4A3C3B92B98LL,

//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
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56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
90
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0x7FFD6873AE755E4ALL,
0x7FFDD76BD840FDALLL,
0x7FFE34AA86CE6870LL,
0x7FFE82DE5CAG6A885LL,
0x7FFEC454ABAA2 6DFLL,
0x7FFEFB0625FADBSILL,
0x7FFF28A214B1160FLL,
0x7FFF4E983945429DLL,
0x7FFF6E217C168A6ALL,
0x7FFF884787F2B986LL,
0x7FFFI9DEB70088602LL,
0x7FFFAFCB7B419E48LL,
0x7FFFBE882DABBSFSLL,
0x7FFFCAA8A65BDA0OTLL,
0x7FFFD49E66188754LL,
0x7FFFDCC891191605LL,
0x7FFFE376BC4B0583LL,
0x7FFFES8EB54D33209LL,
0x7FFFEDSDAEE78F4ELL,
0x7FFFFOFBC7A6933DLL,
0x7FFFF3EBC43A9213LL,
0x7FFFF64D375FC4CCLL,
0x7FFFF83A354A0431LL,
0x7FFFF9C83CE9BBODLL,
0x7FFFFBOSFCAC61A6LL,
0x7FFFFCOAF80A1AGFLL,
0x7FFFFCDA127DDE76LL,
0x7FFFFD8003E62E56LL,
0x7FFFFE04B9BFIC5BLL,
0x7FFFFE6EA82EF9BDLL,
0x7FFFFEC30D64CD46LL,
O0x7FFFFF0629856684LL,
0x7FFFFF3B6CEEE3F1LL,
0x7FFFFF659E6F7BAGLL,
0x7FFFFF86FAC1036ALL,
0x7FFFFFA14E69EDEILL,
0x7FFFFFB60AF6ACBTLL,
0x7FFFFFC65857AECFLL,

//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//

91

92

93

94

95

96

97

98

99

100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
128
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Ox7FFFFFD3230F314FLL,
Ox7FFFFFDD27BEOA17LL,
Ox7FFFFFE4FC86CDFFLL,
Ox7FFFFFEB18AASE4CLL,
Ox7FFFFFEFDABIFD73LL,
Ox7FFFFFF38D65D499LL,
O0x7FFFFFF66BDOEBS8CLL,
Ox7FFFFFF8A4782371LL,
Ox7FFFFFFASBEF7C27LL,
Ox7FFFFFFBAEEBOB4CLL,
Ox7FFFFFFCB3E55903LL,
Ox7FFFFFFDTC6FE192LL,
Ox7FFFFFFE163ESSE3LL,
Ox7FFFFFFE8BFC2558LL,
Ox7FFFFFFEESF1ICES80LL,
Ox7FFFFFFF2A8C31FDLL,
Ox7FFFFFFFS5EC3CD18LL,
Ox7FFFFFFF866F376BLL,
Ox7FFFFFFFA483A906LL,
Ox7FFFFFFFBB4780C4LL,
Ox7FFFFFFFCC79BEB2LL,
Ox7FFFFFFFDS70CBE1LL,
Ox7FFFFFFFE3326D21LL,
Ox7FFFFFFFEA865ABS8LL,
Ox7FFFFFFFFO04A7C8LL,
Ox7FFFFFFFF420E4F9OLL,
Ox7FFFFFFFF732B791LL,
Ox7FFFFFFFFOT7CT764FLL,
Ox7FFFFFFFFB303DDDLL,
Ox7FFFFFFFFC73D5A3LL,
Ox7FFFFFFFFD63AA57LL,
Ox7FFFFFFFFE15140DLL,
Ox7FFFFFFFFE981196LL,
Ox7FFFFFFFFEF89992LL,
Ox7FFFFFFFFF3FSAOCLL,
Ox7FFFFFFFFF73BA0OBLL,
Ox7FFFFFFFFFO9SEBBBLL,
Ox7FFFFFFFFFBS5DAAOLL,

//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//

129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166
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Ox7FFFFFFFFFCA3ETBLL,
Ox7FFFFFFFFFDO1985LL,
Ox7FFFFFFFFFE3ET70OALL,
Ox7FFFFFFFFFEBBE45LL,
Ox7FFFFFFFFFF16C5CLL,
Ox7FFFFFFFFFF587BELL,
Ox7FFFFFFFFFF8T7ETFLL,
Ox7FFFFFFFFFFAA108LL,
Ox7FFFFFFFFFFC29F5LL,
Ox7FFFFFFFFFFD43ESLL,
Ox7FFFFFFFFFFEODD7LL,
Ox7FFFFFFFFFFESE31LL,
Ox7FFFFFFFFFFFO0530LL,
Ox7FFFFFFFFFFF4E88LL,
Ox7FFFFFFFFFFF82AALL,
Ox7FFFFFFFFFFFATAGLL,
Ox7FFFFFFFFFFFC1D6LL,
Ox7FFFFFFFFFFFD458LL,
Ox7FFFFFFFFFFFE166LL,
Ox7FFFFFFFFFFFEASTLL,
Ox7FFFFFFFFFFFF10CLL,
Ox7FFFFFFFFFFFF594LL,
Ox7FFFFFFFFFFFF8COLL,
Ox7FFFFFFFFFFFFAFTLL,
Ox7FFFFFFFFFFFFC83LL,
Ox7FFFFFFFFFFFFDO6LL,
Ox7FFFFFFFFFFFFES6LL,
Ox7FFFFFFFFFFFFEDALL,
Ox7FFFFFFFFFFFFF36LL,
Ox7FFFFFFFFFFFFF75LL,
Ox7FFFFFFFFFFFFFALILL,
Ox7FFFFFFFFFFFFFBFLL,
Ox7FFFFFFFFFFFFFD4LL,
Ox7FFFFFFFFFFFFFE2LL,
Ox7FFFFFFFFFFFFFECLL,
Ox7FFFFFFFFFFFFFF2LL,
Ox7FFFFFFFFFFFFFFT7LL,
Ox7FFFFFFFFFFFFFFALL,

//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//

167
168
169
170
171
172
173
174
175
176
177
178
179
180
181
182
183
184
185
186
187
188
189
190
191
192
193
194
195
196
197
198
199
200
201
202
203
204

46
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Ox7FFFFFFFFFFFFFFCLL, // 205
Ox7FFFFFFFFFFFFFFDLL, // 206
Ox7FFFFFFFFFFFFFFELL, // 207
Ox7FFFFFFFFFFFFFFFLL, // 208
Y; // cdt v
#define DFIELD ((int64 t) (~(uint64 t)0 >> 1))
#define PRODIFF (diff, a u, a v, k) { \
diff = (diff + (a_v[k] & DFIELD) - (a ulk] & DFIELD)) >> (64-1); \
}
#define PROSWAP (swap, diff, a u, a v, k) { \
swap = (a ulk] ~ a v[k]) & diff; a ul[k] "= swap; a v[k] "= swap; \
}
#define PROSWAPG (swap, diff, g u, g v) { \

A

swap = (g u g v) & (int32 t)diff; g u "= swap; g v "= swap; \

}
#define MINMAXO (swap, diff, a u, a v) { \
PRODIFF (diff, a u, a v, 0); \
PROSWAP (swap, diff, a u, a v, 0); \
}
#if CDT COLS > 1
#define MINMAXI1 (swap, diff, a u, a v) { \
PRODIFF (diff, a u, a v, 1); \
MINMAXO (swap, diff, a u, a v); \
PROSWAP (swap, diff, a u, a v, 1); \
}
felse
#define MINMAXI1 (swap, diff, a u, a v) MINMAXO (swap, diff, a u, a v)
#endif
#1f CDT COLS > 2
#define MINMAX2 (swap, diff, a u, a v) { \
PRODIFF (diff, a u, a v, 2); \
MINMAX1 (swap, diff, a u, a v); \
PROSWAP (swap, diff, a u, a v, 2); \
}
#else
#define MINMAX2 (swap, diff, a u, a v) MINMAXI1 (swap, diff, a u, a v)
#endif
#1f CDT_COLS > 3
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#define MINMAX3 (swap, diff, a u, a v) { \
PRODIFF (diff, a u, a v, 3); \
MINMAX2 (swap, diff, a u, a v); \
PROSWAP (swap, diff, a u, a v, 3); \
}
#else
#define MINMAX3 (swap, diff, a u, a v) MINMAX2 (swap, diff, a u, a v)
#endif
#if CDT_COLS > 4
#define MINMAX4 (swap, diff, a u, a v) { \
PRODIFF (diff, a u, a v, 4); \
MINMAX3 (swap, diff, a u, a v); \
PROSWAP (swap, diff, a u, a v, 4); \
}
#else
#define MINMAX4 (swap, diff, a u, a v) MINMAX3 (swap, diff, a u, a v)
fendif
#if CDT COLS <= 5
// TODO: improve MINIMAX performance:
#define MINIMAX(a u, a v, g u, g v) { \
int64 t diff = 0, swapa; int32 t swapg; \
MINMAX4 (swapa, diff, a u, a v); \
PROSWAPG (swapg, diff, g u, g v); \
}
felse
#error "Unsupported precision"
#endif
#define MINMAXG(a u, a v) {\

int32 t diff = ((a v & Ox7FFFFFFFL) - (a u & OxX7FFFFFFFL)) >> (RADIX32-
)i\
int32 t swap = (a_ u * a v) & diff; a u "= swap; a v "= swap; \

// CopryBaHHsa oBcIOHAHHAM

static void knuthMergeExchangeKG (int64 t a[/*n*CDT_COLS*/1, int32 t
gl/*n*/], unsigned int n)

{

unsigned int t = 1;
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while (t < n - t) {
t += t;
}
for (unsigned int p = t; p > 0; p >>= 1) {
int64 t *ap = a + p * CDT COLS;
int64 t *a i = a, *ap i = ap;
int32 t *gp = g + p;
for (unsigned int i = 0; i < (unsigned int) (n - p); i++, a i +=
CDT _COLS, ap_1i += CDT_COLS) {
if (11 & p)) |
MINIMAX (a_i, ap i, glil, gpli]);

}
for (unsigned int g = t; g > p; g >>= 1) {
int64 t *ap i = ap, *ag i = a + g * CDT COLS;
int32 t *gg = g + q;
for (unsigned int i = 0; 1 < (unsigned int) (n - q); i++,
ap_i += CDT COLS, ag i += CDT COLS) ({
if (11 & p)) |
MINIMAX (ap i, ag i, gplil, ggqlil);

// CoprTyBanHsa obemHaHHAM
static void knuthMergeExchangeG(int32 t al[/*n*/], size t n) {
if (n <= 1) {
return;
}
size t t = 1;
while (t < n - t) {
t += t;
}
for (size t p =t; p > 0; p >>= 1) {
int32 t *ap = a + p;

for (size t 1 = 0; 1 < n - p; i++) {



if (' (1 & p)) |
MINMAXG (a[i], aplil):;

}
for (size t g = t; g > p; g >>= 1) {
int32 t *aqg = a + g;
for (size t i = 0; 1 < n - g; i++) {
if ('(1 & p)) {
MINMAXG (ap[i], aqlil);

typedef int64 t sdigit t; // Signed 64-bit digit

#define CHUNK SIZE 512
// TeHepalis mominomMa 3 koebiuienHTamm 3TigHOo poszmominy Iayca
void gtesla gen gauss poly/*gtesla kmxGauss*/ (Dstu8845Ctx*
z[]/*, const unsigned char* seed*/)
{
sdigit t sampk[ (CHUNK SIZE + CDT ROWS) * CDT COLS];
int32 t sampg[CHUNK SIZE + CDT ROWS];
randombytes (ctx, (uint8 t*)sampk, CHUNK SIZE *
sizeof (sdigit t));
memcpy (sampk + CHUNK SIZE * CDT COLS, cdt v, CDT ROWS
sizeof (sdigit t));
for (int32 t i = 0; 1 < CHUNK SIZE; i++)
sampg[i] = 1 << 16;
for (int32 t i = 0; 1 < CDT ROWS; i++)
sampg [CHUNK SIZE + i] = OxXFFFFO000OL "~ i;

ctx,
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int32 t

CDT COLS  *

* CDT_COLS *

knuthMergeExchangeKG (sampk, sampg, CHUNK SIZE + CDT ROWS);

int32 t prev inx = 0;
for (int i = 0; i < CHUNK SIZE + CDT_ROWS; i++) {

int32 t curr inx = sampg[i] & OxXFFFFL;

AN —

prev_inx “= (curr_ inx

A

prev_inx) & ((prev_inx -

(RADIX32 - 1));

curr inx) >>



o1

int32 t neg = (int32 t) (sampk[i * CDT COLS] >> (RADIX - 1)); //
Only the (so far unused) msb of the leading word
sampg[i] |= ((neg & -prev_inx) *~ (~neg & prev_inx)) & OxFFFFL;
}
knuthMergeExchangeG (sampg, CHUNK SIZE + CDT ROWS) ;
for (int 1 = 0; i1 < CHUNK SIZE; i++) {
z[1] = (sampg[i] << (RADIX32 - 16)) >> (RADIX32 - 16);
}
}
// TlepeBipka HOPMU OJIS MajiMxX I[IOJIIHOMIB
static int gtesla check ES(poly p, unsigned int bound)
{
unsigned int i, j, sum = 0, limit = PARAM N;
int32 t temp, mask, list[PARAM NJ;
for (j = 0; j < PARAM N; j++)
list[j] = Abs(p[j]);
for (3 = 0; j < PARAM H; J++) ({
for (i = 0; 1 < limit - 1; i++) {
// If list[i+1] > 1list[i] then exchange contents
mask = (list[i + 1] - 1list[i]) >> (32 - 1);
temp = (list[i + 1] & mask) | (list[i] & ~mask);
list[i + 1] = (list[i] & mask) | (list[i + 1] & ~mask);
list[i] = temp;
}
sum += (unsigned int)list[limit - 1];
limit -= 1;

}
if (sum > bound)
return 1;

return 0;

// TeHepalis kio4is

int gtesla keypair (Dstu8845Ctx* ctx, unsigned char *pk, unsigned char *sk)

{

unsigned char randomness[CRYPTO RANDOMBYTES], randomness extended[4 *

CRYPTO_ SEEDBYTES];



poly s, e[PARAM K], a[PARAM K], t[PARAM K];
int i, 3

Dstu8845Ctx *ctx0 = dstu8845 alloc();

int counts = 1 + // SEED_S

1+ // SEED_E
1+ // SEED_A
1; // SEED_Y

randombytes (ctx, randomness, CRYPTO RANDOMBYTES) ;

seedbytes init (LAMBDA, ctx0, randomness, CRYPTO RANDOMBYTES) ;
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randombytes (ctx0, randomness extended, counts * CRYPTO SEEDBYTES) ;

seedbytes init (LAMBDA, ctx0, randomness extended

CRYPTO SEEDBYTES*/, CRYPTO SEEDBYTES);

do { // Sample the secret polynomial
gtesla gen gauss poly(ctx0, s);
} while (gtesla check ES(s, PARAM KEYGEN BOUND S) != 0);
uint8 t* prand = randomness_ extended + CRYPTO SEEDBYTES;
seedbytes init (LAMBDA, ctx0, prand, CRYPTO SEEDBYTES);
for (J = 0; J < PARAM K; Jj++)
{
for (1 = 0; i < PARAM K; i++)
{
do {
gtesla gen gauss poly(ctx0, e[i]);
} while (gtesla check ES(e[i], PARAM KEYGEN BOUND E)

}
prand += CRYPTO SEEDBYTES;
seedbytes init (LAMBDA, ctx0, prand , CRYPTO SEEDBYTES);
gtesla gen a(ctx0, a);
for (i = 0; 1 < PARAM K; 1i++)
{

poly mul(t[i], ali], s);

poly add correct(t[i], t[i], el[i]);
}
gtesla encode sk(sk, s, e, prand);
gtesla encode pk(pk, t, prand);
dstu8845 free(ctx);

return 0; }

/*+

= 0);



®parmenT Koy 2 — ['eHepairis KirouiB Ta nepeadayeHHs A po3noauty ['ayca
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JOJATOK b
(000B’sI3KOBUTA)

CJIAUIM IPE3EHTALII

XAPKIBCbKUM HAUIOHANBHWUMN YHIBEPCUTET
PALIOENEKTPOHIKM

ATECTAUIMHA POBOTA MATICTPA
JlochigpKeHHA NOCTKBAHTYMHUX a/ITOPUTMIB.

Lindbposun nianuc

Bukonas: cryaeHT rpynnum IN3m-18-1 Bopoxka C.O

KepisHuk: npo¢. kad. M, KTH., AOUEHT Kauko O.T.

Pucynox b.2 — Cnaiin 1
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MeTa poboTu

fochiguTy meTtoaM Ta anropuTMKM  3axXMCTy BiA KBAHTOBMX Komn'loTepis,
NOCTKBAHTOBI anroputmu UMGpPOBOro NiANKCY, B OCHOBI KPUNTOCTIMKOCTI AKKX €
BaMKi 3a/1a4i, NOB'A3aHI 3 NOWYKOM HAMKOPOTLIOro BEKTOPY B peluiTKax.

Pucynox b.2 — Cnaiin 2

[lOCTaHOBKA 3a4aui

Po3rnaHyTM 0coBAMBOCTI KBAHTOBMX KOMN'IOTEPIB B NOPIBHAHHI 3i 3BMYANHUMM
3 MeTOI0 3'ACYBAHHA A0AATKOBMX 3arpo3, NOB'A3aHUX 3 KBAHTOBMMMU

Komn'loTepamm
Po3rnaHyTH cyyacHi matemaTuyHi metoam ana nobygosu undposux nignucis,
ANA AKUX HEBIAOMI aTaKku, B pasi 3aCTOCYBaHHA KBAHTOBMX KOMN'lOTepis

Po3pobuTti nporpamHy moaens Ans AOCNIAXKEHHA OAHOTO 3 QiHanicTie
KOoHKypcy NIST — anroputmy qTesla

Pucynok b.2 — Cnaiin 3




OcobAMBOCTI KBAHTOBOrO KoMn'toTepy

KBaHTOBMI1 KOMN'tOTEP - 0BYMCAIOBANBHUIA NPUCTPIN, AKUA BUKOPUCTOBYE ABULLA
KBAHTOBOI MexaHikM (KBAHTOBA Cynepnosuuin, KBaHTOBa 3annyTaHicTb) Ana
nepeaavi i 06pobku gaHmx.

KsaHToBMiA KOMN'lOTEp, Ha BiAMIHY Bi4 3BMYaWHOro, onepye He bitTamu
(3paTHMMK npuitmaTi 3HaveHHs abo 0, abo 1), a Kybutamm, WO MaIOTb 3HAYEHHA
opaHo4YacHo i 0, i 1, TO6TO HecKiHYEeHY MHOXWHY CTaHIB

Tam pe 3suyaitHuin Komn'lotep obpobnse TinbKM OAMH CTaH (MOXKe AeKinbKa B
pasi 3acrocysaHHs OaratosgepHoro kKomn'iotepy), KBaHTOBMI — napanenbHo
06pobntoe HECKIHYEHY MHOXMUHY — 334a4i 38u4anHoro nepebopy BUpiWwyOTLHCA
Aye WBMAKO
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Lindposui nignuc ana ctaHaapTHUX
komntoTepis (RSA)

Knoui:

P, Q = NPOCTI Yucna

n=p* q=-33aranbHuin NapameTp

e — Henapue, szaemmo npocre 3 fi = (p-1) * (q -1) — wiod nepesipkn undposoro nignucy
d rake, woe*dmodfi=1 wnoy ans dopmysanms undposoro nignucy

Araka npu sigomomy n, e

1 3HaiTK p, q No 3HaveHH© n (pakTopizauia n )

2 3nanmmu fi=(p-1)* (q-1)

3 supiwuTv pisHAHHA € * d mod fi = 1 sigHocHo d(po3wmpexnit anroputm Esxnina)
Npo6nema Qaxropisauin (mywxr 1)

Pucynoxk b.2 — Cnaiin 5



AnropuTtm LLopa, nowyk nepioay
nepioaAnYHOT PYHKLT

f(x) = a*(mod M), pe a - pesknin napamerp, AKMin 06MpaeTbCA AOBINBHO A0
CTapTy anroputmy, a M - ynucno, sike HeobxigHo ¢pakTopizysaTu. HaronosHiwe
obmexxeHHA nonsrae 8 Tomy, wWob y uucen a i M He 6yno cninbHUX AiINbHUKIB,
Ginbwmx 3a 1

LWo6 3HaiTh nepiog HeobXiaHO 3HAWTK MiHIManbHe 3HauYeHHs X, Binbwe 1, Ans
akoro a*(mod M)=1

Ha HacTtynHomy Kpoui 3Haxoammo HO/L mix a'™/?) + 1i M, 38iacn maemo we
oaHe obmeeHHA Ha 3HaYeHHA NapameTpy a, 3HainaeHunin nepiog mae Hytu
napHUm

https://algassert.com/quirk - SMynaTOp KBAHTOBOro KOMNIOTEPA

o7

Pucynoxk b.2 — Cnaiin 6

CyyacHi maTemaTU4Hi metoau ANA
3aXM1CTY BiJ KBAHTOBOIrO KOMMO'TEpPa

Kpuntorpadis, 3acHOBaHa Ha xew-PyHKUIAX

Kpunrorpadin, 3acHoBaHa Ha 6aratosMMIpHUX KBAAPATUYHMX CMCTEMAX
WndpyBaHHA 3 CEKPETHUM KNONEM

KpunTtorpadis, 3acCHOBaHa Ha KOAAX BUNPaBNEHHA NOMUIOK
WnppyBaHHA 3 BUKOPUCTAHHAM CYNEePCIHIyIAPHOro i30reHHa

Kpunrorpadin, 3acHoBaHa Ha pewiTkax

Pucynox b.2 — Cnaiin 7



KpunTtorpadia Ha peLiTkax

Kpuntorpadia Ha pewitkax - nigxia Ao nobyaoBu anropuTmis acMMeTPUYHOro
wudpyBaHHA 3 BUKOPUCTAHHAM 3aBAaHb Teopii pewitok, Tob6TO0 3aBAaHbL
ONTUMI3aLil Ha AUCKPETHUX AAMTUBHUX NiArpynax, 3aaHnx Ha MHOXKHI R™

NpuKNaa TMNOBOI pewWwiTkm 3 Basucom (MHOMUHOI 4
T eV (h. B *s * e o
niHiliHo He3anexHux sexktopis): {by, b} € B ke o
. b, o °
o [] >
L ] [ ™ .
. E o °
[ ] Y . °
[ ]
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ObuncnoBaNbHO CKNAAHI 3aaaui

3aBAaHHA 3HaXOMAKEHHA HaulKopoTworo Bektopa (SVP, Shortest Vector
Problem) - 3HaitM 8 33paHomy 6asuci pewiTkM HEHyNbOBMIA BEKTOop no
BiAHOLWEHHIO 40 NeBHOI HOpMani.

3aBAaHHA 3HaxoAKeHHA Hanbawxyoro sektopa (CVP, Closest Vector Problem) -
3HAXOKEHHA BEKTOPA B peLwiTuyi no 3aaaHomy 6asucy | 4eAKOro BeKTopy, Wo He
HaNeXUTb pewWiTui, NPU UbOMY MaKCMMANbHO CXOXOro MO A0BXMUHI 3 334aHUM
BEKTOpPOM.

HasuanHa 3 nomunkamu B Kinbui (RLWE, Ring learning with errors) - ue
obumcnioBanbHa 3agava, Aka byna cpopmynboBaHa AK BapiaHT Binbw 3aranvHoi
3a/avi HaByaHHA 3 nomunkamm (LWE), 3 meToo BUKOPUCTATK nNepesary Kinbua
MHOrOYNEHIB 3 TeOPIl peLUiToK.

Pucynox b.2 — Cnaiin 9
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HaB4aHHA 3 nomuakamm B KinbLi (RLWE)

3aranbHa cxema: *te e o
Ry = Zg[x]/(X™ + 1) e [an o
¢ = po3snogin nomunok (Faycosuit posnoain, NTT) e o ' 4 ,' - :
CekpeTHblii Knlo4 — s € R, ' o | o .Bs:c. i

Biakputuit Kntou —as + e,a € R
Nomunka - R,, e
Cxema: as + e, bs' + ¢'; siakputnit Kniou v = ass’ + e's = bss' + es’;

s,s’, e, e’ — mani BigHOCHO AEAKOI HOpMK

Pucynox b.2 — Cnaiin 10

qTesla. OcHoBHI meToAU

1) leHepauin knwovis
2) ®opmysanHa uudposoro nignucy

3) Nepesipka undposoro nignucy

Pucynox b.2 — Cnaiin 11




qTesla. 3aranbHi NnapameTpu Ta KNtou|

3araneHi napameTpm

N = CTENiHL NONIHOMIB

q = NPOCTE YHCNO, YCi OBNMCNEHHA BMKOHYIOTLCA 33 LM MOAYNEM

Ocobucrmit Knou
seed[0], seed[1] — sunagwosi pami

NONIMOMM S, @ 3 HOpMaNbHUm poanaginom koediviemria

Bigxpurmit xmou
seed(0)

@ = NONHOM, AKMIA OBYMCAETLCA NO 3HaveHHIo seed|0]

t = NONIHOM, AKKI OBNUCIIOETECS 33 HOPMYNOID:

t=a®s+e
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qTesla. PopmyBaHHA LMPPOBOro Nianucy

1 Nepersopexnna macuea GaATIe B CEXpeTHUA KMOY
seeds[0], seeds[1], s, e := qtesla_decode_sk (sk);

2 input [1]:= eunagkosnit pRAOK A08XMHOK 32 Gaitk
3 input [0]:= seeds[1)

4 IHAXOAMMO XEW ANA BXIAHOMO NOBLAOMAEHHA

input [2, 3]:= gtesla_hash64 (m, mien)

S BignoanexHa noniHomy a:= qtesla_gen_a (seeds [0]);

6 lfewepawin nonikomy y:= gtesla_gen_y (); R/q nonixom,
KoedillieHTH B

Alanasowi [-PARAM _B.. PARAM _B|
7v=y*a
8 c_ == qtesla_hash_H (v, rand_input [2, 3] ) Papok Gaittia

ANA NOAHOMY

[0,-1,1]

9 ¢ := gtesla_gen_c{c_); R/3

10z=y+s*c

11 success := qtesla_test_z (z) Nepesipa HOpmu 2

12 if success = ERROR go to 6

13v=v-e*c

14 success = qtesla_test_z (v)

15 if success = ERROR go to 6

16 NepersopexHn undposoro nignucy 8 paaok Gairie

sm, smien:= qtesla_encode_sig (c, z)

Pucynox b.2 — Cnaiin 13



qTesla. MepeBipka undposoro nignucy

1 Success:=ERROR;

2 NepeTtsopeHHA unbposoro nignucy s 8w:=a"z-t"c

noniHoMmm

c_, 2:= qtesla_decode_sig (sm, smlen)

3 Success := qtesla_test_z (z)
4 if Success # ERROR then

5 MepeTBopeHHA MacuBy DanTis anA
BIAKPUTOrO KNIOYa B BIAKPUTHI KNIOY 14 endif

pk_t, seed := gtesla_decode_pk (pk); 15 end if

6 a:= gtesla_gen_a (seed);
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7 c:=qtesla_gen_c{c_); R/3

9 hm = qtesla_hash64 (m, mlen);
10 ¢’ = gtesla_hash_H(w, hm);
11ifc=c then

13 Success = OK

MoninweHHs anropntmy RLWE (NTT)

X
PO3rnaHemMo anroputm MeTenuka: [Yl - [W(X 5] - NTT sutpavae
O(N log N) npouecopHOro 4acy Ha Wi onepauito.

Hawa ysara 30cepeXyeTbCA Ha HacTynHiin npobnemi: 3apani X,Y i W, sk
Hainbinbw edpektneHo obumcrmm X + Y i W(X —=Y)?

Pucynox b.2 — Cnaiin 14

X+Y

Pucynox b.2 — Cnaiin 15



NTT, Arroputm metenmka

Bxix: X, ¥V, W € [0, p), npunyctinvoe mo, p < /2

Bimxia: X' =X+Y modp
Y'=W(X -Y)modp

DX «X+Y

2) if X' zpthenX' — X' — p (noTounuit X' = X + Y mod p)

HNTeX-Y

4)if T<0thenT « T+ p (notouunit T = X — Y mod p)

5) U = ULB + UD « TW (mmpoke MHOKEHHS)

6) Y « U mod p (nBoxcaiBHmil moxia)
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NTT, Moay/ibHe MHOXEeHHA

Bxix: X, Y, W € [0, p), npunycTinnvo mo, p < /2 nonepennbo obumnciena W' = W /p

Buxiz: X' =X + Y mod p,Y' = W(X - Y) mod p
DX «X+Y
2)if X zpthenX' « X" —p
3)T<X-Y
4)ifT<O0thenT «T+p
5) Q < |W'T/B|
6) Y « (WT —Qp)mod g
7)ifYzpthenY' « Y —p

Pucynox b.2 — Cnaiin 17



63

NTT, BunaneHHa «if» Kpokis

Bxix: X,Y € [0,2p), W € [0, p). npunycTimo mo, p < B /4 nonepennso oduancnena W' = |Wg /p|
Bixix: X=X+Y m;d;):;[il;;()x —Y)modp

DX <X+Y

2)if X’ z2pthenX' «~ X'—2p

H)TX-Y+2p

4) Q < |W'T/B]

5) Y « (WT —Qp)mod

Pucynox b.2 — Cnaiin 18

BMCHOBKM

- Po3rnsaHyTO 0cO6AMBOCTI KBaHTOBOrO KOMN'tOTepa.
DocnigxeHo npobnemy 3axucTy Big KBAHTOBMX Komn'loTepis
[etanpHo po3rnaHyTui anroputm uudposoro nignucy - qTESLA

- DoknaaHo po3ibpanu cxemy NiANKUCY A3HOTO aNropuTMy Ta 3pobunm
NPUNYLWEHHSA WOA0 WOro CKA3AHOCTI.

Pucynox b.2 — Cnaiin 19



