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The review of the software of the analysis and monitoring of the network traffic
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Abstract ( the software, most popular in the class, for the analysis of the traffic (sniffers) and program for monitoring the network traffic are considered. The brief review and comparative analysis of opportunities, advantages and lacks of the specified software is carried out. The recommendations are given at the choice of this or that software for the decision determined, including specific tasks of the users.
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I. Introduction
One of urgent scientific tasks now is the analysis (and further forecasting) self-similar structure of the traffic in modern multiservice networks. The tax and subsequent analysis of various statistics (speed, volumes of the transferred data etc.) in working networks is necessary for the decision of this task. The tax of such statistics in this or that kind is possible by various software. However there is a set of additional parameters and adjustments, which appear rather important at practical use of various means. 
In the given job the authors have tried to lead the comparative analysis of various means of the analysis and monitoring of the network traffic rather useful to a choice of the user, most suitable under need, of software.

Now it is possible to name not one ten software intended for the analysis and monitoring of the network traffic, each of which has the advantages and lacks.
Different researchers use a variety of programs for monitoring the network traffic. For example, in [1], [2] researchers used program – analyzer (sniffer) of the network traffic Ethreal (Wireshark).

Review of free version of the study were the programs that are available on [3], [4], [5].
II. Review of the programs of monitoring of the network traffic
More than ten programs for monitoring the network traffic was considered about ten programs - analyzers of the traffic (sniffers) and, from which we have selected till four most interesting, on our sight, and we offer you the review of their basic opportunities.. 
1) BMExtreme.

By default BMExtreme followed as for Internet traffic and the traffic on the LAN, but the monitor in the LAN can be disabled if desired. With BMExtreme can set a limit on the number of received / transmitted data.

2) BWMeter.

The program has flexible options for monitoring traffic. You can use it to determine whether to follow the reception and transmission of data to the Internet from this computer or on all computers connected to the LAN to establish a range of IP-addresses, ports and protocols, which will or will not run monitors.
3) Bandwidth Monitor Pro.

If you have multiple network adapters, you can monitor the statistics for each of them separately. In this case, the correct information for each network card can also be displayed in the window monitoring.
4) DUTraffic. 
Statistics in DUTraffic conducted separately for each user and for each Internet connection. This program shows how the overall statistics for a selected period of time, and information on speed, number of sent and received data and financial cost for each session.
5)    System monitoring Cacti.

Cacti is open-source Web application (no installation file, respectively). Cacti collects statistical data for certain time intervals and allows you to display them in graphical form. The system allows you to draw graphs using RRDtool. Mainly uses standard templates to display statistics on CPU, memory allocation, the number of running processes, use of incoming / outgoing traffic.
The comparative analysis of the basic characteristics of the considered programs for monitoring the network traffic are given in Table I.

III. Review of programs - analyzers (sniffers) of the network traffic
The analyzer of the traffic, or sniffer - network analyzer of the traffic, program or hardware-software device intended for interception and the subsequent analysis, or only of analysis of the network traffic intended for other units.
1) Wireshark. 

The program analyzer traffic for Ethernet computer networks and others. It has a graphical user interface. Wireshark - is an application that "knows" the structure of a variety of network protocols, and therefore can analyze network packet, reflecting the importance of each field in the protocol at any level. As for packet capture using pcap, it is possible to capture data only from those networks that are supported by this library. Nevertheless, Wireshark can work with multiple formats of input data, respectively, can open data files captured by other programs that broadens the possibility of capture.
2) Iris Network Traffic Analyzer. 
Besides the standard functions of collecting, filtering and search packages, as well as generate reports, the program offers a unique opportunity to reconstruct the data. Detail helps to reproduce a user session with a variety of web-resources, and even allows you to simulate the sending of passwords to access secure web-servers using cookies. 
TABLE 1
Parametrs  programs for monitoring of the network traffic
	The parameters / program
	BM
Extreme
	BW
Meter
	Bandwidth Monitor Pro
	DU
Traffic
	Cacti

	The size of an *.exe file 
	473 КB
	1,91 МB
	1,05 МB
	1,4 МB
	–

	Language of the interface
	rus.
	rus.
	eng.
	rus.
	eng.

	The diagram of speed
	+
	–
	+
	+
	–

	The diagram of the traffic
	–
	+
	+
	–
	+

	Export / import (format of a file of export)
	–/–
	+/+ (*.csv)
	–/–
	–/–
	+/+ (*.xls)

	Start of monitoring on demand
	–
	+
	–
	–
	+

	Min. temporary step between the reports given
	5 min.
	1 sec.
	1 min.
	1 sec.
	1 sec.

	Opportunity of change min a step
	+
	+
	+
	–
	+


TABLE 2
Parametrs  programs – analyzers (sniffers) of the network traffic
	The parameters / program
	Wireshark
	Iris The Net-work Traffic Analyzer
	Ethernet Internet traffic Statistic
	Comm
Traffic

	The size of an *.exe file 
	17,4 МB
	5,04 МB
	651 КB
	7,2 МB

	Language of the interface
	eng.
	rus.
	eng./ rus.
	rus.

	The diagram of speed
	+
	+
	–
	–

	The diagram of the traffic
	–
	–
	+
	+

	Export / import (format of a file of export)
	+/– (*.txt, *.px, *.csv, *.psml, *.pdml, *.c)
	–/–
	–/–
	–/–

	Start of monitoring on demand
	–
	–
	–
	–

	Min. temporary step between the reports given
	0,001 sec.
	1 sec.
	1 sec.
	1 sec.

	Opportunity of change min a step
	+
	+
	–
	–


3) Ethernet Internet traffic Statistic.

Shows the amount received and accepted by the data (in bytes - total and for the last session), as well as the connection speed. For clarity, the data collected are displayed in real time on the chart.
4) CommTraffic.
It is a network utility for collecting, processing and displaying statistics of Internet traffic through a modem (dial-up) or a dedicated connection. When monitoring a LAN segment, CommTraffic shows Internet traffic for each computer in the segment.
The comparative analysis of the basic characteristics of the considered programs-analyzers (sniffers) the network traffic are given in Table II.

Conclusion

The system of monitoring Cacti as much as possible answers increased requirements, which are showed in case of realization of research of the network traffic in the scientific purposes. In the further authors of clause plan this system to use for the tax and preliminary analysis of the traffic in a corporate multiservice network of faculty  "Networks of communication" of the Kharkiv national university of radioelectroniks.
As a whole it is possible to say, that to the majority of the home users there will be enough opportunities, which gives Bandwidth Monitor Pro. If to speak about the most functional program for monitoring the network traffic, it, certainly, BWMeter. 

From among the considered programs - analyzers of the network traffic it would be desirable to allocate Wireshark, which has a lot of functionalities.
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