NOJATOK A

BMOK-CXema anroputma paéoTy nporpamm

[ Hauano
Bnbip API-
(hyHKUiR
Yncno iTepauii
N

NN L

[HiLiani3auis CUCTEMHOIO
Taimepa i=0 ;
IHiyianisayis macusy A
[0..N] 1=0; Summ=0
PikcaLlis yacy Summ=Summ + A[i]
Buknuk API-yHKLUiN i=i+1

A[i]= EndTime-StartTime Hi |

®dikcauis yacy EndTime @

Summ=Summ + A[i]

iI=i+1

Hi
Tak [ KiHeLb ]
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NOJATOK B

["pahiuHmi maTepian KBanigikalinHoi poboTu
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MIiHICTEpCTBO OCBITH 1 HAYKH YKpaiHH
XapKiBCHKHH HAIIOHANBHHIH YHIBEPCHTET Pajl0elIeKTPOHIKH

Kadenpa EOM

KBAJIIOIKAIIAHA POBOTA

Ha TeMy: OlliHKa BIUIMBY BOY/IOBAHHX MEXaHi3MIB Oe3leKH Ha IPOIYKTHBHICTB CHC

CTyJeHTa IPyIIH: Kepisrauk KBamidikaiiinoi poboTn
KCMm-20-1 npodg. I'opbayos B.O.
JIo6ona M.B.

Mera pobotu

Po3po0HTH METOHKY OIIHKH
BOy/IOBaHHX MeXaHi3MIB Oe3MeKkH Ha
OpOaYKT HBHICTEL CHCTEMH
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AxTyansHicTh pobOTH HOJTae y TOMY, IO s
30epeskeHHs BAKIHBUX Ta KOH(IIEHITIHHIX JaHHX,
BCTAHOBJIOIOTECS CHCTEMH OE3MeKH, 10 0YIKYBaHO

AK’I‘yaHBHiCTb HETAaTHBHO BILUTHBAKTH HA NPOJYKTHBH iCTh CHCTEMH, moio €

HEMCEHIII BaAJIHBHM CIJBJ\'TOPOM B C}’qaCHOCTi.

Takum 9HHOM, BUHHKAE HEOOXTHICTD B po3pobiii
METOJMKH OMIHKH CTYIICHIO BILIMBY 3aCO0IB PO3MEXKYBAHHS
JOCTYITy Ha MPOAYKTHBHICTE CHCTEMH

3a1a41l JOCIDKESHHS

QHOAIZ NpoBAEM NPOEKTYBAHHA BE3NEYHUX CUCTEM;

QHOAI3 METOAIB OLIHKM BIAMBY clCTEM Besneku Ha
NPOAYKTUBHICTS;

METOAMKO OLLiHKM BrAMBY CHMCTEMM PO3IMENYBAHHA
AOCTYNY HQ MPOAYKTMBHICTb CUCTEMM;

NMPAKTHYHA PEAAZALLE METOAM OLLHKK BIIAMBY CUCTEMM
PO3MEXKYBAHHA AOCTYNY HA NPOAYKTMBHICTE CUCTEMM.




BCTyn

Ha choroiinmHiii JeHb BiKe MONOMEHHS 3aKOHIB Ta
miJ3aKkoHHUX akTiB B oOnacti 3abesneveHHs Oesmexy,
iH(opMariifHIX TexXHOJOTiH BH3HAYAIOThH PAJI BHMOL JIO
MEeXaHi3MiB 3aXHCTY B aBTOMaTH30BaHHX CHCTEMax, B TOMY
YHCIIl JI0 MEXaHi3MIB JIOIIMHOIO pO3MEKYBaHHA JOCTYILY.

3MiHH B HaJalITyBaHHS BHOCATECA JIOKAJIBHO,
MOIHUQIKYIOThCS HeBelHKi (hparMeHTH MpaBHI JIOTT4HOTO
po3MerxyBaHHs foctymy. [Ipu npoMy oliHKa BIUTHBY TaKHX
3MiH Ha 3aXHIIEHICTh Ta NPOAYKTHBHITH KOMII'IOTEpHOI
CHCTEMH B IILIIOMY HacTO He MPOBOIUTHCS.

AHani3 mpo0aeM IPOeKTyBaHHS Oe3IIEUHUX
CUCTEM

CKTHBHICTE 3aC00iB 3aXHCTy BiJl iH(OpMAITiHHO-
TEXHIYHHX BIUTHBIB i KOMIT'FOTEPHHX aTaK rPac BEIHKY
poJib B ajiexkBaTHOMY (yHKIIOHYBaHHI cuctemu. Kpi

BUMOT /10 €()eKTHBHOCT] BHKOHAHHS 3.

JIO CHCTEM CTABHUTRCH BHMOTA MiHIMI3allii BIUIHBY aTak

Ha 1polecH QyHKIIIOHYBAHHS CHCTEMH, 30KpeMa, Ha 11
IPOIYKTHBHICT.

B ineansHOMY BHDaAKy cucrema (abo 3acobn) 3
HE [IOBHHHI BIUIHBATH HA 1P THBHI

1H(GOpMaNIHHO-00UYHCIIORS

CJILJT 3a3HAYMTH, IO CTBOP

NPaKTHIHO HEMOAIIHBO.
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MexaHIi3MmmM 3abe3nedyeHHs Oe3nekm

a) Jlo saransHux MexanizMis 3abesnedenng Oealekn HATeKalD |

* 1) aosipua dyskmionansricts (trusted functionality);
* 2) mosnaukn Hesmekn (security lables);

* 3) BugnneHHs nodiil (event detection);

* 4) koHTpOIE De3nekn (security audit trail);

* 5) BimHOBNEHHA Ge3neKH (security recovery).

6) Jlo cnenmiansaux MexasiaMin 3abeanedenns Deanekn HATEKaTh TAKL:

* 1) mndypysanns (encipherment);

* 2) mexasizMu undposoro miamuey (digital signature mechanisms);

* 3) MexaHi3mit yIpagiinHa AocTynom (access control mechanisms);

* 4) mexanismi  3abesnedeHus  3axucty uizicsocri gasmx (dataintegrity mechanisms), sKi BRIOHAIOTH
KpHnTorpadiaai KoHTpoIsHI GyHKII;

* 5) mexaniamn asrestidikauii (authentication exchange mechanisms);

* 6) MexaHi3MI 3anoBHeHHA Tpadiky (padding traffic mechanisms);

* 7) MexanisMi KepyBaHAA MapIIpyTH3alieio (routing control mechanisms).

Moneni

PO3MEKyBaHHS
JIOCTYITY

OAEAE MEXKYBAHHS A ny

HQFGIALLLIOTO MOLLMPEHHS HABYAN ABI OCHOBHI MOAEAI:

- MOBHOBAXHE
(MmaHAQTHMIA)
PO3MEXKYBAHHA AOCTYMY.

- Brbopye (aickpedLiiiHe)
PO3IMEXKYBAHHA AOCTYIY,




Mannarae
PO3MEKYBAHHS

JIOCTYITY
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Jluckperiitae
pPO3MEXKYBaHHI JOCTYITY

IIpu nuckpeniiiHOMy po3MeXyBaHHI
JOCTYIy TIeBHI omnepailii HaJl KOHKPETHHM
pecypcom 3a00pOHSIOTHCS abo
BHpimylOThC cyO'ektam abo rpymam
cyb'ekriB. IlpakTHgHo  Bci  icHYyMOUi
OMepaniiHl CHCTEMH peamizyloTh came
TaKy MoJIeNb JOCTYITY.

10

MamnarHe po3MexyBaHHs JOCTYITy HOJISTA€EB TOMY,
mIo Bci 00'eKTH AOCTYITY MalOTh BH3HAaYeHHI PiBHI
CeKpeTHOCTI, a BCi CY0'€KTH MOUISIOTECH Ha TPYIIH, IO
YTBOPIOIOTE i€papXilo BUANOBIAHO 0 PiBHA JOIYCKY /0
iH(opMaii.

Jns peanmizanii MaHAATHOT MOZIEJTi PO3MEKYBaHHSA

JIOCTYILY, SIK ITPaBHIIO, HeoOXiJHI JOJaTKOBI IpOrpamMHi
3acobu, 110 BOYA0BYOTECS B onepalliiiHy cucTeMy.

Ipu npoMy ciiji 3a3Ha4YUTH, 1110 MaHaTHa MOJielhb
PO3MelKyBaHHS AOCTYIy NPH peaizarii il B onepaniiHux
CHCTeMaXx He 3aMIHIOE JMCKpelliHy MOIeNnb
PO3MEKYBaHHA JOCTYILY, @ JOMOBHIOE 11, BHOCAYH
JIONATKOBHIi piBeHb IEPEeBIPKH IpaB JA0CTYIy cyb'eKTiB,
NpH iX 3aMUTax Ha OyIb-AKi i 3 ¢ 1.
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~
BH3HAYeHHA NePeYHI0 CHCTEMHHX GVHENIHA, K1 MITATAR0TE OMIHNL:
T .
(N — 9rc0 cHCTeMHHX dVHKIIE , AKI MTATAK0TE OIHOL) )
BH3HaYeHHA BaroBHX KoedIeHTIE 3HaTMMOCTI CHCTEMHEHX dyHKImH:
Wi, Wa, ..., Wy
J

e s 3arajgbHa

/ Bu3Ha"eHHA KoedIUIcHTIE VIOBITEHEHHA BHKOHAHHA CHCTEMHHEX dyHKuul: \ CXGM a

ST S %
Bmip gacy sHEOBammT Benaip sacy sHEoHamEx Brsnavenny xoedimienty MeTOHHKI/I
cucremEci dyEEmi Ses CHCTeMEOT yHED 3 CHe- YTICBUTEHEHHA KOAHOT
CHCTEME POSMERTBIHHA TEMOH POSMERTYVEAHHA J0- dvEED, 2K MITATA0T
ACCTYTY: cTymy: omimEmi:
T=(t, b, ..., 00 T t%,t%, ... k1= 6't%

\ J
=

" ~
BHEHR‘ICHHH SAraTsHOTO i.rrrer‘pa:mnoro MOKAa3HHEA HHLECHHA I[pD,I_\'kTEBHDCTl
CHCTEMH:

K= kywitkowa Jdogwy
\ J

BuzHa4yeHHs nepesiky CHCTeMHUX (PyHKIII# onepaiiinHoi CHCTEMH, 1110
MIUIATraloTh KOHTPOJIIO Ta

BaroBUX Koe(ilieHTIB 3HAYYIOCTI CHCTEMHHX (hyHKIIIH.

Eran 1. Jlna obpannx APl-dyesiit npn BHKOHaHHI 3aBIAH Hassa APyt

3AradsHOTO TPHIHAYCHHA (peIaryBaHHA TEKCTOBHX ,!.OK}"MCHTiB Ta RL‘IbKICTbBI'II\'_'IIIKIB Bﬂl’oBIﬁKDC‘iJUJIEHT

SeKTPOHHIN TAOMINE,podoTa 3 ApXiBaMil JOKYMEHTIB TOIIO) API-dyyricist :
npoTATOM 7 XBILTHH OyB 3ificHeHIIT MIPaXyHOK KUIBKOCTI BIKTHKIB API-Qymsuiit 3HATOCTE
mpx QyHELG (BHKOpHCTOBYBANAcA NpoTpaMHa VTHAiTa Process . =
Monitor). Ilicas woro Gy BusHaueHnii Koe(iliEHT 3HAYOCTI. CreateFile 452 0.204
PeayasTaTh UBOTO eKCIEPHMEHTY HaBeIeHo ¥ Tabmmi . ;
CopyFile 84 0.038
wy =2 DeleteFile 4 0.011
X
MoveFile 19 0.009
de Xi — KineKicTe BHKIMKIR i-i_cueremuol dyexmii 3a ReadFile 805 0.405
KOHTPO/IBOBAHIIT npomizok wacy (I = 1;N; N -micno creTeMHIX
yHELL, M0 MiATATAOTE OMHDI); WriteFile 734 0.332

X - 3aranbHa KiIBKICTH BeiX CHCTEMHHX BHKINKIB 32 Kepyemuii
]]pﬂ!\ll}ﬁﬂ]\' HAacy, BINBHAYACTRCH AK



BusnayeHHs koedilll€HTIB YIOBLIbHEHHS BUKOHAHHS CUCTEMHHUX

(dyHKIIIH onepaniiHOi CHCTEMH, IO MiUISITa0Th OIIHIT

. Eran 2. [lnst suGpanux api-QyHKOi Gyau3pooieHo
OIIHKH 4acy BHKOHaHHA (YHKIIH 0e3 KOHTpomo iX
3ac00aMH PO3MEKYBAHHAIOCTYIY Ta [T KOHTPOJIEM 3a-
co0iB pO3IMEKYBAHHANOCTYTY — 110 30 BHKIHKIB KOKHOT
dyakmii 3 dixcaniiniero. gacy BHKOHAHHS KOKHOTO
BHKTHKY. Pe3ylbTarn BUMIpIOBAHE CEPEIHBOTO Yacy BH-
KOHAHHACHCTEMHHX (YHKIIH, a Takok po3paxoBaHi
KoedirienTn YIOBUIBHEHE poboTH CHCTEMHHX
(yHKliiHaBeeHo Y TabHIi.

[

ki =

Jie t; — cepeniii 4ac BHKOHAHHS i-1 cHCTEMHOI (yHKIT
0e3 KOHTpOmIo 11 3acobaMil PO3MEKYBAHHS JIOCTYITY:

t! — cepenniii 4ac BUKORAHHSA i-i cHCTeMHOT (YHKINT Mix
KOHTpoJeM i1 3acobaMil po3MekyBaHHS JOCTYILY.
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Hazea Yac pobom dye- | Uac podotn dynk- | Koedimient
api-thyHKmit KIii 6e3 KOHT- Uil M1 KOHTPOIeM | YIOBLTBHEHHA PO-
pomo ti(cex.) 1" (cex.) Gotu dyuaniit k;
Createfile 0,000816 0,001225 1.502
Copyfile 0.002614 0.003219 1.231
Deletefile 0.000429 0,000952 2,219
Movetfile 0.000440 0000973 2,211
Readfile 0.000082 0.000145 1.768
Writefile 0,000207 0.000371 1,792

Bu3HaueHHS IIEBHOIO iHTeI’paJIbHOI'O MOKa3HHKa 3HHKCHHS

POy

JIOCTYILY.

Jlanuii moka3HUK BU3HAYAETHCS SK /IMTHBHA 3rOPTKa KoeillieHTIB

YTHOBiIBHEHHS POGOTH KOXKHOI CHCTEMHOI (DYHKIIT 3 ypaXyBaHHSAM BaroBOTo

xoedinienra snagymocti miei pynkuii: K = YN, k;w;.

Eran 3.

HBHOCTI CHCTEMH BHaCHiﬂ,OK BILITHBY 3ac00iB PO3MCIKYBaHHA

3 ypaxyBaHHAM JIaHHX, OTPHMaHHX Ha eTanax | Ta 2, 3araabHHui Koe(imieHT
YIIOBLIbHEHHS poOOTH CHCTEMH I1PU BBeJIeHHI 10 1i cKiIaay 3aco0iB po3MesKyBaHHs
JOCTYMY 31 cKJIay KoMILIeKey 3aco0iB iH(opMamiiiHol Oe3nekn secret net Oye

JIOPIBHIOBATH

=1

6
K= Zk,u-,- = 1.502 » 0.204 + 1.231 = 0.038 + 2.219 » 0.011 + 2.211

+0.009 + 1.768 « 0.405 + 1.792 » 0.332 = 1.707




BUCHOBOK

B npoueci HanucanHs keamidikauiiinol podorn Ha TeMmy: «OuiHKa BIUIHBY BOYIOBAHHX MEXaHI3MIB Oe3mexn Ha
IPOAYKTHBHICTb CHCTeMH». byn NUIHATI Ta IpoaHali30BaHI TaKi IHTAHHI:
1. ananis npoGneM NMpoeKTyBaHHA Oe3MEYHHX CHCTEM
2. MOJIeNTi CHCTEM PO3MEKYBAHHS JOCTYITY
3. aHaNITHYHA OLIHKH BIUIHBY Ha CHCTEMY MOHITOpa Ge3leKkH
PesyneraToM poboTH € cTBOpeHa MeTOIMKA OILIHKH BIUTHBY CHCTEMH PO3MEKYBaHHA JOCTYNY Ha MPONYKTHBHICTh
CHCTEMH Ta IIPOTPaMHHIl 3aCTOCYHOK, [l po3paxyBaHHs 4acy BuKoHaHHA API-QyHkuiil, 1o BHKOPHCTOBYETBCA Y
MeTonuili. B pesynbTati BHKOpHCTaHHA METOIHKH OYITH OTpHMaHI pe3yabTaTH BHMipIOBaHb, AKi OYIH 3aHeceHi B TaOIHIL]
1 Ta 2 Ta 6yB po3paxoBaHuii 3araneHuil KoedinieHT ynopineHeHHa pobotn cuctemu K = 1.707.

TaknM ymHOM, 3anmpoONOHOBAHA MeTOAMKA Ta ii MporpaMHa peaisamif I03BOMSIOTE OILIHMTH BIUIHB CHCTEMH
po3MEKYBaHHA JOCTYMY 10 0G'€KTIiB JOCTYNY Ha TPOXYKTHBHICTH iH(pOpMaliiHO-00UHCIIOBATBHOI CHCTEMH Ta TpH
LBOMY [IPH OLIHII BATOBHX Koe(illieHTiB 3HAYHMOCTI IPHBATHHX [TOKA3HHKIB BHKOPHCTOBYBATH PO3PAaXYHKOBUII MeToI
0e3 BHKOPHCTAHHSA €KCIEPTHHX OIHOK.
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