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This paper focuses on the security of five messengers used by Ukrainians
since the beginning of the war in Ukraine. The five messengers that are most used
by Ukrainians are considered: Signal, Threema, WhatsApp, Viber and Telegram.
A comparative table of the security and safety features of messengers, which are
used in the Armed Forces of Ukraine in particular, is provided. It was concluded
that none of the listed messengers is safe and cannot be used during the war.

B ymoBax cydacHoro 1H(OpMaUIHHOIO CYCHUJIBCTBA BHUKOPHUCTAHHS
MECEH/IKEPIB PO3BUHYJIMCS JI0 HEHMMOBIpHMX MacmTabiB. Jlo 0OaHaabHOTO
npoiiecy 0OOMIHY MOBIIOMJIEHHSIMU JOJATIHUCS BIAEO Ta ayJ10 JI3BIHKH, KAaHAIN 3
BEJIMUE3HOIO KUTBKICTIO MIJMUCHUKIB, THTErpallis 3 1HIIMMU BeOCUCTEMaMu J1JIsI
30CEPEKeHHS B3a€MOJIii B OJJHOMY JIOJaTKy 3a JOIMOMOIOI0 OOTIB, peKJIaMHI
MOCJIyTH JIJIsl 613HECy Ta Ie 6arato 1HIIOro.

KuiBcekuit mikHapoaauit iHCTUTYT corriosiorii (KMIC) npoBiB onutyBaHHs
1010 HAWOLIBIIT MOMYJIIPHUX Cepell YKPAiHIIB MEeCeHDKepiB. BusBuiocs, 1o
HAWOUIBII OMIMPEHUM 3aCO000M JUTsl KOMYHIKAIK € Viber, SKUM KOPHUCTY€ThCA
73,6% onuTanuX. JpyriumM 3a monyJsipHICTIO € MeceHpkep Threema —42,7%. Ha
TPETHOMY-YETBEPTOMY MICIISIX 3HaX0AThca Tenerpam (BUKOpUCTOBYIOTH 31,6%
onutanux) Ta WhatsApp (25,3%) [1].

Haifuacrime, My TMOBHICTIO BIEBHEHI B TOMY, IO CHUIKYIOUHChH 13
CIIBPO3MOBHUKAMHU B YaTaxX Halll€ JIMCTYBAHHS 3aJMIIAETHCS KOH(IICHIIHHUM.
OpHak BapTO po3yMiTH, 1110 NOA10HA JyMKa Ay>Ke MOMUJIKOBA 1, HABITh, HAIBHA.

Metoro n0moBiIl € JOCHIIKEHHST Oe3MeKH I1'SITMU MECEH]DKEPIB, SIKi
BUKOPUCTOBYIOTBCS YKpAiHISIMK 3 TMOYaTKOM BIMHM B YKpaiHi. Cutyamis 13
0e3MeKol0  BIPTyaJIbHOTO  CHUIKYBaHHS  OCOOJIMBO  3arocTpuiacs — IMiCIs
noBHOMAcIITabHOTO BTOprHeHHS P® mo VYkpainu. OcTaHHIM YacoM 3HAYHO
3pociia KUIbKICTh Ki0epaTak Ha Ta/PKeTH YKPAiHIIB, a TaKOX MOYaCTIIIaIH
3JlaMyBaHHS MTEPCOHAIILHUX CTOPIHOK Y COIIMEpEekKax.

[Ilo6 yOe3meuntn kopucryBadiB, ekcrneptu IT-kommanii GlobalLogic
BU3HAUMJIM CIUCOK HAWOE3MEUHINUX MECCHKEPIB 1T  OCOOMCTOro Ta
npodeciitHoro cnikyBanHs (Tabin. 1[2]). 3a cnoBamu Opxana ["acumosa,
Technology Director, GlobalLogic, HaiOe3neuHimmM  OE3KOMTOBHUM
MeceHxepoM € Signal. MeceHkep BUKOPUCTOBYE TEXHOJOIII0 HACKPIZHOTO
mudpyBaHHS - TOOTO, IMOBIJIOMJICHHS JOCTYMNHI TUIBKMA JJIsI BIAMpPaBHUKA W
oJlep>KyBaua, iX He MOXKHA IPOYUTATH, HABITh IEpeXOnuBIIH [3].
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Tabmunss 1 - IlopiBHsibHa Tabmuisd (QYHKIN 3axucTy Ta Oe3neku
MECEH/IKEPIB, sIKl 30KpeMa BUKOPUCTOBYIOThCA B 3CY

Signal | Threema | WhatsApp Viber Telegram
MiclesHaX 0K eHHS CIIA | Snomis | CIIA CIIA | Ilseiiuapis
KEPYI40ro odicy
Yu 3axumniac
3aCTOCYHOK Hi Hi Hi Tak Tak
IMOBIJIOMJIEHHS Ta MeJla
BOymoBaHi MOXIJIMBOCTI i i i i 0
I 300py JaHUX
PoskpuTTi ranmx YacTKkoBO Tax Tax Hi Hi
JUISL CIISTICITY KO
301p maHuXx
KOPHCTYBAHIB Tax Tax Tax Hi Hi
(MOXJIMBO JUISI OpTraHiB
Biagu PD)
Hlngpysanss 3a Tax Tax Hi Tax Tax
3aMOBYYBaHHSIM
AU Hi Hi Hi Hi Tax
peecTparrii
AelllyBaHHs Hi Hi Hi BubipkoBo Tak
0COOHMCTHX JaHUX
Ry - Hi Hi Tax Tax
METaJaHuX
JlogpaxTopna Hi Tax Tax Hi Tax
aBTEHTH (KLl

Buxoasun 3 1bOro MOXXHA 3pOOUTH BHUCHOBOK, WIO JKOJHUH 3
nepepaxoBaHUX MECEHKEPIB HE € OE3MEYHUM 1 HE MOYKE BUKOPHCTOBYBATHUCS
1] 9ac BiHU.
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