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Pe3yabTat podoTH aJropurmy reHepyBanHs ¢aiiry
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Pe3yabTat podoTH ajaropurmMy napcunry gaiiay
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Pe3yabTaT cTBOpeHHs TOKeHY i3 3acodamu ldentityServer

> GeneratelwtTokenAsync(User user)

_userManager .GetRolesAsync(user);

user.Email),
1.NewGuid().ToString()),
user.Id.ToString()),
Join(", ", roles))

8. UTF8.GetBytes(_configuration| ™ JwtKe

. HnacShase);

«Time . Now.AddDays

L.ToDouble(_ configuration[”)

token = It urityToken(
_configuration|”IwtIssuer”],

_configuration["IwtIssuer”],

clains,

expires: expires,

signingCredentials: creds

{ AccessToken = ] - ityTok indler().WreiteToken(token) };
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Ininiamizanis cepBiciB i3 koHdirypauniero

options.addrolicy(
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if (env.IsDevelopment())
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L
app . UseDeveloperExceptionPage

loggerF
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CTBOpeHHA NPOEKTY HA OCHOBI MiKpocepBiciB
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CTBOpEeHHS 30BHIIIHBOTO MPOEKTY
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public static void ExportExcel (DataTable dt, DataGridView dgv)

{
if (dt == null || dt.Rows.Count == 0)

{

MessageBox.Show(«Het mannbixy», «Iloackaska», MessageBoxButtons.OK,

MessageBoxIcon.Error);

}

else

{

List<string> listHeader = new List<string>();
List<string> listDPName = new List<string>();
for (inti=0; i < dgv.Columns.Count; i++)
{
if (dgv.Columns[i].Visible &&
dt.Columns.Contains(dgv.Columns][i].DataPropertyName)
&& !listDPName.Contains(dgv.Columns[i].DataPropertyName))
{
listHeader.Add(dgv.Columns[i].HeaderText);
listDPName.Add(dgv.Columns][i].DataPropertyName);

¥

¥
DataTable exportDT = dt.DefaultView.ToTable(false, listDPName.ToArray());

SaveFileDialog sfd = new SaveFileDialog();
sfd.Filter = "daiin xIs | * .xIs | daitm xIsx | * xIsx";
if (sfd.ShowDialog() == DialogResult.OK)
{
string result = Util.Pub.ExportExcel(exportDT, sfd.FileName, listHeadery);
if (result=="")
{
MessageBox.Show(«3kcnopT BeinoaHeH ycnemHoy, «llonckaskay,
MessageBoxButtons.OK, MessageBoxIcon.Information);

¥

else

{

MessageBox.Show(«Ommbka sxcniopray, «Iloackazkay,
MessageBoxButtons.OK, MessageBoxIcon.Error);

¥



public async Task<object> LoginAsync(LoginDTO loginDTO)
{

var user = await _userManager.FindByEmailAsync(loginDTO.Email);
if (user == null) throw new ValidationException("Invalid user");

var result = await _signinManager.PasswordSignIinAsync(loginDTO.Email,
0ginDTO.Password, false, false);

if ('result.Succeeded) throw new ValidationException(*Invalid login attempt™);

return await GenerateJwtTokenAsync(user);

¥

public async Task RegisterAsync(RegisterDTO registrationDTO)

{
ModelValidator.Validate(registrationDTO);

User newUser = new User()

{

FirstName = registrationDTO.FirstName,
LastName = registrationDTO.LastName,
Email = registrationDTO.Email,
UserName = registrationDTO.Email
o
string password = registrationDTO.Password;
await ChecklIfThePasswordlsValid(password);
await ChecklIfTheUserDoesNotExist(hewUser);
var isCreated = await _userManager.CreateAsync(newUser, password);

if (YisCreated.Succeeded) throw new ValidationException(string.Join(", ",
sCreated.Errors.Select(p => p.Description)));

var isAddedToRole = await _userManager.AddToRoleAsync(newUser, "user");

if (YisAddedToRole.Succeeded) throw new ValidationException("Can't add user to

ole™);

¥
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import { Injectable } from '@angular/core’;

import { HttpRequest, HttpHandler, HttpEvent, HttpInterceptor } from
‘@angular/common/http’;

import { Observable } from 'rxjs’;

import { AuthService } from 'src/app/core/services/auth.service’;

@Injectable()
export class Authlnterceptor implements Httpinterceptor {
constructor(private authService: AuthService) { }

intercept(request: HttpRequest<any>, next: HttpHandler):
Observable<HttpEvent<any>> {
if(this.authService.isLogged()) {
request = request.clone({
setHeaders: {
Authorization: "Bearer ~ + this.authService.getToken()

¥
b
¥
return next.handle(request);
¥
}

import { Injectable } from ‘@angular/core’;

import { HttpClient } from ‘@angular/common/http’;

import { environment } from 'src/environments/environment’;

import { map } from 'rxjs/operators’;

import { TokenResponse } from 'src/app/shared/models/responses/token-response.model’;
import { Login } from 'src/app/shared/models/auth/login.model’;

import { Jwtinformation } from 'src/app/shared/models/jwt-information.model’;

import * as jwt_decode from "jwt-decode™;

import { Register } from 'src/app/shared/models/auth/register.model’;

import { Observable } from 'rxjs’;

@Injectable({
providedin: 'root’

)

export class AuthService {
jwtlnfo: Jwtinformation;
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public static IdentityBuilder AddDependencies(this IServiceCollection services,
IConfiguration configuration)
{
TimeLimitConfiguration timeLimitConfiguration = new
TimeLimitConfiguration(configuration);
EmailConfiguration emailConfiguration = new
EmailConfiguration(configuration);

return services

AddScoped<IRepositoryBoard, BoardRepository>()

AddScoped<IRepositoryUser, UserRepository>()

AddScoped<IRepositoryCardList, CardListRepository>()

AddScoped<IRepositoryBoardDapper, BoardRepositoryDapper>(provider =>
new BoardRepositoryDapper(configuration.GetConnectionString("DefaultConnection™))

AddCache(configuration)

AddSingleton(timeLimitConfiguration)

AddSingleton(emailConfiguration)

AddHangFire(configuration)

AddTransient<lEmailService, EmailService>()

AddTransient<lAccountService, AccountService>()

AddTransient<IBoardService, BoardService>()

AddTransient<lICardListService, CardListService>()

Addldentity(configuration);

¥

private static IServiceCollection AddHangFire(this IServiceCollection services,
IConfiguration configuration)
{
return services.AddHangfire(x =>
x.UseSqlServerStorage(configuration.GetConnectionString(*'DefaultConnection™)))
AddHangfireServer();

¥

onstructor(private httpClient: HttpClient) {
if(this.isLogged()){
this.jwtinfo = jwt_decode(this.getToken());

¥
¥

ISAdmin(): boolean{
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return this.jwtInfo.typ.includes("admin™);

k
k

iIsLogged(): boolean{
var token = JSON.parse(localStorage.getltem(‘accessToken'));
return token == null ? true : false;

¥

getToken(): string{
var token = JSON.parse(localStorage.getltem(‘accessToken"));
if(token !'==null)
return token;

¥

register(registerData: Register): Observable<any>{
return this.httpClient.post<any>(environment.apiUrl + ‘/api/account/register’,
registerData);

¥

login(authData: Login) {
return this.httpClient.post<TokenResponse>(environment.apiUrl + ‘/api/account/login’,
authData)
.pipe(map(tokenResponse => {

var token = tokenResponse.accessToken;
this.jwtinfo = jwt_decode(token

private void ReturnPlatformToPool()

{
var tmp = activePlatforms[0];
activePlatforms.RemoveAt(0);
tmp.gameObject.SetActive(false);
SetNextPlatform();

¥
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Tlo3naueHHs HaitmenyBanus Eﬁﬁ)ﬂggﬂ
JlokymeHTartis
[TosicHIOBabHA 3amucKa 71 crop.
TekcT mporpamu 5 crop.
3m. | Apx. | Ne doxym. Iion.| [lama
Pospob. Cmaonix M.M. Hocnioxcenns Apk. ApkymriB
KOMNOHEHmI6
Iepesipus. | Minyxin C. B. dokymenmoobizy ma 1 1
H K Miroin C. B eenepayii yugpposux
. Konmp. inyxin C. B. ;
D i O00KyMeHmis 8 6eO XHVPE Kaghedpa CT
dodamxax
3ameepo. I'pebennix I.B. Crenudikarris
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No [To3naue HaitmenyBanHs Honarkosl
B1AOMOCT1
HHSA
TekcToBl JOKyMEHTH
1. [TosicHIOBanbHA 3amKcKa 72 crop.
2. Crenudikanis 1 cTop
3. Tekcr nporpamu 5 crop.
['padiyni HOKyMEHTH
4, C10 Pe3ynbTar poOoTH aIropuTMy 1 apkymr
reHepyBaHHs (aiimy
5. Pesynbrar poboTn anropurmy 1 apkym
MapcuHry (hairy
0. Pe3ynbTar CTBOpEHHS TOKEHY i3 1 apkym
3acobamu IdentityServer
7. I[Himiamnizanis cepBiciB i3 1 apkym
KOH(Diryparyiero
8. CTBOpEHHsI MPOEKTY Ha OCHOBI 1 apkym
MIKpOCEpBiCiB
0. CTBOpEHHSI 30BHIIIHBOTO MPOEKTY 1 apkym
10.
11.
12.
16.
17.
3MiH. ApK.. Ne [Mian. [Hara
JTOKYM
Pospoé. Cmaowuik
M.M.
Ilepesip. Minyxin Jlocrioocenns Apxym ApkyuriB
C.B. _ KOMNOHEHMI6
H. Konmp. I pebenni doKymenmoobizy ma 1
LB. eeHepayii yugposux
3ams. 00KyMeHmis 6 6eb XHYPE
dooamrax Kageopa CT




