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lpadiyHMM maTepian

XAPKIBCbKMH HALIOHATNBHUIA YHIBEPCUTET
FPAOIOENEKTPOHIKIA

DakyneTeT Komn'oTepHOT IHXeHepll Ta yNpaBniHHA
Kageapa AMNOT

KBATIOIKALIIMHA POBOTA

Cucrema AMCTaHUiIMHOIro MOHITOPHHIY
MiKpOKAimaTy

CTyoeHT rp. CKCm—20-1 TMonoe [JeHuc Iropesuy
KepieHWE poGoTu: nou. Xaxanoea [LB.
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MeTta poboTu

Metor keanidikauidHoi poboTh € CTBOPEHHA MOAENI CUCTEMKN

OWCTEHUIWHOrO MOHITOPWHIY mMikpoknimaty. [nAa uyeoro  byno
chopMyNb0BaHO HAcTYMHI 3agadi:

PO3rMAHYTH KOHUENUIK |HTEpHETY peuden;

3'ACYBATH Ba¥NWBICTE BWKOPUCTAHHA XMAapPHWX CepBICIE Y
CUCTEMAX |HTEPHETY peYen;

BMDIp anapaTHUX Ta NporpamHWX CKNajoBux;

OrMAL NPOTOKONIE Nepefadi JaHux;

CTBOPEHHA CMCTEMKM Ha OCHOBI 0DpPaHWX KOMMNOHEHTIE,
NIGKNHYEHHA CUCTEMKM S0 XMapW.

Moroe A1, cm. 2p. CHCw-20-1, kagh, ANTOT, XHYPE, 2021




AKTyanbHicTe poboTu

Mikpoknimat — nNOHATTA, AKe BKNW4Yae B cebe Taw
XAPAKTE PUC THKM AK TeMNepaTypa, TUCK, BONOFICTE
HABKONWLWHBOMD CepefoBNLLA Ta WEBWAKICTE NoeiTpA. [oTpibHICTE
BUMIDHOBAHHA LMX MOK3IHWKE BOyna 3aexgWm  BUCOKOK. 33
CEpPedOH BUMIPHBaHHA BWAINATe nobyToBy Ta BUpobHWYy
cepn. HaneBHo y koxHoMy ByouHKY € TEpMOMETP, A0 AKOrO 33
DasaHHAM MOXHA NIGIATH Ta NOAWBMTWUCA NOKa3HWK. Ane npw
BMMIDHIBAHHI LMX NOKA3HMKIE HA BENWKMX NIGNPUEMCTEAX, Ae
KINBKICTE 0D'eKTIB gy#e Benuka, a BIACTAHb MK HUMMW MOME
LOCAratM AeKiNbKoX KINOMeTpie, 3aBwxaW Dye nonut Ha cucTemu
AnA 30MpaHHA IHopMaLIT 3 CeHCOpIB a Takox 30epiraHHA BenNUKOT
KINBKOCTI AEHWE 3 HWX.

-

NURE Momoe .1, cm. zp. CHOM-20-1, kag. ANOT, XHYPE, 2021

Ornsa iCHYK4YKX pilleHb
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Internet of Things

InA nepeHeceHHA fI3nYHNX

oD'eKTIE B pexnMMm OHNaiH Ta e —
MOXNWBOCTI 3pobutn Tak wob
BOHW Mi¥ coboK cninkyeanucA Ta
cnienpayoeanu mix cobow Ges
ydacTi NHIAHHKA,
BMKOPWUCTOBYETECA  NRaTdopmMu
loT, abo IHTepHeT pedei, AKWIA
3abeanevye aETOMATH3 Al
PO3YMHWX MPUCTPOIE ¥ Mepemax
KOHKPETHOT IHPpacTpyKTYpK.

-

_NURE Monoe .1, em. 2p. CKOM-20-1, kagh. ANOT, XHYPE, 2021

XmapHi cepeicue loT

BUKOpWCTAHHA XMAPHWY CERpBICIE ¥ CWMCTEMAaX ABTOMATWAAUIT OA& amary
IMEHILMTIA BUTPATH Ha 00NagHaHHA a Tako rapanTye GeanepepBHAR gocTyn
oo adepexeHoi iHQOopMaLIT.
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NURE Monoe A1.1., em. 2p. CKCM-20-1, xkagh. ANOT, XHYPE, 2021
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QObuucneHHa B loT

B cucremax asTomarvianii ofpobka gadHux moske Bl a0yBaTiCa Ha pPi3HMX piBHAX:

1. Cloud Computing —oByuCnedHa BesnocepegHeoy XMma pi;

2. FogComputing — ueHTpo6polkH 4aHHX pO3TAWOBAHHH BAKRY e A0 NPUCTPOTE;
3. EdgeComputing —obuucnedsa BesnocepeniboHa Micuwi 360py THGO pMaLLIL

GRl o~ Edge Computing

Beas R | P
P — INTERNET — - (] L ]
A THINGS T
T — | Motk '

N5 = .
i e |
ok B & iu:: e i 3 rn.u..rfﬂp He
__NURe Monoe A.1., em. 2p. CHOM-20-1, kagh. ANOT, XHYPE, 2021
Cpr’Iﬂ}‘pE CHUCTEMHK
L T
=
'."----.:lbl{ T
i it oy b Lo e R i el i o e
._.1'.........:-'_ J__.:_u- 1L, e .
o] | o

i B
LS [ ——— [
i -
X e P, s
Ny Prite, ng I\.i s -—— =
i
ol A e —
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LleHTpaneHW NpUCTPRIN

Y AKOCTI UBHTpaneHOro NPUCTpOK BUKOPWCTOBYETBCA MIKQOKOMM'KTEp
Raspberry Pi Model2 b+, 4@ Mac 300y NiOKNKDYEHHA 00 Mepesi IHTepHET 3a
ponomorod Wi-Fi. Ha Mikpokomn'ioTep BCTAHOBNEHA onepauiidHa cUCTemMa
Raspbian OS5, a y BipTyaneHoMy oTOveHHi Python BCTAHOENEHA CHCTeMA
ABTOMATHAALIT Homeassistant.

NURE Monoe .1, em. zp. CHOW-20-1, kagh. ANOT, XHYPE, 2021

Zigbee npucTpoi

Y DaHid pofoTi BMKOPWCTOBYETECA CEHCOp TeMNepaTypW Ta BOMNOMOCTi
Xiaomi agara Temperature and Humidity Sensor. BiH nigTpumye GeanposigHAR
CcTaHOAapT fighee ANA NOQKNKYEHHA OO0 HWKX NpucTpoie. Ockinekk Haspberry
Fi He mae Takoro mogyna, ane mac USB noptw, Gyno ofpado npwamay Zigbee
CC2531 Sniffer.

cm. 2p. CKCW-20-1, kagh. ANOT, XHVYPE, 2021




90

MpoTtokon MQTT

MQTT, abo Message Queue Telemetry Transport - Ug NErKMA, KOMOAKTHHA
i BiOKpWTHA npoTokon ofmiHy OAaHWMK, CTEOPEHWA ONA nepepadi JaHux Ha
BigOaneHWx NoKauiAx, e noTpifed HEBENWEWA poamip Koay i € obMeEseHHA no
NponyckHil- 3gaTHocTi kKadany, OOMie noeigoMneHAMd B npoTokoni MOTT
ANIACHIDETECA MEBE KMIEHTOM, AKWA Moke GyTW BMOABUEM abo NignMcHUKGKM
NOBIAOMAEHE, | DpoKepomM NORIOOMNEHE.

~NURE Monoe 1.1, cm. 2p. CKGu-20-1, kach. AMOT, XHVPE, 2021

HanawTtyeanHa ZigheeZmqtt

Mogyne figheeZmalt cnysuTh
OnA NepeTEOpEHHA NakeTie Zighee ¥ =t
nakeTn Matt i Haenawt. ONA TOTO "o e
wod BiH 3anpauweas  HeobxigHo o ™
3ancBHWUTH Gain configuration.yaml.  =“5o. .
[10 OCHOBHWX HANAWTYBaHE BXOOATE o .t
CAOWMCKW NPUCTPOIB, iM'A Ta naponsk :
onAa nigknwodedHs MOQTT Gpokepa,
nopT ¥ AKOMY  pO3TAWOoBaHWA

irgaat boalean:
Zighee permlt jodn:

npuAmMay, iHLI HanawTyeaHHA : nase: Allow devices to foin

F initial; on
BUCTABNMNAKITECAH ABTOMATHYHO. " Loon: mdi:cel | phose wlreleds
DEpiM ueora HeodxigHO BKa3aTK . —

2ighee _permil _|.-.ir|:
Paild? Tl resaining
durat fon; 19y

Oo3gin Ha ABTOMATHYHE
NigKMKYEHHA NpUCTpOiE Ta Talmep,
3a A gyoe gigbyeatuca
ABTOMaTHyYHe OMATYBAHHA i Jrim it i it eeritosemst
MpWCTROIB. T

~ NURE Monos 1.1, cm. 2p. CKGu-20-1, kach. AMOT, XHVPE, 2021




91

HanawTtyBanHa Mgttbroker

Mo nepwe HeodxigHO BKA3aTk |P-agpecy,
nopT, norH Ta napone fighee mogynAa 3
nonepenHix HANAWTYBEAHE ] tain
configuration.yaml. Adani y anni
automations.yaml| BKalyeTeCA Oil, AKI OyOyTh
ABTOMATMYHO BWKOHYEATWCE. OCHOBHWA  TWN
NoBIOOMMNEHL, AKMA nepepac Opokep — Ue
publish. CemaHTHKka ToniKie iepapxiyHa. Takox
BKA3VKTECA TPWrepW 3a AKX Oyde eionpaeneHo
KOHKpETHE NOBIOOMITEHHA.
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_ NU RE Monoe [1.1., cm. 2p. CKCu-20-1, kath. AOT, XHVPE, 2021

o Lpfperwid_fede

[HTerpayis 3 XMapHUM cepeepom

MNnargopma  Homeassistant mae  MOENWBICTR
PIAHIMAHITHUMIA CTOROHHIMK CepBicamMy. OOWH 3 TakMx cepeicie — MABL CASA,
AKWA ABNAE COBOK XMAPHWA CEPBIC 3 MOMNUBOCT) 33BAHTAMEHHA CHCTEMA O0
CEpEEPY TA OTPMMAHHA QOCTyNy 3 GyOb AKOMO MIiCUA MaKyW NWILE NigKnHoYeHHA
oo IHTepHeTy. MpoGHuA GeakowToEHWA nepiog cknagac 31 geds. Ak onucye

iHTErp ALl

CMCTEMY CamM MOCTAYansHUE, BOHA MAE rapHi MexaHismu 3axucTy,

OTpMMaT NOCKUNaHHA Ha BNACHWI cepeep.

NAEBEU CASA

~NURE Monoe .1, om. 2p. CKCM-20-1, kagh. ANOT, XHYPE, 2
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CUCTEMHI

ronocoBni
nomMiyHk Ta dyHKUiKn Text-to-speech. AnA nepemillgHHA CUCTEMWA ¥ XMapy
HeobxigHo 33ATH ¥ BKNAOKY iHTerpauii Ta obpaTti gaHWi cepeic, NicnA peecTpauii
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3ibpaHa cucTema

NURE Monoe .1, em. zp. CHOM-20-1, kagh. ANOT, XHYPE, 2021

TecTyBaHHA

Ana nepesipkn pofioTh xmapHoro cepeepy HeofuigHo 3aWTH y cucTemy © Gyas-
AKOrD NPUCTPORD 3 THWOD Mepexi, HEnpUEngn 3 Tenedody Ta mofineHol mepessi. Micha
NigHIKYEHHA 40 CHCTEMH MOMHE  BMOPETH  HOHKPETHMA NOKE3IHWK, NICIA YOm0
BIOKPHETLCA rpadik 3HaYeHe v BHOBpaHuid nepiogyacy.

NURE Monoe .1, om. 2p. CHCM-20-1, kagh. ANOT, XHYPE, 2021
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BUCHOBKMK

Y ¥00i BMEOHAHHA KEanidikawiiHol pofotk Gyna pospofneHa cucTema
OWMCTAHWIRHOMD MOHITOPUHIY MIEpOKNIMATY ¥ noGyTosoMY NpumMileni. AnA
Ukora Gynwn chopmMyNe0oBaHi Ta BWEOHaHI 3anadi, 3ae0AKKM  o0paHim
TEXHOMOTAM CMCTEMA BWAWNE He QOOporow, a 33B0AKW iHTerpauii 3
KMAQHWM CEpEEQOM £ MIMWBICTE NEPRIMNAODATH 0aHi 3 OyOb-AKOro Micuq v
Gyae-AKKMIA vac. Mpu Ga#aH, v MaAbyTHEOMY O3Ha CUCTema mMoe GyTi
BOOCKOHANeHa. Hanpuknag, MoHa O0ogAaTH CNOBIWeHHA KOpPWCTYBAYA Npo
MNeBHi 3MiHW napameTpie, a00 AKWO NOKAIHWEW 3MIHATECA  BIOHOCHO
33a0aHNX 3HAYeHe. CKpiM UBOMD O0adHa cucTema mMmoe 0yTH nepepobneda y
MOBHOUWHHY nnatgopmy po3ymMHore OyOWHEY, a0#e KiNeKiCTe NPUCTROTE AK
NiATPUMYE NPUAMAY Oy#e BeNUKEa, THM Navye ix KiNbKICTe H3 pUHEY Ve
B2MWKA, 3 LiHW BiOHOCHO HU3kK.

-

NURE Monoe .1, cm. zp. CHOM-20-1, kagh. ANOT, XHYPE, 2021

[lakyto 3a yBary!

NURE Monoe .1, om. 2p. CHCM-20-1, kagh. ANOT, XHYPE, 2021
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JIOJIATOK B
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XMAPHI TEXHOJIONT ¥ POIYMHHX BY/IHHKAX
[Monoe J1.1.
Hayxosnil kepisHuK — K. T.H., fou. Xaxanosa [ B.
XApKIBCEEHI HALIOHANEHHA YHIBEPCHTET Paal0eNeKTPOHIKH
(61166, Xapkig, np. Haykn, 14, kad. ATIOT, ren. (057) 702-13-26)
e-mail: denys.popov i nure.ua
A model of the system of interaction between the user and intelligent devices
with the use of modermn wireless technologies, as well as capable of storing a large
amount of information using cloud services, 1s proposed. Modem technologies of
data storage and processing on the server side, data transfer protocols and basic
software functions are considered. Such a system will be charactenized by
rehability and stability of data transmission, as well as flexibility for further
expansion.

Beryn. Bee Gineln nonynspHEs y CBITI CTAE asToMarwianis OyaHHKIE 3a
JONOMOTOK) PIIHOMAHITHHX POITYMHHX NPHCTPOIB, sk o €IHYWOTE B OJHY
BENMKY Ta cknaany cucremy. lnrenextyansna cucrema 300py mdopmant Ta
JHCTAHIIAHOND  KEepYBAHHA  PITHOMAHITHHMH  CMapT-NPHIATAMH  BEIOMAE
18 3aH1 MK cobow komnonenTH: |) npuctpoi 11 cranaapramu Ge3npoBlIHHX
TeXHONOrii; 2) uentpansnnii kouTponep; 3) nogatoxk kopucTysava. Ockinkekn
KUILKICTE PITHOMAHITHHX NPHAATIE 3 KOKHEM JHeM 0ULIIYETECH, HeodX1IHO
WYKATH HOBI plueHHA 18 olnenunenns kepysanna wuMy. Buxopucranns
XMAPHHX CCPREPIB — ABMIIE BKE JABHO HE PIAKICHE, Le 0NN 1 Hallbeneunnunx
MeTole 30epiranns indopManti, 40CTyn J0 SK0i MOEHA OTpEMaTH 3 OyaL-aK0l
TOYMKH Y CBITI, MaKMH miakmovenna 10 vepext [1] Merow pocnipxenns ¢
NOWYK CTAHJAPTIE TA TEXHOMOTI, SK1 HPOKD BHKOPHCTOBYIOTECH ¥ CHCTEMAX
ARTOMATHIAWIT, METOMIE nepenadul Ta ofpodKn Janux Ha BLAJANEHOMY CEpBEpl
JUIR NOJANBINOTO 30epIranns, NBHINEHHA SKOCTI B3arMOIlT MIK KOPHCTYBAYMEM
Ta PIAHOMANITHHME CMAPT-NpUAALaMu ¥ pexusmi online

ImicT gochayrkenns, BHKOPHCTAHHA XMapHHX TEXHONOTIH 3 IMory
sbepiraTi INGOPMALLIO, AKA HAAXOANTL BLA cencopis npuctpois. Lle owmavac, wo
inthopmanin Mowe ne ICPIrATHCA HA camomy npuaamy abo KoHTpomepl, THM
camMumM He JafiMarn nam'STE CAMOI0 OPHCTPOIO, @ BIANPABMBILN Jami 10
XMAPHOrO cxosnma, mokna abepirarn ix vy mabararo OGuwsmwomy obcsu,
rapanTyioun Genexy upx aanux. OkpiM ULOro Takwil maAXia aywe ruyuKmi,
apke Momkna 3 aericro Ibunswysate of'em nav'am. Taki cucremm mowe
POIPOBAMIOTECA HA NPAKTHUL TA CKAAMMOTECH 3 TAKMX cknagosnx: 1) cmapr-
npucTpoi 3 InmBLAyansiamp  igentirikatopamn Ta Geanporignnmm
rexuonoriamn; 2) uewrpansumii npucTpiii = xowTponep, ans slacMomii 3
npuaagamm; 3) xmapunii ceprep 3 neoGx s nporpasuus sadeIneuennam s
sbepiranna ta obpobkn mamnx; 4) gonatok xkopucrysava. Biaemoms s
KopucTyBadem Ta cepsepom Oyae miadysaTncs 3a J0noMorow MoGLIBHOMO
nogarka 3 apxirextypuns criwies REST, sxuit suxopucrosye HTTP ax cranpapr

33



96

nepeaad ganux [2]. O6sia mbopMaed MIX NPHIATAMH Ta cepsepos Oyae
BlLaOyeaTucs 3a npotokonoM MOQTT(Message Queue Telemetry Transport). Leii
NpPOTOKOA CTRBOPEHHA Ans nepenaql gauux y daiinax dopuary JSON, a cama
nepeaada BIAOYBAETECE 33 cXemMoKy BHOAaBHHK-nuanucHME. llefi npoToxon
IIHPOKO BHKOPHCTOBYETECH ¥ cHcTeMax [nreprety pevweii(loT), axxe mar pniss
ofuHCIIOBANEH] MOTPEOH Ta rApaHTye SKICHHA 3B 830K HABITE Y MEpemax 3
HIIREOW nponycknow sgarwicTo [3]. Ha camomy cepsepl nosmabo Gy
cnewlankHe nporpadue sabesnevwenns, saxe Oyae oOpobnat ndopsmain Ta
KEPYBATH TNEPEJaveld MOBLIOMICHE MIE IHIDHMH KOMIOHEHTAMH CHCTEMH.
barato kKoMmMnaHiil HAZAKOTE KOPHCTYBAMAM 3IMOTY OPEHIVBATH CEpPEEp Ta
POTOPHYTH Ha HLOMY CBOE mnporpadbe 3abeinevenns. [cHyloTe roTosl
IHCTPYMEHTH, SK1 Jai0ThE MOKIHEICTE CAMOMY CTEOPIOBATH ado kondirypysama
mracuy mig 3agam norpedn. Jogarok Node-RED, sxwit gocTynamii na nyGmuno-
xmapHiii mmatdgops Bluemix goigonsc BCTAHOBMIOBATH PIiHl vHELIOHATEHI
BYLIH CHCTEMH T2 IMIHIOBATH IX TOTIKY 3aB18kH rpadiusosmy intepheiicy. Taxum
YHHOM MOKHE BIaCHOPYY 3po0HTH nporpaMy, ¥y SKY 3rojJos, NpH J0JaBaHHI
HOBHX NPHIATIE, MOGKHA JOJaBATH HOBHI (hVHELIORAT. 3aranos, nocaioBHICTE
MOlil, %K1 BHEKOHYE KOPHCTYBAHM Td CEpPBED BHIMAMAF HACTYIMHHM wHHOM: )
KOPHCTYBAY BCTAHOBTION 3 CAHAHHE 1 XMAPHHM CEpBEpOM uepes MoOLILHMi
AOAATOK, 2) KOPHCTYBAY MPOX0IHTE AETOPHIANIG ¥ cHCTeMY, 3)3asanTameHHn
rpativiore iHTepdeiicy; 4) cepBep reHepye 3AnHT N8 NEPEBIPKH CTATYCY
NPHIAAIE ¥ CHCTEMI, 5) micns OTPHMAHHA BLANOBLI Ha 3anuT, 30epirac gaHl Ta
BLI0Opakye HeoOXLIHY IHOPMALID KOPHCTYBAYEE],

Bucnoroxk: 3ap18KH BHKOPHCTAHHIO BLLIANEHWX cepBepi v cucremax loT
1 ABNACTRCA  MOKIHBICTE  30€pIraHHs  BEOHKOD  KUIRKOCTI  PIIHOMAHITHO|
indpopManil Ta AMCTaHIiiHOT B3acMo T MK ROpUCTYBaves Ta npuaatasm. Takwii
MAXIT MOMe IHHIMTH 3aTpati va obnaananns, sxke josenocs O npuabami Ta
BCTAHOBUTH B caMoMy Oy IMHKY, a 3JaBI8KH CBOTH rHy4KOCTI cucTema Moxe OyTh
ponnupena. BUKOPHCTOBYIOMH CYMACHI TEXHONOr Ta NPOTOKOAM NEpetaHl
JAHKX MOKHA rapaHTysatH Oeinexy nepeaawl Ta 3bepiranus wopaanti y
CHCTEMI,
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