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The given work is considered the method of application the cryptographic modules, to
supply the secure data storing, processing and transferring in multiservice telecommunication
networks. The analysis of user channels security has been developed and the supplying of
information security in multiservice systems based on the IP Security,Suite of protocols has
been considered. Also the foundations of attestation of thé cryptographic modules have been
investigated. On the basis of the considered aspects the conclusions displaying the main
requirements to cryptographic modules, integrated in multiservice systems have been given.

Beeaenne: Mynstucepsyicapie cetd (MC) no3Bonisior oneparopaM pacliMpUTh CBOH
BO3MOXXHOCTM B HamnpaBJIeHWW NpENOCTABICHHUA HOBBIX CEpBHCOB, (OpPMHMpYs OCHOBY s
JOMOSIHUTEBHBIX YCAYr IOHPOKOMY Kpyry mnoas3oBaTeneil. [lox MynbsTHCEpBHCHOCTBIO
MOJpa3yMERaeTCA  MPEeAOCTaBleHHe  TEeeKOMMYHHUKAlLMOHHBEIX  YCIYT C  pPa3iMyHBIMH
TpeOOBaHMAMH K MMapaMeTpaM KadecTBa 0OCIyKHUBAHUS NP eauHON HHpacTpyKType A0CTyna
nepefaun  AaHHpIX. MC noasep)keHbl HIMPOKOMY CHEKTPY MOTEHOHUANbHBIX Yyrpos
HecaHKIMOHKHpoBaHHOTO Aoctyna (HC/) kx uudopMaluy 1 ee pa3pyieHus, 4T0 00yCIOBIHBaET
HEoOXOoIUMOCTh pa3paboTkH pas3iuuHBIX CcpeAcTB M ¢yHkumii 3amutel. [Ipy 3toM ans
pacnpenenenHsix MC rnaBHo# 3anaueil BUgUTCs obecnieuyeHHe 6E30MACHOCTH YMPABASIOIIMX
xaHanos obMeHa wHGopmauueil. [Ipobiema 3alHHTHI 3THX KaHAJIOB YCIIOXKHSAETCS TEM, HTO
BHEJPEHUE U UCHOIR30BaHHE MPOLEAYD 3aLIMThI JaHHBIX He JO/DKHBI TIPUBOIUTE K 33METHOMY
CHIDKEHUIO MPOH3BOANUTENIBHOCTH TeIeKOMMYHUKaMoHHO# cucteMsbl (TKC) B nesom.

Kpunrorpapuueckue mnpeobpaszoBanus uHboOpMaMu  ABISIOTCH 3P eKTUBHBIM
cpeacTBOM olecriedeHHsi €€ KOH(PMIEHUHaJBHOCTH, UENOCTHOCTH W MOAJIMHHOCTH. JTH
MeXaHH3MBI TIPeANoaraT UCNoNb30BaHHe npouenyp mudposanus (kak s ¢aiinos, Tak U
T8 TIOTOKOBBIX JaHHBIX), BbIPabOTKH UMQPOBLIX OTNEHATKOB, 3AEKTPOHHOH LUGPOBO
MOAIHCH, a TAKKE MOMIEPKKH CHNELMAT3NPOBAHHBIX 3allHINEHHBIX CETEBBIX IMPOTOKOJOB.
BakubIM acreKTOM TaloKe ABISETCS peajlM3alis MyJbTHIONB30BATEABCKOIO YIIPABICHUS
cekpeTaMH (KpHNTOrpadUuecKUMH KJIIOYaMu U MarepualioM N X BhIpabOTKH), B TOM HHUCIIE,
1 B PEKUME PEATBHOIO BPEMEHHU.

Bee atn 3azaum onpepensior cneuuduueckie TpeOOBaHHA K KPUATOTpadHUeCKUM
MoxynaM (KM), BCTpoeHHBIM B ceTeBBlE IPOMEXKYTOUYHBIE H TEpMUHAILHbBIE YCTPOWCTBA.
UcnonmpzoBanne KM B COBOKYNHOCTH ¢ HEOOXOJHMBIMH TeXHUYECKUMH METONAMH MOMKET
00eCTIeYUTh 3alMTY OT LIKMPOKOTO CIEKTPa [IOTeHIHaNbHBIX yrpo3d. OfHAKO A1 COBpeMEHHBIX
MC Ttpebyercs pa3paboTka UMEHHO YHUBEPCAJIBLHBIX MOAYJEH, KOTOphle MOIIM 00ecredHBaTh
BBHINIOJIHEHHE BCETO CHEKTpa Npeobpa3oBaHMil, HEOOXOAUMBIX [UIS PasIMYHBIX THUNOB TpadHka
TKC, a Taioke obaagarh MHOTOGYHKUMOHAILHEIM HHTepdecoM BBOAA KIIOYEH U JaHHEIX,

IToaToMy OCHOBHBIMH 3afauamu paboThl SBIAIOTCS AHAIU3 CYIECTBYIOIIMX CETEBBIX
cayx6 MC, ceTeBBIX NpPOTOKOJOB, HCHCAB3YEMBIX B paMKaX OOBeJAWHEHHBIX CeTeH,
MPUMEHEHHE METOOB U NPOTOKOJIOB 3aLUTh] ceTell ¢ OMOILbIO KpHITOrpadgUyIeckHx CpeacTB,
a TakKe Haxo)KAeHWe OOLIMX 3NIeMeHTapHbIX Nipeobpa3oBaHuii MHPOPMALIMHK, HCTIONB3YEMBIX B
3THX  cpeacrBax. B pabore  obcyxnaercs  BOMNpPOC — OTKa3OYCTOMYUMBOCTH M
pekondurypupyemoctt KM, a Taioke anroputMuueckas OCHOBA  IIPHOPHTE3ALMH
KPUITO3aUUILEHHbIX MAKETOB /Ui COOMOACHHS COrIalleHUH O KayecTBe 0DCTyKMBAHHS B CETH
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DopMupoBaHie 3AUIHIEHHbIX M0JIB30BATEILCKAX KAaHAIOB :
Bce omnpepenerHbie BpHIE 3afadyd  QOPMHPYIOT BhICOKHe TpeboBanus Kk KM,
OPHEHTUPOBAHHBIM Ha IpUMeHeHHe B cucreMax 3aumtet MC ot HCII:
~ BBICOKAs CTOHKOCTH NPH KPUOTOAHANM3e Ha OCHOBE GONBINOro oObeMa HM3BECTHOTO HIIM
oA0OPaHHOrO TEKCTa, 3alUN(pPOBAHHOTO Ha OTHOM U TOM KE KIOYE;
-  BBICOKas CKOPOCTH MIMGPOBAHUA TIPH MPOTPAMMHON peanuzauiy U (HYHKUUOHHPOBAHUE B
peXHMe peaTbHOTO BpEMEHH;

— COXpaHEHHE BO3MOMKHOCTH TNpPOM3BOJIBHOIO AOCTYNa K JaHHbIM —  OIpedenser
HEeOOXOIMMOCThL UCTIONB30BAHUA alrOpUTMOB ONOYHOro muQpoOBaHUS B Pa3IMYHBIX
PEe’KHMaXx.

OCHOBHBIM 32IMIUEHHBIM CETEBHIM CTEKOM, KOTOPbIH HCIONB3YeTCs Ha CeroAHALIHUM
neHs B MC (4 HMurepHeT B KauecTBe TPaHCIOPTHOM CeTH), ABJAseTcs CTek mportokonos [P
Security (IPsec). Mcnonp3ys ero B KauecTBe OCHOBHI, CTAHOBHThCS BO3MOXKHBIM COOIIOCTH
o6o3raveHHbie Tpebosanua k KM. IPsec — 3T0 MHOXKECTRO B3aMMOCBA3aHHBIX TPOTOKOJIOB,
obecrieuynBaIOLINX peaTH3aUM0 Npoleayp mMudpoBaHMA, ayTeHTH(HUKAMHA M obecredyeHud
3alUTHl fIpH TpaHcnopruposke [P-naxkeror. Kpome Ttoro, IPsec Rkmo4Yaer NMPOTOKOMBI IJIs
3aldileHHoro obMmena Kkiarouamu B cetn Muteprer. Ilpotokonsr creka [Psec pabotator Ha
ceTeBOM YpoOBHE, uro Jenaer [Psec Hambonee rubkuM M QYHKLUMOHAIBHBIM CpeAM APYTHX
3alMIIEHHBIX CTEKOB, X OMPENENsieT BO3MOMKHOCTh €r0 WCIOIB30BaHMUs I8 3aLUThl JIIOOBIX
npotokonoB Oasupyommxcs Ha TCP (Hauexnwiii Tpancnopr) u UDP  (rpancnopr c
HErapaHTHPOBAHHOH AOCTaBKOH), B TOM 4HC/e U OPHEHTHPOBAHHBIX Ha TpadMK pPEAIBHOTO
BPEMEHH.

IPsec-npoToko/bl MOMKHO pa3fenuTh Ha /[Ba Kilacca: MPOTOKONb! OTBedaloLmye 3a
3al0UTy [IOTOKA NepefaBaeMbiX MAKCTOB M TPOTOKONLI oOOMeHa KpunrorpapuHecKuMu
KioyamMy. Ha Hacrosmuiét MOMEHT B CTeKe OfpeAencH TOABKO OIMH NpOTOKon oOMeHa
kpunrorpadudecknmu  kmovamMp — IKE W gBa mporokona obecrieduuBaioUMX —3aIIUTY
nepepagaeMoro noroxka - ESP (oGecneumBaer UEAOCTHOCTE W KOH(QUACHIIMAIBHOCTD
MepefaBaeMelx  JanHelXx) M AH (rapaHTus LENOCTHOCTM [OTOKa). B COOTBETCTBHH C
nporokonoMm IPsec apxurektypa cpeacrs  OezonacHOCTH HMHGOPMALMOHHOTO OOMEHa
pasnensercs Ha TpH yposHs. J[loDamnenue npOTOKONOB A4 YIpPABJIEHUS KIIO4YaM{d B
MHOTOMOJIL30BATENLCKOR  Cpefle B peKHMe pealbHOrO  BPEeMEHM  IIPOM3BOJAUTBCA €
IPHUBJIEHEHHEM JpYTHUX cTaHjaapToB 3ammrel  (Hanpumep, MIKEY). <@opmuposanue
6e3omacHeIX ceccuit ana nepegaun Tpaduxka MC MOXeT BHIONMHATECA HA OCHOBE HPOTOKOJIOB
SDP, RTP/SRTP. Ha BepxHeM ypoBHE PacIONOXKEHE] CIeAYIOWHE IPOTOKOMBI:

— MPOTOKOJ COrJacoBaHWA NapaMeTpoB BUPTYAJILHOIO KaHajla B YIPaBieHHS KIIOYaMH
(ISAKMP), ofecneunpatommii  ofwiee yOpaBneHMe —3alUMUIEHHBIM  BUPTYATBHBIM
COEIMHEeHHEM, BKJIIOYAs COIJIACOBAHHE WCIIONIb3YEMBIX aJi'OPUTMOB KPHNTO3AIUMUTH, a
TaKKe MeHEPALIMIO H paciipelleieHHe KIIOYeBOH REGopMaLiy;

— [POTOKON ayTeHTH(HUUpYtoiero 3aronoska AH, npexycMarpusarouidii ayTeHTH(PHKALMIO
KWCTOYHMKA JaHHBIX, PCBEPKY LIEJIOCTHOCTH JAHHbIX M WX TIOJUIMHHOCTH TOCHe IipueMa, a
TaKKe 3alIMTY OT HaBSI3bIBAHUS [TOBTOPHBIX COOOILEHHH;

— TpOTOKOJNI  VHKANCynupylowmwed samursl  cougepkumoro ESP,  ofecneunBaromuit
kpurrrorpadrdeckoe 3aKpbITHE fepefaBacMbIX’ ~ HaKEeTOB coo0IIeHHH H
NpefycMaTpHUBAIOILMHA Takke BbINOIHERKE BeeX GyHKUNA npoTokoia AH.

TapanTm#r nenocTHOCTH U KOHBMACHIHANBHOCTH AaHHbiX B IPsec obecneunBarorcs 3a
CUET HCIONB30BAHMA MEXAHHU3IMOB ayTeHTH(HKaKK ¥ tiupporanus. [TocenHue OCHOBaHbI HA
TPEeIBAPUTENHHOM COTIACOBAHUM CTOPOHAMH uHGOpPMAaLMOHHOTO OOMeHa T.H. "KOHTeKcTa
fe30rmacHOCTH" — NMPUMEHSEMBIX KPUNITOrpadpHiuecKuX ajiropuTMOR, aJFOPUTMOB yNpaBieHUS
knoueoii undopMaumei M Mx napameTpos. Cneimukauus I[Psec mpemycmarpuBaet
BO3MOKHOCTH MOJAEPKKH CTOPOHAMH MH(OPMAUMOHHOrO 0OMeHa pa3fiHYHBIX MPOTOKOIOB U
NapaMeTpoB ayTEHTU(PUKALMH W ILHDPOBAHHA (TAKETOB NAHHBIX, 4 TAKKE PAIMUHBIX CXEM
pacnpenefieHls KuoueH (B TOM uMCiE M MHOTOMOJB3OBATENbCKYIO IIPU  MPHMEHEHHH
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ajibTePHATUBHBIX ~ MeXaHu3MoB). [Ipy 3TOM  pe3ynbTaToM COTIACOBAHMA  KOHTEKCTa
0e3011acCHOCTH  ABASETCS YCTaHOBIGHHEe HHIAekca napaMeTpoB GesomacHoctd  (SPI),
npexcraBnsgioniero coboil ykasaTenb Ha ONpesENeHHbIH 3JIEMEHT BHYTPEHHEH CTPYKTyphl
CTOPOHBl HMH(OPMALMOHHOTO OOMEHa, OIHCHIBAIOIIEH BO3MOJKHbIE HabOpBl MNapaMeTpoB
fe3onacHOCTH. d

@DyHKIUIO COrIacoBaHUA Habopa NPHMEHAEMBIX AIFOPMTMOB M HX IapaMeTpoB
npeaycMarpupaeT npotokon ISAKMP, B cooTBercTBMM ¢ KOTOPBIM IIpH (OPMHUpPOBAHHH
3aIMIIEHHOTO BHPTY&IbHOIO KaHajla [dODKHO ObiTh BbipaboTaHo O6WIMI  KOHTEKCT
OesonacHocTH SA (Security Association) ¢_nociaefyiOIUM HMCIOAB3OBAHUEM €I'0 3JIEMEHTOB
(anropyuTMEL, KIIOUH).

AH obecneunBaet UeNOCTHOCT [P-rakeToB ¥ ayTeHTUPUKANMIO HCTOUHHKA AAHHBIX, 2
TaKoKe 3alllTy OT BOCNPOHM3BEIEHHUA paHee NOCIAHHBIX [AKeTOB. JTOT MPOTOKOJ NOMHOCTHIO
3aMUINAET OT MOAJIOra M CiydallHOTO MCKAaXKEHMA COAepXUMOe TIaKeTOB, BIUIOYAs JAaHHBIE
npoTokonoB Oosiee BBICOKMX ypoBHe#. AH npemocraBnser Mepbl 3allMTBl OT aTak,
OPHEHTHUPOBAHHEIX Ha HapyIIEHHE LEJOCTHOCTH U NMOJJTHHHOCTH JAHHBIX.

ESP oGecnieunBaer BbIIONHEHHE CASAYIOMX GYHKIMH 110 3auTe HHGOPMAIMOHHOTO
obmeHa:

— Kpunrorpapuieckoe 3akpbiTie coaepxumoro IP-nakeros;

— ¢opMHpOBaHHWe B NPOoBepKa HHppoBoil moanycy IP-nakeTos ans X 3alUTHl OT HapyMIeHUH
NOATHHHOCTH U LieflocTHOCTH (IPv4, IPv6);

—  3alUTa OT BOCIIPOM3BEEHHS NaKeTOB. %

Haubonee ucnonbzyemeiMu B mnpotokonax AH u ESP sBngrorcs apa amropurma
ayrentupukauun — HMAC-MDS u HMAC-SHAI, KOTOphle SBISIOTCS aJITOPpUTMaMH
ayTeHTHOHKALUMKM C© CeKkpeTHbIM KmoyoM. /[lna ofecnievenns coBMecTUMOH paboThl
060py/IOBaHMA ¥ NMPOrpaMMHOr0 oOecTieHeHHs Ha HauyalbHOM CTaJiMu peanu3alin npotokona
IPsec anroput™ ayrentudukanny HMAC-MDS5 ucnone3yercd 1mo yMOI4aHHIO,
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Puc.1. Vicnonb3oBaHne kpunrorpaguveckoro Moayns B creke IPsec

s nporokona ESP anroputv HMAC-MDS npuHsT 1o ymMon4aHHIO H HeoOXoaum Ans
obecneuenus IPSec-cosmecTumocTH. B kauecTse anbrepHatuBel AES (DES ans ycrapesuiero
BapuaHTa cTaHmapta) onpeaencHsl anroputmel CAST-128 w  RCS5. Moryr OGbith
PEKOMEHAOBaHEI K npuMeHeHHuio anroputmsl MARS, RC6, Twofish, GOST, SNOW u apyrue.
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Bapuant ucnonesosaang KM B cteke IPsec u peannzauma ¢ynxmmiit KM npeacraeieHs! Ha

puc.1.

Oynxiuu creka IPsec MOryT HOMOIHATHCS MeXaHM3MaMM OoJiee BBICOKMX YpPOBHEH
(TLS, S/MIME), uto TpeSyer BoamoxkHocTd KM no $hopMHpOBaHHIO 3NEKTPOHHBIX LUGPOBHIX
noanuceii. Bee ompenenenHoie Boie TpeGoBaHus ¢opmupyoT GyHKUMIO 3¢¢eKTHBHOCTH
(monesnoctu) pabotel KM. Llensio pazpaGoTuunka SBIAeTCS MaKCUMM3ALMA 3HAUYeHUs PYHKIHH
3¢ GEeKTHBHOCTH TIPH OFpaHHMEHHAX, OIpEJENIseMbIX B pamkax 3afgaud arrectaunu KM, mpu
YCTIOBHSX HAITUYHS ONPENENICHHON ajrOpUTMHYECKOH U 3/1eMEHTHOH 6a3sl.

’ 1. ATrrecralfis YHHBEPCATHHOIO KPHITTOrpadhHueckoro MOy s

Cranpaprom FIPS 140-2 (FIPS 140-3 psoaurcs B IeficTBHE) MPELyCMOTPEHO YETHIPE
ypoBHs 3ammiieHHocTd KM, uTo nosBonger 3KOHOMHUECKH fenecoobpas3HeiM obpazoM
3alMIaTh AaHHble Pa3HOW CTeeHW KPUTHUHOCTHM B pasHblX ycnouax. Ilepen KM crassarcs
CneayIOlIHe BEICOKOYpOBHEBBIE YHKLMOHAbHBIE LIEeNH O€30M1acHOCTH:

1) mpumeHeHde W Ge3onacHas peanu3auus YTBepxkJAeHHBIX GYHKUMR Oe3zomacHoOCTH Ui
3alIMTH! HHPOPMALIHK OrPAHUUYEHHOTO JOCTYA;

2) obecrieyeHue 3alUTHEl MOAYMsl OT HECAHKIMOHMPOBAHHOI'O WCIONB3OBAHUS M HELUTATHRIX
METOOB SKCNTyaTalHHy;

3) mnpenoTBpallieHHe  HECAHKLUMOHHPOBAHHOTO  PACKPBITHA  CONEPKHMOIO  MOIYJs
(kpunTorpaduuecknx KMoueH M OpYyruX JaHHBIX, KPUTHYHBIX 11 6€30T1acCHOCTH);

4) obecneuenue oTobpakeHHA (MHIHKAUMH) pexuMa paboThl (COCTOSHUA) MOTYIIS;

5) ofecneyeHue goBepUs TOMY, YTO MOAYJIb HYHKLIHOHHpYET HOMKHBIM 00pa3oM npu paborte
B YTBEPXKJIEHHOM PEXUME;

6) obHapyxeHHe omMOOK B QYHKUHOHHPOBAHWY MOIYNS H NPEACTBPALICHHES KOMIIPOMETALHH
HHGOpMaLWH OrPAaHU4EHHOTO JOCTYHA W JAHHBIX MOAYJIA, KPUTHYHBIX 11 6e3011acHOCTH,
BCIIEACTBHE MOAOGHBIX OINHOOK.

B xome npoBemenus aiTecTauMH HeoOXOAMMO NaTh OLEHKY, OTHOCHTE/IRHO
atpdextuHocTH wmHTerpaiun KM B oxpyxenue TKC. OueHka npousBoiurcs nOpH
HCIIOJIb30BAaHMKH MaXKOpUTapHoOro npuHuuna, pexomenayemoro NIST. Taioke pekomenzyercs
UCTIONIBb30BATh arnnapaT CYObeKTHBHOH JIOTMKH, KOTOpPbIf COCTOMT B TOM, 4YTOOBI AaTh
9KCMEPTAM BO3MOXKHOCTH BBIPa3sHTh CBOE OTHOLUEHHE, OTHOCHTEBHO CTEICHH HaJeXHOCTH
cucTeMbl, ucnone3yroueit KM, a zarem chopmuporars obobiialoniee MHeHHe. BO3MOXKHBIM
TaKKe ABisAercs aHanu3 d¢dextuBHocTd uuTerpandu KM B uHQOpMauHoHHYIO cUCTEMY,
Hanpumep, ¢ Hcroab3oBaHueM ctangapra Common Criteria v 2.2 (v 3.0).

BotBogsi:

Jns 3amurel AaHHBIX, nepeaaBaeMmbix B MC, aKkTyallbHBIM SBIISETCS HCIIONB30BAHHE
yHuBepcaibHBIX KM. 3TO 103BONMT YAOBIETBOPUTH IOTPeGHOCTH B 3alMTE CETEBBIX
YCTpPOHMCTB, OpPHEHTHPOBaHHbIX Ha *nepejady M 00paboTky Tpaduka ¢ pasIHUHBIMU
xapakTepucTHKaMu. B paGore npemiokeHsl meronbl yHTerpaund KM B uHdbopmauvoHHbIE
cHUCTeMbI Oe3 NoHKeHUS obulero yporHs 3awuTsi. KM crnocobeH mopiep>kUBaTh NOMmyIapHbe
Ha cerofHALIHHH AeHp ceresbie nporokonsi: [Psec, TLS, S/MIME u ap, a Tawke ynpasinsrs
npuopuTesaiued nakeToB Ui cOOMIOAEHMA COPNaLIeHHMt O KadecTBe OOCNY)KHBaHHA B
KPHITTO3aIIUIIEHHBIX TYHHEAX. Cosmeruenue byHKUMA MapUIpyTH3aLUH u
Kpunrorpadu4eckod 3allUThl IO3BOJIUT pellaTh 3ajady 3alldileHHON MHOTOTOYeYHOH
MHOTONYTeBOH MapLIpyTH3aLHH.

Bo3MorkHA Kax annapatHas, Tak M nporpaMmHas peanusauda ¢yskuuii KM. Ot storo
3aBHCHT YPOBEHBH HAaJEKHOCTH MOJYJS, €ro CKOPOCTHbIE™ XapaKTEPUCTHKH M BO3MOXKHOCTH
HacTpolikn. Creuubukauus MOAy/sA, BKIHOYaeT ONpefereHue  Kpunrorpadueckoro
nepuMeTpa, peaiM3yeMblX (YHKUMI M peXuMOB, OITMCAaHWE MOAY/f, €ro annapaTHelXx H
NIPOrPaMMHBIX KOMITOHEHTOB, 4 TAKKE JOKYMEHTUPOBAHHYIO MOJUTHKY 6€30MacHOCTH, KOTOpas
YBA3BIBAETCS C NOJUTHKOMN 0€30MacHOCTH CeTH.
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