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ДОДАТОК А 

Графічний матеріал кваліфікаційної роботи 
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ДОДАТОК Б 

Простір імен systemdata 

 

 

#pragma once 

#include<string> 

#include<cJSON.h> 

#include<vector> 

#include<map> 

 

namespace systemdata 

{ 

    struct kernel_info{ 

        std::string version; 

        std::string architecture; 

    }; 

 

    struct cpu_info { 

        std::string model_name; 

        int cores; 

        int cache_size; 

        double cpu_mhz; 

        std::string vendor; 

    }; 

 

    struct os_info { 

        std::string name; 

        std::string version; 

        std::string id; 

        std::string id_like; 

        std::string pretty_name; 

        std::string version_id; 

    }; 

 

    struct system_info { 

        kernel_info kernel; 

        std::vector<cpu_info> cpu; 

        os_info os; 

 

        void serializeSystemInfo(cJSON* root) { 

            cJSON_AddStringToObject(root, "datatype", 

"system_info"); 

 

            cJSON* Jkernel = cJSON_CreateObject(); 

            cJSON_AddItemToObject(root, "kernel", Jkernel); 

            cJSON_AddStringToObject(Jkernel, "version", 

kernel.version.c_str()); 

            cJSON_AddStringToObject(Jkernel, "architecture", 

kernel.architecture.c_str()); 
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            cJSON* Jcpus = cJSON_CreateArray(); 

            cJSON_AddItemToObject(root, "processors", Jcpus); 

            for (const auto& cpu : this->cpu) { 

                cJSON* Jcpu = cJSON_CreateObject(); 

                cJSON_AddStringToObject(Jcpu, "model_name", 

cpu.model_name.c_str()); 

                cJSON_AddNumberToObject(Jcpu, "cores", 

cpu.cores); 

                cJSON_AddNumberToObject(Jcpu, "cache_size", 

cpu.cache_size); 

                cJSON_AddNumberToObject(Jcpu, "cpu_mhz", 

cpu.cpu_mhz); 

                cJSON_AddStringToObject(Jcpu, "vendor", 

cpu.vendor.c_str()); 

                cJSON_AddItemToArray(Jcpus, Jcpu); 

            } 

 

            cJSON* Jos = cJSON_CreateObject(); 

            cJSON_AddItemToObject(root, "os", Jos); 

            cJSON_AddStringToObject(Jos, "name", 

os.name.c_str()); 

            cJSON_AddStringToObject(Jos, "version", 

os.version.c_str()); 

            cJSON_AddStringToObject(Jos, "id", os.id.c_str()); 

            cJSON_AddStringToObject(Jos, "id_like", 

os.id_like.c_str()); 

            cJSON_AddStringToObject(Jos, "pretty_name", 

os.pretty_name.c_str()); 

            cJSON_AddStringToObject(Jos, "version_id", 

os.version_id.c_str()); 

        } 

    }; 

} 
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ДОДАТОК В 

Простір імен monitoringdata 

 

 

#include<string> 

#include<cJSON.h> 

#include<vector> 

#include<map> 

 

namespace monitoringdata 

{ 

 

    struct MemoryInfo { 

        unsigned long MemTotal; 

        unsigned long MemFree; 

        unsigned long Buffers; 

        unsigned long Cached; 

        unsigned long SwapTotal; 

        unsigned long SwapFree; 

    }; 

    struct CPUStat { 

        unsigned long user; 

        unsigned long nice; 

        unsigned long system; 

        unsigned long idle; 

        unsigned long iowait; 

        unsigned long irq; 

        unsigned long softirq; 

        unsigned long steal; 

        unsigned long guest; 

        unsigned long guest_nice; 

    }; 

    struct NetworkInterface { 

        std::string name; 

        unsigned long receive_bytes; 

        unsigned long transmit_bytes; 

    }; 

    struct ProcessInfo { 

        int pid; 

        std::string name; 

        std::string state; 

        int ppid; 

        int threads; 

        unsigned long vmsize; 

        unsigned long vmrss; 

        unsigned long vmswap; 

        void serializeProcessInfo(cJSON* root) 

        { 

            cJSON_AddStringToObject(root, "datatype", 

"process_info"); 

 

            cJSON* JProc = cJSON_CreateObject(); 
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            cJSON_AddItemToObject(root, "process", JProc); 

            cJSON_AddNumberToObject(JProc, "pid", pid); 

            cJSON_AddStringToObject(JProc, "name", 

name.c_str()); 

            cJSON_AddStringToObject(JProc, "state", 

state.c_str()); 

            cJSON_AddNumberToObject(JProc, "ppid", ppid); 

            cJSON_AddNumberToObject(JProc, "threads", threads); 

            cJSON_AddNumberToObject(JProc, "vmsize", vmsize); 

            cJSON_AddNumberToObject(JProc, "vmrss", vmrss); 

            cJSON_AddNumberToObject(JProc, "vmswap", vmswap); 

        } 

    }; 

    struct DiskUsage { 

        std::string filesystem; 

        unsigned long size; 

        unsigned long used; 

        unsigned long available; 

        unsigned short use_percent; 

        std::string mount_point; 

    }; 

    struct SystemLoadData { 

        MemoryInfo memory; 

        CPUStat cpu_stat; 

        std::vector<NetworkInterface> network_interfaces; 

        std::map<int, std::string> processes; 

        std::vector<DiskUsage> disk_usage; 

        void serializeMonitoringData(cJSON* root) { 

            cJSON_AddStringToObject(root, "datatype", 

"system_load_data"); 

            cJSON* JMemory = cJSON_CreateObject(); 

            cJSON_AddItemToObject(root, "memory", JMemory); 

 

            cJSON_AddNumberToObject(JMemory, "mem_total", 

memory.MemTotal); 

            cJSON_AddNumberToObject(JMemory, "mem_free", 

memory.MemFree); 

            cJSON_AddNumberToObject(JMemory, "buffers", 

memory.Buffers); 

            cJSON_AddNumberToObject(JMemory, "cached", 

memory.Cached); 

            cJSON_AddNumberToObject(JMemory, "swap_total", 

memory.SwapTotal); 

            cJSON_AddNumberToObject(JMemory, "swap_free", 

memory.SwapFree); 

 

            cJSON* JCpu = cJSON_CreateObject(); 

            cJSON_AddItemToObject(root, "cpu_stat", JCpu); 

 

            cJSON_AddNumberToObject(JCpu, "user", 

cpu_stat.user); 

            cJSON_AddNumberToObject(JCpu, "nice", 
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cpu_stat.nice); 

            cJSON_AddNumberToObject(JCpu, "system", 

cpu_stat.system); 

            cJSON_AddNumberToObject(JCpu, "idle", 

cpu_stat.idle); 

            cJSON_AddNumberToObject(JCpu, "iowait", 

cpu_stat.iowait); 

            cJSON_AddNumberToObject(JCpu, "irq", cpu_stat.irq); 

            cJSON_AddNumberToObject(JCpu, "softirq", 

cpu_stat.softirq); 

            cJSON_AddNumberToObject(JCpu, "steal", 

cpu_stat.steal); 

            cJSON_AddNumberToObject(JCpu, "guest", 

cpu_stat.guest); 

            cJSON_AddNumberToObject(JCpu, "guest_nice", 

cpu_stat.guest_nice); 

            cJSON* JNetifs = cJSON_CreateArray(); 

            cJSON_AddItemToObject(root, "network_interfaces", 

JNetifs); 

            for (const auto& iface : network_interfaces) { 

                cJSON* JIface = cJSON_CreateObject(); 

                cJSON_AddItemToArray(JNetifs, JIface); 

                cJSON_AddStringToObject(JIface, "name", 

iface.name.c_str()); 

                cJSON_AddNumberToObject(JIface, "receive_bytes", 

iface.receive_bytes); 

                cJSON_AddNumberToObject(JIface, 

"transmit_bytes", iface.transmit_bytes); 

            } 

            cJSON* Jprocs = cJSON_CreateObject(); 

            cJSON_AddItemToObject(root, "processes", Jprocs); 

            for (const auto& [pid, name] : processes) { 

                cJSON_AddStringToObject(Jprocs, 

std::to_string(pid).c_str(), name.c_str()); 

            } 

            cJSON* Jdisks = cJSON_CreateArray(); 

            cJSON_AddItemToObject(root, "disk_usage", Jdisks); 

            for (const auto& disk : disk_usage) { 

                cJSON* Jdisk = cJSON_CreateObject(); 

                cJSON_AddStringToObject(Jdisk, "filesystem", 

disk.filesystem.c_str()); 

                cJSON_AddNumberToObject(Jdisk, "size", 

disk.size); 

                cJSON_AddNumberToObject(Jdisk, "used", 

disk.used); 

                cJSON_AddNumberToObject(Jdisk, "available", 

disk.available); 

                cJSON_AddNumberToObject(Jdisk, "use_percent", 

disk.use_percent); 

                cJSON_AddStringToObject(Jdisk, "mount_point", 

disk.mount_point.c_str()); 

                cJSON_AddItemToArray(Jdisks, Jdisk); 

            } 
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ДОДАТОК Г 

Зміст файлу main.cpp 

 

 

#include "esp_system.h" 

#include "esp_wifi.h" 

#include "esp_flash.h" 

#include "nvs_flash.h" 

#include "sdkconfig.h" 

#include "esp_event.h" 

#include <cJSON.h> 

 

#include "modules/wifi/wifi_manager.hpp" 

#include "modules/uart/uart_handler.hpp" 

#include "modules/tls/tls_server.hpp" 

 

#define LED_GPIO GPIO_NUM_2 

#define RX_BUF_SIZE 512 

 

TaskHandle_t monitor_task_handle = NULL; 

mbedtls_ssl_context* monitor_ssl = NULL; 

SemaphoreHandle_t ssl_mutex = NULL; 

SemaphoreHandle_t serial_mutex = NULL; 

EventGroupHandle_t s_wifi_event_group; 

bool conn_timeout = false; 

bool usb_disconnected = false; 

bool system_timeout = false; 

 

void device_state_task(void* arg); 

 

// Main Application 

extern "C" void app_main(void) 

{ 

    ESP_ERROR_CHECK(nvs_flash_init()); 

    uart_init(); 

    gpio_set_direction(LED_GPIO, GPIO_MODE_OUTPUT); 

    ssl_mutex = xSemaphoreCreateMutex(); 

    serial_mutex = xSemaphoreCreateMutex(); 

    if (ssl_mutex == NULL) { 

        ESP_LOGE(TAG_SERVER, "Failed to create mutex"); 

        vTaskDelete(NULL); 

    } 

    xTaskCreate(&device_state_task, "device_state_task", 8192, 

NULL, 5, NULL); 

    while (true) { 

        if(check_connection()) break; 

        vTaskDelay(pdMS_TO_TICKS(10)); 

    } 

 

    gpio_set_level(LED_GPIO, 1); 
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    xTaskCreate(&tls_server_task, "tls_server_task", 8192, NULL, 

1, NULL); 

} 

 

void device_state_task(void* arg) 

{ 

    char line[256]; 

    while (true) { 

        int len = 0; 

        if(xSemaphoreTake(serial_mutex, portMAX_DELAY)){ 

            len = uart_readline(line, sizeof(line)); 

            xSemaphoreGive(serial_mutex); 

        } 

        if (len > 0) { 

            if (strcmp(line, "check_conn") == 0) { 

                const char *response = check_connection() 

                                       ? "WiFiConnected\n" 

                                       : "WiFiDisconnected\n"; 

                uart_write_bytes(UART_PORT, response, 

strlen(response)); 

            } 

            if((std::string(line).find(",") != 

std::string::npos) && !check_connection()) 

            { 

                ESP_LOGI(TAG, "Received line: %s", line); 

                char *ssid = strtok(line, ","); 

                char *password = strtok(NULL, ","); 

 

                if (wifi_init_sta(ssid, password) == ESP_OK) { 

                    ESP_LOGI(TAG, "Connected to Wi-Fi"); 

                } else { 

                    ESP_LOGI(TAG, "Wi-Fi connection failed"); 

                } 

            } 

        } 

        //if(!uart_check_connection()) ESP_LOGW("POWER", "NO 

POWER ON GPIO4"); 

        if (!uart_check_connection() &&(monitor_ssl != NULL && 

ssl_mutex != NULL) && !usb_disconnected) { 

                cJSON *root = cJSON_CreateObject(); 

                cJSON_AddStringToObject(root, "datatype", 

"device_message"); 

                cJSON_AddStringToObject(root, "message", "Device 

not powered from USB. Is system running?"); 

                char *json_str = cJSON_PrintUnformatted(root); 

                cJSON_Delete(root); 

                if (xSemaphoreTake(ssl_mutex, 

pdMS_TO_TICKS(1000)) == pdTRUE) { 

                    ssl_write_all(monitor_ssl, (const unsigned 

char*)json_str, strlen(json_str)); 

                    xSemaphoreGive(ssl_mutex); 

                } 

                free(json_str); 
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                usb_disconnected = true; 

        } 

        vTaskDelay(pdMS_TO_TICKS(500)); 

    } 

} 
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ДОДАТОК Д 

UML-діаграма класу SystemInfo 
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ДОДАТОК Е 

UML-діаграма класу SystemLoadData 
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ДОДАТОК Є 

Посилання на повний код проєкту 
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https://drive.google.com/drive/folders/1NHKk7YcPR9p-

YSH7erWzj5eMqyFn9ewE?usp=sharing  

https://drive.google.com/drive/folders/1NHKk7YcPR9p-YSH7erWzj5eMqyFn9ewE?usp=sharing
https://drive.google.com/drive/folders/1NHKk7YcPR9p-YSH7erWzj5eMqyFn9ewE?usp=sharing

