JIOJATOK A

['padiunnmii matepian kBanidikaiiiHoi poooTH
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XAPKIBCBKHI HAITIOHAJIBHIM YHIBEPCUTET PAIIOEJIEKTPOHIKHA

[IpucTpiii IUCTAHIIIMHOTO MOHITOPUHTY Ta
KEpYBaHHS pecypcaMH KOMIT F0Tepa Ha 6a3i

MiKpokoHTposiepa ESP32

Buxonas: cr. rp. KIVKI-21-6
Casuerko 0.0.
Haykosuii kepiBHHK:

ac. Aprysoe B.B.

Meta pobotu

»  Bukopucranss mikpoxontponepa ESP32 st pospobku npuctporo s 300py AaHHX
PO HABAHTAXKCHHSA KOMII'IOTEpA, BINCOTOK 3aBaHTAXKEHOCTI IpoIecopa, maMm’sTi,
3aBaHTAKCHHS JUCKIB Td MEPEXI, CIIHCOK MPOLICCIB BUKOHYBaHHX HA KOMIT FOTEpi) Ta iX
HaJCHIAaHHA Ha JCCKTONHMH JIOJaTOK, a TaKok MOMUIMBICTE JIHCTaHIIHHOTO

3aBEPLICHHA NPOLECIB, KEPYBAHHSA JKHBICHHAM, 3aITyCKy CKPHIITIB.
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AHani3 mpeaIMeTHO1 00J1acTi

Orisi HasiBHEX IHCTPYMEHTIB MOHITOPHHTY B Pi3HHX ONEpALlifHAX CHCTEMAaX

9 T Mg
Be Geons yew
Brocues Suformance App bary Sutup Unars Deais Sces

PucyHok 1 — Performance Monitor(Windows) Pucynok 2 — Task Manager(Windows)

AHami3 npeaMeTHO1 001acTI

Oryisi HasIBHUX iHCTPYMEHTIB MOHITOPHHTY B Pi3HHX OIEpAIifHUX CHCTEMax

Pucynok 3 — htop(Linux)




AHai3 npeaMeTHoi 00J1acTi

Orysig HasBHUX IHCTPYMEHTIB MOHITOPHHTY B Pi3HHX ONEpaLiifHHX CHCTEMax

eoce
QL0 %
Process Name
indowServer
W Activity Manitor
Google Chrome..
kernel_task
Google Chrome...
Google Chrome.
Photoshap CC

%CPU

Activity Monitor (All Processes)

o i

25

45062
23328
1:48.59
42499
107.08
18719
3922
2250
1419
490
224
1482
1092

1%

587%

or67%

CPUTime  Threads Idlo Wake Ups.

10
0
13
106
10
22

5
2
25
73
2

59

%OPU  GPUTIme

21773
000
000

PID

1648
1621

1089
1047
1824
181
63
1830
163
181
725

1837
208
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User

Pucynoxk 4 — Activity Monitor(MacOS)

AHaJi3 npeaMeTHoi 001acTi

Orisiyt iHCTPYMEHTIB iicTaHiitHOro MoHiToprHTy(Remote Monitoring and Management, RMM)

DASHDOARD

Pucynok 6 — NinjaOne

d@vy@eBE OCS08
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AHani3 npeaMeTHoi 001acTi
Omsi iHCTPYMEHTIB JucTaniiiHoro MoHiTopurry(Remote Monitoring and Management, RMM)

L - e
e oBQ ‘Dashboord (Giobal) 4]

il

fijijiee
1

Pucynok 7 — ConnectWise Automate

AHani3 mpeaMeTHOI 00acTi

Omwisiz iHCTpyMeHTIB ucTanwiiHoro Moitopunry(Remote Monitoring and Management, RMM)

ATERA " New . « & m

i
i
eepeeee

Pucynok 8 — Atera RMM
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CKJ’IaI[aHHﬂ BHUMOI' Ta IIOCTAHOBKA 3aBJIdHHA

OyHKIiOHaT pillleHHs
» 30ip MOHITOPHHIOBHX JJaHUX 3 LiJILOBOrO KOMII I0TEpa
» OTpHMaHHS 3araJIbHAX XapaKTEPUCTHK CHCTEMH
» Ilepenaya MOHITOPHHIOBHX JaHHX Yepe3 3amH(pOBaHMii KaHA 3B’5I3Ky /10 KIIi€HTa
» BinobpaxxeHHs MOHITOPHHIOBHX JaHUX Y BUIVIAAI rpadikiB Ta giarpam

» 36epexeHHs/3aBaHTaXKEHHA TaHUX Y (aiin

\
\
» MOXIHMBICTh HaICHJIATH KOMaH/IM Ha LiIbOBHH KOMIT'IOTEp 3 METOIO 3HHMILIEHHS MPOLECIB Ta/abo 3amycKy

CKpHIITiB
» CroBilleHHs: KOPUCTYBaya y pasi BUsBICHHs aHOMAJIbHOTO BHKOPUCTAHHS PeCypCiB

» He3anexHICTh BiJl OCHOBHOI CHCTEMH

Onuc 1HCTPYMEHTIB PO3pOOKHU

CepBepHa yacTuHA KiienTchka yacTuHa




Orsig BUKOPUCTAHUX TEXHOJIOT1N

TCP Socket

» TCP/IP coxeru € 6a30BUM MEXaHi3MOM
00OMiHy JJaHUMH MK IPUCTPOSIMH B
Mepexi, SKHH IIAPOKO
BHKOPHCTOBYETBCS B CyJaCHHX
KOMII'IOT€pHHUX CHCTeMax abo

BOY/ZIOBaHHX NIPUCTPOSIX

Omisig BUKOPUCTAHUX TEXHOJIOT1H

USB-to-UART Ta Serial

»  UART — ne anapaTHHi MOIYITb, IKHI
3abe3nedye aCHHXpOHHY Iiepefiady
JaHuX 6€3 OKpeMOro TaKTOBOIoO

CHTHAIY.
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A
CLOSED o LISTEN

SYN_SENT Tr—

SYN+AC
SYN_RECD
4—-.’5,’.&&“_
ESTABLISHED
ESTABLISHED

= \
\
FINWAIT_1 \
(CLOSEWATT \
‘

FINWAIT_2 ‘____,_F_IN—’—
\.N;K\‘ LAST_ACK
TIMEWAIT

CLOSED

Pucynok 9 — Flow-giarpama TCP xomyHikamii

Personal | UstousRT
Computer 0 ridge 5P

Pucysok 10 — ITigxiroueHHs 10 KOMII 10Tepa
yepe3 BOynoBanuit USB-to-UART



Oryisa1 BAKOPUCTAHUX TEXHOJIOT1H

®opmar gaaux JSON

» JSON (JavaScript Object Notation) -
npocTHid (hopMaT 0OMiHY JaHHUMH, 11O €
3PYUHHUM SK JUIS GHTAHHS Ta HAHCAHHS
JIFO/IMHOIO, TaK 1 JUIs MApCIHTY Ta
reHepauii komm'rorepoM. Bin 6asyerbes
Ha ITIMHOHHI MOBH [IPOrPaMyBaHHA
JavaScript crangapry ECMA-262 3rd
Edition - December 1999.

Sealar Type
(JsonDomscalar *|
s0n
tocrIson *)
R
“PONumber™: 1609,
“Reference”: "ABULL-20148421%,
“Special Instructions™ : mull,
“allowpartialshipment” : false,
“Linertems”: [ ray Type
{ (2sonpomrrray )
“Itemwunber”: 1,
“part”: {
“Description”: “One Magic Christmas®

b
“Quantity”: 9.8

{€——————— object Type
“Itemtusber": 2, (3sonDomObject +)

“Part”: {
“Description™: “Lethal Hespon®
“Quantity”: 5.8
¥

]
}

Pucynok 11 — Ipuknan dopmary JSON

Omis BUKOPUCTAHUX TEXHOJIOT1H

Transport Layer Security(TLS)

» TLS cTBOpIOE 3aXHIIEHUI KaHaI

3B’A3KY MXK KIIIEHTOM 1 CEpBEPOM,

3an00iraro4u nepexoruIeHHIO, miapooLi

a60 Moxuikanii gaHuX mix yac
nepeaadi. Y GLIBIIOCTI BUNAIKIB
KiieHToM € BeGOpay3ep, onnak TLS
MO’KE BUKOPHCTOBYBATHCh i B iHIIIUX

THIAX KIEHTIB

Client Server

B

Request \ o ij»
E

Connection

Clienthell

68ms.
\ Servertiello

102ms Certificate

/ Servertellodone
ClientkeyExchange
ints

i

£

i

§
SWOET - SL

Data \ -

Application
bata

Pucynok 12 — Beranosnenns TLS cecii
14

79




80

Ors BUKOPUCTAHUX TEXHOJIOT1H

TexHomorisg 6araTorroTOYHOCTL

b CyuacHa KOMIT'IOTEpHA CHCTeMa 3a3BHYai » B cydgacHHX peanifix € myxe
BUKOHYE BEJIMKY KUTBKICTh aKTHBHHX MOIMPEHHHM BHKOPUCTAHHSA
nponecie Ta norokie. Lle cnipasemmineo KOMIT FOTEPHHX CHCTEM 3 KLIBKOMa
HABITh JUIA CHCTEM 13 €IHHHM AIPOM nponecopamu abo NpoLECopaMy, 1o
BUKOHAHHS, JI¢ B KO)KEH MOMEHT Jacy MaloTh JEKiIbKa O0YHCIIOBAIBHAX A1ep. \
peansHO MPAIOE JIHIIE OMHH MOTiK. Yac Lle 3HAYHO MiABHIIYE 3AATHICTH CHCTEMH ‘I“.‘
TIpOLIEcopa B TAKHX CHCTEMX J10 MapajIeNbHOrO BUKOHAHHA MPOLECiB i '
PO3IOMIIAETHCA MK HPOLIECAMH Ta moToKiB. OHAK, TapanetisM MOMUTHBHE
TIOTOKaMH OTIEpaIiHHOT CHCTEMH, 10 HaBITh ¥ NPOCTHX CHCTeMax 0e3
3BEThCS TAHM-CIAHCIHIOM GararosIepHHX POLIECOPIB

CrpykTypa Ta peaii3allis CepBepHOi
JaCTUHU

Crpyxrypa Proxy-ckpunra Ha
Python

OyHKLUIT CKpHITA:

> Inenrudikanis MikpokoHTpONIEpa
» Opranizanis Wi-Fi migkmouenns

Tepeana ssid Ta napomo

» BuKoHaHHS KOMaHH Bif

MIKpOKOHTpOJEpa Ta HOBEpPHEHHS
Py

Pucynok 13 — Anropurm pobotn ckpunra
16
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CrpykTypa Ta peaiizalisi CEpBEPHOI
JaCTUHH

Crpyxkrypa npommusku ESP32-cepsepa

DyHKIiOHAT cepBepa: Criucox KoMaHz:

»  BiKpHUTTS OCIIiIOBHOTO 3’ €THAHHS > /get-sys-info

»  IligxmoueHss xo mepexi Wi-Fi » /start-monitor

»  Crsopenns TLS-cokera » /stop-monitor

» O6poOka OTpHMMaHHUX BiJ{ KJIi€EHTa KOMaH/ » /get-proc-info <pid>
»  OTpuMaHHS JIaHUX PO CTaH CUCTEMH »  /kill-proc <pid>

» Tlapcinr indopmanii Ta korBeprauis y JSON > /reset-conn

» Hapncunanns indopmarii o kiieHra » /execute <path>

» IlocriiiHuit MOHITOPHHT CHCTEMH Ha 3601

CtpykTypa Ta peaii3allis cCepBepHOi
JaCTHHH

CMakeLists.txt

Crpykrypa npomusku ESP32-cepsepa
ApXiTeKTypa NpoEKTY:
/certs — SSL-ceprudikar Ta k04 L=

modules

/headers — CTpyKTypH IUIsA IapCiHry
/modules — Moy IPOEKTY
/handlers — 0OpoOHHKH OBIZIOMIIEHE

)
/tls — Mmomynps TLS-3’eqHanHs b
, o uart_handler.hpp
/uart — momyne UART-3’eqnanns T e

. . L wifi_manager.hpp
/wifi — momyns Wi-Fi-3’etHanns

9 directories, 18 files

¥y v vy vy vy vy v Y

main.cpp — Bxiguuii daiin npoekry Prcymox 14 — Tepapxiz dasiais 1a xugil
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CrpykTypa Ta peanizaliis CEpBEpPHOIi
JaCTUHU

HonarkoBi momudikamnii ESP32
JlonaBaHHs JKMBIICHHS Y BUIVISI aKyMyJIsITOpa:

b AKyMynsTOp MiIKIIOYEHHH Yepe3 IUIaTy 3aXHUCTy

» JlinbHUK HanpyTH Ha pesucTopax 10 kQ Ta 18 kQ E

»  Konrakr GPIO4 BHKOpHCTOBYETBCS ISt

JACTCKTYBaHH JDKECPEIIa )KUBJICHHSA

CrpykTypa Ta peaii3aiis CEpBEpHOIi
JaCTHUHU

HonarkoBi momudikarii ESP32

Tabnuus po3aiiiB UL 3aIUCy MPOIIMBKH

Name Type SubType Offset
CT o % PO y w nvs data nvs 0x9000 0x5000
»  CranmapTHUi po3Mip mam’sTi, BUUIEHOT IMij 5 o . 000 3000
npomusky = 1IM6 app0 ap ota 0 0x10000 | Ox1E0000
spiffs data spiffs 0x1F0000 0x10000

»  Po3amip npomusku — 1079696 Baiit
Pucynok 16 — Tabnuis posainis

» Po3mip mam’sTi miciisi BAKOPHCTAHHS TaOIHUIi

po3aini = 2M6



KomnonenTtu rpagiusoro iHrepdeicy kopucrypada

qaCTUHHU

CrpykTypa Ta peanizaliisi KI1€HTChKO1

Crpykrypa KiaciB Java-ngonarky
KiieHTCBKHH OMATOK CKJIAAEThCS 3 MAKETIB:
»  SystemlInfo — inpopmartis mpo cucremy
»  SystemLoad — HaBaHTaXXEHHS CHCTEMH
> Tabs — BiIaaku Wis BinoOpaxeHHs iHdopmail

 common — IaKeT 3 OCHOBHUMH KJIaCaMH IIPOrpaMu

» Net - maker 3 KJ1acaMH IO Bi/IIIOBialOTh 3a

TIIKJIFOYEHHSI 3 CEPBEPOM

» Ui —ITaker 3 OCHOBHMMH elleMEHTaMH iHTeperncy
KOPHCTyBaya

CtpykTypa Ta peani3aiisi KJI1EHTChKOI
JaCTUHU

I'padiunuii inTepdelic cknagaeTses 3:

» OCHOBHOTrO KJII€HTCHKOTO BiKHA
»  CHOMIDKHHX JIiaJIOTOBHUX BiKOH

ITpu crapTi mporpami CTBOPIOETHCS 1iaJIOrOBe BIiKHO 3

Please input the device IP address:

bin
SystemInfo
Kernel.class
0s.cl
Processor.class

SystemInfo.class
SystemLoad

DiskUsa
Memory.
NetworkInt
ProcessIn
SysProc.c

ass
SystemLoadData.class

LineChartPan
MemoryPage
NetworkPa

ss
ESP32MonitorClient.c
icon.png
net
CommandHandler.class
ConnectionManager.
DataReceiverThread

M
s
T

ControlsPanel.class
nClientFr

esp32-tru .
gson-2.13.1.jar

Pucynok 17 — Iepapxis ¢aiinis

21

ESP32 Monitor

noJieM BBeJeHHs [P-aipecu MPHUCTPOIO Ta KHOIIKAMHU
Connect ta Exit

Connect

Exit

83




CrpykTypa Ta peam3alfis KIII€EHTCHKO1

JaCTHHHU

KomnonenTn rpadignoro inrepgeiicy kopucrysada

OcHOBHe BiKHO POrpaMH
MICTHTE EJIEMEHTH KEpYBaHHA Ta

indopmauiiiny nanens

Indopmaniiina naHeIb
PO3AiicHa Ha BKJIAJIKH, TaKi AK
System, CPU, Network, Disk ta

Processes

CrpykTypa Ta peami3aiis KIi€HTChKO1

JaCTHHH

System CPU  Memory Network Disk Processes

ESP32 Manitar
| System  CAU  Memory Network Disk  Processes

» Stop Monitoring

™ Get System Info

i

© Run Seript

Kernel
[vmim; 6.11.0-26-generic
Architecture: x86_64
Operating System

Name: Ubuntu

Version: 24.04.2 LTS (Noble Numbat)
1D ubuntu

1D Like: debian

Pretty Name: Ubuntu 24.04.2 LTS
Version ID: 24.04

| Processars

Lo

© Reboot System

T

 Processor 1

Model Name: 11th Gen Intel(R) Core(TM) i3-1115C4 @ 3.00CHz
Vendor: Genuinelntel

Cores: 2

Cache Size: 6144 KB

Clock Speed: 1229.262 MHz

| Processor 2
Model Name: 11th Gen Intel(R) Core(TM) i3-1115G4 @ 3.00GHz
Vendor: Genuinelntel

Cores: 2

Cache Size: 6144 KB

Clock Speed: 1199987 MHz

Processor 3

Pucynox 19 — OcHoBHe BiKHO TporpaMu

CPU Load
100%,

80%

40%

20%

CPU Load

user: 36485 nice: 1212
system: 30480 idle: 55613152
iowait: 5733 irg: 0

softirg: 1206 steal: 0

guest: 0 guest_nice: 0
Current CPU Load: 1%

Pucynok 20 — Bknagku CPU ta Memory

23

System CPU  Memory Network Disk Prm:‘ses

Memory Usage Swap Usage
00% 00%
80% 80%
60% 60%
40% 40%
20% 20%
—_—
% 0%
Memory Load
Memory Total: 7921372 KB Memory Free: 5304348 K8
Buffers: 86816 KB Cached: 1583088 K8
Swap Total: 4194300 K8 Swap Free: 4194300 KB

84




CrpykTypa Ta peamizaliis KI1€HTChKO1

JaCTHHHU

System CPU  Memory Network Disk Processes

System CPU  Memory Network Disk

85

Processes

/ Disks. Running
Disk 0 Disk 1 1 - systemd
Filesystem: tmpfs Filesystem: /dev/nvmeOnlp2 | 2 - kthreadd
Size: 792140 Size: 243937628 3 - pool_workqueue_release
Used: 2208 Used: 11643884 4 - kworker/R-rcu_gp
Available: 789932 Available: 219829568 S - kworker/R-sync. wq
Usage Percent: 1 Usage Percent: 6 - &
Mount point: /run Mount point: / : 2 e L Process Details - PID 16
Disk 2 Disk 3 |9 - kworker/0:0H-evelpID: 15 Name: rcu_tasks_trace._...
Filesystem: tmpfs Filesystem: tmpfs 12 - kworker/R-mm_p S S
Size: 39606 Size: 5120 13 - reu_tasks eeead o | 01e) farant P02
Used: 0 Used: 8 |14 - rcu_tasks_rude jmruds: 1 VM Size: 0 KB
Available: 3960684 Available: 5112 15 - rcu_tasks_trace_kVM RSS: 0 KB M Swap: 0 KB
Usage Percent: 0 Usage Percent: 1 16 -
Mount point: /dev/shm Mount point: /run/lock 17 - rcu_preempt @".ﬁ'ﬁ’—) oK |
Disk 4 Disk 5 18 - rcu_exp_par_gp_h d
Filesystem: efivarfs Filesystem: /dev/nvmeOnlpl 19 - rcu_exp_gp_kthread_worker
Size: 184 Size: 1098632 | 20 - migration/0
Used: 152 Used: 6288 21 - idle_inject/0
Available: 28 Available: 1092344 22 - cpuhp/0
Usage Percent: 85 Usage Percent: 1 23 - cpuhp/1
Mount point: /sys/ fi/efivars Mount point: /boot/efi |24 - idle_inject/1
Disk 6 1 25 - migration/1
Filesystem: tmpfs 26 - ksoftirqd /1
Size: 792136 28 - kworker/1:0H: hichori

Pucynok 21 — Bxunapku Disk Ta Processes

CrpykTypa Ta peami3ailis KIEHTChKO1

JaCTHHHU

Po3paxyHOK 3aBaHTaXXEHOCTI CUCTEMU

OCKiJIBKH cepBep MOBEpTae

3aBaHTAXXEHICTh CHCTEMH JIMILE B

usage =

Attotar — Atige

x 100

TOTOYHUI MOMEHT 4acy, JUIst
PO3paxyHKy MPOLEHTY 3aBaHTaXKEHOCT1
npolecopa HeoOXiJHO po3paxyBaTH Yac
BHUKOPHUCTaHHSA nporiecopa(?,,,) Ta J9ac
TIpoCcTOO(?,4;,) 1, BAKOPHCTOBYIOUH JIBi
TOYKH BHMiPIOBaHHS OOYUCIIUTH

MPOLIEHT 3aBaHTAKEHOCT]

Attotal

Mtotal -M free .

MemUsage =
. Miotal

100



[HCTpYKIIIsl KOpUCTyBa4ya

HanamryBaHHs Ha HUIbOBOMY KOMII'IOTEpi

PucyHok 22 — 3anyck ckpunra

Pucynoxk 23 — Pesynsrar nigxnodenas Wi-Fi

[HCTpYKIIIs KOpUCTYyBaya

BHKOpUCTaHHS KITIEHTCHKOTO JOAATKY

—
[ ] [ ] ESP32 Monitor
Please input the device IP address:

192.168.178.74|

Connect Exit

PucyHok 24 — ITigKIF04€HHS 10 TPHCTPOIO

Teoe

| b stan lln»lmdn"

86

E£SP32 Monitor
System  CPU Memory Network Disk  Processes
Kernel Information

{ = Stop Monitoring
™ Get System Info

© Run Script ‘

{ 4 save
|
|

| v Reboot System J

Disconnect & exit ‘

Version: 6.11.
Aschitecture: x86_64
Operating System
Name: Ubunty
Version: 24.04.2 LTS (Noble Numbat)
1D: ubuntu
1D Like: debian
Name: Ubuntu 24.04.2 LTS
Version ID: 24.04
Processors
Processor 1
Model Name: 11th Gen Intel(R) Core(TM) i3-1115G4 @ 3.00GHz
Vendor: Cenuinelntel

Cores: 2

Cache Size: 6144 X8
Clock Speed: 1252.117 MHz

Processor 2

Model Name: 11th Gen Intel(R) Core(TM) i3-1115G4 @ 3.00GHz
Vendor: Genuinelntel

Cores: 2

Cache Size: 6144 K8

Clock Speed: 1260.84 MHz

Processor 3

Pucynok 25 — T'onoBHe BiKHO

28
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[HCTpyKIIis KOpUCTyBa4da

BukopucTaHHS KITIEHTCHKOTO JOAATKY

SYMEM  LrU - MEMOlY  NEWOIK  UISK  FIOCEsSES
ece E£5P32 Monitor 739 - cron
System  CPU Memory Nework Disk  Processes 740 - switcheroo-cont
e | — 742 - systemd-logind
Memory Usage Swap Usage 746 - thermald
753 - udisksd
781 - NetworkManager
782 - avahi-daemon

PID: 924 Name: irq/185-AudioDSP
State: S (sleeping) Parent PID: 0
‘Threads: 1 VM Size: 0 KB

% VM Swap: 0 KB

ox 1731 - kerneloops

© Reboot System 1734 - kerneloops

Memory Load 2374 - fwupd

| Memory Total: 7921372 K8 Memory Free: 7103828 KB 6274 - cupsd
et Buffers: 1832 KB Cached: 298372 KB 76 -

o o) ‘ Swap Total: 4194300 K& Swap Free: 3170036 KB ::o: 5 :‘x:l""“

9710 - adm-session-wor

Pucynok 26 — Ilpuxiajg MOHITOPHHTY maM’ATi Prcysok 26 — JleTasHa inopMais 1po,

[HCTpYKITIS KOpUCTYBada

BuxopucTanHS KII€HTCHKOTO TOATKY

o®® [ESP32 Monitor /
System  CPU_ Memory Newwork Disk  Processes [ NON ] ESP32 Monitor
» Start Monitoring CPD Load
o Message from ESP32: System not responding
= Stop Monitoring
0%
. Message .
p——— i
Cpu load anomaly detected
‘@ Run Script 20% @l \
— - ey Pucynok 28 — BincyTnicTs peakuii chrem*‘
e & eoe ESP32 Monitor -
— ﬁ_ '-1*:29%5 ’:mém Message from ESP32: Device not powered from USB. Is system running?
o ot System system: 474; idle: 65444711
) i) o ] (R ) | it
Diseannect & exit | Earren CPU Load: 100% Ut riee 0

3 PucyHok 29 — BifcyTHICTb KHBICHHA

Pucynok 27 — AnomansHe BukopucTanns CPU




BucHoBkH

V¥ mexax npoekty Oyio
peani3oBaHo:

» CrBopeHHs Proxy-ckpunra Ha Python

» Po3poOKy cepBepHOI YacTHHH Ha
MikpokonTponepi ESP32

»  CTBOpEHH:A KJIIEHTCHKOIO 3aCTOCYHKY

Ha Java

» BrpoBa/ukeHHS CHCTEMH De3MeYHOro
00miny naaumu depe3 TLS ta
OnTHMi30BaHy 6araronoToYHy

apxiTeKkTypy

BucHoOBKH
IIpaxT4He 3acTOCYBaHHSI

CHCTEMHU

> TIoBCSKACHHE aMiHICTPYBaHHS CHCTEM

> BuKOpHCTaHHS Y HaBYAJIbHOMY NpoLeci

[TopiBHAHHA 3 ICHYIOUHMH

aHaJlIoraMH

>

ITonansima po6oTa B HbOMY

HAIpPsSIMKY

>

88

MOHITOPHHT 34iHCHIOETECA HE3AIEHKHO
Bifl CHCTEMH

IpHcTpiii Mae BIacHe DKepeno
JKHBJICHHS

3acTOCYHOK Ma€ iHTYiTHBHO

3po3yminuit intepdeiic

PosmmpenHs yHKIIOHATBHOCTI
KITIEHTCHKOTO 3aCTOCYHKY

Brposamxkenns cuctemu SMS a6o Email

TOBiJOMJIEHb

JlonaBaHHs GUIBII THYYKHX HAAIITYBaHb
CHCTEMH MOHITOPHHTY

ApanTanis CHCTEMH JUIsl BAKOPHCTaHHA
Ha CEpBEPHOMY 001 THaHHI



#pragma once

#include<string>
#include<cJSON.h>
#include<vector>
#include<map>

JIOIATOK B

[IpocTip iMeH systemdata

namespace systemdata

{

struct kernel infof{
std::string version;
std::string architecture;

}s

struct cpu info {
std::string model name;
int cores;
int cache size;
double cpu mhz;
std::string vendor;

}s

struct os_info {

std:
std::
std:
std:
std:
std:

}s

:string
string
:string
:string
:string
:string

name;
version;

id;

id like;
pretty name;
version id;

struct system info {
kernel info kernel;
std::vector<cpu info> cpu;
os_info os;

void serializeSystemInfo (cJSON* root)

cJSON_AddStringToObject (root,
"system info");

cJSON*

cJSON AddItemToObject (root,
cJSON_AddStringToObject (Jkernel,

{

"datatype",

Jkernel = cJSON CreateObject();

kernel.version.c str());

cJSON_ AddStringToObject (Jkernel,

kernel.architecture.c str());

"kernel", Jkernel);

"version",

"architecture",

89



cpu

cpu.

cpu.

cpu.

cpu.

os

oS

os.

os.

Oos.

cJSON* Jcpus = cJSON CreateArray();
cJSON AddItemToObject (root, "processors", Jcpus);
for (const auto& cpu : this->cpu) {

cJSON* Jcpu = cJSON CreateObject () ;

cJSON_ AddStringToObject (Jcpu, "model name",

.model name.c str());

cJSON_ AddNumberToObject (Jcpu, "cores",
cores) ;

cJSON_AddNumberToObject (Jcpu, "cache size",
cache size);

cJSON_AddNumberToObject (Jcpu, "cpu mhz",
cpu mhz) ;
cJSON AddStringToObject (Jcpu, "vendor",
vendor.c str());
cJSON AddItemToArray (Jcpus, Jcpu);
}

cJSON* Jos = cJSON CreateObject();
cJSON AddItemToObject (root, "os", Jos);
cJSON_AddStringToObject (Jos, "name",

.name.c str());
cJSON_AddStringToObject (Jos, "version",

.version.c str());
cJSON AddStringToObject (Jos, "id", os.id.c str());
cJSON_AddStringToObject (Jos, "id like",

id like.c str());

cJSON_AddStringToObject (Jos, "pretty name",
pretty name.c str());
cJSON_AddStringToObject (Jos, "version id",
version id.c str());
}
}i
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#include<string>
#include<cJSON.h>
#include<vector>
#include<map>

JIOJIATOK B

[TpocTip imeH monitoringdata

struct MemoryInfo

unsigned
unsigned
unsigned
unsigned
unsigned
unsigned

}s

long
long
long
long
long
long

struct CPUStat {

unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned

}s

long
long
long
long
long
long
long
long
long
long

namespace monitoringdata

{
MemTotal;
MemFree;
Buffers;
Cached;
SwapTotal;
SwapFree;

user;
nice;
system;
idle;
iowait;
irg;
softirg;
steal;
guest;
guest nice;

struct NetworkInterface {
std::string name;
unsigned long receive bytes;
unsigned long transmit bytes;

}s

struct ProcessInfo {

int pid;

std::string name;
std::string state;

int ppid;

int threads;
unsigned long vmsize;
unsigned long vmrss;
unsigned long vmswap;
volid serializeProcessInfo (cJSON* root)

{

cJSON_AddStringToObject (root,
"process info");

cJSON*

"datatype",

JProc = cJSON CreateObject();
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}s

cJSON AddItemToObject (root, "process", JProc);
cJSON_AddNumberToObject (JProc, "pid", pid);
cJSON AddStringToObject (JProc, "name",

name.c str());
cJSON_AddStringToObject (JProc, "state",
state.c str());
cJSON_AddNumberToObject (JProc, "ppid", ppid);
cJSON_AddNumberToObject (JProc, "threads", threads);

cJSON_AddNumberToObject (JProc, "vmrss", vmrss);

(
(
cJSON_ AddNumberToObject (JProc, "vmsize", vmsize);
(
(

cJSON_AddNumberToObject (JProc, "vmswap", vmswap);

}

struct DiskUsage {

}s

std::string filesystem;
unsigned long size;
unsigned long used;
unsigned long available;
unsigned short use percent;
std::string mount point;

struct SystemLoadData {

memory

memory

memory.

memory.

memory.

memory.

MemoryInfo memory;
CPUStat cpu stat;

std::vector<NetworkInterface> network interfaces;

std: :map<int, std::string> processes;

std::vector<DiskUsage> disk usage;

void serializeMonitoringData (cJSON* root) {
cJSON_AddStringToObject (root, "datatype",
"system load data");
cJSON* JMemory = cJSON CreateObject();
cJSON_AddItemToObject (root, "memory", JMemory):;

cJSON_AddNumberToObject (JMemory,

.MemTotal) ;

cJSON_ AddNumberToObject (JMemory,

.MemFree) ;

cJSON_ AddNumberToObject (JMemory,
Buffers);

cJSON_AddNumberToObject (JMemory,
Cached) ;

cJSON_AddNumberToObject (JMemory,
SwapTotal) ;

cJSON_ AddNumberToObject (JMemory,
SwapFree) ;

"mem total",
"mem free",
"buffers",
"cached",
"swap total",

"swap free",

cJSON* JCpu = cJSON CreateObject () ;
cJSON_AddItemToObject (root, "cpu stat", JCpu);

cJSON_ AddNumberToObject (JCpu, "user",
cpu_stat.user);
cJSON_ AddNumberToObject (JCpu, "nice",
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cpu_stat.nice);
cJSON AddNumberToObject (JCpu, "system",
cpu_stat.system);
cJSON AddNumberToObject (JCpu, "idle",
cpu stat.idle);
cJSON_AddNumberToObject (JCpu, "iowait",
cpu stat.iowait);
cJSON_AddNumberToObject (JCpu, "irqg", cpu stat.irq);
cJSON_AddNumberToObject (JCpu, "softirqg",
cpu stat.softirq);
cJSON_AddNumberToObject (JCpu, "steal",
cpu_stat.steal);
cJSON_ AddNumberToObject (JCpu, "guest",
cpu_stat.guest);
cJSON AddNumberToObject (JCpu, "guest nice",
cpu stat.guest nice);
cJSON* JNetifs = cJSON CreateArray();
cJSON AddItemToObject (root, "network interfaces",
JNetifs);
for (const auto& iface : network interfaces) ({
cJSON* JIface = cJSON CreateObject();
cJSON AddItemToArray (JNetifs, JIface);
cJSON_AddStringToObject (JIface, "name",
iface.name.c str());
cJSON_AddNumberToObject (JIface, "receive bytes",
iface.receive bytes);
cJSON_AddNumberToObject (JIface,
"transmit bytes", iface.transmit bytes);
}
cJSON* Jprocs = cJSON CreateObject();
cJSON_ AddItemToObject (root, "processes", Jprocs);

for (const auto& [pid, name] : processes) {
cJSON_AddStringToObject (Jprocs,
std::to_string(pid) .c_str(), name.c str());

}
cJSON* Jdisks = cJSON CreateArray();

cJSON_AddItemToObject (root, "disk usage", Jdisks);
for (const auto& disk : disk usage) {
cJSON* Jdisk = cJSON CreateObject();
cJSON_AddStringToObject (Jdisk, "filesystem",
disk.filesystem.c _str());
cJSON_ AddNumberToObject (Jdisk, "size",
disk.size);
cJSON_AddNumberToObject (Jdisk, "used",
disk.used) ;
cJSON_AddNumberToObject (Jdisk, "available",
disk.available) ;
cJSON_ AddNumberToObject (Jdisk, "use percent",
disk.use percent);
cJSON_ AddStringToObject (Jdisk, "mount point",
disk.mount point.c str());
cJSON_AddItemToArray (Jdisks, Jdisk);
}
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3MmicT ¢aitiry main.cpp

#include "esp system.h"
#include "esp wifi.h"
#include "esp flash.h"
#include "nvs flash.h"
#include "sdkconfig.h"
#include "esp event.h"
#include <cJSON.h>

#include "modules/wifi/wifi manager.hpp"
#include "modules/uart/uart handler.hpp"
#include "modules/tls/tls server.hpp"

#define LED GPIO GPIO NUM 2
#define RX BUF SIZE 512

TaskHandle t monitor task handle = NULL;
mbedtls ssl context* monitor ssl = NULL;
SemaphoreHandle t ssl mutex = NULL;
SemaphoreHandle t serial mutex = NULL;
EventGroupHandle t s wifi event group;
bool conn timeout = false;

bool usb disconnected = false;

bool system timeout = false;

void device state task(void* arg);

// Main Application
extern "C" void app main (void)
{
ESP ERROR CHECK(nvs flash init());
uart init();
gpio set direction(LED GPIO, GPIO MODE OUTPUT) ;
ssl mutex = xSemaphoreCreateMutex();
serial mutex = xSemaphoreCreateMutex();
if (ssl mutex == NULL) {
ESP LOGE (TAG_SERVER, "Failed to create mutex");
vTaskDelete (NULL) ;
}
xTaskCreate (&device state task, "device state task",
NULL, 5, NULL);
while (true) {
if (check connection()) break;
vTaskDelay (pdMS TO TICKS (10));
}

gpio set level (LED GPIO, 1);

8192,
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xTaskCreate (&tls server task, "tls server task", 8192, NULL,
1, NULL);
}

void device state task(void* arg)
{

char 1line[256];

while (true) {

int len = 0;
1f (xSemaphoreTake (serial mutex, portMAX DELAY)) {
len = uart readline(line, sizeof(line));

xSemaphoreGive (serial mutex);
}
if (len > 0) {
if (strcmp(line, "check conn") == 0) {
const char *response = check connection ()
? "WiFiConnected\n"
"WiFiDisconnected\n";
uart write bytes (UART PORT, response,
strlen (response)) ;
}
if((std::string(line) .find(",") !=
std::string::npos) && !check connection())
{
ESP LOGI (TAG, "Received line: 3%s", line);
char *ssid = strtok(line, ",");
char *password = strtok (NULL, ",™);

if (wifi init sta(ssid, password) == ESP OK) {
ESP LOGI (TAG, "Connected to Wi-Fi");
} else {

ESP LOGI (TAG, "Wi-Fi connection failed");
}
}
}
//if (luart check connection()) ESP LOGW ("POWER", "NO
POWER ON GPIO4");
if (!uart check connection() &&(monitor ssl != NULL &&
ssl mutex != NULL) && !usb disconnected) {
cJSON *root = cJSON CreateObject();
cJSON_AddStringToObject (root, "datatype",
"device message");
cJSON_AddStringToObject (root, "message", "Device
not powered from USB. Is system running?");
char *json str = cJSON PrintUnformatted (root);
cJSON Delete (root) ;
if (xSemaphoreTake (ssl mutex,
pdMS_ TO TICKS(1000)) == pdTRUE) {
ssl write all(monitor ssl, (const unsigned
char*)json str, strlen(json str));
xSemaphoreGive (ssl mutex) ;
}

free(json str);



usb disconnected = true;

}
vTaskDelay (pdMS TO TICKS(500));
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lllllllllllll

Memory

e - -

-memTotal: lang
-memFree: long
-bulfers: long
-cached: long
-swapTotal: long
-swapFree: long

llllllll

-—— - ——— -

'
Networkinterface

+gatMemTotal(): long
+gatMemFree(): long
+getBuffers(): long

+gatCached(): long
+getSwapTotal(): long
+getSwapFree(): long
+gatUsadMemoryPercent(): double
+getUsedSwapPercent(): double

-user: long
-nice: long
-systam: long
-idle: long
-iowait: long
-irg: long
-softirg: long
-steal: long
-guest: long

'
DiskUsage

+getUser(): long
+getNice(): long
+getSystem(): long
+getldle(): long
+getlowait(): long
+getirg(): long
+getSoftirg(): long
+getSteal(): long
+getGuest(): long
+getGuesiNice(): long
-getldleTime(): long
-getTotalTime(): long

+computeCpulsage(prev:CpuStat, curr:CpuStat): double

+getUsePercant(): int
+getMountPaint(): String

-filesystem: String -name: String

-size: long -receiveBytes: long
-used: long -fransmitBytas: long
-available: long +getName(): String
-usePercent: int +getRaceiveBytes(): long
~mountPoint: String +getTransmitBytes(): long
+getFilesystemn(): String

+getSize(): long

+getUsed(): long

+getAvailable(): long




101

JIOJIATOK €

ITocunanHsa HA TOBHUM KOJ POEKTY



102

https://drive.google.com/drive/folders/INHKk7Y cPR9p-
YSH7erWzj5eMqyFn9ewE?usp=sharing
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