JIOJATOK A

['pacdiunnmii matepian kBamiikauiiHoi poOOTH
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XapKIBCHKU HaIllOHAJIbHUN YHIBEPCUTET
palloCIICKTPOHIKU

KBamidikariiina podoTa

IHCTPpYMEHT BUAABJICHHS CTEraHorpadii B
300pAKEHHSIX HA OCHOBI CHTHATYP

Bukonas: KepiBauK:
cryaeHtT rp. KIVKI3-21-1 ac. kadp. EOM,
Knrounux JI.11. Jsaenxo J1.0.

META POBOTHU TA 3ABJIAHHA

MeToio _poboTm € aHami3 Ta po3poOKa MPOTPpaMHHX 3acOOIB

BHSBIIEHHS cTeraHorpadii B 3acTOCyHKaxX IS MOOUIBHHX
IIPUCTPOIB.

3aBaaHHA:

aHall3  ICHYIOUHX  IPOTrpaMHHX  3aco0iB  CTBOpPEHHS
cTeraHorpadIqTHIX 300pakeHb;

aHall3  ICHYIOUYHX  NPOTpaMHHX  3aco0IB  BUSIBIICHHS
creranorpadii B 300pakeHHSX;

aHaTI3 METONYy BHSBJICHHS CTero3o0pakeHb Ha OCHOBI
CHUTHATYD;

pO3poOKa IHCTPYMEHTY BHSBIIEHHS CTeTaHOTpadIIHUX JOMATKIB
U1 MOOUTEHIX IIPHUCTPOIB.
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ETarm cTBopeHHS cTeraHorpadiqvHoro 300paxeHHs 3
B noaarky PixelKnot

Input:
} Cover Image Payload Password
Y.
Pre-processing:
i Picasso / \ AES

(
‘ Bitmap Object /

l ..... - “ ........ ats l "o ‘
,,,,, v
= 38 tys 7 oy 250 bys
v
Embedding:
F5 \
Embedding
v

Stego Image (JPG)

Da Vinci Secret Image 4

4 bytes 4 bytes 4 bytes
password in plaintext length

s W 4

Secret Image

The rest of the image is unchanged

iL@ Hide It l B Image

i

Da Vinci Secret Image

'
Size: 320x240 Password: D :




[cHyt041 IIporpamMHi 3aco0u

oD *® l
L S
File Options Hewp |
Scan optians =
T fsteg Sensavity: [100 3
I jphide
F outguess
I invisible
o
steqdetect Filenane [oetecson 1R
SYNOPS IS e - )
stegdetect (-ghnV] [-s ; c negeive
d )
IDESCRIPTION
stegdetect
[Manual _page stegdetect(1) line 3 (press h for help or g to quit) - I
4
Message window
Stanting stege j
Z

Anroputm BOynoByBaHHSI LSB

3HaveHHRA 3HaveHHR
sobpaxenHn cTerasorpadiuHoro
obBknaguHkn sobpaxeHHn
83 70 83 107 127 84 82 70 83 106 127 84
111 69 69 97 101 147 111 68 69 97 101 147
106 69 93 138 170 181 106 69 92 138 170 181
45 70 90 9% 98 71 45 70 9% 97 98 ™1
68 78 8 95 150 116 69 78 8 95 151 116
82 116 200 209 149 201 82 116 200 209 149 200
3q5pa‘«:e~m: —
CUsIRGN 3Havennn LSB Kopucse

HaBanTaxeHHR abo
Gitm noe IAOMNEeHHRA

1 0 1 1 1 0
1 1 1 1 1 1 0 0 1 B 1 0
0 1 1 0 0 1




3aranpHUN poOOUHii poIec BOYIOBYBaHHS
| n |

Steganography Master

Da Vinci Secret image

MobiStego

PocketStego

Steganography Master
Da Vind Secret image
MobiStego

PocketStego

| Input
g0 Aop.
o o
Image Decooe ]
mage Zayoas
Vi
Sre-grocensng
Cover mage
Ve
.
Pty
Asgoritten
| Output
i =

SM 306panEHHA IHw 42,100 100%
SM z06paxen i 159,920 100%
DV 206paxenn inw 42100 100%
DV zofpawensa iHwi 159,930 100%
MS 306pawennn inwi 42100 100%
MS 306paxeHHa iHWi 159,930 100%
PS z06paxent i 42,100 100%
PS s06pawesHn iHwi 159.920 023%
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[TopiBHSHHS JiepeB BUpa3iB. CucTeMa BUSBICHHS

1 aget v2 ,

cTeraHorpa(igyHux mporpam

Cxema BUKOHaHHA Koay Ta gepeso BHP&BiB

po , VS

2 and-int / 11t v8 , v8 , -0x2

3 aput v2 ,
4 aget v& ,

PO, V5
PO, VS

5 and-int / 11t8 v , vO , Ox1
6 or-int / 2addr v& , v9

7 aput v& ,

po , VS

¢ ushr-int / lit8 ve& , v0 , Ox1
9 int-to-byte v0 , V8

10 add-int / lit® w4 , wd , Ox1
11 add-int / 1it8 v5 , v5 , Ox1

nixcesx [imgexc]

&
0 <

“
=

@

I
1

Cxema o6po6ku gaHux Ta kKnacudikauir

Aoparox =

e —

Busyuersa sepesa swpasis

N

Kraondixawn

Pesynbratu

ROC Curve

True Rstve Rate

= ROC curve (Area = 095)
== Noskll

0.95

Faise Posidve Rate

0.64

Precision-Recall Curve

Reacsion

Onopw gepesa

o

Onopwi aaropuTmm
O —

w— PR curve (Area = 064
== Noskil

Excellen

Good

9
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11
Bucuosku

[IpoBeneHo neranpHe BUBYEHHSI MPOTPAMHUX PINIeHb JUIS JETEKITi
cTeraHoTrpaIIHIX eJIEeMEHTIB y 3aCTOCYHKaX MOOUIBHHUX IIaT(OpM.
3M1fICHEHO aHAMTHIHHII OIVIS]T TOCTYIHUX 1HCTPYMEHTIB CTBOPEHHS
300pakeHb 3 IIPUXOBAaHOIO I1H(POPMAIIIEI0; BHBUYEHO IIOTOYHI
IIporpaMHI MeTOIH BHUSIBIeHHsS cTeraHorpadii B rpadidamX
Marepiajiax; pO3DISHYTO IIJAX1J PO3II3HABAaHHSI CTETrO-KOHTEHTY
yepe3 CHTHATYpHI XapakTepucTUku.Po3pobieno QyHKIIOHAIBHMI
IHCTpYMEHTapiii Uil JeTeKIli cTeraHorpadidauX 3acTOCYHKIB
MOOUTPHUX TPHCTPOiB. BIIpoBa/keHO aBTOMATH30BaHY CTPATETIIO
BHUSBIICHHS aBTEeHTHYHHX cTeraHorpadidHuX 300pakeHsb y Android-
nonatkax. Jlims y3aralbHeHHS OIEparliifiHOi JIOTIKH IporpaM IpH
0o0poOmi  300pa’keHh  BHKOPHCTAHO  MeXaHI3M  CHMBOJIBHOTO
BHKOHAHHS 3 TPEJICTABICHHSIM depe3 1€papXidHy CTPYKTYpY
MaTeMaTHIHUX BHPAa3iB.



