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METOJ ®OPMUPOBAHUA U
OIINCAHMA TTOJIMTUKA JOCTYIIA
K PECYPCAM B KOMIIBIOTEPHOI
CETHN

CAEHKO B.U., TOJIYEEB A.C.

PaccmaTpuBaeTcst oaxo/ K PEeLICHUIO ITPO0IeM pasesie-
HHMSI PECypcoB M KOHTDOJISI NOCTyIa IIOJb30BaTesieil B
KOPIIOPaTUBHBIX ceTsx. [Iporecc ¢hopMUpoOBaHUS TOTHU-
THK [OOCTyIa AEKOMIIO3MPYETCS Ha CO3IaHME ITOJUTUK
pecypca M TIOJIMTUK ITOJNB30BaTeNsl B COOTBETCTBUU C
METOIaMH1 TJI00ATLHOTO U JIOKAJIBHOTO YIIPaBICHMUS.

1. ITpob1ema MeHeKMEHTA pecypcoB
KOMIIBIOTEPHBIX CeTeil

Ceituac mpakTyecku Bce MHGOPMallMOHHbIE CUCTEMbI
HCITOJB3YIOT KOMITBIOTEPHYIO CETh B KAYECTBE TPAHC-
MOPTHOM cpeabl nepenaun nHgopmauru. OHa mo3Bo-
JISIET MHOXECTBY TOJIb30BaTesieii paboTaTh uepe3 mpo-
TPaMMHbIE IPUIOKEHUS C OOHOM 1 TOM XK€ CUCTEMOM
HE3aBUCUMO OT TOro, rae OHM Haxonsatcs. Camu
MPWJIOXKEHMSI MOTYT pa3MelliaTb CBOM KOMITOHEHThI Ha
pa3IMUYHbBIX CEpBEpaX U HapaBHE C MOJIb30BATENSIMU
3aHUMATh PECYPCHI CETU [IJIS IEPEAAYM TaHHBIX. TeH-
JEHIUM Pa3BUTHUSI CETell TaKOBbI, UTO CKOJBbKO Obl
JIOTTOJTHUTEILHBIX PECYPCOB HE UM€JIa CETh, HACTYITAeT
MOMEHT, KOI'JIa 3TUX PECYPCOB CTAHOBUTCS HEIOCTa-
TOYHO. B 3THX yCIOBUSIX BOBHUKAET HEOOXOTUMOCTD
yIIpaBJIE€HU S TOCTYIOM K pecypcaMm Ha OCHOBE KaKHX-
TO IpaBWJI Wiv TpeboBaHuii. CeTu, Kak 1 JIio0ast apyrast
cucTeMa, Hy:KaaloTcs B yIipaBiieHUr. OmHaKo 0COOeH-
HOCTHU COBPEMEHHBIX KOPITOPATUBHbBIX CETEN J1eJ1atoT
UX yIIpaBJieH1e BeCbMa CJIOXHbBIM. TpeOyeTcs Hamname
creuMaabHbIX aHATUTUUYECKUX U MH(OPMALIMOHHBIX
CPENCTB, TTO3BOJISIOLINX OCYIIECTBIISITD IPUHSITHE Pe-
LIIEHW B CIIOXXHBIX YCIOBUSX HEOTIPEIEIEHHOCTH CO-
CTOSIHYUS CETH.

ITpoGnemoii siBIsIe TCSI pa3pabOTKa TAKMX METOIOB yII-
paBJIeHUs JOCTYIIOM K pecypcam, KOTOpbIe Obl yUUThI-
BaJIU peaibHOe QYHKIIMOHVPOBAHWE CETU U PeaibHbIe
TEXHOJIOTMU MEXKIPOLIECCHOTO B3aMMOAEHCTBUSI.

2. AHaJIM3 U3BECTHBIX pe3yjibTaToB HMCCJIeIOBAHMIA B
00JIACTH MEHEIPKMEHTA CJIOXKHbBIX CHCTEM

OpnHo 13 TTocae THUX TEHASHIIMI B 00JIaCTH yIIpaBJie-
HUS CETSIMU SIBJISIETCS UCTIOJb30BaHNUE CTIEIMATIBHBIX
HaOOPOB NpaBWJI, Ha3bIBaeMbIX noaumuxkamu [1]. Iomu-
THUKa COAECPKUT ITPaBuiia, 00s13aTeIbHbIE U151 UCTTIOJTHE-
Hus. Takue mpaBuia NO3BOJISIIOT 3apaHee MporpaMMu-
pOBaTh NOBEAEHNE AKTUBHBIX 2JIEMEHTOB CETU B CITy4ae
ype3BblUaiiHbIX cUTYauuii. Hampumep, npu husuyec-
KOM IIOBPEXIESHUM Kabesl TpahuK MOXET IepeHall-
PaBIISATBCS Yepe3 pe3epBHBINA (DM3UYECKUIT KaHAal.

Cyl1iecTByeT psiJi CTaHAAPTOB B OTHOLLIEHU U MTOJIUTUK.
TaxkoBeiMu, Hanipumep, saBistoTcss: CIM [2], DEN [3],
WBEM [4]. D™i cTaHmapTbl OMNpenesstoT oblue
KOHIIETIIIMU CXeMBI JaHHBIX, ITPOTOKOJIBI JTOCTYTIA,
cpencTBa XpaHeHUS TTOJIMTHK. 3amada TaKUX CTaHaap-

134

TOB — 00€CIIEYUTh MHTE PPEUCHYIO YaCTh JIJISI MHTET-
palvy MHOXECTBA PELLIEHUI OT Pa3IMnYHbIX IPOU3BO-
nuteseit. OgHaKO OHU MPaKTUYECKU He 3aTparuBaloT
0COOEHHOCTE! peanr3aluu MOJIUTUK aJITOpUTMA ITPY-
HSATUS PELLICHUI.

MeTonbl, UCTIONB30BAaHHbIE TP Pea3alii CPEACTB
MEHEeIXKMEHTa CETH, SIBJISTIOTCSI COOCTBEHHOCTBIO CO-
300X UX KOMITaHW. TakuM 00pa3oM, BHyTpEHHME
ONTUMU3UPOBAHHBIE MEXaHU3MbI PAOOTHI C OJIUTUKA-
MU B OOJIBIIMHCTBE CBOEM 3aKPbIThl U SIBJISIOTCS
KOMMepYecKoii TaiiHoi. PaccmarpruBaeMble mpoOieMbl
1 33249 CETOIHS TOCTaTOYHO AeTAIBHO OOCYKIAI0TCS
B HAYYHBIX CTATHIX W HA KOH(PEPEHIIMSIX.

BuacrtHocTH, B [5, 6] 00CyXI1a10TCSI METOIBI IIPEACTAB-
JIEHUs TIONIUTUK B TEPMHHAX OOBEKTOB, a TaKXKe
BO3MOXXHOCTHY ITPUMEHEHMS X B Pa3IMYHBIX 00JIACTSIX
CETEBOro MeHeKMeHTa. Takke paccMaTpUBaeTCs Me-
TOM OajlaHca Harpy3KU Ha IOMEH cepBepoB. bbli BBeneH
KPHUTEPUIi1 3arpy>KeHHOCTH CEpBepa MCXOMIs M3 KOJTJe-
CTBa W TUIIA 3a7a4, KOTOPbIE OH BBITTOIHSLII.

B [7] paccmaTpuBaioch MpUMeHEHNE MOIUTUK I
YIPOLIEHUS HACTPOMKU OpaHaMay3pa. 3aech ObUIU
OCBELLEHbI BO3MOXHbBIE CTyyau MPOTUBOPEUUiA, BO3-
HUKAIOIIMX B ITPOLIECCe PeAaKTUPOBAHNS, PeICTaBIe-
HbI CLIOCOOBI BBISIBJICHUS Y pa3pellieHUST KOH(IUKTOB.
OcHoBHbIE ornepanuu npoBonuauck ¢ [P agpecamu
OTIPaBUTEJISI U IOJTydyaTesIsl, CaMuy XKe MOJIb30BaTe v He
YYUTHIBAIKUCEH. [IpaBuiia ceTeBoro nocTyra B OOJIbIIMH-
CTBE OpraHM3aInii TPUHUMAIOTCSI HA OCHOBE aIMUHH-
CTpaTUBHBIX MpaBu. [ToaToMy HEOOXOAMMO MPUHU -
MaThb pelIeHne O TOCTYIe, PYKOBOACTBYSCh UMEHHO
CBEICHUSIMU O TTOJIb30BaTee.

Ileab icciiemoBaHUsI COCTOUT B pa3pabOTKe METOIOB
ONMMCAHWSI IIPABUJI IPUHSITUS PEIIEHII B KOMITBIOTEP-
HOW CETH TIPH YIIPABJICHUH TOCTYITOM ITOJIb30BATENS K
pecypcam.

3. Onucanue 00bEKTA HCCJIECAOBAHUA

IlycTb MMeeTcsa HEeKOTOpast KOPIIOpaTUBHAS KOMITbIO-
TepHasi ceTh Net C ICHTPAIN30BAHHBIM aIMIHHUCTPH -
poBaHUEM. DTO 3HAYUT, YTO PacCTIpeeSicHIE PECYPCOB
OCYIIIECTBIISIETCSI B COOTBETCTBMH CO CTPOTO OIIpee-
JIEHHBIMH TTpaBWJIAMU 715 Bceit ceTtn. I1ycTh nmeeTcs
ob1umii pecypc Res, HampuMmep, JIOTUYECKUI KaHa
noctyna K MaTtepHeT. JlocTyn ocylecTBIsIeTCS Yepe3
Proxy-cepsep. IlycTb jornyeckuii KaHaa nocTymna K
MHTepHeT npencTaBiieH HECKOJbKUMU (PU3MUYECKUMU
kaHasiaMu N. 115 MOBbIIIEHUST HAIEKHOCTU BHELITHUE
KaHaJIbl UMEIOT pa3Hylo mpupony (Kabesb, CIyTHUK)
1 pa3IMyHbIE XapaKTePUCTUKU MPOITYCKHOM Cr1oco0-
HOCTH ¥ 3a1Iep>KKH. Bee BHEITHIE KaHAJIbI ITOIKITI0ve-
Hbl K OIHOMY 1LILTI03Y — Proxy-cepsepy.

B ceTu aKTHUBHBI HEKOTOPOE MHOXKECTBO IMOJIb30BaTe -
neit M={Users} n rpynn G={Groups}, B KOTOpEIE
IOJIb30BaTeJIM MOTYT ObITh O0Obe IMHEHBI (PUCYHOK).

ITonb3oBaresu yepe3 NporpaMMHbIe MTPUIOKEHUS IO~
JIydaioT gocTyl K KaHany MHrepHer. Cunuraem, 4to
KasKIIbIH TTOJTh30BaTEb CO3MAET BIIPOLIECCE COSMMHEHMS
HEKOTOPYIO HAarpy3Ky Ha ceTh. KaHaIpl MMeroT orpaHu-
YeHHY10 noJiocy nmponyckanus. CyMMapHasi Harpyska
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Ha ceTb 00JIbliIe, YeM IPOITyCKHAasl CIIOCOOHOCTh KaHa-
JioB. B cetn HaGmogaeTcs aepuunT pecypcos.

Workstation

CxeMa JOCTyIIa TOJIb30BaTeNsI K pecypcam

4. TlocTaHoBKa 3a1a4H

ITycTb ecTb KOMIIbIOTEPHASI CeTh. B ceTu mpucyTcTBY-
IOT TIPOIIECCHI, IMOPOXIAoIKe WHOOPMAIIMOHHBIC
IIOTOKU B pe3yJibTaTe 0OMeHa nH(popMaLuei Ipujo-
JKeHU nmob3oBaTeneit u pecypcoB MaTepHeT. [ToToK1
IIPOXOAT Yepe3 cepBep Proxy, oOpa3sys coeqnmHeHUs
Conn,;. [Tpoueccel 06/1a1a10T OnpeeIe HHBIMU IIpaBa-
MM, COOTBETCTBYIOLLIMMM IpaBaM MOJb30BaTeIEM
acc(uid). IlpaBa moab3oBaTtesisl yCTaHABIUBAIOTCSI B
COOTBETCTBUU C OOLIMMU IPaBUIAMU pacIipeeaeHu s
PECYPCOB CETH.

TpebGyeTcs chopMrpoBaTHL METOL M OTIPEAETUTH CEMaH-
TUKY 3aJaHWs TIPaBWJI, IO KOTOPBIM Proxy-cepsep
CMOT OBl OCYIIECTBIIITH KOHTPOJb W YIIpaBIcHHE
JOCTYIIOM TIOJTb30BaTelIel K (PMKCUPOBAHHBIM BHYT-
PEHHUM pecypcaM CeTH B BUIe COeIMHEHMI C BHELITHH-
MH PECYpPCaMH.

5. Onncanue ceMAHTHKH (DOPMUPOBAHNUS IPABHJI
JOCTyNA K pecypcaM ceTH

ﬂ,)’[ﬂ peICHUA 3aga4 ONpEaCIMM HECKOJILKO CCMaH -
TUYECKUX IIOHITUI.

KommbrotepHast ceTh IPEACTARIISIETCS B BUIE MHOXE-
CTBa pecypcoB {Res} v npolieccoB {proc(i)}.

DyHKIIMOHUPOBaHNE KOMITBIOTEPHOI CETH TTPEICTaB-
JIIeTCS KaK OTHOIIIEHIE MeXXIy IpolieccaMi U pecyp-
CaMH.

Onpenenenne 1. Pecypc — nHGOPMALIMOHHBIN OOBEKT,
a0CTPaKTHBIN JIEMEHT CETU, UCTIONIb3YyEeMbIi KaK KJ1acc
co cBoiicTBaMU: UMS (MaeHTUbUKATOp — Res), TUII
pecypca, TexHuueckue napameTpol Res;= {type,{Param}},
rae type — Tum, napaMmerp Param;={name,value} —
MMeeT UMSI M 3HaUeHUe. DK3eMIUISIphI KJlacca Xapak-
TepU3YIOT KOHKPETHLIN pecypc. Hanpumep, mpaghux-
pecypc - 3TO pecypc, TpeOyeMBblil 1Isl oOecIieueHus
TIepeaaYy JaHHBIX MEKITY IBYMS IIPUJIOXKEHUSIMU (TIPO-
LIeccaMu ) B KOMITbIOTEPHOM CETH.

Onpenenenne 2. Tpaguk — NMOTOK JaHHBIX fj MEXIY
JIBYMSI y3J1aMHU (WSy, WS, ), IIPOXOISIIIIA IT0 HEKOTOPOMY
nytu. U3mepsiercs B bps.

Onpenenenne 3. /Tymbs— HaOOP CBSI3AaHHBIX B LIETTOUKY
y37I0B (WS, WSk, WSk+i, WSk+2,..., WS;). TakK Kak
BHEIITHHE COeNMHEHMS TTOIKITIOYeHBI K Proxy-cepBepy,
TO OIH U3 3JIEMEHTOB ITyTH WS; OYZIET COOTBETCTBOBATH
Proxy _id.
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IIporuecchl CBSI3aHEI C TOTMYECKMMM O0BEKTaMU B CETH
— MOJIb30BATE/ISIMU (MJIM CUCTEMHBIMU OOBEKTAMMU,
BBICTYMAIOLIUMU B POJIM CUCTEMHBIX ITOJIb30BaTeNIei ).

Onpenenenue 4. [lorv3o6amens — MHGOPMALIMOHHbII
00BEKT, a0CTPAKTHBIN SJIEMEHT CETH, UCIIOJIb3YEMbII
Kak KJjiacc co CBOMCTBaMU: UMST (MACHTU(UKATOD -
uid), onmucaHue MpaB J0CTyNa K pecypcaM, CCbUIKUA Ha
MpaBa J0cTyna K pecypcam. DK3eMIUISIpbl Kjacca
XapaKTepu3yIOT KOHKPETHBIX IT0JIb30BaTe el U KOHK-
pETHBIE MTpaBa JOCTYyIIa K pecypcaM CO CTOPOHbI IPo-
1IeCCOB, TOPOKIAEMBIX IIOJTb30BaTEIIEM.

Onpenenenne 5. /pynna — nHGOPMALMOHHBIN OOBEKT,
3JIEMEHT CETH, UCITOIb3yEeMbIii KaK KJIACC CO CBOMCTBA-
MU: MMSI TPYIINbI, UMEHA M0JIb30BaTe/ei, orucaHus
MpaB AOCTYyIIa K pecypcaM, CChbUIKM Ha ITpaBa 10CTyna
K pecypcam. DK3eMILISIPbI 3TOTO Kjlacca OO be AUHSIIOT
HECKOJIBKO T0JIb30BaTeNielt U XapaKTepr3yloT Habop
MpaBWJI, OTNPEeIeIIOIMX MpaBa MoJjib30BaTeei Mo
OTHOLLIEHUIO K pecypcam.

B cetu 3apaHO0 MHOXECTBO I10JIb30BaTeIeH uj eMyu

MHoxecTBo rpynn gj € G . Kaxplit U3 nosib3opate-
JIeil ¥ TPYIIT OMHO3HAYHO OIpeenseTcss cBouM 1D

(u > uid, g — gid) . Kaxxaplif moabp30BaTeNb U; MOXET

BXOIIUTH BHEKOTOPOE MOAMHOXecTBO G * rpymmt u € Gy,
npu3TOM G’ — G . Tak Kak 3agaya peraercs 0e30THO-
CUTEJIbHO MIaTdOpMbl, TO MBI He 3HaeM IIpaBHJIa
BKJIIOUCHHUSI TPYIIIT M TOJb30BaTesIeii APYT B Apyra.
OnHaKo IS YIIPOIIEHUS OyneM CUMTaTh, YTO

1) TPYIIIIBI M TOJTB30BATENI MOTYT BXOIUTH B IIPOU3-
BOJILHOE YHCJIO TPYIII:

Vi, Vjiu; ©g1,Uuj 89, Uj S Zaps
g] Cgl,gj C gz,....,uj Cgaz,
gj eG,u; eM;

2) moab30BaTeIN HE MOTYT BKJIIOYATh I10JIb30BaTe eI
JINOO TPYIIIILL:

uj & uj,Vi,Vj,i #j,uy € M;
g < uj,Vi,Vj,ui € M,gj e G;

3) TpYMITEI BKITIOYAIOTCS TaK, YTOOBI He OpraHU30BaTh
LMKJIA:

Vligicgy C...C g8 Zg(a).a=1.(1-1).

Onpenenenne 6. Coedurerue —3T0 MHGOPMALTMOHHBIN
00BEKT, IIEMEHT CETH, UCTIONIB3YyeMBIN KaK KJIacc CO
cBoiicTBamu: UM (uaeHTuduxkarop — Conn;), uma
KOMITBIOTEPA, C KOTOPOTO YCTAHABIMBACTCS COETMHE-
Hue - (cid), ums rpoliecca Cc UHULUMPYIOLLETO COEIM -
HeHue (proc(i,uid)), mpasa nmpoiiecca, HacJaeTOBaHHbIE
oT noisb3oBatens (acc(uid)), Proxy-cepsep, uepes
KOTOpBIi Mpou3BoauTcs coearuHenue (Proxy_id), an-
pec UaM UMs pecypca, ¢ KOTOPbIM IMPOU3BOAUTCS
coenuHeHue (addr), T cepBuca, B paMKax KOTOPOro
MPOU3BOAUTCS COeIMHEHUE (Serv). DK3eMILISIPhI Co-
€IMHEHN SIBIISTIOTCS 2JIEMEHTaMU CETH, OTPasKaIOIIMMK
¢dakT TOro, 4ro B TEKYyIIUIX MOMEHT HEKOTOpPBIi
TIPOIIECC, 3aaHHbIN NAEHTU(HUKATOPOM KOMIThIOTEepa
cid u mpaBamu monb3oBates acc(uid), co3maet Tpahuk
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(f)) (moTOK HaHHBIX), XapaKTePU3yEMbII KOMIIbIOTE-
poMm nipoliecca cid, rpaHUYHBIM 1LILTI030M (Proxy-server,
BEKTOp HalnpaBieHus Tpaduka), anpecoMm TpedyeMoro
pecypca (addr) u Bumom cepBuca (serv).

CoenuHeHue —
Connj(cid, proc(i,uid) ,acc(uid), Proxy_id, addr, serv).

(D

CoenuHeHMe, Kak 00bEKT, OTpaxKaeT TeKyllee COCTO-
STHHE CETH 1 peCypcoB. M crmonb3yeTcs ISl pea3ain
METOIOB MOHUTOPWHTA 1 OTIEPATUBHOTO YITPaBICHUS
COCTOSTHUEM KOMITBIOTEPHOM CETH.

Onpenenenne 7. 3anpoc Reqv; — HabOp NaKeTOB,
00Pa3YIOIIMX TPAH3AKIIUIO, TIEPEIaBAeMBIX MESKITY TBYMSI
y3J1aMU U CBSI3aHHBIX C TPEOOBAHMEM BBITIOJTHEHUS
Kakoro-jiubo neicTBrs BMOMEHT t. 3arpoc Ha I0CTYI
K coenuHenuio Conn; IpencTaBiserca B BUuae Reqv;
=(T, Conn;), rue T- TUCKpeTHOE BpeMsl.

Onpenenenue 8. [loaumukxa —HAO0D MIPABIUI, B COOT-
BETCTBUU C KOTOPBIMU BbIOMPAIOTCSI ONpeAeIeHHbIE
JECTBYSI IIPY BHITTIOJTHEHU Y HEKOTOPBIX YCJIOBHIA CTpa-
TETMU CETHU.

Onpenenenue 9. Cmpameeus — 1eneBble GYHKIIUU
CeTH, OTpeestolne TpeOOBaHUS U KpUTEpUU (pyH-
KUMOHUPOBaHUs ceTU. CTpaTerusi pacripeaesieHus pe-
CYpCOB onpeessieT TpeOoBaHUS U MpaBuia K MPUHS -
TUIO pellIeHUH MO JOCTYIY MPOLIECCOB K pecypcam.

Onpenenenue 10. Mapkep docmyna — 3T0 MHOXECTBO
3JIEMEHTOB IPYIIIl, B KOTOPbI€ BXOAUT MOJIb30BATE b
MPSIMO UM KOCBEHHO, 3JIEMEHT IMYHOI'O ITPUOPUTETA
roJjb3oBartesis U uaeHTudukarop. Mapkep gocryna
OIMCHIBAET ITOJTH30BATE]I.

Mapkep noctyna: P=({uj, 5}, {gf, 11}, {2, 12} ... {1, 1}),
ecmm uj C gk,.k=1.1Lu; eM, gk €G,1;,— IPUOPUTETELI
IIOJIB30BATCJIA U I'PYIIIT, M — MHOXXECTBO ITOJIB30BaTcC-
neii cetn, G — MHOXECTBO I'PYIII B CETU.

s BO3BMOXHOCTHA peau3alliil BBIYUCIATEIbHBIX
TIPOIIeIyp B CETU MapKep TOCTYITa OyaeM IPeCTaRIsATh
yepe3 nAeHTU(PUKATOPHI TPYITI:

Py = {{uid;, 5}, {gidh, ik } {gid2, 12 1., {gid, {111, ()

rae h=[Gy |,uem,uidy <—>u,gidg o gucgu=1.h

G ’,— Ha0bop rpy1Il, B KOTOPbIE BXOAUT MOJIb30BaTelb
u; uid, — upeHTHdUKaTOp NoJab3oBaresns u; gidh, —
UIEHTU(GUKATOP TPYIIIBL, B KOTOPYIO BXOAUT ITOJIb30-
Batesb u, u=I...h.

Onpenenenne 11. Crnucox docmyna — MHOXECTBO
3JIEMEHTOB, OIpeesiiollee Mpasa JJIsl KaXa0To co-
€IMHEHNS B KOMITbIOTEPHOU CETH.

Kaxxaplii ameMeHT crnucka OyneT paspeliath JU0O0
3arpelaTh reHepaluio Tpadrka HeKOTOPOMY ITOJIb30-
BaTe10 WK rpynmne. CIIMCKM JOCTyIla UMEIOT TaKyio
ctpyktypy: Li={t,E}, tne k — uenoe 3HaueHue, cOOT-
BETCTBYIOIIEE TUIIY pecypca B paMKaX HEKOTOpOii
KiaccuuKauuy; t — 3aIluch, perjlaMeHTHPYIoIIast
JOCTYN MO yMOJYaHuIo (i1 Bcex); E — MHOXeCTBO
3aIMcei 1J1s HEKOTOPOTo MOJIb30BaTe s MO0 IPYIIIIHI,
GuUM . JlocTyn 1o yMOIYaHUIO peTjlaMeHTUPYETCS
caéwoﬁ MEePBOM 3aMUCHIO.

13

3anuch t COmepKUT TOJABKO action’ — OOCTYII IIO
yMoyaHuto. JlaHHast 3anych Hy>kKHa JUTs Onpeae e HUsI
MOJUTUKUA MO YMOJYAHMUIO NJII HEKOTOPOro BUAA
Tpaduka.

Onpenenenne 12. /Ipaso docmyna E;={sid;, action;,
Res;} — cTpykTypa, cocTosiias u3 ajaeMeHToB sid; e {uid,
gid} — uaeHTUdUKATOP MOJb30BATEIS MO0 IPYTIIIHI,
actione{allow, deny}.

Onpenenenune 13. [Ipasuso docmyna — GyHKUMS
rule(E(uid)), npuHumatomast 3HaueHue rule ={allow,
denay}B 3aBUCMMOCTH OT TIpaB JIOCTYIIa ITOJIb30BaTE ISt
E(uid) x pecypcy Res; Bctpykrype E;={uid, action;, Res;).

6. Onucanue cTpaTeryii pacnpeejieHusi pecypcoB

ITo HayaTbHOMY YCJIOBHIO paccMaTpyBaeMasi KOMITbIO-
TEepHAasl CeTh UMEET LEeHTPAIM30BAHHYIO TOJIUTHKY
aIMMHUCTPYPOBAHMS U €IMHbIE TTpaBuIIa pacrpeneie-
HMS pecypcoB. CuuTaem, 4YTO B CETU OOOOLIEHHbBIE
MpaBuJia MpeaCTaBIsIIOT HEKOTopy1o cTpareruto. Crpa-
Teruio OyaeM TNpPencTaBisTh B BUIE BepOAJIbHOIO
ONMCAHUS TJIABHBIX YCIOBUIM OMTMCAHUSI TIPABHII pac-
MpeaeaeHns pecypcoB. B 0oIbIIMHCTBE CBOEM CTpaTe-
MU 3aBUCAT OT OPTaHM3aIIMOHHBIX OCOOCHHOCTEMU
npennpusatus. CTpaTernu pecypcoB BBIOMPAIOTCS ISt
¢opMUpOBaHMS TTOJIUTHUK IIPU ASPUITUTE PECYPCOB.

YcI1oBHS NCTIONTB30BAaHMS KaHAJIOB IOCTYIIA K pecyp-
cam:

— KaHaJIbl OCTYIIA pa3pellaeTcs 3arpyKath He 6oJiee,
YyeM 3apaHee BbIIEIEHHAS IT0JI0CA ITPOIYCKHOM CITOC06-
HOCTH;

— YUCJI0 MOJIb30BaTeIei, UCTIOb3YIOIIMX KaHaJ, OTl-
penesieTcs CyMMapHOM Harpy3Koi, co30aBacMoOi IMU.

Crpaternss A. Tlonb3oBarenu TMoJydyalT AOCTYIT K
pecypcaM 6e3 orpaHMYeHUt Ha MOJ10Cy MPOITYyCKHOMI
CITOCOOHOCTH, TIPY PaBHBIX IPUOPUTETAX, ITO ITPHHIIN -
Iy OOBIYHOI OYEPEaU C ITOJIHBIM OOCTYKMBAaHUEM 3a
BpeMsI ceaHca.

Crpaternss B. Ilonb3oBaTenu mosiydyaroT AOCTYIT K
pecypcam 0e3 orpaHMYeHUI Ha MOJIOCY IIPOIyCKHO
CIMOCOOHOCTH, TMPU PA3HBIX TIUYHBIX IPUOPUTETAX, 1O
IIPUHLMITY OOBIYHOM OYEPEaU C IIOTHBIM O0CITy>K1Ba-
HUEM 3a Bpemsl ceaHca. Eciu B ouepenu mmeercs
MOJIb30BATENb C 00Jie€ BBICOKMM IMPUOPUTETOM, TO
TMOJIb30BATENb C HU3KMM IMPUOPUTETOM OJIOKUPYETCS 1
TEepEeBONUTCI B KOHEIl OYepeliv, a MOJIb30BaTENb C
BBICOKWM MPUOPUTETOM MOJIYYAET TOCTYTI K PECYPCY.

Crpaternsi C. Ilonb3oBareny MojayyalroT AOCTYH K
pecypcaM 0e3 orpaHUYEHU I Ha TIOJIOCY MPOIMYCKHOMN
CITOCOOHOCTH, IMPU Pa3HbIX TPYIITOBLIX IPUOPUTETAX,
T10 IPUHLIUITY OOBIYHOM OYepENM C TTOJHBIM OOCTY K1 -
BaHMEM 3a BpeMsl ceaHca. Eciii B ouepenn mmeeTcst
TTOJIB30BaTe b ¢ 00JIee BBICOKMM IPYIITTOBBIM IIPUOPH-
TETOM, TO TTOJIB30BaTEIb C HU3KHM ITPHOPUTETOM OJ10-
KUPYETCs ¥ TIEPeBOIUTCS B KOHEI] OUepeIu, a IToJIb30-
BaTellb C BRICOKUM IIPUOPUTETOM TTOJIyIaeT TOCTYIT K
pecypcy. B aToMm ciygae oOpasyioTcsl cneluaibHbIe
IPYIIbI C Pa3HBIMU BO3MOXKHOCTSIMU TOCTYMA K CETH.

Crpaternss D. ITonb3oBarenu mosyyaroT JOCTYN K
pecypcam 0e3 orpaHMYeHUI Ha MOJIOCY IIPOITyCKHOM
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CIIOCOGHOCTH, IMPU Pa3HBIX TPYIIIOBBIX U JIMYHBIX
MPUOPUTETAX, IO MPUHIIUITY OOBIYHON ouepenu c
TTOJIHBIM OOCITy>KMBaHMEM 3a BpeMsI ceaHca. Eciu B
ouepeny MMeEETCS TIOJIb30BaTeNlb C 00jiee BBICOKUM
IPYIIIOBBIM IIPUOPUTETOM, TO ITOJIb30BATE/Ib C HU3KIM
IIPUOPUTETOM OGIIOKUPYETCS U IIEPEBOAUTCS B KOHELL
OouepenH, a MojIb30BaTelb C BEICOKUM IPUOPUTETOM
IOJIyYaeT JOCTYII K pecypcy. DTO CIpaBeIiuBO IIpU
CPaBHEHUU I10JIb30BaTeIei, BXOMSIIMX B pa3HbIe IPYII-
IBI, U JUIS TIOJIb30BaTe e, BXOASIIMX B ONHY U TY XK€
IPYIIILY.

OcTabHBIM I10J1b30BaTEISIM OTKA3aHO B IOCTYIIE.

7. AHaIM3 UCNOJIb30BAHNS NPE/IJIOKEHHOM CEMAHTHKH

ITo Mapkepy A0CTyIa HEBO3MOXKHO OMPEACIUTh B3au -
MOCBSI3b MEXIY TpyHIlaMu, 100 B KaKue TPYIIIhI
BXOJMT I0J1b30BaTeIb HEMTOCPENCTBEHHO, a B KaKue
KOCBEHHO. 311eCh ITOJIb30BaTeTb MOXKET BXOAMTD ITPSIMO
1 KOCBEHHO B TPYMITBI, BKITIOYAIOIINE IPYT ApyTa:

uj Cgj,uj < gk:gj.ek <Guj M,

Takas cxema BKJIIOUE HUST HEXKeJTaTeTbHa, TaK KaK IIPpu
YCTaHOBKE ITPaBWJI BO3MOXHO BO3HUKHOBEHNUE JIOTH-
YeCKOro KOHMJIMKTA, KOTOPHIN TPYAHO OOHAPYKHUTD.
DTO 06CTOSTENNBCTBO MOXOXE HA CUTYAIIHIO, ITPU KO-
TOPO¥ Ha NPEANPUATUN OAUH YETOBEK 3aHUMAET JBE
JoikHoCTH. [1py 5TOM OIHA TOJIKHOCTh MOTYMHEeHA
npyroii. [TomyyaeTtcst, 4To oMHA MepCOHA TOTYMHSIETCS
caMa cebe M MMEET B OIHO U TO Xe BPeMS pa3HbIe
rostHomounst. [1pu peanm3arni Takoi CXeMbI BO3MOX-
HBI TEXHUYECKIME KOH(MIIMKTHI B CTydae, eCIu 3arpe-
LIAIOLIHE ITPaBMJIa UMEIOT 00JTee BHICOKMIA IIPUOPUTET,
YeM paspelliafolne.

8. MeTon Mmene zKMeHTa TpaHK-pPeCypCOB HA OCHOBE
MOJIMTHK

3a OCHOBY ITPMMEM KOHIIETIITINIO, TIPY KOTOPOIA CIIeayeT
ONPEIEIINTh OTHOIIEHHS MEXKITY PECYpCaMU 1 TTOJTb30-
BaTeJISIMU, BEIPAKAIOIIECS B BUIE CO3MAHUS SK3EMII-
JISIpoB “coenuHenne” (MH(GOPMaLIMOHHEIX OOBEKTOB).

Bynewm 1onarate, 4TO B CETH CYIIIECTBYeT MHOXECTBO
TpaUKOB, XapaKTepU3YeMbIX COeAUMHEHUAMU {fj,
Conn;}. CyluecTByeT TakXe MHOXECTBO 3alpOCOB
{Reqv;}, >kearolmX IOJIyYUTh COOTBETCTBYIOIINE CO-
equHeHus. 1o hakTy TOIBKO YacTh U3 3TUX 3aIIPOCOB
MOJIYYHUT pa3pellieHre Ha yCTAHOBJIEHUE COeMUHEH NS,
YcraHoBJIEHUE COeIMHEHUSI 3a1aeTCsl TPOCTOM (hyHK-
uneit A={Allow, Denay}. [IpuHsaTue peleHuii ocyiie-
CTBJISIETCSI B COOTBETCTBUU C 3apaHee YCTAaHOBIEHHbIMU
TpeOOBaHMSIMU U MTPABUIIAMU.

HpGZ[CTaBJ'IeHHaH 3aJgadya CBOOAUTCA K3ada4ye CUTyalu-
OHHOTO YIIpaBJICHUA, KOrga HA OCHOBAHNHN HEKOTOPBLIX
YCJIOBU I BBI6I/IpaCTC${ U3BECTHOE ICICTBUE.

IIpennaraercs paccMaTpuBath ABe cTparteruu. OaHa
CTpaTerust ISl pecypcoB, T.e. JUISl OMMCaHUs TMpaB
JOCTyIIa K KOHKPETHOMY pecypcy, apyras — JUist
OMUCaHMSI PAB M0JIb30BaTe s (Ha CTOPOHE MOJIb30Ba-
TeJIsl WM CEpBepa ayTeHTU(DUKAIIAN).

Cmpameeus oas pecypca St_Resource. J11s1 Kaxaoro
pecypca onpenelsTioTCs TJOTMTIeCKIe OOBEKTHI, O30~
BaTeJd U TIPYIIIbI, KOTOPble MOIYT MCIIOJb30BaTh
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JAHHBII pecypc WM KOTOPHIM 3aIIPEIeHO €T0 MCITOMb-
30BaHME (B 3aBUCMMOCTHU OT MOJUTUKU MO yMoI4ya-
HUIO).

Cmpameeus das noavzoeamens St_Users. 17151 KaX10ro
TTOJIB30BATEIIST OTPeeIIcH IIePeYeHBb PECYPCOB, K KOTO-
PBIM pa3pelileH T0CTYII.

B cooTBeTCcTBUM CO CTpaTerusiMu Ipeiaraercs cpop-
MMPOBATH CJIEAYIOLIME TOTUTUKU:

Tloaumuka cepeepos Ng,,e,. Habop mpaBui, orpenens-
IOLIUX JOCTYI K KOHKPETHOMY CepBepy (Hampumep,
Proxy) B cooTBeTCTBMU CO cTpaTterueii St_Resource.

Toaumuxa cepeucos My, Habop npasui, onpenessro-
IIMX IIpaBO pabOTHI B pAMKaX OMPEAeSICHHOTO cepBrca
WIA TIPOTOKOJAa B COOTBETCTBUM CO CTpaTeruei
St_Resource.

Tloaumuka adpecos My, me. Habop mpaBui, orpeaesio-
LIMX ITPaBO PabOTHI ¢ ONpeAeICHHBIM PECYPCOM, 3a1aH-
HbIM U3BECTHBIM aJIPECOM UJIM UMEHEM B COOTBETCTBUU
co ctpaterueil St_Resource. IcTIONb3yeTCs TOJIBKO AJIst
M3BECTHBIX 3apaHee UMEH JJIs 3aIipeTa JOCTyIIa.

Tloaumuka noavzoeamens Myg,,. Habop mipasui, orpe-
JEJISTIOIIMX JTOCTYN K pecypcaM JJisi KOHKPETHOIO
MOJIb30BaTeIsl BCOOTBETCTBUM CO CTpaTerueii St Users.

J17151 TOTO YTOGKI YIIPOCTUTH (DOPMUPOBAaHYE TTOJTUTHK,
YaCTO MCITOIB3YIOTCS METOIBI, OCHOBAaHHEIE Ha TTPHMe-
HEHWU ITOJINTHKH 110 yModaHuio. [1pemmaraercs Tak-
3Ke MCITOJTE30BaTh Takoi momxon. [1pexme Bcero ompe-
JIeJTUM CTPaTEeT! IO YMOJTYaAHUIO:

Cmpameeus St_~+. — 110 yMOJIYaHUIO B CETU pa3pellieH
JTOCTYTI KO BCEM pecypcaM U LT BCeX MOJIb30BaTeeit.
Ecy monmriika B KOHKPETHOM CITy4ae He OIpeIesieHa,
TO IOCTYIT CYUTAETCS OTKPBITHIM.

Cmpameeus St _-. — 110 yMOJYAHUIO B CETHU 3aIIpeIlicH
JIOCTYTI KO BCEM pecypcaM U LISl BCeX MoJib3oBaTesieit.
Ecimm monmTrika B KOHKPETHOM CITyJae He OIpe/ie/ieHa,
TO TOCTYII CYUTAETCS 3aKPHITHIM.

CoOTBeTCTBEHHO (POPMHUPYIOTCS TTOJTUTUKHA.
Cy1iecTByeT ABa TUTIA TOJTUTHK:

1) PaspeliieHo Bce, 4TO He 3aMpelieHO, T.€. [0 YMOJI-
YaHMIO BCe pa3pelleHo: action '=allow, Ipy 3ToM I
BCEX MOJb30BaTelleid W TPYIII, KOTOPbIe SIBHO He
yKa3aHBI B CITUCKE TOCTYIIA, JOCTYIT pa3pelieH:

IF actionf = allow THEN

sidg & actiong 1 = allow),
(IFsidg ¢ Lk THEN actiong = allow)

e action 'y — BO3MOXHOCTB TOCTYITa K pecypcy K mo
yMoIl4aHuIo; sidy — MaeHTHUdUKATOp TPYIIILI KOO
MoJIb30BaTtens s; Ly — crmcku mocTyria 1t pecypcak;
actiongx — paspeleHue AocTyna K pecypcy k amst
ITOJIE30BATEIs JTMOO TPYIIIIHI S.

2) PaspelreHo TO, 4TO pa3pellieHo, T.¢. o YMOITYaHUIO
3ampelieHo Bece: action =deny, TIpy 3TOM IIJis BCeX
MOJIb30BAaTEJIEN U TPYIIIT, KOTOPHIE IBHO HE YKA3aHbI B
CITMCKE JOCTYTIA, JOCTYII 3aIpeLIeH:

IF action = deny THEN
(IFsidg ¢ Ly THEN actiong i = deny),
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rae action’y — BO3MOXHOCTbD JOCTYIIA K pecypcy k mo
yMoJlYaHU10; sidg — MaeHTUdUKATOP TPYIIIb KOO
noJjb3oBartesis s; Ly — crnucku noctyna s pecypeak;
actiongy — paspelneHue nocryna K pecypcy k i
TOJTb30BAaTeJ s JIMOO TPYIIIIHI S.

Ecnu ectb TI0JIb30BaTC/IM, KOTOPbIC UMCIOT IPUBUJICTU -
POBAHHOC ITOJIO2KCHHUE, 9TO 3a0aCTCA B ITOJIUTHUKAX Mygepe

DopmupyeTcst JOOTHUTEIBLHAS TPYIIIa ITOJIb30BaTe-
JIeil, KOTOpBIE CMOTYT MOJYIUTh JOCTYI, €CITM KaHall
OyzeT B 3TO BpeMsI CBOOOIEH (CTaTUCTHYECKOE MYJTh-
TUTUTeKcrpoBaHue ). Co3maHye TaKOM IPYyIIIbI OCYIIIe-
CTBITSIETCSI HA OCHOBE IMYHBIX TPUOPUTETOB, 3aJaHHBIX
B paMKax MapKepa JTOCTYIIa.

AKTHBHOCTb PaOOTHI ITOJIb30BATEJIs1 ONIPeeISIeTCs IBY -
M1 (hazaMM: 3aIIpOCOM Ha COeTMHEHNE X COOCTBEHHO
paboroii ¢ pecypcoM. PaGoTa ¢ pecypcoM Bo3MOXHa
TIOCyIe TIOTYIeHHUS TIpaB Ha CO3MaHNe COSTMHEHMS C
TpeOyeMbIM PECYPCOM.

Peanuzanuio MeToa MOXKHO pas3acInTb Ha HECKOJILKO
OTaIlOB: no@eomoeumeﬂbﬂbtﬁ, peaiuzayus noaumuk,
onepamueHoe ynpaeiernue.

ITycTh MMeeTcsl KOMIbIOTEPHAS CETh U OIpeaeIeHbI
YCIIOBUSI YIIPaBICHUS pecypcaMHt, KaK OBbIJIO OTTMCAHO
BEIIIIE.

IlycTh nns cetu onpeaeneHa HEKOTOpasi CTpaTerus
pacIpeneneHrs peCypcoB 1 UCITOIb3YeTCs TIPUHIIHIT
KOMOMHMPOBAHHOTO YIIPaBJICHMS AOCTYIIOM (Ha OCHO-
BaHWH 3aJaHM ITPaB IS TTOJIb30BATE IS U IS TPYTII ).

Takum obpazoM, METOJ MEHEIKMEHTa CBOAUTCS K
CIIeAYIOIIEMY.

Tlooeomoeumensvhuiil 5man:

— (OpMUPYIOTCS CTPaTerMy MEHEIKMEHTa TOCTyTa K
TpaduK-pecypcam;

— GOopMUpPYIOTCI LeIM MEeHEeIXKMEHTa M IleJIeBhIe
(yHkuMM (Ipu HEOOXOAVMOCTH ).

PeaﬂLL’%ZL{LIﬂ noaumuk 0ocmyna:
— YCTaHaBJIMBAIOTCA ITOJUTHUKHU 110 YMOJTTYaHUIO,
— BBOOATCA ITPUOPUTETHI,

— JUIS PeryJIMpOBaHMS IOCTYIIAa ITOJIb30BaTeNiell K
BHEIITHAM KaHajlaM HeOOXOIMMO BBECTH JIJIST KAXKIOTO
THTIA pecypca CITMCOK TOCTYIIA;

— (hOPMUPYIOTCH TTOJIUTUKHI PECYPCOB;

— (hOPMUPYIOTCS TOJIUTUKY TTOTH30BATEIE.
OnepamusHoe ynpaeaerue:

— 00pabaThIBarOTCS 3aITPOCHI TTOTh30BATEIIEH;

— BBISIBJISIOTCS IECTBATEIHHBIE ITpaBa MTOJIb30BATES
1O OTHOIIEHHIO K TpeOyeMOMY pecypcy;

— IMIPUHUMAIOTCS PEIIEHUS 10 CO3IaHUI0 TpeOyeMoro
o0OBbeKTa “coeqHeHue”.

HeobxonumocThs mpeacTaBieHus oOleli ceTeBOo Mo-
JINTUKYU B BUIIE TTOJMTUK TIOJIB30BATENISI M PECYPCOB
00ycCJIOBJIEHa TEM, UTO CEThb MPEACTABIISIET COOOM CII0XK -
HYIO CUCTEMY, U BbIOMpATh CTPATEeTHIO, CBSI3aHHYIO
TOJILKO C IOCTYIIOM K pecypcam, T.e. ISl Kaxa0ro
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pecypca npeyCMOTPETh BCe CUTYalluM — HELleJIeco00-
pa3Ho. D GeKTUBHBIM IIPEIACTABISIETCI B IIOJIMTUKE
pecypca 3ajaBaTh OOILME YCIOBUSI, a B IOJUTUKE
MOJIb30BaTelIs — YKA3bIBATh KOHKPETHEIEC OTpaHuye-
HUsI (BpEMEHHEIE).

B sToM ciyyae MBI TIOJTy4aeM CJIeIyIOIINe METOMbI
VITpaBIICHHS:

— Memod 2100a1bH020 YNpasaeHUs COCTOSTHUEM Pecyp-
COB, OCHOBaHHBII Ha ITpeIBApUTEIILHOM pacrpeesie-
HWU TpaB JOCTYITa K pa3HBIM pecypcaM U CO3TaHUM
TTOJIUTHUK TOCTYTIa K pecypcaM. [1ouTHKH co3maroTcst
JUTST BCEX PECYPCOB, HEOOXOIUMBIX TSI 00ECITeYeHHST
CYILIECTBOBAHMUS [TOTOKA;

— Memoo N0KAAbHO20 YNpaeaeHus COCTOSTHUEM pecyp-
COB, OCHOBAHHBII Ha ITpeABapUTEILHOM pacrpeesie-
HUY TIpaB JOCTYTa K pa3HBIM pecypcaM IJIsT KaKaoro
MMOJIB30BATENS B OTAEIbHOCTH. [ToIMTHKY co3mar0TCst
JUTST KQXIOTO TTOJIb30BATENIS

— Memod onepamugHo20 ynpasieHus COCTOSSHUEM pe-
CYpCOB, OCHOBAHHBIII Ha KOHTpOJIE 32 OOBEKTAMM
“coenquHeHNE” U OIIPEeICHNM UX CTaTyca B TEKYILIUIA
MOMEHT. JIOTIOJTHUTEIFHO MCTIOIBb3YIOTCS TTOTUTUKA
TTOJTB30BATENIS M UX TIPUOPUTETHL.

9. MeTtoa onucanus Npas JOCTYNA sl MOJUTHK

Ha ocHoBaHMM CKa3aHHOTO BBIIIIE npeaiaracrca METon
OIIMCaHUA ITOJINTUK.

M3BecTHO, 4TO AJ11 yIIpaBJIeHUs TOCTYIIOM K pecypcam
B CETU MOTYT OBITh UCTIOJIb30BAaHbI TPU METOJIA: METOJ,
JIOCTyIla, OCHOBAHHbBIM Ha OMNpeNeeHUM MpaB s
MPOLIECCOB; METOM IOCTYIa, OCHOBAHHbII Ha OTpeesie-
HWM TpaB /151 IOJIb30BaTes e, METO1 TOCTyIa, OCHOBaH-
HbI Ha OIIPeIeICHUU IPAaB IJIS TPYIII ITOJIb30BaTENEH.

Bynem ucrnonb3oBaTh KOMOMHMPOBAHHBI METOJ yII-
paBJIeHMST TOCTYIIOM K pecypcaM, OCHOBAaHHBIN Ha
onpeneJIeHNH ITPaB TOCTYITa TPYTII 1 ITOTh30BaTeIIei.

DOyHKIMA ayTeHTU(DUKAIIMYA BO3JIOKEHA Ha OTIePaIly -
OHHYI0 cuctemy. Takum o0pa3oM, TMUHOCTU CyOBeK-
TOB, PAOOTAOIINX B CETU, IIOATBEPKICHBI BHEIITHIMU
ITO OTHOIIIEHUIO K 3a1a4e cpencTBamiu. [1ocie ayTeHTH-
(uKaMM KaxXIblil TOJb30BaTelNb MOTyIaeT MapKep
Joctyna. Mapkep 10cTyIa UCIob3yeTcsl TPUIOXKEHU -
SIMU 1 OTIEPaLIMIOHHOM CUCTEMOH MPU MPOBEPKE AOCTY-
T1a [OJIb30BaTeJIs K pas3aessieMbIM pecypcam.

10. IIpumep onucaHus NOJHTHK

ITpuBenem npuMep onvcaHus MOJUTUK AOCTyIIA 11
HEKOTOPOM CETH.

Tlodzomoeumenwvuili 5man:

IIpumem 3a ocHOBy cTpateruo A. CrpaTerus Io
YMOJTYaHUIO — IOCTYII pa3petneH St_+. [TycTb B ceTn
CYIIIECTBYIOT MTOJIb30BaTE N, 00be TMHEHHBIC B TPYII-
TIBI, TIPUOPUTET HE MCITOIb3yeTcs 1; =0:

Pa=({ui,ri},{gl,r1},{g2,r2}{gl,r1})=(1,0,3,0,4,0),
P5=(2,0,4,0,5,0,6,0,7,0).
Peaﬂu3auuﬂ noaumuk.

B cooTBeTCTBIM CO CTpaTeTneit ONpe e INM HOTUTHKHA.
CdopMyarpyeM OCHOBHEIE TpeOOBAHMST IUTS TIOJINTUK:
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1. Mggpp: 3aKPBITH TOCTYI BCEM MOJIL30OBATENISIM IJISt
POP3 mporokoia, rpynme G — JOCTYII K pecypcy
KaHaJIOB;

2. Mygers TIOJB30BATENIO A 3aKPBITh AOCTYIT K XOCTY
yahoo.com u no nporokoiny HTTP x pecypcy.

B cooTBeTCTBUM C TOMUTUKAMU CO30AEM CITUCOK JOCTY-
Ia JJIsI COeMHEHWI, UCTTOIb3YIOIINX PeCypC KaHAJIOB:

Li={t,Eg}={St_+, E; }={allow, E };
E={E,, E,, Es, E4};

E={sid,, action;, Conn;}={sid;, action;, (cid,
proc(i,uid),acc(uid), Proxy_id, addr, serv)} =
{*,deny,(*,**,192.168.2.255,*,pop3)},

E,={G, deny, (*,*,%,192.168.2.255,* *)},
E;={A,deny,(*,*,*,192.168.2.255, yahoo.com,*)},
E4={A,deny,(*,*,*,192.168.2.255, * HTTP)}.

B Ttabnuue mpuBeneHbl 3HAYEHUS I yKa3aHHBIX
BbIPA>KECHMIA.

No Sid| Action |Cid| Proc |Acc| Proxy id Addr | Serv
1 Allow

2| * | Deny | * | * | * ]|192.168.2.255 pop3
3/ 7] Deny | * * * 1192.168.2.255 *
4|1 | Deny | * * | * [192.168.2.255 [yahoo.com| *

5|/ 1] Deny | * * | % 1192.168.2.255 * HTTP

OnepamueHoe ynpaenenue:

ITycts nmeroTes 3anpockl Reqv; u Reqv, Ha cienyto-
LIH{E COeTUHEHUSI:

Connj(cid, proc(i,uid),acc(uid), Proxy_id, addr, serv)=
=Conn; (1, proc(12, 1),acc(l), 192.168.2.255,
yahoo.com, HTTP)=Conn;, (1, 1282,0, 192.168.2.255,
yahoo.com, HTTP);

Conn, (2, proc(14,2),acc(2), 192.168.2.255, msdn.com,
HTTP)=Conn, (2, 1424,0, 192.168.2.255, msdn.com,
HTTP).

CoeauHenune Conn; THULIMMPOBAHO MOJIb30BaTeIeM A
c uneHTrudrkaropoM 1, Proxy-cepsep — 192.168.2.255,
coennHeHue ¢ yahoo.com o HTTP, padoraem 6e3
npuopurera (.

Coenunenue Conny MHULIMMPOBAHO IM0JIb30BaTeeM B
c uneHTrudrKaropom 2, Proxy-cepsep — 192.168.2.255,
coenuHeHue ¢ msdn.com nmo HTTP, paGoraem 6e3
npuopurera (.

ITo mpuxomy 3ampoca Proxy-cepBep oGopBer oba
coenHeHMs. JlocTaTOUHBIM YCIOBUEM JIJIS OTKa3a B
JIOCTYTIE K PECypcy SIBJISIETCS B TIEPBOM CIIydae ajapec
3arpalInBaeMoro pecypca — yahoo.com, a BO BTOpOM
TO, UTO MOJIb30BaTeNIb BXOAUT B Ipyniny G.

11. IlyTu nanbHeimero pa3BuTHs NpeajiaraeMbix
METO/0B M HANPABJIEHUS UCCJIEI0BAHMIA

[penronaraeTcs pacMpyTL METOM Ha YCIIOBHST, KOTIA
BO3HUKAIOT IIPOTUBOPEYUHS B TTOIMTUKAX ITPH BHIOOPE
KOHKPETHOTO IEMCTBHUSI, 1 pACCMOTPETh BOBMOXHOCTh
anredpanyeCcKoi CBI3M IapaMeTPOB ITOJIUTHK C IIeJTe-
BbIMU (PYHKIIMSIMU. Y HUBEPCAIU3aLMS TAKOTO OITHCa-
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HUM ITO3BOJIMT UCITOJIB30BAThH €0 IPU PEIICHUH 3a1a4
KOHTPOJIA A0CTYyIIAa K pa3acjasACMbIM pECypCaM CCTHU.

Heobxonrmo onuvcaTh mpaBuia 11t KOHTPOJIS JOCTyTIa
TTOJIB30BaTeIIe K BHEIITHUM KaHajiaM. Hy>Ho ompene-
JINTh CXeMY MAHHBIX JUIS TIOJMTUK, a TakKXKe MEeTOI
JIOCTYIIa U TUTT XpaHWIKIIA JTaHHbIX.

ITpu 5TOM CyllIeCTBYIOT TpeOOBaHUS K THOKOCTU Ha-
CTpOEK cepBepa, IPOCTOTE CO3MAHMS, PeAaKTUPOBAHMSI,
XpaHEHUS U OTHO3HAYHOCTY UHTEPIIpETAllMy CEMaHTH -
KU TIpaBWJI TTOJIUTHK.

12. BoiBoasl

[pennoxeHsl yCOBEPILIEHCTBOBAHHBIE METOIbI ITOJIK -
TUK IOCTYIIA IT0JI30BaTelIsl K pecypcaM, OCHOBaHHbIE
Ha HOBBIX CEMaHTUYECKUX KOHIICTIIINSX JIOTMYECKUX
00BEKTOB CETH, OTJIMYAIOILIECS] [IPOCTOTOM peain3a-
LIMM ¥ TIO3BOJISIIOIIE ITOCTPOUTH 3 DEKTUBHBIE TTPO-
LIeayPbl IPUHSITUS PeIlICHU I TS Y3JIOBBIX CEPBEPOB.

Hayunas nosuzna MeTOIOB COCTOUT B (POPMUPOBAHUHT
He3aBHCHUMBIX TTOJTUTHK TOCTYIIA IS pecypca U IOJIh30-
Batelist, BO3MOXKHOCTH ITEPEX0/IA OT CTPATET M K TTOJTH-
THKaM JOCTyTIA.

ITlpakmuueckas 3nauumocms COCTOUT B TTOBBILIEHUN
3(PGEeKTUBHOCTH pabOTHI AJITOPUTMOB (POPMUPOBAHUS
paspeleHns I0CTyTa K pecypcy Ipy BHEIPEHUY TaH-
HBIX METOZIOB.

CyllieCcTBYIOIIME CTAHAAPTHI, a TAKXKE Y3KOHATIPABIEH -
HblE peaiu3ali ”HOOPMALIMOHHOM MOJEIY MOJTUTHK
He 3aTparuBaloT MPOLECCh CO3AaHUS OJUTUK, TTepe-
X0Jla OT TpeOOBaHUI U CTpaTEruii K peaan3aluin.

Peanuzanys v BHeIpeHHE JTaHHBIX METOJTIOB OOECTIEUUT
MOBHIIIEHNE THOKOCTH HACTPOEK Oarogaps yBeanue-
HUIO KOJTMYECTBA KpUTEepHUeEB (UIBbTPAIIM 3aIPOCOB
paszziesnsieMbIX peCypCOB.
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