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'COBPEMEHHBIE METOAbI HPOEKTUPOBAHMSA BCIIL.
OT KOHKYPCOB K CTAHJIAPTAM

CumMeTpuunbie mudpbl ¥ CETOIHS SBISIOTCS cepALeM (OCHOBOH) KPHITOrpadpUUeCKOM 3aIHThI
BCEX CKOJIbKO-HMOY b OTBETCTBEHHBIX CHCTEM YNpaBIIEHUS XO3IHCTBEHHOMN, SKOHOMHYECKOH, POU3-
BOJICTBEHHOM M MHOTHX JApYyTHX o6sacteil 1edTeNbHOCTH OOIIECTBa, KOUIEKTHBA, PEroOHa, rocyrap-
cTBa, obecneunBas HHGOPMAITHOHHOE B3aUMOIEHCTBHE MEXJ1y OpraHaMH U 00bEeKTAMH YIIpaBJICHNUS.
34eCh MOXKHO Ha3BaTh MHOTOYMCIICHHBIE OAHKOBCKME CHCTEMBI, HHTEHCHBHO BHEIPAEMEIE CHCTEMBI
3NEKTPOHHOrO JOKYMEHTO000POTa, CHCTEMBI cOopa M 00paboTku MHGbOPMAaHMH HaJIOTOBBIX CITYXO,
3HEPreTUKH, TPAHCIIOPTA, CIyxG Oe30IMacHOCTH, apMUY, MHJIHIINH, ¥ MHOTHE JAPyTHE, HE TOBOPS yKe
0 JIOKAJIBHBIX CHCTEMAX IOCYIapCTBEHHOIO M YaCTHOrO 3HAYEHMs (annapaToB YIIPaBJICHUS pa3iiid-
HBEIX MUHHCTEPCTB, BEAOMCTB, KOMIIAHHUH U NpeanpusTHii). 3aech MOXHO Ha3BaTh MHOIO pa3paboToK
KOHKPETHOI'O LIEJIEBOTO Ha3HAY€HMs], HAlCAIIUX MPUMEHEHNE B YKpaHHe, cpe/iii KOTOPBIX aBTOpH-
TeTHOE MecTO 3aHsuM M paspaboTkn AOMUT npu XHVYP3. 310 u cucrema kpunrtorpaduyeckoit 3a-
umTel MEGopmannu "Iudp-X.509", npenHazHadeHHas 18 CO3MAHUSA UHPPACTPYKTYPHI OTKPBITHIX
kmouel (MOK), u cucrema ELPay. npenctapisromnas Ka4eCTBEHHO HOBOE PelIEHHE B KJIACCE Ipo-
nyktos "Knuent-baHk”, HALENeHHBIX Ha NMpEACTaBNcHuUE youyr Oanka yganensomy KnueHty mo-
cpencTBoM cetd MuTepner, ucnosnb3yemas B Oankax Kuesa, Oneccri, Kpeiva, Hukonaesa, YepHos-
0B, 3anopoxbd, JIBoBa, BuHuuupl, CyMM u Jp. ropoIoB, H pa3pabotky komnanuu ABTOP, kimou
Gesonacuoctu Secure Token, cmapr-kapra YkpKOC, monynu GesomacHoctu cepun CryptoLine, IP
mdparop CryptolP u MHorue Apyrue pemenus u paspabotku {1, 2 u ap.]. Bo Beex stux pazpaor-
Kax ¢Boe IpuMeHeHue Hamny cumMeTpuunsle mudpst ([OCT 28-147089)

AKTyalbHOCTh IPOTPECCUBHOIO JalbHEHIIEro pa3BHTHA TEXHOJIOTHA CHMMETPHYHOIO HIH(-
pOBaHus SPKO MOATBEPKAAETCA OpraHu3alvell U MPOBEACHUEM MEXAVHAPOIHBIX KOHKYPCOB, IIPO-
meamux B nocinennue gecatunetuss AES (no Beibopy HoBoro cranmapra mmdposanus CIIA),
a taxxke NESSIE u CRYPTREC (8 EBpone u Simonun).

ITo sTomy xe myry nonwia ¥ Ykpauna. 30 urons 2006 r. Ha caiite JJCT3I YkpauHbl m0ABAIOCE
otunManbHOE OOBSBICHHE O MPOBEJCHUH KOHKYpPCA IO BBUIBMKECHHIO KaHAMUIATOB HA HAlMOHAL-
HEBI cTaHgapT wudpoBanus. B mnponecce npoBeseHust KOHKypca ObUIO PacCMOTPEHO MATH Mpeio-
XKEHHM, U3 KOTOPBIX Ha OKOHYATEIBHOE PACCMOTpeHHe ObUIo npeacranieHo 4Yersipe (tmdpsl ADE,
Kamina, Myxomop u Jlabupunr). B otbope U aHaTH3e IpeACTaBIeHHbIX PeIIeHUI IPHHIIA yIacTHe
yuyeHble U paspaboTunku xoiutekTuBa AOMUT, xoTopelie npeacTaBuiIM Ha KOHKYPC [Ba CBOMX IpeJi-
noxenus (Kanuna, Myxomop). Koneuro, pa6ora Han sKcriepTH30#d NpoeKToB norpedoBajia OCBOHTH
U y)X€ HUMEIOUMHACH MEXIyHAPOAHBIA OMBIT, H (GopcHpoBaTh pa3paboTKy COOCTBEHHBIX MOIXOJOB H
METOJHK, NO3BOIOMIMX YCKOPUTh NPOIECC aHalu3a W NpHHATHS pemieHuii. Pesymsrartsl anamiza
IpeACTaBICHHBIX Ha YKpaMHCKHM KOHKYpC pellleHHi nokasanu, uyro mudpsr KammHa u Myxomop
(MOXHO 371ech OTMETHTH U Apyrue npeanoxenus — ADE u JIabupuHT) HE yCTynaioT NpakTUYeCKH 110
BCEM II0Ka3aTelisiM, B TOM HUCIIE M [0 CTOHKOCTH K aTaxaM JIMHeHHoro U auddepeHinansHoro Kpun-
toananmza nodexurento Koukypea AES - mudpy Rijndael. Tem ne menee, no pesynbraram KOHKypca
OPYHATO pelieHHe OCTaHOBUTLCA Ha OOLISNPU3HAHHOM MHpoBOM cTaHaapre Fips-197. Hanuonans-
HBIC IPETIOKEHUS OKA3THCh JTHO0 CAUMIIKOM OIM3KMMH 110 KOHCTPYKIIHH K MHPOBOMY JIUAEPY, THO0
HEAOCTATOUHO NPO3PaYHBIMU C TOYKM 3PEHUS OKUIACMBIX TIOKasaTelneit CTOMKOCTH TI0 CPaBHEHMIO C
MHPOBBIM aBTOPHTETOM. DTO O3HA4aeT, yto paboTa 1Mo MOoucKy 0ojiee IEPCIEKTUBHBIX PEICHUH, 10
JaTbHelIeMy pa3BUTHIO ¥ COBEPUICHCTBOBAHHIO TEXHOJIOTHI OJIOYHOTO CHMMETPHYHOTO MM poBa-
HUS JULL Y KpauHEI COXpaHsieT CBOIO aKTYaJbHOCTL M BOCTPeOOBaHHOCTb.

B aroit paboTe MBI XOTHM NpPEICTaBUTh HEKOTOPHIE pe3y:;1bTaThl IPOLIEALIEro Iepuoa, cBs-
3aHHBIC C H3YYEHHEM HCTOKOB POXKICHHS COBPEMEHHBIX Haubojee NepCIeKTUBHBIX pa3paboTok H
peleHui MO MOCTPOCHUIO GJOYHBIX CUMMETPHYHBIX IMH(POB, C aHATH30M H OCBOCHHEM HIEH U
TIPHHIUIIOB, HCTIONB30BAHHBIX MIPH UX NMOCTPOCHUH, NO3BOJIMBINKX NPH3HATL 3TH PEIICHUS JHIC-
pamMy COBPEMEHHBIX TEXHOMOTHH OJI0YHOTO CHMMETPHYHOTO UG poBaHus. BHuMaHnue paboTH co-
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CpeAOTaYMBaETCA Ha JMBYX Takux paspaborkax: mmppe Rijndael, crapmmm moGenureneM KOHKYp-
cos AES u NESSIE, u umdpe IDEA NXT, pogusmumcs Ha ocHoBe mudpa IDEA (International
Data Encryption Algorithm — MexayHapoaublii anropdt™ wyudpopanMs AaHHbIX [3]), pazpabotan-
HOTO B CBOE BpeMsl B KaueCTBe mpeaiiaraeMoro cTanaapra mudponanus [4]. B xuure b. lInaepa {5]
oTMedaeTcs, 4To B ocHoOBe anroputMa IDEA nexaT HeKoTOphie BHEHATIAIOINNE TEOPETUUECKHE
TIOJIOXKEHUS, |, 1o ero MHeRuMIO, IDEA sBIsIeTcs caMbIM IyYIIuM M HaJAESKHbIM OJIOYHBIM anropuT-
MOM (Ha MOMEHT OITyOJIMKOBaHUS €r0 KHUTH).

Komnanus MediaCrypt AG — cobctBennuk texHonornu IDEA NXT cuurtaer, yro IDEA NXT
ABIAETCS CeMEMCTBOM OJIOUHBIX CHUMMETPUYIHBIX JITOPHTMOB HIU(POBAHUS CIEXYIOIIETO MOKOJIe-
HH, YTO ¥ OnpedesisieT BKITIOYeHHEe 3TOr0 ceMeiicTBa IM(ppPOoB B KPyT HHTepecoB Hamei paboThl.

1. AES — nepenosoii cranaapt mudposanus 21-ro Beka

Hudp Rijndael ceromns cumtaeTcs NOCHEAHUM JOCTHKEHHEM B TEXHOJIOTHAX NPOEKTHPOBa-
HHUS U pa3padoTKy OMOYHBIX CHMMETPUYHBIX mdpoB. M mosroMy, roBops o COBpeMEHHBIX METO-
nax npoektupoBanus ¥ paspadorky BCIL, ectecTBEHHO COCpPeNOTOMMTH BHUMaHME Ha HIESX H
TIPUHIAIAX, HCIIOJIF30BAHHBIX NTpH co3danuH Rijndael-4.

3mech OyayT yMeCTHBI MBICTH U cooOpakeHus, NpeacTaBieHHbie B pabore Susan Landau [6],
MOCBSAINEHHON U3YyYeHHIO aireGpanyecKnX acrekTor pa3paborku Rijndael-s (AES-a).

B mutupyemoii paboTe BHEMaHHe COCPEOTAYMBACTCA Ha IIPOEKTHPOBAHMH OIOYHBIX MKPPOB.
ABTOp TIpOCNEXHBaeT IMyTH, KoTophle npueenu k mmdpy Rijndael, cunraromumes cerogns mo-
CEMHHUM JOCTHDKEHHEM TPOEKTHBIX M KOHCTPYKTOPCKUX peuteHuil. IlposoauTcs Mblcnb, YTo 3Ta
pa3paboTka cTajia 3aKOHOMEPHBIM HTOTOM Pa3BHTHA MUPOBOH KpunTorpadHueckoi MBICIH.

Taxk, B [6] oT™MeuaeTcs psa paboT U IpeaoKeHHH, BRINOIHEHHBIX Ha TyTH K Rijndael-ro.

Willi Meier u Othmar Staffelbach npeanonoxumm, 4ro onpeaeneHHbe MEpbl HENMHHEHHOCTH,
HCIIOJIb3YeMbie MaTEMATHKAMHU MOTYT OBITh IOAXOAAMIAME /i KPHIITOTPad)H4eCKOro CHCTEMHOrO
npoekta [7]. OcHoBBIBasCH Ha 3TUX Haesx, Josef Pieprzyk mpemnoxiut anrebpawdeckie MeTOIbI
JUTS CTPOUTENLCTBA HeMMHeHHbIX Qyukuii [8, 9]. Kaisa Nyberg uccnenopana S-6noku u ripumeHu-
7a HekoTopele U3 uneil Pieprzyk mpu npoexruposanun S-6iokos [10]. Joan Daemen H3ywun muk-
70Bble QYHKIHMH C TOUKY 3peHHs AuddepeHIuaTbHOro W JIMHEHHOTO KPHIITOaHAIM3a mudpa u
HPEIOKUI HOBYIO [apaJurMy, Noaxox mmpokoro ciena [11]. C apyraMum uccienoBareisMu OH
KCIIOIb30BaJ IKpOKUii cien U S-6iroku Nyberg B kpunrocucteme SHARK [12]. Thomas Jakobsen
u Lars Knudsen Hamnu "HHTEPIIOSIMOHHYIO aTaKy' IPOTHB MPOCTHIX anrebpanyeckux mimgpos,
takux xak SHARK [13]. Jisym pa3paborunxam SHARK-a Daemen u Vincent Rijmen nporusorioc-
TaBuIM KpunrocucreMy Square [14]. Knudsen B3soman Square, MConb3ys pa3iidyHbIE aTaKyIOIIue
metoas! [14]. Rijndael, ormeuaeT aBTOp muTHpyemolt paboTel, moaHssca H3 Npaxa Square. [anee B
paboTe OTCNeKUBaeTCs, Kak 3TH HATH TKa1u Rijndael.

3HauHTeNbHOE BHUMaHHE B paboTe ynae:lsieTcs NpH aHwTU3e METOJOB MPOSKTHPOBAaHUSA
Rijndael-s HOBOI mapanurMe, moaxoxy passuroMy Joan-om Daemen-oM, NONyYHBIIEMY Ha3BaHUE
cTpareruu mupokoro cinena. Crienys [6], HamOMHHM OCHOBHBIE HAEH ATOH HOBOM KOHIENLIUH.

Crpaterus mmpokKoro cjena. ABTOp INMTUPYEMOH pabOThI OTMedaeT: “camble PasIHYHBIE
HUTOUKM (opmupoBain ocHoBy Rijndael-1”. U nanee — S-6ioku He obecmeunBaroT audysuio;
JIPYTHE LIaru HAKIIOBOH QYHKIIMM NOJDKHE! Nenath 3T0. Joan Daemen, B TO BpeMs CTYAEHT JIOKTOpa
¢unocoduu B Katholieke Universiteit B Leuven, bensrun, npezpioxun HOBYIO MOAENb A4 TOHHU-
Marus uukinosod Gynxuuu. Unes Daemen-a, ecrecTBeHHas B KOHTEKCTe quddepeHInaisHoro u
JTHHEHHOTo KPHIITOAHAIH3a, COCTOSIIa B TOM, 4TOOBI IPOaHaIH3NPOBaTh HKIOBYH (DYHKLHIO Yac-
tamu (Kyckamu) — S-6710K0Boe npeoOpa3oBanue U JUHEHHOE peobpasoBaHue — pa3elibHO, YTOOBI
rapaHTHPOBATh, YTO KPUNTOAHATUTHYECKAS aTaKka HE CMOXET "00OHTH" HEeNMHEHHBIE aCMEKTh ajl-
roput™a. Daemen Ha3BaJI 3TOT NOJXOJ CTpaTerHeil IUPOKOro clIesa.

B crpaterus IHPOKOro cieia LUKIOBOE NpeoOpa3oBaHUE P pacCMaTpHBAETCHd Kak JBe OT-
NENBHBIX YacTh YU A [14]:

e Y — HenuHENHHOe peodpa3oBaHue, KOTOPOe MaHUIYIMPyeT OUTaMu JOKalIbHO (T€ NOKalb-
HO 0003HAYAET, YTO BBIXOAHOH OMT 3aBHCHT OT HeGONBLIOrO MHOKECTBa BXOJHBIX OWUTOB, U BEI-
XOZIHBIE GHTEHI MOGIM30CTH 3aBUCAT OT COCEIHUX BXOJHEIX OHTOB);
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e \ - nHHEHHOE cMemuBarollee npeodpa3oBaHue ¢ BHICOKOH auddy3neit; N MoxeT ObITh 0TO-
KACCTBIEHO ¢ nm x nm Martpuned M: Na) = b, ecinu u 10JbKO eciiu M-a = b.

Kaxnpiii OHKI COCTOMT M3 TpeX 4YacTeil: cHauana 7, 3aTeM N\ U CKOHYATENILHO KIIOYeBOE J10-
NOJHEHHE (CAOKEHHE C KITFOUOM) o[k"). rue k(r) — TUKIOBBIH MOAKIIOY JUIS 7-TOrO LMKIA (CM.
puc. 1). DT 9acTu aHATU3UPYIOTCA OTJAENBHO.

N T I O I ¢

A

L OO ) O L L L et

Puc. 1. Crparterus wmpokoro ciena: cnoeobpaszopaHue

B noaxone mupoxoro ciena, Bece S-6110ku uneHTHUHB. CTpaTerud HPOKOro Cliea COCTOUT B
TOM, 4TO:

* Beibuparor S-6510K, A7 KOTOPOro Kak MaKCHMAaJIbHAsl BEPOSTHOCTD JIFoGoro auddeperuu-
AJIBHOTO CJI€Ja, TaK M MaKCHMalibHash KOppensaius JHHEHHBIX KOMOUHAIINA BXOJHBIX ¥ BBIXOJHBIX
OUTOB MMEIOT KaK MOXKHO MCHBIIIHE 3HAYCHHUS .

* Bribuparor nuHeiinsie npeobpa3oBanus TakuM 0Gpa3zoM, 4ToObl HE HMENIOCH CIEH0B C He-
CKONBKYMH aKTHBHEIMH S-Diiokamu.

Hocnennee — “Ilupota” crparernu umpokoro ciena. Crparerust NpOSKTHPYETC Tak, YTOOBI
pacnpocTpanuTh 1UPQYy3H0 mupoko, yTobsl pasBuTh AUGGY3UI0 COOTBETCTBEHHO MaTeMaThye-
CKUM IIPUBLMIIAM, H 9TOOB! BEINOMHATE AHGGY3HIO MO MyTH, MOANAIOIEMYCS MaTeMaTHUECKOMY
aHanusy. 1o KoHTpacTupyer ¢ quddysueit DES, kotopas crarucTiuecKku nogiacTes aHaimsy, Ho
OKa3hIBaeTCsl JaNIeKoi OT MoboH 0YEeBUIHOM CTPYKTYPHL.

B DES, muddysns npoucxoaur Ha GuroBoM yposre. Daemen u Rijmen npeaioxuin oTMyaro-
myrocst Moaenb. Ouu npededpernu quddysueit, KOTOpas MPOHCXOMUT B Ipenesax S-00KoB, 1 cocpe-
JOTOYMIIMC Ha Juddys3nu, odecreunBaeMoil A 4acThio “TIMHEHHO CMEIIMBAOLIETO” Ipeodpa3oBanys.

Kpuntoananu3 BEMIONHATE JieTYe BCETO, KOIA B KAXK/IOM UHKJIE aKTHBEH €IUHCTBEHHBIH (0/11H)
S-6nok. [ToaToMy HPOEKTHPOBIIHUK KPUNITOrpadHIecKoro ailfOpUTMa JOJDKEH CTPEMHUTECS H30eKaTh
Xynmero ciaydas g @y3ud, Korja BeTpeyaeTes ¢MHCTBEHHBIN akTHBHLIM S-0i10K. SIcHo, myuniee,
YTO MOKeT OBITh C/AENIAHO NPOEKTHPOBIIMKOM C TOUKH 3PEHHMS JTOCTHIKEHUA BEPXHEH IpaHWUBI, 9TO
4TOGBI uncio BeTBNeHni B 6bu10 paBHO 1 + 1, rae » — 4UCIIO CBA30K (KaXaast CBA3Ka COCTOUT M3
6uros). ObparuMoe nuHEiHOE oTOOpaXKKeHHe, KOTOPOE JOCTHIAET ITOrO, HA3bIBACTCS OMTHMATLHBIM.
Daemen-y u Rijmen-y yaa’ocs DocTpouts Takoe oTobpaxenue. OHH MOKa3aIn, 4To cenapadeibHbie
KOJBl C MaKCHMAaIbHBIM MHHHMAaJBHBIM PacCTOSHHEM 00ECHedHBAIOT NMYTH CTPOMTEIHCTBA TaKUX
OIITHMANTBHBIX JIMHEHHBIX TpeoOpa3oBanuit. ITO 0TOOpaKEHUE OKa3aloCh CyIecTBeHHO ddexTun-
Hee MHOTHX JIPYTHX UCIOIB3YeMbIX B IIHdpax TUHEHHBIX Tpeodpa3oBaHuil.

Hean npoexra Rijndael. 3acioyxusaror BHUManus Taxxke 1enn npoekta Rijndael B unTEp-
npetaruu Susan Landau. J[ns npoexrupoBmmkoB Rijndael-s 6e3onacHocTs Oblna NpeaBapuTeIhb-
HBIM BBIGOPOM, 3G (eKTUBHOCTE ObLiia BTOPEIM OecnoKoicTBOM, 0TMe4aeT oHA. Daemen u Rijmen
HCKalF NPOCTOTY — HPOCTOTY creurukammu i npocrory aHamuza [15, p. 65]. He xaxaelit kpun-
Torpad) BUAMT MPOCTOTY Kak BaXKHYIo 1eiib — jBa ¢punamucta AES-a, MARS u Twofish nmeror
HaMHOTO 00JIee CI0XHBIE MPOEKTH! (HEKOTOphle HaOIFoAaTENH IOCYHTANMM, YTO 3TA CIOKHOCTD CTa-
J1a 4acThIO NPHYUH, IO KOTOPEIM 3TH JBa ajroputMma He 6buty BEIOpaHsl Kak [IpoaBunytsiit CtaH-
napt HndpoBanus, 10CKOIBKY UX HUKIOBEIE QYHKUINH OBLTH IIPOCTO CIMIIKOM TPYIHBIMHU, YTOOBI

' Ceituac yie BHUTONHEHHBLIMH HAMH HCC/IE/IOBAHHAMH MATBIX MOfeNeH HUdPOB NOKA3aHO, YTO MOKA3ATENH CTOIKOCTH
umq)pa Rijndael k nuselinomy n guddepeHUHaT HOMY KPHITOAHANH3Y OT CBOHCTB $-0:10K0B HE 3aBHCAT.

“ yucno BeTsIeHuit B (B, —nuneitnoe u Bp — muddepeHunansioe) — HIDKHSIA rpaHuLa UIA HHCA AKTHBHBIX S-6.10K0B
B CMEKHBIX UMKIAX Ui JuddeperumnaibHON iy TuHeitHol

228 ISSN 0485-8972 Paouomexnuxa. 201 1. Bun. 165



UX [pOoaHaIM3HPOBATh MONHOCTEIO). CTpaTerus IWHPOKOro ciena -— mpocTas IapajurMa, 4Todnl
3aIMTATECA NPOTHB AU depeHHHATBEHOTO ¥ JIMHEHHOTO KpUIiToaHanu3a. Bo Bcex BapuaHTax anro-
PUTMOB, KOTOphle mpuMeHsH 3Ty crpateruio — SHARK, Square u Rijndael — Daemen u Rijmen
HCIIOJIE30BANIM NIPOCTHIE IPHMHUTHBEL TakuM oOpa3oM, Iar Square IS JoKa3aTeNnscTBa JCCTaTOY~
HOCTH OKa3aJiCsl He COBCEM XOPOIUMM, TPaclO3UIHA, OblNa €CTECTBEHHBIM M IPOCTHIM HYTEM OCY-
IECTBUTH cMeIMBaHKe KoloHOK. B Rijndael-e, cienyromem sk3emmispe mimpokoro ciena, 3T0T
mar ObUl 3aMEHEH IIepeCTaHOBKOM CTPOK, TOJBKO HEMHOro Oosiee ClioXHOM (yHKUHel, xoTopas
TIOSBIISETCS, YTOOBI JOCTUTHYTh HEJH.

[IpoctoTta nopoxaaer apyrue KpUTEpUH, B TOM dHcite cumMeTprio. Rijndael mokassiBaeT cum-
METPHUIO MEXIY UKJIAMM, ¥ B IpeJieax uX.

Daemen u Rijmen ¥Menu He3asBJIEHHYIO LIENb B pa3pabOTKe CBOEr0 anropuTMa: npo3pad-
HOCTB. JIBa MPOEKTHPOBIIKKA HE 3aX0TeNH UMETh HHKAKHUX [MOAO3PeHHH B HAIW4YMHK Jazeek. MHo-
FOWICH, ONpEACIAIONIMI ToNe — MepBHI BXOJA B Tabnumy HENpUBOAMMBIX nonuHomoB Lidl u

Niederreiter-a Gr(28) [16]. B HCIO/1530BAHHOM OTKPBITOM CIIMCKE BEIGOpA MApaMETPOB IIPOCKTH-

posinukd Rijndael-s1, moxasanu, 4To y HUX HET HUYero B 3anace. [IpocroTa x*+1ux*+1- gpyras
JEMOHCTpPAIUSA OTCYTCTBHA CKPBITHIX ApPaMETPOB.

Daemen u Rijmen 3axoreny, 91005 nepeMeInBaHUE CTOJIOLOB (KOJIOHOK) OBUIO OOpaTUMBIM,
4TOORI OHO OBLNO JHHEHHEBIM B GF(2) , 1 uTo0b! muddy3us Obuia Xxopoiuelt, u, 4rodb1 OHO O6bLIO ObI-

CTpbIM Ha 8-paspsaHbIX npolieccopax. MHOrowWIeHHOE YMHOXEHHE YIOBIETBOPAET 00paTHMOCTH,
JTHHEHHOCTH B GF(2) M NpPOCTOTE IS OMMCAHHUS — 3TO OBUIO ecTecTBeHHBIM BEIOOpOM. IlpocThie

MYTBTHIUTHKATHBHBIE K03 duuenTs GF(28) — mamommuM, 4T0 X0TS MHOTOUWIEHHBIE KO(HUIH-

CHTH! [IPEACTABIIAOTCA LCJIBIMH YHUCIaMH, OHH — Q)axmqecxﬂ IJIEMEHTBI GF (28) - 6BICTpee OHH Ha

8-paszpanusix npomeccopax. COOTBETCTBEHHO yMHO)I(eHI/Ie Ha TIOJII/IHOM 3x° + x +x+2 ?a60TaeT
xopoino, orMedaeT Susan Landau. Muorowiess X'+ x5+ +x, X + X+ + X1ude % b x
+ 2 He UMET 3neraHTHoro o0bscCHeHus Ui BhIOOpa HOJIMHOMOB X+ 1ux*+ 1. Tem He MEHee,
apryMeHThl — caMblif "IPOCTOH Cpeiu BCEX MHOIOWIEHOB, B3aHMHO IIPOCTBIX ¢ MoayneM" u "nu-
nelinpiit B GF(2)), ciibHO paspexeHHBI, ObICTPO peanu3yeMblit Ha 8-pa3pAnHBIX Iponeccopax”

— JIeJIal0T AICHBIM, YTO HMYETO CKPHITOTO 31ECh TAKXKe HET.

Ipoexruposumku Rijndael-st noctursm addekTHBHOCTH. AJITOpUTM OBUT 3HaYUTENBHO GBICTpEE,
YeM Bce Jpyrue HUHATHCTHI B KIIIOUEBBIX HACTPOoiiKax, ¥ ObUT IIOCepeAnHe nakeTa Ui g poBaHui.

Pacmmdposanue mna Rijndael-s oxazanoce 6onee MeaneHHBIM, NOTOMY YTO KIIIOuYeBas Ha-
crpoitka Geper Oonbllie BpeMEHH, HO 3aMe/ICHuE He Ype3MepHoe. AHain3 AreHTcTBa HallMOHANb-
HO¥ 6e30IIaCHOCTH alnapaTHBIX BRITOSHEHHH mokasall, yro Rijndael sBnsercs pasyMHBIM H 10 €ro
MaxeTHOMY pa3Mepy W Mo HMeEIomeiicss IpeBOCXOAHOH "pou3BoguTeNbHOCTH" (00beMy paboThi,
npojenaHHoil B TeUeHHe onpeneneHuoro nepuoxa) {17].

B obwmem, Daemen-y 1 Rijmen-y yzanoces co3gars KOHCTPYKIIHIO; KOTOpas CyMesia 3aBOECBATh
JIOBEpHE H NMOJACPIKKY OONABINHHCTRA IKCIEPTOB ¥ CIELHAIICTOB MHPOBOTO YPOBHA.

2. IDEA NXT — HOBbIil NOAX0 B TEXHO/IOTHAX 0JI0YHOr0 CHMMETPHYHONO MN(POBAHHSA

Eine ofHO HAnpaBIeHHE PA3BUTHS TEXHONOTHIl GJIOYHOTO CUMMETPHYHOrO IuM(ppOBaHus, KO-
TOpPOE 3ac]yKHBaeT BHUMAHMA — 3TO TaK HazbiBaemoe "TuOkoe mudpopanne”, mogBuBIIeecs B CBsi-
31 ¢ pazpaboTkamu, cBA3aHHbIMU ¢ muppom FOX, 3amymannsm B nepuon 2001 — 2003 rr. 1 ony6-
nukoBaHHOM B 2004 r. [18]. DToT mmdp sBUICS yCOBEPLICHCTBOBAHUEM E€BPONEHCKOTO CTAHAapTa
IDEA, KoTOpblit K TOMY BpeMEHH YXe NpoIueNn 3HAUYUTENbHbIH Nepuoa HCIBITaHUH BpEeMEHEM H
obeciieyn)l B TeUEHHE BCero 3TOro IepHOJA 3aleKIapHpOBaHHEIH YPOBEHL CTOHKOCTH. B Mae
2005r. mupp FOX 6bu1 anoHcuposan komnanueil MediaCrypt non HasBanuem IDEA NXT. Mur
371€Ch HAIIOMHEM Pe3yJIbTAaThI aHAIN3a 3TOTO LIPEUIOKEHWS, IpeACTaBlIeHHbIe B [19].

Ceronus, ormeyaercs B 31o#t padore, IDEA NXT BricTynaeT Kak yHHBEPCAJIBHOE CEMEICTBO
JITOPUTMOB OJIOYHOTO CHMMETPHYHOTO IU(pPOBaHUsA, KOTOpoe 0OECIIeUHBAET 3AIUTY 3JIEKTPOH-
HBIX Cpell, JaHHBIX, KOTOpbie MEPENaloTCs B TeIEKOMMYHHKALHOHHBIX CUCTEMAX, H XPaHAIIHXCS
nanHbix. CeMeNCTBO MIpeICTaBlieHo HabopoM aBYX Mojudukammil mudpoB ¢ pa3sAMYHBEIME pa3Me-
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pamu mudpyemex 6nokoB u knodeid: Standard NXT64 (64-OutHblii 010K, 128-6utHbH Kmrod, 12
paysanos mudposanus) U Standard NXT128 (128-6utHsiit 610k, 256-0utHelit Kimio4, 12 payHaoB
mupposanusg). MoryT Taioke 65ITh TOCTpoeHs! Bepcun Standard ¢ pazmepamu xiroueit ot 2 g0 256
OMT M YMCIaMH LHKIOB OT 2 fio 255. B mudpax npeaycMorpeHa 3arpy3ka WHINBUIAYATBHEIX Ta0-
sl (S-OJTOKOB M NTepeCTaHOBOYHBIX MATPHUIY) JUTS 3aMEHBI CTaHAaPTHEIX.

I'mapHpIMH OcOOeHHOCTSAMHE (CBOHCTBaMHM) 3TOM pa3paboTKM, KaK OTMeuacTCs B MyO/MKaLugX,
ABJISETCS BBICOKHI YPOBEHb 3alIWTHI, BBICOKast 3QEeKTUBHOCTh ¥ OecIIpeneieHTHEIM YPOBEHE THO-
KOCTH peaTH3aliyHu.

Kax 3asapnsier xomnanusa-cobcrsenHux paspaborku, IDEA NXT umeeT cnocoGHOCTE npume-
HEEHA B JMHAMHUYECKOH cucTeMe OOHOBJIEHHMS, B Pe3yNbTaTe Yero 3alliTa MOXKET NepeyCTaHaB U~
BaTbCs IIOCHE yCiemmHoH araku. Takas cHcTeMa NMO3BOJISET MOJb3oBaTensM (COOCTBEHHMKAM) H
omepaTopaM OCYIIECTBIIATh OBICTpOE BO3BpALCHHE B HOpMajbHOE pabouee COCTOSHUE W IPOMOI-
’KaTh MOJUIEPXKMBATL PeHTa0eIbHOE IPOH3BOACTBO Oe3 He0OXO{MMOCTH BBIIIONIHEHUS TPYIOEMKOTO
anmapatHoro ceonuHra. IDEA NXT xapakrepusyercs rubkuM 1 MacIiTaOMpOBaHHBIM JIHAIIA30HOM
ONEPAllHOHHBIX PEXXHMOB, YTO [O3BOJIAET JUHAMHYHO ONTHMH3HPOBATH KOMIPOMHCC MEXDY 3¢-
eKTHBHOCTHIO H GE30IIaCHOCTBIO C OJJTHOBPEMEHHOH MOANEPIKKON COrNacOBAHHOCTH ¥ 3()deKTHB-
HOH ()YHKIHMOHAJILHOCTH B IIHPOKOM pa3Ho0OpasHH yCTPOHCTB.

Marematugeckas cTpyKTypa paspaboTku nmocTpoeHa Ha 6asze cxemsi Jlest — Maccas. B kauect-
Be TabIUYHBIX Mpeo0pa3oBanuii HCNOIB3YIOTCSA payHIOBbIE (1MKIIOBblE) QYHKIIMH M JIEMEHTHI 3a-
mensl-Ilepectanosku (SPN). Kpome Toro, paspaborana HOBast CTpyKTypa CTOHKHX ¥ 3 (HeKkTHBHBIX
AITOPUTMOB Pa3BOPAYMBAHUS KIIOUCH.

IDEA NXT o6ecnieunBaer He0OX01UMBIN YPOBEHb yNpaBJIeHUs HAcTpOHKaMH, BKJIIOuAs Ipo-
CTO€ H HajAEXKHOE CO3/IaHHE YHUKAJIBHBIX COOCTBEHHBIX BEepCHH anropuTMOB. Takue BepcHH co3ja-
IOT JOTIOJIHUTENBHYIO CTENICHD 3aLMThI IS IPUMeHeH i, Tpebyioiux ocobenHoi 06paGoTKy.

Kpowme Toro,

- CTaHAapT AOMYCKaeT 3BOJIIOLHMOHHYIO MUTPALUIO C CYIIECTBYIOIUHMH QITOPHTMAMH, TAKUMH
kax IDEA, AES u 3DES;

- HaCTpauBaeMOCTh MO3BOJISET 3aKa3UMKaM BBIOMpATh pa3sMephl KIIIOUYEH, YUCIIO payHIOB s
NOCTHKCHUS KOMIIPOMHCCHOTO pELICHHS MEXAY 3 PEeKTHBHOCTHIO U CTETIEHBIO 3aIHIIIEHHOCTH;

- 3aKa3HOH XapakTep oOecleunBaeT JOCTHKCHHE MaKCUMaILHOTO YPOBHSI 3alUUTEL, C BhiKaueit
rapaHTURHBIX YHUKAIBHBIX TaONuUIL, Ha 6a3e KOTOPBIX CO3JaeTcs COOCTBEHHBIN allrOPHTM;

- MHMBMayanu3anus cnocobcryet agantanuu IDEA NXT npoaykTa K HEIeBBIM IIPOLECCO-
paM MM K 3aKa3aHHBIM CEPBUCHBIM TPEOOBaHUSIM.

Taxum o6pazoM, cyas MO 3aABICHUAM KOMIIAHWH-COOGCTBEHHUKA pa3paboTKH, npeanaraeMas
TEXHOJIOTHS 00J1aJjaeT CIIeAYIOMAMY IPEUMYIIECTBAMHU:

- BBICOKMiI1 YPOBEHB 3aILHUTHI;

- BbICOKast 3()(PEKTHBHOCTD;

- THOKOCTh ¥ MacliTabMpyeMOCTb;

- pasHOOOpasue B IPUMEHECHHSX;

- IHHaMu4eckoe 0OHOBIICHHE;

- HACTPAUBAEMOCTh IS Pa3HBIX NMPUIIOKEHUIH;

- 3BOJIIONHOHHYIO MHTPAIIHIO C CYIIECTBYIOIIUMY aNrOpUTMaMH;

- IPaBOBYIO 3aILHTY.

B {19] npencraeneHo kpaTkoe omucaHue pa3paboTKH, IpaBja. He COBCeM akKypaTHoe. [Ipuse-
JIEM 3]1€Ch HEOOXOMMBIE YTOUHEHHS.

PaccMoTpuM 0coGeHHOCTH NpOEKTHBIX peuneHuit, npuHATEIX B IDEA NXT. bysem mpu stom
OpHEHTHPOBATECS Ha 6Ga3oByro KoHCTpyKuHIo mudpa FOX [18], nexaiuyio B OCHOBE BCEX PELICHHM
no noctpoeHuto cemeiicrsa wudpor IDEA NXT.

HamomummM, gro mmmdp FOX ocHoBan Ha cxeme Jles — Maccas [3, 4]. Ee 64-Outnas peanusa-
uust {Imor64) ¢ nomoNAHUATENBHBIM O 1Ipeodpa3oBaHneM npe/craBieHa Ha puc. 1. Cam umdp npea-
cTaBiseT coOoM r—1-pasoBoe mosropenue pyukuun Imor64. B koHIe mpoueaypsl WHPPOBAHU
Bemonustores yaxuua Imid64. Ona ripencrapisier coboii cnerka U3MeHeHHyo GyHnknuo Imor64
(orcyTcTByeT QYHKUHS OT).
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ITo aToif xe cxeme peanusyercs IUKIOBoe mpeobpasopanue mis 128 GutHoro mmdpa. 3mech

cooTBeTcTBYIOIHE pyHxunn o6o3HadeHs! eimorl128 u elmid128 (cMm. Puc 2).

X1(32) Xr(32)
:*/ ad
HJ
Y
32 l’k(64)
4 A 4
M .
NP 1/
A
or
Y
Y132 Yi32)

Puc. 1. lluxnoBas dynxius imor64

X[[(32) x[r(32) x,[(32) X,T(32)

"k(m)

A

\
n32)  »32) yul32)  yp(32)
Puc. 2. Iuxnosas pyrxums elmor128
3nech Mbl OoJiee TOAPOOHO OCTaHOBUMCS Ha peannzanuy gyuxunii £32 u {64.

Oyukmus 32 — aapo FOX64. OHa cOCTONT W3 KOMOHHAIUN TPEeX OCHOBHBIX 3JIEMEHTOB: Tab-
JHIBI TIOJACTAHOBOK, paccenBaroiieil yacTu — mud, U 4acTH CIOKEHHS C IUKIIOBBIM KIIIOYOM, 00pa-

3YIOUAX CTPYKTYPY, IPEICTaBIEHHYIO Ha PUC. 3.

PacceuBaromas 4acth {32 npeacrasnset coboit nmuHeitHyto (4,4)-MynbTHUIIEPECTaHOBKY B MOJE

GF(28) [20], BEIMONHAEMYIO C HOMOLILIO MATPUYHOTO YMHOXKEHH !
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Puc. 4. ®yuxuun 64
Oynxuus 64, ssmomasics sapom FOX128 [3.4], cocTouT u3 KOMOMHAIUM TeX K€ DIEMCH-

TOB, TOJIGKO YABOCHHBIX IO YHCIEHHOCTH (CM. puc. 4), mu8 — yactb {64 B 3TOM ciyyae mnpejcTaB-
aseT coboit nuHekHyo (8;8)-MyJbTHIIEpECTAHOBKY B T10J1€ GF(28) [21] u peanu3yeTcst ¢ TOMOMIBIO
MATPHYHOIO YMHOXEHUS:
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Yool 1111111 @) |T®
Yi®) 1 a b ¢ d e f 1| |5®
Y28) a b ¢ d e f 1 1| | ®
Vi) b cd e f 1 1 al||*wg]|
= x
.)/‘4(8) C d e f 1 1 a b X4(8)
o) e f 1 a b ¢ d 1 Xe(s)
. f 1 a b ¢ d e 1 _
Y1) £7(8)
re

a=o+1,

b=a'+a? =a7+oz,

c=q

d= o,

oz‘—a +of+o’ ol + ol

f =+t +dt+d ot a

- anementst nost GF(2%). YMHOXenve BRIONHAIOTCS B TOJIE GF(2%), st KoToporo cHoBa HCIIONb-
3yeTcst MOPOXKAAOMINH TOTHMHOM

Po)y=cf+d +of+o’ +at +o’ + 1.

Me1 xoTHM OGPaTHTE 37€Ch BHUMaHHE Ha TO, 4TO paspabotka mudpa FOX-a Benack yixe 1o-
ciie 3aBepiuenus koukypca AES, H, KOHEUHO, aBTOPH! NIPOEKTa 3HAIN O €ro pesynsrarax. Cyad no
[peACTaBIeHHBIM (parMeHTaM KOHCTPYKTOPCKHMX DPELICHUMH, IOIy4aercs, YTO MPOEKTHPOBIIMKH
FOX-a BKIIOYMIH B CBOIO pa3pabOTKy ONHO U3 KJIIOYEBBIX PEICHUH MPHUHATBIX NIPU HNOCTPOEHHH
umdpa Rijndael — koHCTpYKIHMIO NUHEHHOTO MpeoOpa3zoBaHust, 23QQPEKTHBHO pealn3yoLIero cTpa-
TErUIO IMPOKOTO CeAa.

Bonee Toro, Kaxk IokasblBaeT HAlll aHATH3, CBOMCTBa KpyoUero npeodpazoBanus mwudpa
FOX oxa3eIBalOTCS HUYYTh HE JIydllle CBOMCTB npeobpaszopanus mmdpa Rijndael (x acumnroTuye-
CKHM IIOKa3aTesIsiM, CBOMCTBEHHBIM Ciy4aifHo# rojcraHoBke, mudp FOX BbIXOAMT Ha JBa LUKIA
no3asee, yeMm mudp Rijndael).

Ot/ebHOr0 BHUMAHHS 3aCTy’KHBAET IIOAXO K NOCTPOSHHUIO HEMMHEHHOTO NIpeo0pa3oBaHus.

S-610xkn mmgpa FOX. Paspaboruuku S-610k0B 310TO MIMbpa [18] oTMeuatoT, YTO MX IIEp-
BHYHas Te]lb COCTOAIA B TOM, YTOOBI H30EXaTh YACTO alrefpandeckoil KOHCTPYKLMHK JUis S-0110Ka;
BTOPHUHOM II€/IbIO CTaNa BO3MOXKHOCTE peanu3anuu S-0ioka 3¢dekTHBHEIM IyTeM B annapaTHBIX
cpencrrax, uenonb3ytoumx ASIC win FPGA texnonoruu. PeanuzoBanHas uMu S-61okoBast QyHK-
IS ABJISETCA HEMMHCHHBIM OHEKTUBHBIM OTOOpaKeHHeM 8-OMTHBIX BXOIHBIX 3Ha4ycHuit B §- OUT-
HbI¢ BbIXOAHBIE. OHa CTPOHTCA C NOMOIIBIO cXembl JIast — Maccast [4] © TpeMs HMKJIaMH, IPEACTAaB-
JeHHoM Ha puc. 5. Cxema Oeper Kak HUKIOBYIO QYHKIHIO TpH pasHBIX "Manblx" (pazMepoM 4x4)
IOJICTAHOBKMA U KOMOMHMPYET C HUMM C MOMOIIBIO Olepalyii CloXeHHs 110 MOJIYNIO [IBa U OPTO-
MOPOHEIX peodpazoBaHni, rie oproMopdu3M TpeThero HMUKIa onymeH. Mansie S-610ku 0603Ha-
yensl Si, S> ¥ S3, a UX comepKUMOe NMpUBeAeHO B Tabul. 1.

OproMopdu3M or, HCHONB30BaHHBIH B cxeMme JIas — Maccast, spiseTcss OAMHOYHBIM MKJIOM
4-6utoBoii cxembl DeiicTens ¢ nukIoBoif QyHKIMeH B BUuae GyHKINT TOXKACCTBA.

[Iponecc hopmuposanust (Bei00pa) S-0:10K0BOH KOHCTPYKLIHM COCTOSLT B credytomemM. CHaua-
JIa TCEBHOCTYYaHBIM crrocoGom Obin BeIOpaH HaOop W3 Tpex KaHauuaroB Si, S; M S3 UL MaIbIX
I0JICTAHOBOUHBIX KOHCTPYKHUH (S-6510K0B pa3smepa 4x4). Kaxnas u3 0T06paHHBIX TIOJICTaHOBOK,

NIPEICTABJICHHBIX B Ta6n 1, umeeT 3HaYeHHS LPpa B DPpax He Gonee yem 272 (o6o3nauenus u3
[18]), rme
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LPf(a,b)z(ZPr[a-X =bhe [} (X)—-lj ,
X

LP .. =max LP/ (a,b),
a,b#0
¢ CHMBOJIOM e, 0603Haqa}0mnm CKAJIAPHOC NMPOU3BCACHUC IBONYHBIX BEKTOPOB,
DP/ (a,b) =Pr{ f; (X ® ) = f; (X) @],
Pr

pp/,, = max DP/ (a,b).
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@
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e

Puc. 5. S-650x wndpa FOX

B npuBenensnix popmynax LPmax B DPpay — MakcuManbHble (MCKIIOYast TIEPBEIE BXOABI B TiEp-
BYKO CTPOKY W NEpBBI CTONOEI) 3HA4YCHHUSA JIHHEHHOW anmpoKCUMALHOHHON TauIbl U TaOIHIbI
maddepeHunanTBEHBIX pa3HOCTEH S-0710Ka COOTBETCTBEHHO; d, b — GHTOBbIE BEKTOPHI COOTBETCT-
Byoouielt pasmepHocTH, 0003Hadaromue Macke Bxona u Bexoja (ang LAT) nubo BXonHbie U BbI-
xoauble pasnocTd g XOR tabmuust nuddepeHnanbHbIX pasHocTeil, a X, f; (X)— BXOI H BBIXO]
k-ro S-610Ka, BeHIONHSIOWETO nNpeobpa3zosanue f . DPpg, cooTBeTCTBYET MOHATHIO AU depeHim-
JIBHOM § -paBHOMEp-HOCTH S-0Ji0Ka, BBeJcHHOMY erie B paborax K. Hiobepr.

: Tabnuna 1
Tabnuna HeHHEHHBIX SEMEHTOB 3aMeHbI Si(X), S>(x) U Si(x)
X 0 {1 12131415617 ({8 {9(10(11]12713}14115
Sik) 12 1511 |9]E]JA[IC|8i6|4|7 |F |D|B |0 |3
S5(x) | Bi4 (1 1F|0]3 / E/DIA[8|7 |5 1IC |2 916
S3x)DP|]AIB]1]14]3 8|9 (5]7]2 {C|F 016 |E

3aTeM KaHAMIATHL IUIs UTOroBOro S-65oka ObUM OHEHEHBI M MPOTECTUPOBAHBI OTHOCHTEIBHO
3HaueHUH LPma 1 DPpyax 10 Tex mop, noka xopoumii kagauaaT He Obu1 0OHapy»XKeH. ABTOpPHI OTMe-
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Yaj0T, 4YTO BLIGpaHHbm S-610K MMeeT nokasaTenu DPIRY* = LPSoX =27 (anist S-6noka AES LPrax =

DPuax=2" ) Tabu. 2 HLTIOCTPUpPYET ¢cBoiicTBa S-6noka mudpa FOX. .
Tatnuna 2
[Noxazareau cnyuaitnocTn S-6n0Ka Fox

Analyzed substitution 8x8 [93 222 0..]

SDDE 0B7D3CA3C DC3F8CB8D 76 89 AA I

8822 4F DB 6D 47 E44C 78 9A 4993 C4 C0 86 13

A92053 IC4AECF3539B4 A15464 3C7855C Cycles: 8

SBCD D8 7296 42 B§ E1 A2 60 EF BD 2 AF 8C 73 Inversions: 17056

7C 7F 5E F9 65 E6 EB AD 5A A5 79 8E 15 30 EC A4 Max DT: 16

C23EE0 74 51 FB 2D 6E 94 4D 55 34 AE 52 7TE 9D ' Increasings: 125

4A F7 80 F0 D0 90 A7 E8 9F 50 D5 D1 98 CC A0 17

F4B6C1285F26 1 AB2538827D48FC IBCE Number ofmax DT: 70
3F 6B E2 6766 4359 19 84 3D F52F C9BC D995 MaxLAT: 32 V
2941 DA1ABOE969D27B D7 119B 33 8A23 9 Number of max LAT: 219
D4 71 44 68 6F F2 E DF 87 DC 83 18 6A EE 99 81

6236 2ETAFE459C 7591 C FE7F61463 1D

B 8B B3 F3 B2 3B 84B 10 A632 B9 A892 F1 56

DD 21 BF 4 BED6FD 77EA 3A C8 8F 57 1IEFA 2t
58C527ACE3ED97BB46 54031E5372C9E

ABIB5 66C 1F A3 2A 70 FF BA 724 16 C6 61

Elements DT Elements LAT:
0 42361 0 18686
2 15377 2 0

4 5758 4 18171
6 680 6 0

8 754 8 5888
10 19 10 0

12 6 12 6405
14 0 14 0

16 70 16 4280
18 0 18 0

20 0 20 983
22 0 22 0

24 0 24 352
26 0 26 0

28 0 28 41
30 0 30 0

32 0 32 219
34 0 34 0

Max diversion: 0,0461053440984237 Max diversion:

0,187922645136486

Koneuno, no LPpa B DPrax moxazatensm S-6nox mudpa FOX ycrynaer S-6noxy AES. Ilo
OCTAJIBHBIM MTOKa3areliaM cirydaitHocTu S-65ok muppa FOX HH B yeM CyINecTBEHHO HE OTNHYAETCH
OT nokazarenei S-010koB MHorux Jipyrux mmdpos (JIAT toxe maneka ot nmokaszatened caydaiHo-
ro S-Gnoka). Onnako ¥ 3TH GoNee HHU3KKE IT0KA3aTeNH MO3BOJSIIOT, KaK Mbl ceuac yBUINM, oboc-
HOBaTh pa3paboTymkaMm JoKazyeMyko croiikocTh mudpa FOX k arakam muddeperuuansHoro u
NUEEHHOTO KpUITOaHalIn3a.

LienTpansHOe NPOEKTHOE PELICHHUE ~ 3TO CTOHKOCTh pa3paboTKH.
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JoxazatenbcrBo croiikocTd muppa FOX k arakam auddepeHIRATBEHOrO U JTMHEHHOro KpUII-
TOAHAIIN3a OCYINECTRIIEHO ¢ MCIIOIb30BaHueM TeopeMul Hong-a u np. CaMa Teopema u u3jaraeMas
METOJMKa HCIIONb3yeTcss B OONBIIOM YHUCIe APYrux paboT mo oLeHKe NokaszaTelled cToikocTu
mudpoB k atakam TuddepeHIHATBEHOTO H JIMHEHHOro Kpunroadanu3a. [[ockoiasKy y Hac ecTb Cy-
IICCTBEHHBIC NPETCH3MH K 3TOH METOMMKE, MBI €€ 3JIeCh HAllOMHUM B KPaTKOM W3JIOKEHHHU, YTOOBI
NIPCIEMOHCTPHPOBATE €€ CYLIHOCTD,

B o6o3nauenuax pabotel [20]. Ilycts S obo3nauaer mxm OUEKTUBHBIN NOJCTAHOBOUHBIM
610K, KOTOpBHIt ABIseTcs Guekuueit Hax {0,1}". Paccmarpusaercs crannaptHas kSPkSk ctpykrypa
(tr.e.omna nuknoBas Qynkius FOX-a) xak cnoucras KOHCTPYKIHA U3 m*»n OUTHBIX CTPOK, @ UMEH-
HO CJIOH CIOKEHUs C KIIOYOM, NOJACTaHOBOYHEIN citoit, nudQy3uoHHBIM ¢iToM, ceAyIOMMit 3a HUMHI
BTOPOH CIION KJIIOUYEBOrO CIOXKEHUS, NOJICTAHOBOYHELA CIIOH U 3aKTIOYMTENbHBIN CII0H CIIOKEHHS C
kmo4oM. [lonaraercs, 4To MOACTAHOBOUHBIH CIIOH COCTOMT U3 /1 MapaJUIeIbHO ACHCTBYIOIMX mMXm
S-06nokoB S u juis 1 <i <n, mupdy3uOHHEIA CII0H MOXET OBITh BRIPAXKEH KaK MHBEPTHpyeMas nxn
MDS marpuna M ¢ kospdunuentamu u3 nons GF(2™), u uro ciioif cnokeHus ¢ KJIFOUOM COCTOMT
W3 [Opa3spAaHOro cloxeHus 1o Moxymo aea (XOR) mn-6mnoro MOIKIIOUa ¢ cocTosHUEM (OJ10-
KOM AaHHBIX). [lasee BBouTCS 0003HaYeHHE

S S; S;
n —maxDP Uz, =max DL, .
DP 1<i<n max LP 1<i<n max

Tenepp MoxHO npusectu TeopeMmy Hong u ap. (3Aechk noBTOpsieM H O003HAYCHHS TEOPEM H3
pabortsr [20]).

Teopema 3.3 (Hong u np.). B kSPkSk cmpyxmype, eciu yuxnoseie kitouu cmamucmusecku He-
3a6UCUMBl U pacnpeodeeHbl PABHOMEPHO, MO BEPOSIMHOCMb KANCO020 Oughepenyuana no omuo-
WEHUIO K onepayuu ® o2panuiena ceepxy 3HaueHuem

(x5 ) -

B mo oice epema eepoamnocms kax)cO020 TUHEHHO020 KOPNYCca 0ZPAHUYEHd C8ePXY 3HAYeHUeM
s
(e
S

3necw (nDp)[] " (nﬁp)g — MakCHMaJIbHBIC 3HAYeHHs Tabmuisl qud depeHIManpHol pasHOCTH U
Tabmuubl TMHEHRHOH anmpokcHManuy S-0JI0Ka COOTBETCTBEHHO, T.€. PacCMaTpUBaeTCsd METOAMKA
OLIEHKH TOKa3areneit croifkocTH HIudpoB Ha OCHOBE MPUBSA3KH K MU depeHIHaTbHBIM U THHEH-
HBIM CBOIICTBaM S-OJIOKOB BXOASLINX B WHGP.

B cnyuae FOX64, Tak kak DPS2O* = LP2o% = 2~ i hynxiusa mud (COOTBETCTBEHHO mug) UMeeT
YHCIO BETBJICHWH paBHOE MATH (COOTBETCTBEHHO 9), M TaK Kak MOXKHO HPEINOJIOXKHTb, YTO IIOM-
KIIOYM PAaBHOMEPHO PACHPEHESICHBl H CTATUCTHYECKH HE3aBUCHMEI, YTO JOJDKHO OBITH €CTECTBEH-
HBIM JUIS aiTOpPUTMAa pa3BOpadyMBaHUs KIIOUeH, MOXKHO, YTBEPXK/IAIOT aBTOPhI, ONPaBJaHo HpHMe-
HHUTB TeopeMmy 3.3. ¥ MOXYy4uTh CICAYIOIMH pe3y1bTaT

Teopema 3.4. Eciu yuxnogole nOOKOYU AGISIOMCA CIMAMUCIUYECKY HE3ABUCUMBIMU U PABHO-
MEPHO pacnpedesienbl, Mo CHPagednusa cie0yIouas epanuya.

DPf32 _LPf32 <2—16

max

DP/6 = LpS64 <2732,

max max —

Hanee AoxaspIBalOTCA JEMMBI O TOM, YTO B paciiupeHHoi cxeme Jles — Maccas niobast aByx-
uukioBas quddepeHaIbHAT U THHEHHAS XapaKTePHCTHKH JOJIKHBI BKIIFOUATh, 10 KpaifHeH Mepe,
onyy f64 pyHKUHIO.

Y, cobupas Ternepb BMeCTe IIPUBEICHHEIE TEOPEMBI H JIEMMBI, aBTOPBI IPHXOIAT K yTBEPKIE-
HHIO:
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Teopema 3.5. Jluchghepenyuanvnasn (coomeemcmeenno NunHetiHasL) GEPoOSIMHOCHL 110601 00HO-

nymegoui  xapaxmepucmuxu ¢ FOX64/klr oepanuuena ceepxy ([DPESX)?"  (coomeemcmeenno

(LP2X) ITooo6no smony ot FOX128/kir sepxneni epanuyeti 6yoem (DPLES* )4 (coomeemcemeen-

max
HO (LPSSoxydr

OTH pe3yabTaThl TO3BOJIAIOT aBTOPaM 3aKTIOYHTH, YTO HEBO3MOXHO OOHApYXHUTb MOGOH IT0-
ne3usii guddepeHIEan Wi JHHERHYIO XapakTepUCTHKY Mocjie BOCHMH HHUKIOB U i FOX64 u
wis FOX128. CnenoBareibHO, MEHEMATbHOE YHCIO 12 IHMKIIOB OGECeYnBacT MUHEMATBHO 6e30-
IIaCHOE 3HAYCHHE.

OT™MeTHM TaKKe, YTO B MOAOOHOI K& MaHepe ¢ UCIIONB30BAHUEM TIIATEIIEHBIX PacyeToB 3Ha-
YeHHH NBYXUHUKIOBBIX AuddepeHnranos (¥ MMHEHHEIX annpoOKCHMANNiA) BEIONHEHO 000CHOBaHME
JOKa3yeMbIX ToKasateneii croiikoctn mudpa Rijndael (cMm., nanpumep, [22]).

3neck MBI JETATRHO OCTAHOBHUIUCH HA MOJAXOIE K OHMEHKE IoKa3areneid CTOMKOCTH muQpoB,
IOTOMY 4TO XOTHM 3aMETHTE, YTO HCIONb30BaHHAs aBTOPAMH METOJMKA OLEHKH CPEJHHX 3Have-
Hu#t MakcuMyMoB nepexonoB Tadmury XOR paznocrelt u cMenieHu# TabNuIl annmpokcuMaliiii, cBsi-
3piBaeMas ¢ AU(QepeHIHATEHBIMA U THHEHHBIMH [IOKa3aTeIIMU S-OJIOKOB, BXOISINMX B M-
pyouiee npeobpa3oBaHye, KaKk yCTaHOBJIEHO B Hammx pabotax [23 — 25], ommbouna. Ha camom
JieNie MTOroBbie MOKAa3aTeNH CTOMKOCTH IIM(pOB K arakaMm mu(pQepeHIHaIbHOIO M JIMHEHHOIro
KpunroaHainia ot S-070K0B, NpUMeHAeMBIX B mu¢pax, He 3aBUcAT. [lo3TOMy npuBeneHHEBIE pa3-
paboTyrkaMu 0OOCHOBAHUS HYXKAAOTCA B IIEPECMOTPE ¥ YTOUHEHHUH.

MBI rOTOBBI 3TO ClleNIaTh B PaMKax JIaHHOM CTATHH.

B cooTBeTcTBHY ¢ pa3zBuBaeMOil HOBOH HcoNOrHelt OLlEHKH NoKasaTeell CTOMKOCTH OJIOYHBIX
ndpoB k aTakaM AU epeHIHAIBEHOrO U IMHEHHOTO KpHITOaHAIN3a, H3JIOKEHHOH B paboTe [26],
paccMoTpeHHBIE B cTaThe Lmdpsl Rijndael, FOX u coorsercreenno IDEA NXT umerot npu oau-
HaKOBBIX pasMepax OHTOBBIX BXOJOB OJHHAKOBEIE ITOKA3aTEIH CTOHKOCTH.

Uucnosble 3Ha4EHUS STUX NOKasaTeled MOKHO HaliTu B Haurel pabote [24].

Tak, s cpeaHero 3HadYeHHs MakcuMyma b hepeHIHaNbHON BEpOSTHOCTH { MADP) 128-ButHOro

128 -
umQpa crpaBeIdBa OLEHKa MADP:-—-I;T3 ~27'3 (3meck memomB3oBAaHA ANIPOKCHMALYIY TOYHOTO
2 .
BBIpOKECHUS i1 MADP B BUA€ MADP = ":3 , TIpeioxeHHast B [27] Ha OCHOBe aHaIM3a Pe3yJIbTATOB
2

BBIYMCIICHHH, BEOTOIHEHHBIX JUIA Pa3IH4HbIX 3HAYCHHUH 1)
Cpennee 3HaYeHHE MaKCHMAJIBHOTO CMeLICHHs TallHIbl TUHEHHHIX annpoKcuManuil (JiuHei-
HBIX KapkacoB (00o0j04eK)) ansi WudPoB ¢ #-OHTHHIM BXOIOM alllPOKCHMHPYETCS COOTHOILEHUEM

n
@] [28]. [ns cpeanero 3HayeHMs MakCHMyMa BEPOSTHOCTH JIMHEHHOro Kopmyca (MALHP)

3 128
128-6utHoro umdpa umeeM: MALHP = (2j = o104, PeanpHoe 3HAYEHHE MOXKET OTJIHYATHCS OT
2127

IPUBEJEHHOI O, [I0 HALNM OLIEHKaM, MeHee YeM B JIBa pasa.
3aknoyueHue

IpencrapneHuslii agaiu3 NPHHIMIOB NPOSKTHPOBAHUA COBPEMEHHEBIX INH(POB MO3BOJSET
BBIJIENTATH CJIEAYIOLINE CYNIECTBEHHBIC PE3YIbTATH:

1. Be3yClOBHEIM NOCTHIKEHHEM COBPEMEHHBIX KOHCTPYKTOPCKHX pEIIEHHMH II0 HOCTPOEHHUIO
HKAGPOB cIedyeT CYUTATh Peanu3aLuIo CTpaTerny HPOKOro Cliea, CTPOSIIYIoCs Ha OCHOBE MaTt-
PUYHOIO YMHOXEHHUS B PACIIHPEHHBIX TIOJIAX.

2. 3acnyuBaroT 000peHHs ¥ NONJEPXXKU IPUHIUIB IPOCKTHPOBAHHUS, PUMEHEHHBIE Pa3-
pabotuuxkamu AES-a, Takue Kak:

~ IIpOCTOTA CHCHYIQ}KK&HHI& H IIpOCTOTA aHa/ 1134,
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- IPO3payvyHOCTh,

- 3¢$eKTUBHOCTb.

2. llponarananpyemas HoBasi KOHLeNIUs THOKoro mudposaHus HGE3yCIOBHO SBISETCS LIAroM
BIIepe]l B TEXHOJOTHsAX OJIOUHOTO CHMMETPHYHOro mu(pOBaHUS ¥ HOPH KEJNaHHH JErKo MOXKET
ObITh peajH30BaHa C MCIIOJIB30BAHHEM MHOTUX JIPYTHX pa3paOOTOK, a He TOJIbKO C IOMOLIBIO ce-
Mmetictra mugpos IDEA NXT.

3. IlpuBeneHnsiec B IyONMUKAIMSIX HOAXOABI M PE3YJIBTATHI OIIEHKH NOKazartened CTOHKOCTH K
aTakaM JubQepeHUaNbHOTO ¥ JIMHEHHOTO KPUNTOaHANM3a He SBJISIOTCS OOBEKTHBHBIMH U HYX-
J@IOTCs B YTOYHEHHH.

4. CeromHs yXe CyIEeCTBYeT IOAXO[, [TO3BOJNIAIONIMI BBIYMCIHUTECIBHBIM ITyTEM OMPEICIHTD
II0Ka3aTeJIM CTORKOCTH ONOYHBIX CHMMMETpHYHBIX mUpoB X arakam audHepeHnnanbHOro U Jin-
HERHOT'O KpHNTOaHaIM3a. '

5. B cootBeTcTBHM ¢ 3THM IoAxoA0M mudpsl cemeiictBa IDEA NXT no csouM nokaszarensm
CTOHKOCTH HAXOJATCs Ha YPOBHE IIOKa3aTelNieil CTOMKOCTH, peaiu3yeMsIX MHOTHMH JAPYTHMH IIH G-
paMH, T.€. paCCMOTpEHHas pa3paO0oTKa B 3TOM OTHOIIEHHH HE MMEeT 3aMEeTHBIX MPEHMYLIECTB [10
CPaBHEHHIO CO MHOTMMH JIPYTrUMH (3J€Ch HMEIOTCH B BUAY M ITUQPEI, IIPEACTaBIIEHHbIE Ha YKPAHH-
CKHil KOHKYPC).

6. Ctpykrypa JIas — Maccas (apxuTeKTypa BEPXHETO YPOBHS) HE CO3MAET CKOJILKO-HUOYIL
OLLYTHMBIX INPEUMYUIECTB [0 CPAaBHEHUIO ¢ KOHCTPYKIHMEH LUKIOBOM (YHKLHU, MPUMEHEHHOH B
mudpe Rijndael.

7. llpeacrarngeTcs, YTO OAHUM H3 JIOMONHUTENBHBIX IPOCKTHBIX PCHICHHM B IEPCHICKTHBHBIX
pa3paboTKax IOIDKHO CTaTh HMCHONb30BaHHE UMKIOBOH (PYHKIHH C BBICOKHMH IMHAMHYECKHMHU
XapaKTepHCTHKaMH TIepexo/ia K YCTAaHOBHBIIMMCS (CTallHOHAPHBIM) 3HAYEHHUSIM MaKCHUMYMOB MOJi-
HBIX MU PepeHIHANOB U IMHEHHBIX KOPIYCOB. :
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