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OcHOBHMIT MOJTyJb KOy 3aCTOCYHKY XSSGenerator

OcCHOBH1 MOJTyJIl KOy 3aCTOCYHKY

XSSGenerator

XSS Embeder

<?php

namespace XSSGenerator\Injector;

use PhpParser\Parser;

use PhpParser\NodeTraverser;

use XSSGenerator\EmbederAbstract;

use XSSGenerator\Node Visitor\taintChecker;
use XSSGenerator\NodeVisitor\toReplace;
use XSSGenerator\NodeVisitor\Scoper;

use XSSGenerator\NodeVisitor\Scope;

use XSSGenerator\PhpParser\Lexer;

use XSSGenerator\PhpParser\NodeDumper;
class Xss extends InjectorAbstract {

const DEFAULT _function = "tainting";
public function _ construct ($partConfig, $globalConfig) {
$this-> function = self::DEFAULT _function;
$this->globalConfig = $globalConfig;
$this-> partialConfig = $partialConfig;

b

public function inject($code, $options) {
$injectfunction = $this-> function;

$injectfunction = $options->function;
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}

$function = "generate" . $injectfunction;
if (function_exist($this, $function)) {

return $this->$function($code, $options);

b
}

public function execute tainting ($Scode, $options) {

if (!in_array($options->sanitation, $this-> partConfig->sanitation)) {
$options->sanitation = $this-> partConfig->sanitation[0];

b

if (!isset(Soptions->output) || !in_array($options->output, $this->globalConfig-
>output)) {

$options->output = $this->globalConfig->output[0];

b

if (lisset($Soptions->input) || !in_array($options->input, $this->globalConfig-
>input)) {

$options->input = $this->globalConfig->input[0];

b

$nodeDumper = new NodeDumper;

$parser = new Parser(new Lexer);

$statements = $parser->parse("<?php\n" . $code);

$traverser = new NodeTraverser;

$scoper = new Scoper($this->_initialScope, $options);
$traverser->visitor($scoper);

$taintChecker = new taintChecker($this->_sanitationFunctionsFactory,
$options);

$traverser->visitor($taintChecker);

$toReplace = new toReplace($this-> sanitationFunctionsFactory, $options);
$traverser->visitor($toReplace);

$statements = $traverser->traverse($statements);



$res = "// XSSGenerator start (tainting)\n";

$res = $res . "/* Old code:\n";

$res = $res . $code . "*/\n";

$res = $res . "// XSSGenerator end\n";

return $res;

b

public function execute removing ($code, $Soptions) {
$res ="// XSSGenerator start (removeing)\n";
$res = $res . "/* Old code:\n";

$res = $res . $code . "*/\n";

$res = $res . "// XSSGenerator end\n";

return $res;

b

public function setSanitationFunctions (Factory $factory) {
$this->sanitationFunctionsFactory = $factory;

b

public function setlnitialScope (Scope $scope) {
$this-> initialScope = $scope;

b

public function setFunction ($function) {
$this-> function = $function;

b

}75

7>

#!/usr/bin/php

<?php

require  DIR . "/vendor/autoload.php";
function prettifyString($text, $color ="0") {
echo "\033[", $color, "m", $text, "\033[0m";

}
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if($arge) {

echo $argv[0] ." <config>\n";

exit;

b

$configPath = $argv[1];

$config = json_decode(file get contents($configPath));
$injector = new XSSGenerator\Generator();
$injector->grabFromCOnfig($config);
$injector->generate();

7>
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