JIOJATOK A

['padiunnmii matepian kBanidikaiiiHoi poooTH
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XapKiBCbKMI HaUiOHANbHUIN YHIBEPCUTET PajioenekTPOoHIKM

Kaghedpa EOM

MeToa BUABMNEHHS BTOPrHEHb

y BeD-ceaHcK KOpuCTyBa4a

Posapobuna: KepigHuk pobomu:
cm. ep. Cl,-21-1 douy.kah. EOM, K.m.H.
3arnopoxeub H.O. Mapmoeuybkull B.O.

" Jd 2

Mema ma 3adayi po6omu

Meta pobornm — po3poOka MeTOMIB Ta 3aco0IB BHSABIICHHA
BTOPTHEHb, K1 O JaBalH 3MOTY 1JIcHTH(IKYBATH KOPHCTYBAUIB
1H(popMAIIITHOI KOMITTOTEPHOI CHCTEMH 32 IX MOBEIIHKORO.

3amaui podorm:

1) orman mTepaTYpHHX TKEPEIL, MPHCBIUSHUX TEMI JO CIIKEH-
Hi, Ta aHAM3 ICHVFOUHX I1XOTIB J0 BHPIMICHHSI MPOOISMH;

2) ormanx ocodmUBOCTeH Ta KinacH(ikaiii cHCTeM BUABIICHHA Ta
HOTIEPE/KSHHSI BTOPTHEHDb V pOOOTY KOMIT FOTEPHHX CHCTEM,

3) pospobka MoJem 1AeHTU(PIKAMIT KOPHCTYBAYIB 3a IX MOBE-
TIHKOKD B CHCTEMI 3 BHKOPHCTAHHSAM METO/IB MAIIHHHOTO
HABYAHHS,

4) eKcIepHMEHTATIBHE JOCIIUKSHHS 3alpPONOHOBAHOTO I IXOIY
0 1ISHTH(PIKALIL] KOPHCTYBAUIB CHCTEMHU.



" JEE
Cucmemu susiesnieHHs i norneped)XeHHs
8MOP2HEHb

IDS  (Untrusion Detection System) — cHCTeMa BUABICHHA
BTOPTHEHD, 3/IHCHIO¢ MOHITOPHHT 3arpos.

IPS (Intrusion Prevention System) — cHeTeMa MONEPETKESHHSI
BTOPTHEHB, 3aiiMA€ThCS 3all00ITaHHIM 3aTrpo3aM.

IDS/IPS cucteMu — IporpaMHiI Ta amapaTHI IHCTPYMEHTH A
3aXHCTY MEpEK BIJI HECAHKIIOHOBAHOTO JOCTYNMY. BoHH 37aTHI
ABTOMATHYHO BHABILITH (DAKTH BTOPTHEHB Ta 3amodiratd im.

CHOBIIAIOYH BLAMOBIAATBHIX (axXiBI[IB.

lNMoeediHka IDS ma IPS nid yac amaku

Intrusion Detection System Intrusion Prevention System

s ( ‘Internet e {
Sey -

Firewall

Firewall

1 Switch

1 Switch

]
Manag;r:::t Station @

Corporate Network Corporate Network
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" JEE
®yHKyiOHanbHa cxema i0eHmudapikayir
s

|
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"

Moodenb ideHmudpikayii kopucmyeaya

Binapunit knacudikarop [Uid BHABIEHHM JEITTUMHOIO KOPHCTYBaua
abo MOPYIITHHKA, IO BUKOPHCTOBY€ TOTICTIYHY PETPECIo

n
a(x,w) =si lejfj(x) Wo] zsfg-rl(x,“;>= (1)
J:
Jie W; —Bara j-1 O3HaKH:
W, — HOPIT IPUITHATTS PIIISHHS;
w = (W, Wy, ... ,W,) — BEKTOD Bar;

{x,w> — ckangpHHii 106yTOK 03HaK 06'€KTa Ha BEKTOD Bar.

Kpurepiii 1nenrudikami

00w, X) =3 log(L+ exp(-y, (5w + 2wl >min. @)



"

Moodenb ideHmudpikayii kopucmyeaya

OnTnmanpHHI BeKTOP NapaMeTpiB MoIenl OyaeMo IIVKaTH 3a
JIOTIOMOIOKO IPaJlEHTHOIO CIYCKY:

W =w® gV O(w, X). (3)

I'pamieHT 3a 00'eKTOM X; BU3HATAETHCA 3a POPMYI0I0

Yi%i
V. O(w,x,)=- + A, w.
wOw.x;) T+ exp(—y, (w.5,) A )
Kpurepii 3ynuHKH (BUKOPHUCTOBYIOTHCS OIHOYACHO):

* TIepeBipKka Ha EBKJIIZOBY HOPMY pI3HHUIN BariB Ha /BOX CYCIIHIX
iTepanisx (HAPHKIAI, MEHINE IeIKOTO MAIOro gicia mopsaaky 1076);

*  OCATHEHHS MAaKCHMAaThHOI KIMTBKOCTI iTepartiii (Hanpuknam, 1000).

Cxema npoyecy nobydosu modeni
noeediHKU Kopucmyeaya

Hani nna
TeCTYBaHHA MoJem . .
- . Oy HE 2 MOZ &1
MOEEMHKH
KOpPHCTYBa4a

3OUIBIL eHEA
IaH ux
3arry MIeHH
TEH X
- [ Samrymmenss - -
Tani gnaneGyzeen IEHUX P L.
MofIeTt MOBENiHKH ¥  xombinamiz 0 SMMPEH1 2L LA
KOPHCTYEaUa Jic 8103 HEEIEHHA
L B OTpHMaEHHR
T F CTaTH CTHHH 15X T
[ OEHHI CeaHCY
_ —____ = To6ynoea mMomen
(2] @ 2 2 Haui MUH{T"_’PWT}' [OBETIHKH KOPHCTVEAY
-« - lC oneparii (mpo dine moBemin k)
Ak . @ KOPHCTYEEHA
¥
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Cxema dodamkKoeoz20 3axucmy cucmemu
eid eMOpP2HEeHHS
TMOBeAIHKH
0bmiKOBHX
3alHCIB M
- - TAK
Us m
Ilincuecrema
inerTH dikanii
KOPHCTYBa4a l
33 MOBEMiHKO
g HiJJE:HCTeMa P
MOH ITOpHHTY HI 2 TAK
O; 1 P>af >
1—-"‘ _“: ' TigcHcTeMa
__,_I[?Hi_,. ST pearyeaHe A Ha
. A CIOpPTHEeHHA
Mmﬂ%’u“ry IlincHcTeMa
A mobymosa Modemi
KOPHCTYBAYa | g(T) KopHCTYEawma My JleaBTen THRiKkanis
~— -
10

Pe3ynbmamu ekcrnepumeHmarnbHUX
docrlio)xeHb
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g 30000
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Posmomin ceciif mo JHAX TIDKHSA 111 KOpHCTYBa4a Emic Ta iHmmx I{OpHCTYBa':IIB

$00 30000 -
= 600 2
g 2 20000
E 400
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Kinukicts ceciit

Toanmn

Po31moy1in cecii 110 rofHHax 1714 KOPHCTYBaya EJIic Ta iHITHX KOPHCTYBAYIR
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" 11
OuiHka skocmi modeneu

MeToau nobyaosu OuiHKa AKOCTI Ha OuiHKa AKoCTi Ha

mogeneu igeHTugikadii BanigauinHiv Bubipui TecToBin BUOIpUi
TNoricTu4yHa perpecifa 0.983091 0.966114
Anroputm K-Halbnux4ux cycigis 0.983124 0.956038
BunagkoBum nic 0.983183 0.967171
MeTopf onopHUX BeKTopiB 0.983519 0.965642

1.0-

0.8-

[Mo3uTHBHHH

0.4 ROC-xpuBa ama
JIOTICTHYHO] perpecii
0.2- - : -
e —— JloricTHuna perpecis
0.0- e —— JloricTHuHa perpecis(HaBuaHs)
0.0 0.2 0.4 0.6 0.8 10

XHOHOMO3UTHBHHI

" A 12
BUCHOBKU

1. PospobneHo yHKUioHanbLHY Modenk npouecy igeHTudikalii KopucTyBadis
3a X MOBediHKOW B CUCTEMI, LLIO A03BONAE CTBOPUTU AoOaTKOBI 3acobu
33aXUCTY KOpPUCTYBayiB CUCTEMM Yy BUNAAKY KPaAiKKkW 1X OaHWX aBTEHTUI-
Kaujii. Cnig BUAINWTK Taki nepesary 3anpornoHoBaHo! MoAeni:

O He3aneXHiCcTb BiA KiNbKOCTI KOPUCTYBaYiB B CUCTEMI, OCKINbKA AaHWUA
nigxig BUKOPUCTOBYE MOAENb OLiHKW NOBEAiHKM aBTOPU30BaHOMD
KOpUCTyBa4a i NOTOUHI XapaKTepucTUKU KOpUCTyBauYa,

O MOXJIIMBICTb BUSIBNEHHA NMPUXOBAHMX 3aKOHOMIPHOCTEW B NoBediHui
KOpUCTyBa4a, Lie JOCAraeThCAa 3a PaxyHOK BUKOPUCTaHHA METOfIB
MalLUWHHOTO HaBYaHHS;

O aganTadida 40 3MiHW NOBEAIHKM KOPUCTYBauJiB.

2. lNpoBegeHo ekcnepuMeHTanbHe AOOCAIMKEHHA LWOAO0 3anpomnoHOBaHOro
nigxoay iAeHTU(IKaUil KopucTyBada 3a WOro noBediHKOK B CUCTEMI.
MoBygoeaHi modeni NOoBediHKM KOopucTyBada 3 BWKOPUCTAHHAM METo4iB
MalUMHHOMO HaBYaHHA MoKasanu OUiHKY HKOCTi igeHTudikadii OGinbwe
0,95.He 000B'd43KOBO BUKOPUCTOBYBaTW cknagHi Mogeni npu  OnUci
NMOBELIHKN KOpWUCTyBada, rofioBHe copMyBaTy iHPOPMAaTUBHI O3HAKM Ta
NnpaBuneEHO cPopMyBaTK BanigauiiHy Ta TeCToBy BUOIpKMU.
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JIOJIATOK B

Koa nporpamu

#!/usr/bin/env python
# coding: utf-8

# [I1OKJIOUEeHHS HeoBX1OHMX 0Oi6jiioTex
# In[1l]:

import numpy as np

import pandas as pd

from sklearn.linear model import LogisticRegression #
LogisticRegression

from sklearn.model selection import train test split # to split
from sklearn.model selection import TimeSeriesSplit # to split
from sklearn.metrics import roc curve # ROC curve

from sklearn.metrics import roc auc score # ROC score

from sklearn.model selection import cross val score # cross
validation score

from sklearn.preprocessing import StandardScaler #
Standartization

from sklearn.preprocessing import MinMaxScaler # Standartization
from sklearn.model selection import GridSearchCV # to find best
parameters

from sklearn.ensemble import RandomForestClassifier # Random
Forest

from sklearn.ensemble import GradientBoostingClassifier #
Gradient Boosting

from sklearn.ensemble import BaggingClassifier # Bagging

from sklearn.ensemble import VotingClassifier # Ensemble models
(voting and mean)

from sklearn.metrics import confusion matrix # Confusion Matrix
from sklearn.svm import SVC # SVM

from sklearn.svm import LinearSVC # SVM

from sklearn.pipeline import make pipeline # Pipepline

import xgboost as xgb # Gradient Boosting

from mlxtend.classifier import StackingClassifier # Stacking
from mlxtend.classifier import StackingCVClassifier # Stacking
import lightgbm as lgb # Microsoft Gradient Boosting

import matplotlib.pyplot as plt # to plot
plt.style.use('ggplot")

import seaborn as sns # to plot

import numpy as np # to count

import pandas as pd # DataFrames

from scipy import stats # Statistics

import pickle # to read pickle files

from IPython.display import display # Display tables



import time # time checking

import re # regular expressions

import eli5 # to check features importance

from collections import Counter # to count

pd.set option('display.max columns', None) # to display max
columns in DataFrames

pd.options.mode.chained assignment = None # don't lool at
mistakes

# In[2]:

import os
for dirname, , filenames in os.walk('data'):

for filename in filenames:
print (os.path.join(dirname, filename))

# In[3]:

def load train or test():

i = input('train or test ')
if 1 == 'test' or i1 =='train':
name = f"{i} sessions.csv"

df = pd.read csv(f"data" + name)
return df

else:
pass

# In[4]:

def norm(data) :
return (data)/ (max(data)-min(data)) # to norm

# In[5]:

df train = pd.read csv("data/train sessions.csv")

# In[6]:

df train.head()

# In[7]:

df train["target"].value counts (ascending=True)

# In[8]:
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def time operations (df):
if 'target' in df.columns:

df [ 'number of sites'] = ((df.notna().sum(axis=1)) / 2) -
1
else:
df [ 'number of sites'] = ((df.notna().sum(axis=1)) / 2) -
0.5
for col in [f"time{i}" for i1 in range(l,11)]:
df [col] = pd.to datetime (df[col])
df ['session strt'] = df[[f"time{i}" for 1 in
range(1,11)]].min(axis=1)
df['session end'] = df[[f"time{i}" for i in
range (1,11)]] .max (axis=1)
df['session len'] = (df['session end'] -
df ['session strt']) .dt.seconds
df ['weekday'] = df['session strt'].dt.dayofweek
df [ 'weekday'] = df['weekday'].astype('category')
df ['start hour'] = df['session strt'].dt.hour
df ['start hour'] = df['start hour'].astype('category')
df['end hour'] = df['session end'].dt.hour
df['end hour'] = df['end hour'].astype ('category')
df['day'] = df['session strt'].dt.day
df['day'] = df['day'].astype('category"')
df ['minute'] = df['session strt'].dt.minute
df ['month'] = df['session strt'].dt.month
df = df.sort values('session strt', ignore index=True)
df = df.reset index()
df = df.rename (columns={'index':'time index'})
df = df.sort values('session id', ignore index=True)
return df
# In[9]:

df train = time operations(df train)

# In[10]:

df train.head()

# In[11]:

df train.info()

# In[l1l2]:

plt.figure(figsize=(10,7))

plt.hist (df train.weekday, bins=7,rwidth=0.9,color="green')
plt.rcParams|['font.size'] = '14"
plt.rcParams|['font.family'] = 'Times New Roman'
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plt.rcParams['text.color'] = 'black'
plt.rcParams['text.color'] = 'black'
plt.rcParams|['axes.labelcolor'] = 'black'
plt.rcParams|['xtick.color'] = 'black'
plt.rcParams|['ytick.color'] = 'black'

plt.xticks (ticks=[i - 0.5 for i in np.linspace(l,6,7)]1,
labels=['In"', 'Br','Cp"', 'dr’', 'I7', 'CO', "HO'])

plt.xlabel ('Iui Twxusa', fontname='Times New Roman')

plt.ylabel ('KimpkicTe cecin', fontname='Times New Roman')
#plt.title ('Posmonin cecim mo musaM TixHa', fontname='Times New
Roman', fontsize=15, color = 'black')

plt.show ()

# In[13]:

plt.figure(figsize=(5.5,4.5))

plt.rcParams|['font.size'] = '14"
plt.rcParams|['font.family'] = 'Times New Roman'
plt.rcParams|['text.color'] = 'black'
plt.rcParams|['text.color'] = 'black'
plt.rcParams|['axes.labelcolor'] = 'black'
plt.rcParams|['xtick.color'] = 'black'
plt.rcParams|['ytick.color'] = 'black'

plt.hist (df train[df train.target==1].weekday, bins=7,

color="green', label='Alice', rwidth=0.5)

plt.xticks(ticks=[1i - 0.5 for 1 in
np.linspace(1,6,7)],labels=['Mo"', 'Tu', 'Wwd', 'Th', 'Fr', 'Sat', 'Sun’
1)

plt.xlabel ('Weekdays', fontname='Times New Roman', fontsize=14)
plt.ylabel ('Number of sessions', fontname='Times New

Roman', fontsize=14)

plt.title('Distribution of sessions by day of the week for
Alice', fontname='Times New Roman', fontsize=14)

plt.savefig("Puc. 4 En.pdf", dpi=400, format="pdf")
plt.show ()
# In[14]:

plt.figure(figsize=(6.5,4.5))

plt.rcParams|['font.size'] = '14"
plt.rcParams|['font.family'] = 'Times New Roman'
plt.rcParams|['text.color'] = 'black'
plt.rcParams|['text.color'] = 'black'
plt.rcParams|['axes.labelcolor'] = 'black'
plt.rcParams|['xtick.color'] = 'black'
plt.rcParams|['ytick.color'] = 'black'

plt.hist (df train[df train.target==0].weekday, bins=7,
color="'red', label='Alice', rwidth=0.5)
plt.xticks(ticks=[i - 0.5 for i in
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np.linspace(1l,6,7)],labels=["'Mo"', 'Tu', 'Wd', 'Th', 'Fr', 'Sat"', 'Sun'

1)

plt.xlabel ('Weekdays', fontname='Times New Roman', fontsize=14)

plt.ylabel ('Number of sessions', fontname='Times New
Roman', fontsize=14)

plt.title('Distribution of sessions by day of the week for other

users', fontname='Times New Roman', fontsize=14)

plt.savefig("Puc. 5 En.pdf", dpi=400, format="pdf")
plt.show ()

# In[15]:
plt.figure(figsize=(10,6))

plt.rcParams|['font.size'] = 17
plt.rcParams|['font.family'] = 'Times New Roman'

[
plt.rcParams|['text.color'] = 'black'
plt.rcParams|['text.color'] = 'black'
plt.rcParams|['axes.labelcolor'] = 'black'
plt.rcParams|['xtick.color'] = 'black'
plt.rcParams|['ytick.color'] = 'black'

plt.hist (df train[df train.target==1].start hour, bins=20,

color="green', label='Alice', rwidth=1)

plt.xticks (ticks=[1i + 0.5 for i in

np.linspace(7,22,17)]1,labels=["'7","'8"

,'9','lO','ll','12','13','14','15','16','17',
'18','19','20"','21",'22','23"'])

plt.xlabel ('Hour', fontname='Times New Roman',6 fontsize=17)

plt.ylabel ('Number of sessions', fontname='Times New

Roman', fontsize=17)

plt.title("Alice's timetable", fontname='Times New

Roman', fontsize=17)

plt.savefig("Puc. 6 En.pdf", dpi=400, format="pdf")
plt.show ()
# In[16]:

plt.figure(figsize=(10,4.5))

plt.rcParams|['font.size'] = 17
plt.rcParams|['font.family'] = 'Times New Roman'
plt.rcParams['text.color'] = 'black'
plt.rcParams['text.color'] = 'black'
plt.rcParams|['axes.labelcolor'] = 'black'
plt.rcParams|['xtick.color'] = 'black'
plt.rcParams|['ytick.color'] = 'black'

plt.hist (df train[df train.target==0].start hour, bins=17,
color="red', label='Alice', rwidth=0.8)
plt.xticks(ticks=[1i + 0.5 for 1 in
np.linspace(7,22,17)]1,labels=["'7","'8"
,191,VlOV,1111,1121,1131,1141,1151,1161,1171,



'18','19','20','21','22','23'])
plt.xlabel ('Hour', fontname='Times New Roman',6 fontsize=17)
plt.ylabel ('Number of sessions', fontname='Times New
Roman', fontsize=17)
plt.title('Timetable for other users', fontname='Times New
Roman', fontsize=17)

plt.savefig("Puc. 7 En.pdf", dpi=400, format="pdf")
plt.show ()
# In[17]:

plt.figure(figsize=(10,6))

plt.rcParams|['font.size'] = 17

plt.rcParams|['font.family'] = 'Times New Roman'
plt.rcParams|['text.color'] = 'black'
plt.rcParams|['text.color'] = 'black'
plt.rcParams|['axes.labelcolor'] = 'black'
plt.rcParams|['xtick.color'] = 'black'
plt.rcParams|['ytick.color'] = 'black'

plt.hist (np.log(df train[df train.target==1].session len + 1),
bins=30, color='green', label='Alice', rwidth=0.5)

plt.xlabel ('log(session len)', fontname='Times New

Roman', fontsize=17)

plt.ylabel ('Number of sessions', fontname='Times New

Roman', fontsize=17)

#fplt.title('Poskman nHg Exic (3a romunuy) ', fontname='Times New
Roman', fontsize=17)

plt.savefig("Puc. 8 En.pdf", dpi=400, format="pdf")
plt.show ()
# In[18]:

plt.figure(figsize=(10,6))

plt.rcParams|['font.size'] = 17

plt.rcParams|['font.family'] = 'Times New Roman'
plt.rcParams['text.color'] = 'black'
plt.rcParams|['text.color'] = 'black'
plt.rcParams|['axes.labelcolor'] = 'black'
plt.rcParams|['xtick.color'] = 'black'
plt.rcParams|['ytick.color'] = 'black'

plt.hist (np.log(df train[df train.target==0].session len + 1),

bins=30, color='red', label='Alice', rwidth=0.5)

plt.xlabel ('log(session len)', fontname='Times New

Roman', fontsize=17)

plt.ylabel ('Number of sessions', fontname='Times New

Roman', fontsize=17)

#plt.title('Poskyan mHsa Emic (3a rommuy) ', fontname='Times New
Roman', fontsize=17)



plt.savefig("Puc. 9 En.pdf", dpi=400, format="pdf")
plt.show ()

# In[19]:

def alice sites(train df):
for j in range(1,11):

if §j == 1:
df =
train df[['session id','site{i}'.format (i=j), 'target']]
df.columns = ['session id', 'site', 'target']
if j<10:
df 2 = train df[['session id', 'site{i}'.format (i=j+1),
'target']]
df 2.columns = ['session id',6 'site', 'target']
df = pd.concat([df, df 2], ignore index=True)
sites = df.groupby('site') ['target'].mean ()

return sites

# In[20]:

def time treshold save zero(df, date='2014-03-01"):
df['day'] = df['session strt'].dt.dayofyear
train df = df[df.session strt < date]
test df = df[df.session strt >= date]
return train df, test df

def add alice sites(df, sites, alice size = 0.06):
mask = sites[sites > alice size].index
df['alice site'] = 0

for col in [f"site{i}" for i1 in range(l,11)]:
alice mask = df[col].isin (mask)
df.alice site[alice mask] =1

return df

# In[21]:

def add more alice sites(df, sites, a s 2 = 0.3, a s 3
as 4 =20.5):
count = 1
for jJ in [a_s 2, a s 3, a s 4]:
count += 1
mask = sites[sites > j].index
df [f'alice site {count}'] = 0
for col in [f"site{i}" for i1 in range(l,11)]:
alice mask = df[col].isin(mask)
df.loclalice mask, f'alice site {count}'] =
return df

1

71



# In[22]:

train df, test df = time treshold save zero(df train)

# In[23]:

sites = alice sites(train df)

# In[24]:

train df

# In[25]:

train df

# In[26]:

add alice sites(train df, sites, alice size = 0.06)

add more alice sites(train df, sites)

work df = train df.groupby('day')['alice site'].sum()

work df

# In[27]:

good days = work df[(work df > 70) == True].index

good _days

# In[28]:

bad days = work df[ (work df <= 70) == True].index

bad days

# In[29]:

df train[df train.target==1].start hour.value counts()

# In[30]:

df train[(df train.target==1)

# In[31]:

df train[(df train.target==1)

&

&

(df train.start hour==11)]

(df train.start hour==14)]
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# In[32]:

df train[(df train.target==1) &
(df train.start hour==18)].sort values('minute')

# In[33]:

def remove days (df, border=70):

df = df.set index('session id')

work df = df.groupby('day') ['alice site'].sum()

good days = work df[(work df > border) == True].index
bad days = work df[(work df <= border) == True].index
good session id = df[df.day.isin(good days)].index

bad session id = df[df.day.isin(bad days)].index

bad hours array = np.array([(7,8,10,11,14,19,20,21,22,23])
good hours array = np.array([12,13,16,17])
good hour session id =

df [df.start hour.isin(good hours array)].index

bad hour session id =

df [df.start hour.isin (bad hours array)].index

rare hours array = np.array([9,18,15])

nine oclock bad minutes = np.arange (30,60)

fiften oclock bad minutes = np.arange (20,50)

six oclock bad minutes = np.arange (25, 60)

nine oclock good minutes = np.arange (0,30)

fifteen oclock good minutes = np.append(np.arange(0,20),
np.arange (50, 60))

six oclock good minutes = np.arange (0,25)

bad nine oclock session id = df[ (df.start hour == 9) &
(df .minute.isin(nine oclock bad minutes))].index

bad fifteen oclock session id = df[(df.start hour == 15) &
(df .minute.isin(fiften oclock bad minutes))].index

bad six oclock session id = df[(df.start hour == 18) &
(df .minute.isin(six oclock bad minutes))].index

good nine oclock session id = df[(df.start hour == 9) &
(df .day.isin(good days)) &
(df .minute.isin(nine oclock good minutes))].index

good fifteen oclock session id = df[(df.start hour == 15) &
(df .day.isin(good days)) &
(df .minute.isin(fifteen oclock good minutes))].index

good six oclock session id = df[(df.start hour == 18) &
(df .day.isin(good days)) &
(df .minute.isin(six oclock good minutes))].index
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good session id = np.intersectld(good session id,
good hour session id)

good minutes session id =
np.concatenate ((good nine oclock session id,

good fifteen oclock session id, good six oclock session id),
axis=None)

bad minutes session id =

np.concatenate ( (bad nine oclock session 1id,

bad fifteen oclock session id, bad six oclock session id),
axis=None)

good session id = np.unique (np.concatenate ((good session 1id,
good minutes session id), axis=None))

bad session id = np.unique (np.concatenate ((bad session id,
bad hour session id), axis=None))

bad session id = np.unique (np.concatenate ((bad session id,
bad minutes session id), axis=None))

df = df.drop('minute', axis=1)
df df.loc[good session id]
df df.reset index()

return df, good session id, bad session id

# In[34]:

def get dummies (train df, more features):

11 = more features

12 =
[ 'number of sites', 'session len', 'weekday', 'start hour',
'end hour', 'time index', 'session id']

col names = 11 + 12

train df = train df[col names]

train df = train df.set index('session id')

train df = pd.get dummies (train df,
columns=['weekday', 'start hour', 'end hour', 'number of sites'],

drop first=True)
train df = train df.dropna ()
return train df

# In[35]:

train df short, good session id train, bad session id train =

remove days (train df, border=70)
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test df = add alice sites(test df, sites, alice size = 0.06)
test df add more alice sites(test df, sites)

test df short, good session id test, bad session id test =

remove days (test df, border=70)

# In[36]:

more features = ['alice site', 'alice site 2', 'alice site 3',
'alice site 4', 'target']

train df short = get dummies(train df short, more features)
test df short = get dummies(test df short, more features)
# In[37]:

train df short.head()

# In[39]:

X train = train df short.drop('target', axis=1)

X train = X train.drop(['start hour 8',

'end hour 8', 'start hour 10','end hour 10','start hour 11', 'end
hour 11','start hour 12','end hour 12°',

'start hour 14','end hour 14','start hour 19', 'end hour 19', 'sta
rt hour 20','end hour 20','start hour 21','end hour 21°',

'start _hour 22','end hour 22','start hour 23','end hour 23','tim
e index', 'alice site 4'], axis=1)

y _train = train df short.target

y train valid = train df.target

X test = test df short.drop('target',6 axis=1)
X test X test.drop(['start hour 8',

'end hour 8','start hour 10','end hour 10','start hour 11', 'end
hour 11','start hour 12','end hour 12°',

'start hour 14','end hour 14', 'start hour 19', 'end hour 19', 'sta
rt _hour 20','end hour 20','start hour 21', 'end hour 21°',

'start hour 22','end hour 22','start hour 23','end hour 23', 'tim
e index', 'alice site 4'], axis=1)
y test = test df.target
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log = LogisticRegression(C=4, multi class='ovr', penalty='ll",
solver="'liblinear', random state=126)
log.fit (X train, y train)

# TEST PART

# predict data with Alice (DataFrame with good sessions 1id)
y _pred prob lg = log.predict proba (X test)[:,1]
final df test start = pd.DataFrame(y pred prob lg, columns =
['target'], index=good session id test)

# prepare data without Alice (DataFrame with bad sessions id
filled by zeros)

empty result = np.zeros((len(bad session id test),), dtype=int)
empty df = pd.DataFrame (empty result, columns = ['target'],
index=bad session id test)

# concat two DataFrames

final df test = pd.concat([final df test start, empty df],
axis=0)

y pred = np.array(final df test.sort index().target)

# plot the ROC Curve
fpr, tpr, trhesholds = roc curve(y test, y pred)
plt.figure(figsize=(10,6))

plt.rcParams|['font.size'] = 14
plt.rcParams|['font.family'] = 'Times New Roman'
plt.rcParams|['text.color'] = 'black'
plt.rcParams|['text.color'] = 'black'
plt.rcParams|['axes.labelcolor'] = 'black'
plt.rcParams|['xtick.color'] = 'black'
plt.rcParams|

'ytick.color'] = 'black'

plt.plot ([0, 1], [0, 1],'k-=-")

plt.plot (fpr, tpr, label='Logistic regression')

plt.xlabel ('False-positive')

plt.ylabel ('Positive')

#plt.title('Logistic Regression ROC Curve')KpumBa ROC joricTumunoi
perpecil

plt.legend(fontsize=14)

# TRAIN PART

# predict data with Alice (DataFrame with good sessions_1id)
y _pred prob 1lg train = log.predict proba (X train) [:,1]
final df train start = pd.DataFrame(y pred prob lg train,
columns = ['target'], index=good session id train)

# prepare data without Alice (DataFrame with bad sessions id
filled by zeros)

empty result = np.zeros((len(bad session id train),), dtype=int)
empty df = pd.DataFrame (empty result, columns = ['target'],
index=bad session id train)
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# concat two DataFrames

final df train = pd.concat([final df train start, empty df],
axis=0)

y pred train = np.array(final df train.sort index().target)

# plot the ROC Curve

fpr, tpr, trhesholds = roc curve(y train valid, y pred train)
plt.plot ([0, 1], [0, 1],'k--")

plt.plot (fpr, tpr, label='Logistic regression (training)')
plt.legend()

plt.savefig("Puc. 10 En.pdf", dpi=400, format="pdf")
plt.show ()

print (roc auc score(y test, y pred))
print (roc auc score(y train valid, y pred train))

# In[ ]:



