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FEATURES OF ENTERPRISE DEVELOPMENT MANAGEMENT IN THE
CONTEXT OF INCLUSIVE DEVELOPMENT

For a long time. Ukraine was dominated by an outdated economic and social
development model, which limited opportunities for sustainable growth and social
integration. Such a model contributed to the preservation of a high level of poverty
and prevented the provision of conditions for the effective participation of all
segments of the population m public life and economuc activity. It has also
contributed to the growth of environmental challenges due to the unwise use of
natural resources and neglect of rational production and consumption principles. This
led to deepemng social mequality and slowing down the country's economic
development, increasing social tensions and reducing the economy's overall
competitiveness.

At the beginming of 2022, the situation remamed difficult: pensioners
amounted to more than 10.8 muillion people. of which 8 million were pensioners by
age [2, p. 23]. At the same time, the number of people with disabilities who, due to
their restrictions, were not able to fully participate n social activities amounted to
316.1 thousand people (11.6% of the total number of people with disabilities).
Unemployment also remained a severe problem, covering 171.6 thousand people.
Which negatively affected both the individual well-being of citizens and the
economic stability of the country as a whole.

Another critical aspect of social mequality 1s widespread poverty among the
population. In 2021, more than 1 nullion households in Ukraine received an average
per capita income that did not exceed UAH 3000, which indicates a profound social
and economic crisis. The large number of such households means that millions need

9

103



Mizia .C..

3000Veay enyol oceimu,

Xapriecwruil HayioHATeHUT VHIGEDCUINEM PadioeneranpoHik
ORCID: hitps_//orcid org/0009-0003-5692-5859

Heponoe IL.E.,

000Veay enyol oceimu,

Xapriecwruil HayioRarsHUN YHIgepcumem padioenerxanporiK
ORCID: hitps:/loreid org/0009-0003-7597-1346

Camaii MLB..

3d00veay enuoi oceimu,

Xapwiecwruil HayionansHull Yeisepcumem padioenermporiu

ORCID: https:/forcid.org/0009-0007-3583-7715

JOCBILI BHRKOPHCTAHHA MH$POBUHX IHCTPYMEHTIB 1714
MOCHIEHHA EKOHOMIMMHOI BE3IEKH

ITudpoEl TexHOTZOTI CTAKTE KDOYOBHM (akTopoM Vv 3abe3medeHHI
EKOHOMITHOI Oe3ners. BHKOpHCTaHHA UH(POBHX HCTPYMEHTIB CIpPHAE GOPOTHOL 3
K10ep3arpo3aMy, NOKPANIEHHI0 IepEABHOTO VIPARMHHA, ONTHMIZAN] eKOHOMIMHHX
IpoUeCiE 1| MMIBHINCHHK KOHKYPCHTOCIPOMOMHOCTI. B JaHoMy JOCHLIECHHL
POSDIANAaETECA  JOCELI  BOPOBA/DKEHHA UHQPOBHX TEXHOIOMH V IepEaEHe
VIPABMHHS KPaiH CBITY.

ECTOHIFO 9acT0 BHIHAKTE ONHIEK 3 HAHOUEID POIBHHVIEX v LHOpPOBOMY
BUIHOINEHHI KpPaiH CBITY 3 HAMHAHOK UHGOPOEOK IHGPACTPYETYPOKR Ta BEIHKHM
aEIeHTOM Ha Ebepbesmem Ypamoma 1HUMATHEA eleRTpPoHHOI EcToHIi mepeTEOpHIa
EpaiHy Ha MOJETE UHGPOBOTO VIOPABMHEA. KpaiHa mepeBela B OHTAHH Maifxe Bl
JepAABHI IOCTYTH. BHEOPHCTOBYEOMH 3aXHINEHY CHCTEMY eIeKTPOHHOTO VDETVEAHHA,
AKA HATAE IPOMAIAHAM JOCTVI 0 OHIAHH-MEIHYHHX MOCTVT, DaHKIBCEKHX IOCTVT 1

MOCIYT ToocyBaHHS. [licas kibepatakm B 2007 pomi EcToHIA cTBOpHIA MOTYAEHY
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HQPACTPYKTYpy KiDepOeImexs, BIICYANMH CIBOPEHHA [NOCOABCTE MAHHX [UIA
feznedHOro 30epIraHy JepKABHHY JaHHX 3a Mexanme Ectomii [1].

CIHTamyp CTAE MOidepoM UHQPOBOI €HOHOMIKH B I[liBAeHHO-CimHIAE Amui
3ABAAKH CBOIH I1HIMATHE1 Smart Nation, MeTor #E0i € IHTerpams DHQPOBHX
TeXHOJOTTH V JepAABHHI 1 IPHBATHHE ceKTopH. Ypan CiHramypy onmdpyeae 6arato
CEOIX NOCTYT 1 CHpHAE GEITOTIEKOBHM TPAH23KILAM 1 MICEKOMY IUIAHVBAHHIO Ha
OCHOBI JaHHX. ¥ Tamy3i kidepdesmexn CIHTAyp 3anpoBajHE 3ak0H PO 3aXHCT
nepcoHATBHHY JaHux (PDPA) 1 cTBopHE ATeHTCTEO Kifepbesmers CiHTAmypy I
3AXHCTY KPHTHIHOT 1HQPACTPYETYPH Ta IPOCYEAHHA CTAHIAPTIE KiGepOeImexn.

OpHHEM 13 CBITOBHX MIEPIB V Talny3i kidepOesnexn € [3paims. Vpan akTHBHO
MATPHMYE CTAPTAIH B Tamy3t wibepbesnexH depez nporpam# (uuHaHcyBaHHA Ta
PO3BHTEY, CTEOPIOIOTH I3paine 4K riobamsHEui ueHTp Kdepbeimern. Jocewn Izpaimo
B TamTy3 KiOepOelnekH MUIKPUUTOETECA [IITOTOBEOK v BifichROBOMY Ta
AKATEMITHOMY CEKTOPAX, KOMH KOMHINHI CIIEPOGITHHEH PO3BLTYBANLHHEX MIPO3ILTIE
3aCHOBYIOTH KOMIIaHii 3 KibepOe3neks afo IPHEIHYIOTHCH 10 HuX [1].

€C mpuiiage AT npo xibepbeznexy Ta AxT npo €IHEHET UHGPOEHA pHHOK [2]
I71% MOCHICHHA UHQPOBOTO CYBEPEHITETY TA 3aXHCTY ¢KOHOMIYHHX iHTepeciB. KpiM
Toro, €BponedckkHA Co0H2 BCTAHOEHE 3aradbHHA peNIaMeHT 3aXHCTY JaHHX
(GDPR), Sxui MICTHTH NPOTOKOIH 00pobKH Ta 30epiranng qamux [2].

Kpaiun €pponeficerkore Corzy 9acTo MATANTECA KbepaTakaM, depes Lo
BIAOYBAETBCA BHTIK KOHQIISHINAHHX JaHHX, cTpagac UHGPOBA 1HPpPacTPyETypa.
Tax, v 2014 pom €pponeficekHil UeHTPATLHEA OAHK OTOIOCHE, [0 BOHH 333HAIH
EHTOKY JAHHX XaKepH 3IaMamH Oe3meky 0a3H JaHHX OaHKY Ta EHEpam 20 000
€IEKTPOHHIX JIHCTIE. Ta KOHTAKTHY IH(OPMALII0 PEECTPAHTIE €EPONCHCEENX 3aX0MIE.
YV 2020 pom HeBimoMi 304N BHEPANH AB3 HOPCTEL JHCKH 31 CXOBHIIA YPSIV
HigepaaHmie, Ha SKHX MICTHIHCA OCOOHCTI JaHi HpHOmHE:HO 6.9 MULHOHIE
33PEeECTPOBAHHK JOHOPIE OPraHIE, MaKe ION0BHHH Hacenenns Himepnagme. Taxom
v 2020 p. Norfund, HOpBe3sKHHA Oep:XaBHHH {HBeCTHIMAHHA GOHI 14 Kpaid. mo

PO3BHBAIOTHCA, 1 HAHOUILIIAI ¥ CBITI CyBepeHHHH (OHI, BHABHEB, IO CTAB HKEPTBOIO
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maxpaiictea Ha 10 wnugsfioHie gomapis. Norfund creepmiye, mo Xakepn
MAHIMYIIOBANH EOMyHIEAMaME,  Gamscudinysary woHOIeHmANY 1HGOPMADIO,
OOKYMEHTH Ta JETall IUIATeklBE MUK VCTAHOBOK-TIO3HIAIBHAKOM Ta 1HBEC THIIIAHEM
tdormom [3].

CIIA BOpoBagHIH IPOrpaMy MO0 3aXHCTY EPHTHUHOT 1HGPACTPYETYPH, AK-
OT eHepreTHKA Ta (MHAHCH, B PaMEAX CBOEi CTpaTerii eKOHOMIYHOI Oesmekn. Bymo
cTBOpeHO AreHTCTBO 3 Kifepfeimerm Ta Oe3mern iHpacTpvETypH (CISA) mma
KOOPOHHAINT 1HIIATHE V TaTy3l KibepOesNekH B Jep&KABHOMY Ta IIPHBATHOMY
cexTopax. 3ampoBaTAVIOTBCHA 1HINIATHEH Y CEKTOPANBHIA Kibepbesmemi, 3aBmas
oMY 3a0e3MeTVETBCA UUTECIPAMOBAHHE 3aXHCT J/I8 TAKHX CEKTOPIE, AK (IHAHCH Ta
00OPOHA, JOMOMATAKCTH 3aM0o0IrTH MacIoTadHmy 360amM [1].

Hocewn Ectomii, Ciaranypy, Izpaimo, €C ta CIIA gemoncTpye, mo mEbpPOB!
{HCTPYMEHTH € e(QeKTHBHHMH 3acoDaMH [IOCHJIEHHA eKOHOMITHOI Oe3merH.
IHTerpamia TaKHX TeXHONOTH. AK GmordeHH. 1T 1a [oT, v OepxaBHe VIPABRTHHA T4
O13HeC CIOpHSE CTIHHKOCTI SKOHOMIK [0 BHEIHKIE Diobamzami Ta UH(poBizamii.
VEpaiHl I BPaXoBYBaTH NeH JOCBLT M po3polKH BIacHoi cTpaTeri mudpopoi

TpaHchopMari

Iepenik Txepel DOCHIAHEA

1. Herpig S, Morgus B, Sheniak A= Active Cyber Defense- A comparative
study on US, Israeli and German approaches. January 2020 TURL:
https://www interface-eu org/storage/archive/files/active_cyber defense-
_a comparative_study_on_us_israeli_and german approaches pdf.

2 European Commnussion. The digital market’'s act. URL: https://digital-
markets-act ec_europa.ew/index_en.

3. Clun K. Biggest Data Breaches in Europe. UpGuard. 18 November, 2024,
URL: https:/fwww.upguard com/blog/biggest-data-breaches-europe.
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IH$POBA EKOHOMIKA B VKPATHT: MOK/IHBOCTI, BHETHEKH TA
NEPCIIEKTHBH

ITudpoEa €KOHOMIKA € OCHOBOKW CYYACHOTO CBITY. TPaHCHOPMYIOUH
EEDHOMIYHI, COIANBHI Ta KYILTYpPH1 nponecH Boma dopuye HoBi DizHec-Mozem,
IMIHIOE TPATHINHH MTXOMH 10 VIPAKIHER Ta CTHMYIIOE IHHOBAL ¥ BHPOOHHITEL,
OCBITI TA OXOpOH1 370poE's. BomHoduac BOHA CTBOPIOE HOB1 BHEJIHEH, [OB 33H1 3
ANANTAIERD CYCOLTBCTBA Ta D13HECY A0 THHAMITHHX 3MIH.

3pocTaHHA pom IHbOPMAHHO-KOMYEIKAMHAEKNX TexHomorifi (IKT) copmae
1HTerpami UHGPOBHK PIEHs Y BCL ACHEKTH EHTTENAILHOCTL. BHpPOOHHITEO CTae
GLIBII ABTOMATH30BAHHM, VIPABTIHHA — [IPO30PIIIHM 1 e()eKTHBHINIAM, a OCBITA —
JOCTYIHIIIOK 3aBIAKH OHIAAH-pecypcan. CydacHi MeIH9IHI TEXHOIOTIi, 3acCHOBAaH1
ua IKT, 3a0e30e4VI0Th TOUHICTE JIarHOCTHEH Ta eQeKTHEHICTE TIKVBAHHA.

Opeey 13 KIHOYOBHX acHeKTiE € OHQPOBIAlis — [OPOUec MEPexomy Bil
aHAIOroBHx g0 uHbpoBEx TexHomorii, mo GopMye OCHOBY If 1HTerpamii
{HHOBAIHHAX DINEHEs 1 MIBHMEHHA eheKTHBHEOCTI SKOHOMITHHX [porecie. BoHa
OXOILUIHOE BIPOBAKEHHS CVIACHHX TEXHOMOTIH, TAKHX 5K BemHkl HaHi (Big Data),

iaTepHer pedein (IoT) 1 mTyusmi iHTemnekt (AI). Ili exeMeHTH 3a0e3MeTVIOTH
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PH3HKH KIBEPBE3IIEKH 1A CYUACHOI'O BI3HECY

3 pozeuTEOM UHGPOBOTC ITaHIMAGDTY OpPraHizamii CTHKAIOTECA 3 JeJam
CEIATHINHME HpoDIeMaMH MO0 3aXHCTY CBOIX aKTHEIE BiN CEIATHHX KIOep3arpos.
IgTerpamsa pudpoEHx TexHomorii v crpareri KiOepOeslekH cTala KIOTOBOK IS
oM SKMIeHHA UHX pH3HEIE. Hacmiaxe kibepaTak MOXYTE OYVTH KaTacTPodQISHHME: BT
(hiHaHCOEHX BTPaT IO BTPATH pemyTamii. ToMy, edeKTHEHA NPOTHIIA Kidep3arpozaM €

OHHM 3 KIIOTMOBHX 33aBI4HE 114 3a0eznedeHnd oeznepedifinoi poboTH DizHECY.
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3rimHo 31 3iTamH €eponeiicekoro AreHtcrea 3 kibepbesmerm (ENISA) [1].
HAHOLTEII MOMHPEeHHMH {HUHISHTAME Kibepbeznern v kpaiHax €eponeiicekoro Corozy
z geperg 2023 no munens 2024 cramm (puc. 1):

— eigmoBa v goctyi (DoS/DDoS — ararm):

— IporpamH BHMaradi;

— PBHTIK JaHHX Ta IHIHISHTH BTPATH KOHDIIeHIHAHOCTI:

— 3arposH COUIATLHOI IHAeHepli (IPOBOKYBAHHA NePCOHAILY KOMIAHIA Ha Jii, mo
COPHAIOTH MOPVINEHHIO KiDepOesners);

— IIKiITHBE IpOorpaMHe 3a0e3MeTeHHA.

MpoaHaniaoBadi iIHYKWOeHTH 3a TMNOM Kibepataku

O DoS / DDoS atamm

B Mporpami- svmearagi

O Burik gasix

O 3arpasi coliansHol imseHepil
N Wkonmee nporpamHe

aabesnevertA
=]

Pucynox 1 — Hafioimem posnoBcroTxen! THIH KibepaTtak v kpaiaax €C 3 geperz

2023 p. mo mumens 2024 [1]

3a amam30BaHHA [eplof INOMICAIHA KUIBKICTE 3a(IKCOBAHHX 1HIHISHTIE
K10epbesnexn v kpainax €C smaroEamaca Bix 250 mo 700 iHmmnerTie (puc. 2) [1].
V 3pimi ENISA Takom® BH3Ha9eHO WOTHPH Pi3HHX THINE MOTHBAIii, AKi MOMHA

OB 72aTH 3 cyD exTamu zarpozH [1]:
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— dimancoea BHroga: Oyab-AKa (IHAHCOBO OB #3aHa M1 (3AIACHIOETBCT
3e0UTBIIOro MPYIAMH KiDep3I0THHINE):

— MIHIYHCTEO: OTpHMaHHA dbopMmami npo IB (mTemexTyansHy BIacHICTE),
KOHQUIEHINAH1 JaHi, CeKpeTHi JaHi (37e0UIbImoro 3MiACHIOETBCH — IPYIIAMH,
CHOOHCOPOBAHHMH JePAABOIO);

— 3HHINEHHA OYIB-AKA PYHHIBHA i, 9KA MOME MATH HEIBOPOTHI HACIIIKH,

— iOeomoriiHt OyAb-AKa i, MIKPUUIeHAa 1JS00TiERD, IO CTOITBE 3a HE

(HampHETAL, XAKTHB1IM).

T ey i e e =3 s £ £ e o ey

Pucyrok 2 — KimpKicTE (HUHIEHTIE KioepbesnekH v kKpaigax €C

o

&

o

=

3a muness 2023 -gepeens 2024 [1]

V OUIBIIOCTI BHOAKIE OCHOBHI 3arP0O3H MOJKHA BIIHECTH OO ONHIEl abo KUIBKOX
MOTHBAIH, IPHIOMY IEBHI MOTHEH EHABIAIOTECA OUTBIN JOMIHYEOTHME, HUK 1HImM. K 1
¥ BHOAJKY 3 M[ONEepeIHBOI ITepamicld vy cdepl aTak OporpaM-BHMAaradiB, Xoda
OCHOEHOK MOTHEAINIEID 3a3BHTAH € GiHAHCOBA BHIOAA, € HEBEHKHH BLICOTOK EHIIATKIE,
KOMH pPYHHIBHHH MOTHE TAKOMX BLUIIIPaE MEBHY poib. KpiM Toro, DLIBMIICTE 3arpos,

TOB A3aHHX 13 JaHHMH, OVIH 0B A3aHi 3 KUIbKOMAa MOTHBALIAMH, TOMIOBHOI MPHIHHOK
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AKHX Oviaa diHaHcoBa BHroga. [meomorif Ta IIIHIVHCTEO TAKOMK BUITPABATH IHATHY
PONE, OCKLUIBKH IIOEMHCHHKH NPATHYIH NPOCYBATH KOHKPETHI INIAHH aDo BHKPaZaTH
crpatermuy 1HGopMmamiro. [le makpecimroe pi13HOMAHITHI MOTHEH, IO CTOSTE 3a
KIDep3arpozaMH, MOTHHAKTH BiI (IHAHCOBHX CTHMYIIE 1 3aKIHTYIOTH 1IS0I0TTTHHMH
LILTAME Ta OUIAMH 300py po3BLIyBameHOi iH(opMami [1].

Jna edextHeHOi npoTHmi KibepiarpozaM KOMIAHII IIOBHHHI BIPOBAIAVEATH
KOMILTEKCHHH IIXLT, AKHE BETIOMAE

- MEXHiNHI 3acobu  3AXUCTY. AHTHBIPYCHI NPOTPaMH, CHCTEMH EBHABISHHS
BTOPTHEHE. IMTHGPYBAHEA JTAHHK TOMIO:

- opeawizayiiiii 2avodu. po3pobDKa MOMTHE Oe3NeKH, MPOBEIfHHA PEeryIApHHX
TPEHIHTIE 14 CIIEPODITHHKIE, CTEOPEHHA Pe3ePEHHX KOILA JaHHX;

- iM¥cenmepis Gesnexyu. BOVIOBYBAaHHA Oe3MeKH B VC1 ACHOEKTH PO3pOOEH
NPOrPaMHOIO 3a0e3 e e HHA.

CywacHl mudpopl mpHCTpoi BpasmHEL Ao Kibepatak. (OCODIHBO He CTOCYETBCA
npHcTpoie [HTepHeTY peveii. IHTepHeT pedefi (IoT) — we pepommomiiiHa KOHIENDIA, AKA
00'emmye Q13HM9HI NPHCTPOL. OporpaMHe 2ade3nedeHH, JATIHKH, aKTYATOPH TAa MEPel,
JIO3BOIIAIOTH iM 30HpaTH Ta obMmiHOBaTHCA gaHHMH. Xo4a loT BigkpHEae bexmd HoBHX
MOMUIHEOCTEH, BIH TAKOMK CTEOPIOC 3HAYHI PHIHKH J14 KiDepbesmerm.

o npuann epazmaeocTi [oT mo kibeparak MoxkHa ButHeCTH [2]:

- S@nuYesHY KiTbKicmb HPUCMpois! 3POCTAHHS EKUIBKOCTL  IINKIIIOTEHHX
NPHCTPOIE CTEOPIE BEMHTUSIHY ATAKYIOTY NOBEPXHID, INO VCEIATHIOE 3aXHCT BCIEL
MEPEKL;

- chaabra beznexa: barato loT-npacTpoie MarTE cIabkl a00 BIACYTHI MEXAHIIMH
DesmexH. Takl #K 3acTapule [pPOrpamMHe 3aDesmedeHHA. CTAHJAPTHI NAPOIL Ta
BiACVTHICTE mmppveanna. bararo IoT-mpucrpoie abo He BHKOPHCTOBYIOTB
mEbpyEaHHS B3aram. ab0 BHEOPHCTOBYIOTH CIADKI AaNrOpHTMH MHQPYBAHHE. IO

POOHTE ZaHi, SKi NepelarOTBCA MUK NPHCTPOSMH, EPAIHEHMH I NePEXOIUICHHA Ta
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nemudpyearaa. Kpiv Toro, 3apoIckki HATAINTYBAHHA 3 BHKOPHCTAHHAM CTAHTAPTHHX 1
NETKO 3M0TAJAHHX MApOIiE € MomHpeHe npobmemor B loT-npuctposx. le xozsomae
XAKepaM JIeTKO OTPHMATH JOCTYIL 10 IPHCTPOD;

- Jdeyenmpanizayio VNpastinHa: przHoMamiTHICTs loT-npHCcTpoie yoknaguioe ix
LEHTPATI30BAHE VIPABMHHA Ta OHOBIeHHA barato empobnmuie loT-npuctpoie me
3aDeIMeTYIOTE PEeTrVIAPHHX OHOEBJISHE NPOTPAMHOIO 3abe3lmeTeHHA IId yCYHEHHT
BHIBICHHX EPA3IHBOCTEH, MO PODHTE IPHCTPOT EPAZIHEHME 0 BLIOMHX ATAK;

- spaznuel npomoxonu: Jmd 3abesmedeHHs HH3BKOTO CHEPIOCHOMHEAHHA Ta
MIHIMATEHHYX O0UHCIIOBAIEHHX pecypcie, loT-mpmcTpoi =acTo BHKOPHCTOEVIOTH
CIOPOITEH] IPOTOKOMH, AKI MOAYTH MATH MEHINHH pIBeHL O€3NeKH MOPIBHAHO 31
CEIANHINMH OPOTOKOIAME, N0 EHKOPHCTOBYIOTECA B TPATHINHHHX KOMI FOTEPHHX
MepeEax.

3MOBEMHCHHEKN MOZYTE OTPHMATH HECAHKIIOHOBAHHHA JocTyn g0 npHcTpoie loT 1
BHEOPHCTOBYBATH IX /i PI3HHEK OUIEH, TAKHX HK 301p [JaHHX, BUIMOBA B
0DC/IVTOBVEAHHI AD0 HABITEH (P13HIHHA KOHTPONE HAX MPHCTPOEM. THIIOB1 3arpo3H IId
mepex [aTepueTy pedel Mo#HA HOJLUTHTH Ha Takl THOH [2-4]:

- ducmanyiiine VHpaenivHA: 3IMOBMHCHHEKH MOMYTh OTPHMATH JHCTAHOIAHHE
DOCTYI J0 NPHCTPOIE 1 BHKOPHCTOBYEATH iX I CEOIX IUTeH:

- sumix dawux: KoH(QimeHmifiHi mami, 310pami loT-mpucTposnm, MoxyTe OyTH
pukpaneHi. Bpazmuei loT-nprcrpoi Mo#yTe OVIH BHEOpHCTaH1 a4 300py HpPHBATHOL
1HGOopMAaIi Opo KOPHCTYBATIE 1 1 HOJANBIIOr0 BHKOPHCTAHHA B 3I0THHHEX [TUTAX;

- gidmoea & obctveosvearwi (DOS/DDOS-amaxy): WIOBMHCHHEH MOEYTE
NepeBaHTAKHTH MePeKy a00 NPHCTPOL. N0 IPHIBEIE IO BIIMOEH B 0DCIyTOBYBAHHI

- bomaremu: 3namanl loT-mpucTpoi Mo#myTs OyTH ob'eamani B DoTaHeTH mma
OpoBeNeHHA MacIOTabHEx Kideparak. DBpazmei IoT-mpucTpoi MomyTe Oyrm
BHEODHCTAHI #K [UIAITapM I8 DPO3NOBCIOMKEHHA MKULTHEOTO IIPOTPAMHOTO

3a0De3Me9cHHEA B 1HII1 TaCTHHH MEPEIKL;
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- gizuynuil docmyn: Y OSAKHX BHOATKAX 3IOEMHCHHKH MOMEYTE OTDHMATH
thi3HMHEA JOCTYII T0 OpHCTPOIE 1 MOJAHMIKYBATH iX NporpaMHe 3abe3redTeHHA.

A macnoimkw wideparak Ha loT xoMmMmamii MOXYTHE MOHECTH MaTepialbHi 30HTHH
(depes QIIHIHEX NOMKOEEHE O0TATHAHHS Ta 1HGPACTPVETYPH), QIHAHCOBI BTPATH
(zia mporpaM-EHMAara<ie. BHTIK KOHQLUICHINAHEX JaHHX), ETPATy PeIlyTauii KOMIaHI Ta
COLIAIBHL HACALUIKH ¥ pa3i IOPYIICHHA KPHTHIHOL IHPPacTPyKTVPH.

Jma zaxucTy Mepex [arepaery peweil cramyTs v Harom Tai mi [2-4]:

- OHOSMEHHA NPOZDAMHOZ0 3(0e3NeYenHs; PeryIapHe OHOBISHHA NPOrPAMHOIO
sabesneqgenns Beix loT-npucTpoie yoyeae Bixe BHABICHI BPA3IHEOCTL,

- ClTBHI HMAPO.I; BHKODHCTAHHA CEIATHHX. VHIKAIBHHX [ApoIcH IIA KOAKHOIO
[OPHCTPOR IHHIHTE BIPOTLIHICTE IHIHICHTIE KibepOe3ner .

- wugpyvsanra: 0DOB A3K0oBe mMHGPYBAHHA JAHHX, IO0 [IEPEJAIOTBCA MUK
MIPHCTPOAMH.

- cezmenmiayin MepexCi; MOXHA CTBOPHTH OKpeMy Mepexy mna loT-mpucrpoie,
mob OOMEeEHTH NOTEHLIAHY MKOLY B pasi 3apakeHHA ado posgummtH loT-Mepexy Ha
CETMEHTH LA 00MEACHHA MOMIHPCHHA 3 I0EMHCHOIO IIPOrPAMHOTO 3a0e3NcIcHHA.

— MOKIMOPUHZ MEPeXCi: PETYIAPHHE MOHITOPHHI MEPEeE] Ha MpPeaMeT MI03puIoi
AKTHEHOCTI JO3B0NHTE BHAEHTH 30BHIIIHE BTPYIAHHA.

- HASYAHHA HEPCOoHATy. HABTAHHA [EPCOHATY OCHOBAM 3aXHCTY  QAHHX,
CTEOPEHHI0 Oe3meTHHX Napolied, poboTH 3 koHdimeHMAHOK 1HGOPMAINEKD 3IHHIHTE
BiPOT1THICTE THOICEKOT IOMHEITKH;

- CRIGNPAYA MIHC KOMNAHIAMU ma YpAdaMiu: KOMIAHI Ta VPAZOEL OpraHizamii
MOYATH TICHIMIE CINEIPAIIOBATH A 0OMIHY 1HGOPMAIIEK Mpo 3arpo3H Ta PO3poDKH
CIUIBHEX CTPATETTH 3aXHCTY.

Sk mpuEnam ogHIE 13 yoIIMHEEX KibepaTak Ha npHcTpol [HTepHeTy pededl MomHA
euautaTE Mirai. Miral — e MacmuTabHa aTaka. 3OiHCHEHaA 3a JonoMorow boTrery Mirai,

AKHA Enepme 3 geHecA v 2016 powi. Miral opicHTOBaHHA Ha mpHCTpoi [HTepHETY peuch
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(IoT). Tari AK KAMEPH CIOCTEPEEEHHA, POYTEPH, TOmMO. BiH BHKOPHCTOBVE CIIA0KI MICIIE
B 3aXHCTI IHX IPHCTPOiB, 20KpeMa CTAHIApTHI MapoTi Ta HeKOpeKTHO HATAINTOBAHL
cucTtemu. Miral ckamye Mepei Ha HaaBHICTE NpHCTpoie [oT, BHKOpHCTOBYIOTH BiToMi
ODMEKOBL Jami Amd BXogy. [licos amaMy OpHCTPIA CTae YacTHHOK DOTHETY Ta
BHKODHCTOBYETECA Aad samycky DDoS-arak (posmoguleHHX arak Ha BUIMOBY B
obcayroeyeanHi). ¥ xoeTHL 2016 poxy Mirai Oyve eakopucTanmii ma DDoS-ataxs Ha
DNS-mpeeafinepa Dyn. B pesynetar: HH3Ka BenHkux BeOcaliTie, BRIIOTaOTH 1witter,
Netflix. 1 Spotify. crams HegocTynaaME [3].

Mirai cTaE HeDe3NmeUHHM NpPEeleIeHTOM, NPOJSMOHCTPYBAEBIMH, HACKUIBKH
epazaHel opHcTpoi loT. Pozpobrmkie Miral zatpumam B 2017 powi. anze kox OoTHeTY
OYE BHKIANCHHA y BIJKPHTHE JOCTYN. IO HpPH3ECAO IO IOABH WHCACHHHX HOIO
vomudikami. IlocTpakgams He TULIBKH KOMIAHIL, a H KIHIIEBl KOPHCTYEAdl depes
MOPYIIEHHA CEPEICIE Ta JOBAKHEBAHHA PECYPCAMH IPHCTPOIE.

Y 2013 pom xakepH YCOINHO 3TaMalH Mepexy larget 1 BHEPaTH 1H(QOPMALIL0
PO KPeIHTHI KapTKH 3 MUIBHOHIE TpaH3akWii. BoHH BKpalH oDIIKOEBL JaHl 104 BXOLY V
noctaganeEaka HVAC, axufi eExopHCTOEYBaE garTaHkH loT. mod momomortm Target
KOHTPOMIOBATH CIIOAHBAHHA €HEPrii Ta MIBHINYBATH e(eKTHEHICTE CBOIX cHeTeM [4].

Y 2017 powm vympaemmma CITA 3 xapwsoepmx npoxyerie Ta mkie (FDA)
oromoecHno, mo noHang 465 000 iMIIaHTOBAHK KapIi0CTHMYIATOPIE DYIH Bpa3mHEL 0
3many. KOHTPOIIOOTH OJHH 13 IHX DIPHCTPOIB, XaKep MIT DH DYKBAIBHO BOHTH KOTOCE,
POIPAIHENNH DATapel0, IMIHHBINH YacTOTYy CEPUEEHX CKOPOUSHE a00 3aCTOCYEBABINH
enextpomok. [lopymenna Oeznexn IoT daxTauso nepeTBoOpHIO PATIBHHE OPHCTPLHA Ha
MOTEHOIHHO CMEPTOHOCHY 30poro [4].

Y 2013 pom napa excnepTie 3 Kibepbe3nekH BHPINIHIA 31AMATH HOBEeHBKHH Jeep
Grand Cherokee 32a gomomorom Horo MyIBTHMemiiHOT cHcTemH. Boma bymm
VCIIMHEMH. | BOHH IPOJEMOHCTDYEATH, IO EOHH MOXKYTE BHKOPHCTOEYBATH

MYIETHMEIIHHY CHCTEMY QA MIKTIOUCHHT 0 iHIIONe IPOTPaMHOTO 3adesletdeHHT B



ABTOMODLIL, IEPENPOrpaMyBaTH HOIO, a HOTIM KEPYBATH ABHTVHOM, KEPMOM, TAIBMAME,
TPAHCMICIED TOIMMO. B emoxy Oe3lMuIoOTHHX aBTOMOOLTIE I JeMOHCTPAIA €
HANOISTTHEHM HAarafyBaHHAM IIpo Te. OO 130JAIA [DUIKTIOUEHHX IPHCIPOE €
KIIOY0BHM KOMIIOHEHTOM Desners [uTepuery peueii [4].

Ha szaxmcri nmbpoBHX OpHCTpOi Bl KiDepaTak MOXKYTH CTATH caMi IHEPOBL
TeXHOTOr{i Y HAMOMY JOCTITESHHI JOCTUTKYETBCS BHKOPHCTAHHA IEPeIOBHX
mHbpoEHx TexHomoril (Takmx sx mrTyaHHA HTexekT (Al), cHcTems MoHITOpHEHTY B
pPeaIBHOMY Faci Ta IIAaT(OPMH Mepe&eBOl De3MeKH ) 3314 IICHICHHES K10epbesnexs.

Texnomorii mWTy9IHOro 1HTEIEKTY Ta MamuHHOTe Haedamus (ML) pammramsso
IMIHHMIH BHSBICHHY Ta 3amobiraHHs kibepzarpozan. 11 Texwomorii ZO3BOILIOTE
OpraHi3amiaM AHAMIYBATH BENHKI OOCATH [JAaHHX, BHABIATH 3aKOHOMIDHOCTI Ta
aHOMAmi, IO BKA3yIOTE HA NOTEHLIAHI NopymeHus. Hanpuknax, ¢isTex-KoMmamil
BHKOPHCTOBYIOTE IHCTPYMeHTH Ha ocHoB1 111 1rd nokpamenns EHABICHHEA WaxpaicTea
Ta owiHkH pHzHkie. Hanpuxnan Humanize, amepHrascRKHA cTapTam i3 KibepOe:zmexH,
BHKODHCTOBYE INTYIHHE 1HTEIEKT M08 KIIBKICHOT OIMHKH KIDEpPHIHKIB, OLIMHKH
EpPA3THEOCTEH 1 HATAHHA TI€BHX CTPATETiH BHIPABTEHHA aki IHCTPYMEHTH He TLTBEKH
COPOIIYIOTE LIeHTHMIKALEO 3arpo3, ame H ONTHMIZVIOTE PO3MOIUT PecypCiB I
MoM’ AKIMEHHA KPHTHIHEY PHIHKIE [3].

MoHITOpHET ¥ peaTbHOMY Haci CTAB KIFOTOBHM THCTPYMEHTOM 3AXHCTY KPHTHTHOL
iudpacTpykTypH. B eHepreTHuHOMY CceKTOpi NPHKIATOM NBOTD MITXOTY € IHOIATHEA
Mimicteperea emepretmim CIIA  «Oxoporens cyeigeray. 3aBISKH  3aCTOCYBAHHIO
TEXHOTOTIL AKa 3abesmedye Mafoke MHTTERY BHIHMICTE €ICKTPHIHHX MEpEk. MPOTpaMa
MOKPAaITIIa MOHITOPHHT cHcTeMH 2 5% o 70%. PospimyBambmi mami npo 3arposH, fxi
AHOHIMHO NePeIAIOTECA 3ALIKARISHHM CTOPOHAM, NOKPAITYIOTE MEXAHIIMH KOISKTHEHOTO
3AXHCTY, 3aDe3MeTyIOTH MBHIKe pearyBaHHd Ha KibepaTass [3].

IInardopMu Mepemepoi OS3MEKH BiNINPaloTh BAXIIHEY POIE V 3aXHCTL CHCTEM

3B’ 43Ky Ta onepamifinux Texmomoriii. Kamamcekmit crapran CCX  Technologies
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pospobue «SystemX», muardopmy xibepbesnexn And BIHCEKOBHX 1 A€POKOCMITHHX
nporpaM. Bin BETOYA€ CHCTEMH BHABISHHA Ta 3aM0DITAHHA BTOPTHEHHAM, HE1
3AXHIIAOTE BUACEKOBEI MEpeEl 3B 43Ky HA I[IOBITPIHHX, HAIEMHHX 1 MOPCBEHX
TPAHCTIOPTHHX 3acobax [3].

Mexanizme mHEOPYBaHHS Ta 3aXHCTY [JaHHX MHPOKO BHKOPHCTOBYIOTBCH MMM
3AXHCTY KoHGimeHmifiHOi iHdOpMalii Eil HECAHKIIOHOBAHOIO OOCTVIY. [ amyai
po2apibHOT TOPTIBAl Ta OXOPOHH 3J0POB S 3HAYHOK MIPOK NOKIATAIOTECA Ha Il
TEXHOIOril A8 3aXHCTY [AAHHX KIEHTIE 1 MAEHTIE BiamoeiaHo. Heal Security,
mwiardopMa KiDepOe3nekH 118 0XOPOHH 3J0POB 4. VCYVBAE PHIHKH. OB A3aH] 3 BHTOKOM
JaHUX 1 3TOMOM MeJHYHHX IPHCTPOiR, NITAXOM MOCTIHHOTO MOHITOPHHIY Ta aHAMIZY
3arpo3 vy peanrsHoMy d9aclt. {1 3axonH MOBHINYIOTE JOBIPY Ta 3a0e3medyioTh
JOTPHMAHHS CYBOPHX IIPABHI 3aXHCTY Jaxux. [J]

i mpHEIAZH NAKPECTIOITE IHISTPAII0 NePeIOBHX TEeXHONOTIH. TakHX fK
IOTTVIHHE {HTETEKT, MOHITOPHHT ¥ PEATEHOMY 9aci Ta De3lleka MepeXi B PIZHHX TATY T
14 edyeKTHEHOT OOpOTEDH 3 Kibepzarposans.

Asne v 3piTi Deloitte Tako®x 3azHaveHO MEKUTBKA OpoDIeM IMMOJ0 BHKOPHCTAHHST
UHOPOBHK TEXHOIOTH, SK1 MOXKYTE 30UIBITHTH OHIAHH-pH3HEH [6]:

— "Uepe3 BEMHKY KUIBKICTE UHOPOBHX NPHCTPOIE BAKKO 3AXHCTHTH BC1 BLI
xibepaTax;

— KOHBEpreHNiAs HHGPOBOro Ta M3HIHOTO CBITY POOHTh HACTLTKH EKibepaTak
BaEYe Oepea0aTyBAHEMH 3 OUIBIION IOTEHIIHHOK MIKOIOK BLI aTAK.

Kpuruaumil xapaktep wmHbpoBoi 1HOPACTPYKTVPH pOOHTH i MIiMeHHIO IIq
K10ep2I09HHNIE, AK1 0A9ATE, IO ii BIACHHKH IOTOE] 3alUIATHTH EHKVIL, IIO0 VHHKHYTH
Aemmbpysana [6].

Hezpamaroun Ha cBol edeKTHBHICTE, LUHQPOBI TCXHOIOII CTHKAFOTBECA 3
0DMeEeHHAMH V BHPIIIeHH] THHAMITHOT IPHPOIH Kibep3arpos. 3T0OBMHCHHKH MOCTIHHO

ATANTYIOTE CBOK TAKTHKY, IOO BHMAarae NOCTIHHX IHHOBAmH ¥ IHCTPYMEHTAax
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Kibepbeznerm. [uTerpanis nudpPORHX TeXHOIOTIH V CIpaTerii KibDepbeImers € 3HaTHHM
mporpecoM ¥ bopotsdi 3 kibeparakams. [IITyuHEA 1HTEIEKT, MOHITOPHHET V PEAIBHOMY
Gaci, De3lmeKka Mepe&i Ta TEXHONONI MHGPYBaHHA BUIITPAlOTE EBa#UIHEY pOIB ¥
HEHEHHI PHIHKIE Yy pizHEx cexropax. OCKiTeKH KiDep3arposH NpOIOBAYIOTE
PO3IEHBATHCA, MOCTIfiHI iHHOBAaNii Ta CHIBIOpPAld MAaMTh BHPINATBHE 3HATSHHA M4

3abe3nedeHHT HANIHHAX Ta AJanTHBHHX CTPVETYD Kibepbesmern.
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PH3AKHA TA 3ATPO3H EKOHOMIUHINA BE3MEII IIIIIMPHEMCTRA B
KOHTERCTIIIH®POBOI O PO3BHTRY

Opramizami B yCIX FaTy3gx BCe DUIBINE MOKIAZAMOTECH HAa UHGPOB1 TEXHOIOILL
o719 BHKOHAHHA poOOTH. JpeInror. Ll HOBI TEXHOOON] — INTYIHHA IHTeIeKT Ta
MAIMHHHE HABYAHHA, |HTEpHET pedel, XMapHi OOMHCIEHHA, MAKCHMIZVIOTE MIEHIKICTE,
THYYKICTE, e()eKTHEHICTE 1 IPHOYTKOBICTE A8 OPTaHI3aIil, Kl iX BHKODHCTOEYIOTE [1].
Heszanesmo Big TOro. 9H MAac HA MeTi KOMIAHLL ONTHMI3VEATH CBOK IUUIBHICTE.
OpHHAHATH HOBl DI3HEC-MOEIl YH NOKPAIMHTH B3A€MONI0 3 KIEHTAMH, € 9acT0 €
PVII{HHOK CHIOW, INO CTOITE 34 PIMIEHHAM OPLAHIZAN NPHAHATH HOBI OHQPOBL
1HimaraeH [2].

OcxiutekE TexHomorii Bce OUIBINE IHTEIPVIOTBCA B VC1 ACHEKTH DIZHECY,

UHGPOEHA PHIHK CTa€ BCE DUILIIOK MpoOTeMO M4 KOMOAHIH Y BCBOMY CBITL Bin
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