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The purpose of this work is to propose a model of the relationship between
vulnerabilities and security services implemented in the information and
telecommunications system. Such a model would allow to evaluate the impact of
each of the vulnerable situations on each of the security services implemented in
the information and telecommunication systems with a comprehensive
information security system. This is model is needed to assess the risks to
existing systems and to mitigate the transition to international standards.
Alternatively, it is suggested to use an existing Common Vulnerability Scoring
System model, which is quite common. The works presents the advantages this
system and usability for security task. In the work are considered basic
principles of system operation. In conclusion, CVSS is a fairly flexible
widespread system and suitable for further work.

3apa3 Ykpaina 3HaXoAuThCs B mporieci pedopm moB’si3anux 3 Bxojaom 10 EC
Ta 3MIHOIO 3aCTApUIMX CTAHIAPTIB Ta 3aKOHIB, HA OLIBII HOBI, 3aXiTHOTO THUITY.

3apa3 BiJICyTHI MOJIeJli Ta 3aCOOM OIIHKY BIUTMBY BHUSIBJICHUX BPa3JIMBOCTEN
Ha ITC 3 KC3I. Tomy HEOOXiIHO CTBOPUTH BJIACHY MOJIENIb OIlIHKU
BpasnuBoctei, Ta iX BumBYy Ha ITC 3 KC3I. Taka moxaenp HeoOXimHa s
OIIIHKM PU3HKIB JIJISl BXKE ICHYIOUHX CHCTEM, Ta JIJIs TIOM SKIICHHS TIEpeXoay Ha
MDKHApOJHI CTaHJApPTH, OCKUIBKH IPOIEeC TEPeXOoAy BiJ HAIIOHAJIBHUX JIO
MDKHApOJHUX CTaHIAPTIB Ta iX rapMOHI3aIlisg 3aiiMe JIeSIKUM Jac.

Sk BapiaHT MOYKHa BUKOPHCTATH 3arajibHy CUCTEMY OI[IHKH BPa3JIUBOCTEH
(CVSS) BimoOpaxkeHy Ha icHyroul (GyHKIIOHATBHI TTpodini Oe3meku. 3aranpHa
CHCTEMa OLIHIOBaHHS BPA3JIMBOCTI (IKCYe OCHOBHI TCXHIYHI XapaKTEPHCTUKH
IPOrpaMHHX, TEXHIYHUX T4 MPOTPAMHO-TEXHIUHNX BPA3IHBOCTEH. 11 pe3ynbTaTu
BKJIFOYAIOTh YHCJIOBI MOKA3HHWKHW, IO BKa3ylOTh HAa CEPHO3HICTh BPA3JIMBOCTI
BIJIHOCHO IHINIHMX Bpa3iuBocTel. Lle BUIBHOPO3IOBCIOMKYBAILHHIN (PpeHMBOpPK
KWW BiOOpakae XapaKTEPUCTUKY Ta BHPaKeHICTh BpaszauBocTi. CVSS BMmimae
TPH OCHOBHI MeTpu4Hi Tpymu, 1e: Oa3zoBa(Base), uwacoBa (Temporal), Ta
exkonoriuna(Environmental) [2]. Jo mnepeBar CVSS wMoxHa BiTHECTH
CTaHIapTU30BaHy METOJIOJIOTII0 OIIHIOBAHHS BPA3JMBOCTI JIJII MOCTAavYaJbHUKIB
ta 1atdgopm. Ile Biakputa cCTpyKTypa, 10 3a0e3nedye Mpo30pICTh
IHAUBIMYaTbHUX XapaKTEPUCTHK Ta METOAOJIOTii, BHKOPHCTOBYBAHOI JIJIs
OTpUMaHHSI OILIIHKU. TakKoXX JaHa CUCTEMa € JIOCUTh MOMYJSIPHOK 1 BCIM
BUSIBJICHUM BPA3JIMBOCTAM HadaeThes ominka CVSS.
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Ockinbkn CVSS oniHIOE BIUIMB Bpa3jMBOCTEH Ha KOH(PIAEHIIHHICTD,
LUTICHICTh Ta JAOCTYIHICTH 1H(OpMAIIi TO TaKy CHCTEMY MOKHa BiZ0Opa3uTu
Ha OIIb, ockinbku DyHKIIOHATBHI MOCIYTrHM 3rPYHOBaHl 3a BIACTUBOCTSIMU
iHpopmanii Ta ITC  (koH(imeHIIHHICTH,  IUIICHICTh,  JOCTYIHICTH,
CIIOCTEPEXHICTH) [3].

Takox mepeBaroro JaHOT CUCTEMH € Te€, 110 BOHA OIIHIOE BPA3JIUBICTh 1 B
4acOBOMY MpPOCTOPI(CIOAM BXOJATH Takl (akTopu SK HAABHICTH KONIY
Bpa3JIMBOCTI, CAMOi BPa3JIMBOCTI, HASIBHICTh BUIIPaBJICHb). Takok AaHa cuctema
€ JOCUTh THYYKOIO, OCKIJIbKM Oepe /J0 yBaru CepeloBHUIIE PO3MOBCIOKCHHS
Bpa3iauBoCTi, To0TO omiHKy CVSS moxna "migkoperyBaTu’ BIANOBIAHO 0
KOHKpETHOI cucTtemMu. CHoXuBa4i MOXKYTh BHKOPHCTOBYBATH 1H(GOpPMAIIIIO
CVSS sk Bknag y mpoliec YNpaBIIiHHS OPraHi3alliifHOI Bpa3IUBICTIO, SKUU
TaKOXX BpaxoBye (daktopu, siki He € yactuHoro CVSS, mob kmacudikyBatu
3arpo3u i iX TEXHOJOT14HO1 1H(PACTPYKTYpU Ta NpUMMaTH OOIPYHTOBaHI
pillICHHSI 010 BUTIPaBJICHHS.[2]

Komu anamiTukoM mnpu3Ha4arOThest Oanw 0a30BUM IMOKa3HWKAM METPHK,
obuncmoeThest 6ain, mo craHoButh Bim 0,0 mo 10,0. Sk mpaBumio, 6a3oBi Ta
YacOBi MOKa3HUKU BU3HAYAIOTHCS aHATITUKAMHU YPA3JIUBOCTI, TOCTAYaIbHUKAMHU
NpOAYKTiB Oe3meku abo MoCTadyalbHUKAMHU JOJATKiB, OCKUIBKM BOHH, SK
NPaBUJIO, MAIOTh HAHOUIBIT TOYHY 1H(HOPMAIIIIO PO XapaKTEPUCTUKH BPA3TUBOCTI.

B mincymky, MoxHa 3poOuTH BUCHOBOK, 1o cuctema CVSS skHaiikparie
HiIXOAUTH JUIsl CTBOPEHHS CHUCTEMHU OIIIHKM BIUIMBY BpasnuBocteid Ha DIIb,
OCKUIBKA BOHa € pO3IMOBCIOJIPKEHOIO0, BpPaXxOBY€ BIUIMB Bpa3JMBOCTI Ha
KOH(IICHIIMHICTD, JOCTYIHICT, Ta IIUIICHICTh, BPAaXOBY€ IIOTOYHHM CTaH
BpPa3IMBOCTI Ta MOJKE€ 3MIHIOBATHCS BIAMOBIAHO 10 cuctemMu. Takox Taka
cucremMa ¢opMmye sKICHHUNM Oan 3a JOIMOMOIOI SKOTO MOXXHA OI[IHIOBaTH
HEOE3MEYHICTh BpPa3IMBOCTI. TOMY IJIi CTBOPEHHS CHCTEMH OIIIHKU BILIUBY
BpaznuBocteit Ha DIIb ciin Bukopucratu came CVSS.
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