Omnpenenienne 8. AropuTMIIecKas Ipoleaypa
AKG,(G,,X";Alg AkG,;X") =
=g, x—2KG: %0
Alg AKG,

peanusyroLast mpeodpazoBaHue ¢ oMol rpaga G,
(z-JICBP) BekTOpa BXOMHBIX CUTHAJIOB X' (3HAUEHUS
}£a6moz[aeMHX npusHakoB OITP) B BLIXOTHOI BEKTOP
X" (3HaueHus uenesoro npusHaka OITP) mocpen-
cTBoM asiroputMa Alg AkG, , Ha3bIBaeTCs onepaTo-
pom BrbiBozAa pemenuii (AKG, —oneparopom).

8. IIpumepsl pacnio3HaABaHHS 00HEKTOB C MIOMOMIBIO
3anpeTHOM JJIOrHYECKOM CeTH BbIBOIA perieHuii

IIpumep 1. 3apana 6a3a 3HaHwui B Buae z-JICBP (cm.
puc. 3) M1 HEKOTOPBIIA OOBEKT w CO CIEIOYIOIIAMHU
HaOMIONAaEMBIMUA TIPU3HAKAMM: X; =X;;,X; =X, U
X3 = X5, . HeoOxoquMo kiraccuuumrpoBaTh OOBEKT,
T.€. OTHECTH €TO K OTHOMY M3 CJIENYIOLIMX KJIaCCOB:
X4 » X4y WIN X5 . PellleHne 3amaun:

ITar 1. BceM 3Ha4eHUSIM 11€JIEBOT0 ITpHU3HaKa IIPUCBO-
UTh 3HaueHue «I»: X" =[111].

Iar 2. [lomate Ha BXOI CETH BEKTOP BXOAHBIX
curHaioB X' =[10:100:10].

IIar 3. AKTMBU3UPOBATh 1-i ypOBEHB JIOTMYECKOM
3aIlIPETHOM CETH BbIBO/IA pellieHn . Tak Kak B pe3yJib-
TaTe akTUBU3ALMU |-TO ypOBHS 3aIIPETHOM CETU BO3-
HUKJIO MPOTUBOpeune (KOMOMHaLKs HabI01aeMbIX
3HauyeHui mpu3HakoB OI1P x, =x,, U x; = x5, ABJIS-
€TCs1 3aIIPETHOM ), TO BHIMOJHEHUE AJITOPUTMA BbIBOIA
pELICHMIA O 3aIIPETHOM CETH OCTAHABIMBACTCS.

IIpumep 2. 3aganHa 6a3a 3HaHwuii B Buzae z-JICBP (cm.
puc. 3) U HEKOTOPBIIA OOBEKT W CO CIEIAYIOIIAMHU
HaOIONAaeMBbIMU NMPU3HAKAMU: X; =Xy;, Xy =Xp3 U
X5 = X5, . HeoOxoquMo kiraccuuumrpoBaTh OOBEKT,
T.€. OTHECTH €TO K OJHOMY U3 CJIELYIOLIMX KIaCCOB:
X4, Xgp WIN X4 . PellleHUe 3agaun:

ITar 1. BceM 3Ha4eHUSIM 11€JIEBOT0 ITpHU3HAaKa IIPUCBO-
WTb 3HayeHue «I»: X" =[111].

Hlar 2. [logatb Ha BXOX CETH BEKTOP BXOIHBIX
curHajioB X' =[10:001:10].

IIar 3. AXTuBU3MpPOBaTh 1-i1 ypOBEeHb JIOTUUYECKOM
3aIIpeTHOM CeTH BhIBoAa pelieHuii. [IpotuBopeune He
BO3HUKJIO.

ITar 4. Axtususuposats MU/ UJIU rpad G, .

IITar 5. C BBIXOAOB JIOTMYECKOM 3aIlpeTHOM CeTh
BBIBOJIA PELLIEHU I CHSITh BEKTOP BBIXOAHBIX CUTHAJIOB
X" =[010]. JenaeM BbIBOI, U4TO LI€JEBOM MpPU3HAK

X4 =Xg -
9. BriBoapbl

Hayunas noéu3na oJIydeHHBIX pe3yIbTaTOB 3aK/II0YA-
€TCSI B TOM, UTO B paMKax t ~-KBaHTOBOM MHXXECHEPUU
3HAHMI BIIEPBBIE IIPEIIOKEH METO MTPUHSTHS UICH-
TU(UKALMOHHBIX PEIIeHU, TIe B KAYeCTBE pelalo-
1LIIETO IpaBUJIa IPUMEHSIETCS 3aipeTHasl IorndecKast
CETb BBIBOJIA PEILICHUI, KOTOPask BOCCTAHABIMBAETCS U3
UMIUIMKATUBHOM 0a3bl KBAHTOB 3HaHWM. aHHBINA
METO/ ITO3BOJISIET, B OTJIMYME OT t -KBAHTOBOI'O METOAA
MNPUHSTUS PELIeHUI Ha OCHOBE PELLAIOLINX I€PEBLEB,
npoBepsTh OITP npu pacno3HaBaHMU Ha TIPOTUBOpPE-
YMBOCTh NOocTpoeHHO# bK3.

IpemtoxXeHHBI METOI OB MOJIOKEH B OCHOBY IIPO-
IPAMMHOI Pa3padOTKU MHTEIUIEKTYAIbHOTO SIIPa 3HA-
HUEOPUEHTUPOBAHHOM CUCTEMbI ITOAIEPKKI TPUHS -
TUA PeLLIEHUI. DKCIIEpUMEHTATbHBIE JAHHBIE TTOKA3a-
JIVL, YTO [10 CPABHEHUIO C METOIOM ITPUHATHUSA PELLIEH WA
Ha OCHOBE PELLAIOIINX IEPEBLEB TOYHOCTD PACIIO3HA-
BaHU4 NoBbIcuiach Ha 40%.
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SAIIINTA THOOPMALINN
B INTERNET-CETAX

HEMYEHKO B.11., IAO TXY ©bIOHT

PaccmarpuBaioTest BOIIpOCH TEXHUKY OCYIIIECTBIICHH S aTaK
Ha Internet ¢ y4eToM ysI3BUMOCTE! CYIIIECTBYIOIINX CETe-
BBIX MPOTOKOJIOB. [ToKa3bIBalOTCS MyTH MpeaynpexaeHus
Y YCTpaHEHUS aTak, B TOM YUCJE M 32 CYET Iepexona Ha
MPOTOKOJIBI cTeKa HoBoro mokojieHus: TCP/IPv6.

Beenenne. lllvpokoe pasBUTHE W WCIIOJIb30BaHHE
HOBBIX Internet-TeXHOJIOTH B OCJTIeTHEE BPeMsI BBIJI-
BHTaeT Ha TIEepPBBIA IUTAH BOIIPOCHI, CBSI3aHHBIE C
MpobJIeMaMu 00ecIieueHIST 0e30IacHOCTH MH(pOpMa-
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o B ceTsax. Cpeay HOBBIX Internet-mpuioxeHWi
MOXKHO Ha3BaTbh TaKMe KaK BCEBO3MOXKXHBIE OAHKOBC-
KHe YCIYTH, 3IeKTPOHHAst KOMMEPLIHSI (e-commerce),
YCJIYTH pa3IMYHbBIX TYpUCTHUYEeCKNX prpM 1 T.11. Ec-
TECTBEHHO, YTO ¥ OpraHU3alu, IIPEIOCTaBIISIOIINE
YCITYTU, ¥ UX KJIMEHThI KPOBHO 3aMTHTEPECOBAHBI B TOM,
YTOOBI ITOJTHOCTBIO M30€KaTh HeCAHKIIMOHUPOBAHHOTO
JIOCTYIIA TPETBUX JIUII K ITepeIaBaeMOii ITo ceT MH(POP-
MaLH.

Bomnpocsl kinaccugukany 1 aHaJaIu3a BCEBO3MOXKHBIX
CETEBBIX aTaK JOCTATOYHO ITOAPOOHO PACCMOTPEHBI B
nybonukauusx, Hanpumep B [1]. IlomuepkHem, 4To
ncxons n3 cemuypoBHeBoit Mogen OSI (Open System
Interconnection) OCHOBHOM aKLIEHT B TaHHOI paboTe
JieJIaeTcsl Ha aHaIu3e BOIIPOCoB obecreyeHrs uHop-
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MaIlMOHHOI 0e30I1acCHOCTH B Internet-cersix, 4To mpe/-
CTaBJISIET COOOM yenb iCCIIeIOBaHUSI.

AHaU3UpPysI MIPUIMHEI, TT0 KOTOPBIM CeTeBbIe aTaK1
MOT'YT UMETh MECTO, MOXKHO BBIIECTUTH TPY OCHOBHBIX
KJTacca HeZIOCTaTKOB, BCTPEUAIOIINXCS CETOMHS B 001a-
CTH 3allMThI CETeBOI MH(pOpMaIIMU. DTO — HEIOCTAT-
KU, CBSI3aHHbIE C TEXHUYECKUM 00eCTIeUeHEM CETEBbIX
pEeUIeHU, YSI3BUMOCTH CETEBbIX TPOTOKOJIOB U, HAKO-
Hell, MPo0JIeMbl, BHOCUMbIE YeJI0BeYeCKUM (DaKTOPOM.
IMocneqHumMuy 3aHUMAaeTCsl HOBasl 00JIaCTh HAYKU —
conanbHbIi nHXUHUPUHT (Social Engineering). Ec-
TECTBEHHO, YTO pellaTh JaHHBIE MPOOJIEMBI MMEET
CMBICJT B COOTBETCTBUH C IIPUBEIEHHOM KiTaccurKa-
LA,

TonoJiorns ceTn THNA “00mas mmHa” . Kak u3BecTHO,
Ha CeTrOIHSIIIIHMI IeHh HanOoJIee pacIipOCTPaHEHHOM! 1
MMpUMeHsIeMoi Ha mpakTuke siBsieTcs Ethernet-texHo-
JIOTUST, 6a3MPYIOLIASICS HA TOIOJIOT MU «O01IAS IIITHA» .
Ha puc. 1 mokazaHa cTpyKTypa CerMeHTa, IOCTPOEH-
HOTO 1o JaHHO Torosoruu. Kak Buaum, Bcst UHMop-
Mallusl B CETMEHTE CeTU LIMPKYJIUPYET 10 OOLIEH IIHE
U IJ151 TOTO, YTOOBI €€ TIOJTyIUTh, He TPeOyeTCss HUKaKUX
0COOBIX yXULIPEeHU. JIoCTaTOYHO OBITh MOJKITIOYEH-
HBIM K JAaHHOM IIMHE U aKTUBU3UPOBATh IPOrpaMMy
“sniffer”, koTopasi MO3BOJISIET «IIPOCTYIINBATH> BECh
TpaduK B OOIIIEH IIIHE.

Xoct 1 XocT 2 XocT 3
‘ ‘ MapwpyTusarop
Xoctd —
XocT-
3NoYMbILLNEHHMK

Puc. 1. [IpocnymmBanue» tpadpuka B Ethernet-cermeHre

ITpenmnonoxum, Ha [P-anpec oMHOTO 13 y3/10B CErMeH -
Ta M3BHE ITOCTYNWJI ITaKeT. bivkaiiimii MapiipyTu3a-
TOP, TTOAKJTIOUEHHBIH K JAHHOMY CETMEHTY, TTOChLTaeT
Ha muHY no ARP-nporokony (Address Resolution
Protocol) Tak Ha3piBaeMmblit ARP-3amnpoc B Buge IP-
aJpeca, B COOTBETCTBUE KOTOPOMY TpeOyeTcs ocTa-
BuTb MAC-ajpec (ampec ceTeBoil KapThl) UCKOMOTO
y37a. Bece y3bl cerMeHTa Mmojiy4aroT 3TOT 3apoc, HO
JIMIIb OAWH Yy3eJ, KOTOPOMY COOTBETCTBYET JAHHBIN
IP-agpec, moceutaer B mmHy ARP-oTBeT, T.€. cBOIt
MAC-anpec. B pe3ynbrare MapiipyTu3aTop JOCTaBUT
MakeT JAaHHOMY Y3T1y.

Tenepb nmpeacrtaBum, 4YTO OAUH U3 Y3J10B CEIMEHTA
SIBJISIETCS 3JIOYMBILIJIEHHUKOM, KOTOPBIN CTPEMUTCS
repexBaTUTh MPUILIEAIINIA TTaKeT. {1 5Toro oH 10J-
JK€H ONepeAuThb 3allpalliuBaeMblid y3€1 U MepPBbIM
IOCJaTh CBOI OTBET. Toraa IMpuilealnii Iocae HeTo
ucTUHHBIA ARP-0TBeT OymeT mpourHoprpoBaH Maplii-
pYTH3aTOPOM KaK JIOXKHBIN. B pe3ysibraTe KaHa CBSI3U
OyZeT ImepexBayeH 3J10YMBILILIEHHUKOM U OH CMOXET
TOJIYYUTD Yy>KOW MaKeT.

EcrtectBeHHO, 31€Ch ITOKa3aHa JIMIIb CyTh aTaku 0€3
aHaM3a noapoOHocTel ee peanu3sanuu. Ho naxe u3
5TOTO MPUMEPA BUJHO, UTO yIpo3a JaHHOTO THITA aTaKU
SIBJISIETCS BIIOJIHE peaJIbHOM.
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JJ1s1 TOro YT00BI UCKIIIOUUTH BO3MOKHOCTD IIPOCIIY-
IIMBaHUs TpaduKa B CerMeHTe, HY>KHO OTKa3aThCsl OT
TOIOJIOTUHU «O01IAasl IIWHA» U MEPEUTH K TOMOJIOTUU
«BBIIEJICHHAS JUHUSI», TIPU KOTOPOM KaXKIObI y3ei
CBSI3aH CO BCEMU OCTaJIbHBIMU BbIIEJI€HHOW IMHKEH. B
5TOM CJIy4yae MoJyYeHHbIU MaKkeT A0CTaB/sSIeTCS Mapll-
pyTU3aTOPOM afpecaTy Harnpsimylo. CiieoBaTeIbHO,
CaMo MOHSITHUE «IIPOCTYILIMBAHUE KaHaJIa» TePSIET 115
3JI0yMBILUIEHHUKA BCSIKUI CMBICTT, €CJIM OH HE Haxo0-
JIATCS HEMTOCPEICTBEHHO Ha MYTH CJIEA0BAHMS TTaKeTa,
MOCKOJIbKY B 3TOM Clly4yae eMy MoTpeOyeTcs MOAKIIIO-
YUTHCS [JI MPOCIYLIMBAHUS HANPSAMYIO K KaxKIou
BbIJEJIEHHOW TMHU M, UTO IMTPAKTUUYECKU HEBBITIOJHU -
MO.

BwMmecTe ¢ Tem, TaKkast TOITOJIOTHST Ha TIPAKTUKE TPYIHO-
peanusyeMa, MOCKOJIBbKY Jaxe CpeaHei BeJIMYMHBI
CErMEHT Oy/eT MMEeTh BeChbMa CJIOXHYIO M He TMOKYIO

CTPYKTYpY.

CrpykTypa cetn THNA “3Be31a”. Ha mpakTiKe, ¢ TOUYKM
3peHMs 6e30IacCHOCTH, UMEET CMBIC]T MCIIOJIb30BaTh
CTPYKTYpY THIIA «3BE3M1a», B IIEHTPE KOTOPOil HAXOIUT-
CsI KOMMYTATop (CBUTY), K KOTOPOMY THOACOSIMHEHBI
Y3IIBL.

BMmecte ¢ Tem, npu peanuszalyu TaKoOil CTPYKTYpPhI
OyneT HapyllleH OAWH U3 OCHOBOIOJIaraloluX MpUH-
LIMITOB CETeBOM peau3aliy — XUBYUYECTb, T.€. CIOCO0-
HOCTb CETU (B HalIEM cllyyae CerMeHTa) COXpaHSTh
CBOIO pabOTOCITIOCOOHOCTD TAXKe IIPU BBIXOJIE U3 CTPOSI
HEKOTOPOTO KOJTMIECTBAa KOMITOHEHTOB €€ COCTABJISTIO-
muyx. B HalreM ciryyae BbIXOM U3 CTPOSI KOMMYTaTopa
TTOJTHOCTBIO TTapa3yeT paboTy CEeTMEHTA.

Boiaesiennbie Juauu. YacTUUHBIM BbIXOIOM M3 CJIO-
KABIIEHCS CUTYallM MOXeT ObITh KOMITPOMMCCHOE
peleHre — pa3doreHNe MOACETe! Ha TPYIIITHI, CBI3aH-
HBIE BBIIEJICHHBIMM IMHUSIMU, BHYTPU KOTOPBIX Y3JTHI
MOAKJIIOYEHBI K OOLIEN IIIMHE.

Ha puc. 2, a moka3zaHa CTpyKTypa IIPOCTEHIIEro
CerMEHTa M3 YeThIPeX Y3JI0B, PEaIM30BAHHOTO IIO
MPUHLMTY «BblaeneHHas aTuHus». Ha puc. 2, 6 npu-
BeJieHa CTPYKTypa TUIIA «3Be3[a» C KOMMYTaTOPOM B
Ka4yeCTBE LIEHTPAIbHON TOUKH.

Xoct1 —— Xoct 2
Xoct4 —— Xoct 3
a
XocTt 1 Xoct 2
\
KommyTatop
XocTt 4 XocT 3

0
Puc. 2. CtpyKkTypa cerMeHTa: a — BBIIeJICHHAS JIMHUS,

0 — 3Be3ma c KOMMYTAaTOpOM B Ka4€CTBE HeHTpaJIbHOI?‘I
TOUYKHN
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ATaKu ¥ 3aIMTHI OT HAX HA CETEeBOM YpoBHe. PaccMmoT-
p¥IM TeTle pb BOIIPOCHI pean3alliy aTaK v 3allIUThI OT
HMX Ha CETEBOM YPOBHE.

Kak mn3BecTHO, ogHMM M3 HauOoJiee 3allUIIEeHHbBIX
IIPOTOKOJIOB TPAHCIIOPTHOTO ypOBHA siBsieTcss TCP-
MPOTOKOJI, TOCKOJIbKY Ha 3Tamne yCTaHOBJIEHUS CBS3U
B CETU CO3[1AETCSl BUPTYaJIbHBIN KaHAJT B TPOLIeCcCe Tak
HasbIBaeMoro «pykornoxatusi» (handshake) [2]. [1pu
9TOM Y3Jbl, YCTaHABIMUBAIOLIKE CBSI3b, MOCTOSIHHO
00MeHUBAIOTCS ayTeHTU UL PYIOLLel MH(popMal-
eli, 0a3upyloleiics Ha HEKOTOPBIX UCXOMHBIX UIEHTH -
¢uKaTopax, CreHe pupOBaHHbBIX «CIIyYallHBIM» 00pa-
3oM. OmHaKoO, KaK IToKa3aja MpakThuKa, TpUBeIeHHbIC
BBIIIIe MEPHI 0€30ITACHOCTH He JAaIOT ITOJTHOM TapaHTUH
3aIIUTBI OT CETEBHIX aTaK.

Hawubonee 3¢pdeKTUBHBIM METOIOM 3allUTHI ITe peaa-
BaeMOI 110 ceTH MH(MOPMAIINH SIBIISIETCS €€ KPUTITOT -
pacduyeckasa 3ammra. OOHAM U3 IPUMEHSEMBIX B
HacTosIIIee BpeMsl KpUnTorpadrniecKnx CTaHIapTOB
SIBJISIETCS IPUHSITHI OTHOCUTEILHO HEJJaBHO CTaHAAPT
SSL (Secure Socket Layer), CIoab3yIOIIM A TPUHLIUIT
OTKPBITOTO KJTI0Ya ¥ Oasupytoiuiicss Ha metoae dud-
¢u-Xenmana (Diffie—Hellman). OqHako ero ucrosb-
3oBaHue B Internet-cetsix mokonenust TCP/1Pv4 (ko-
TOPbIE PACIIPOCTPAHEHBI CEfiYac MOBCEMECTHO) HE SIB-
JIgeTCs 00s13aTeTbHBIM 1, CJIeTIOBATEIbHO, MBI HE MO-
K€M TOBOPHUTH O TAPAaHTUPOBAHHOM 3aIlIMTe TIepeaaBa-
€MOI O CETSIM MH(POPMALIUN.

B mocienHee BpeMs BO BCeM MUPE OCYIIECTBIISIETCS
Mepexo/1 Ha CeTeBbIE TEXHOJIOI'MU HOBOT'O MOKOJIEHUS],
OCHOBaHHBIE Ha MCIOJIb30BAHNH CTeKa ITPOTOKOJIOB
TCP/IPv6. XapakTepHoit 0COGE HHOCThIO HOBOM TEX-
HOJIOTUM SIBJISIETCSI TO, YTO BCSI MHGOPMALIMS B CETH
repenaeTcs ¢ UCMOIb30BaHUEM KpUNITOrpanyecKoi
3allMThI, 0a3UPYIOLIEIICS HAa IPUHIIUITIAX, ONTMCAHHbBIX
Boie. Ha puc. 3 mokasaH mpouecc (popMupoBaHus
KpunTorpadmieckoro KoHtekcra mpoTokonom TCPv6.

XocTt B
L 1 L ]
”pe,qno»(

€Hue K|
pwnrorpaquecmro anropur,
napameprl) >

leTM

i anro
eckui an
it KpunTOrPAPUY
yTBEPKAC napameTpe!

C
€aHcoBoe ymncrio A
Ceancooe HMeno B
Mgemv@mxamg X
Koanpoga Z o
HHbIA 1 noAanncanHpn
XoctaB__
/\QeHTUEUKATO rcaHHbin
KonmpoBaHHbM v NoA

XocT A

—
Puc. 3. ®opmupoBaHue Kpunrorpaduieckoro
KOHTeKcTa mpotokosiom TCPv6

Kaxk BugHo 13 puc. 3, ¢paza popMupoBaHUS KPUIITOT -
padmIecKOro KOHTEKCTa COCTOUT M3 YeThIPEX IOCIIe-
JIOBaTEeJIBHBIX IATOB. [1yCcTh XOCT A SIBIISIETCSI MHUTIH -
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aTopoM yCTaHOBJIeHUS CBs3U ¢ xocTtoM B. Ilpexne
Bcero, o0a y3ja corjacoBbIBalOT OOLIUI KpUIITOTrpa-
duyeckuii arropuT™ U3 YMcia HauboJsee pacnpocTpa-
HEHHBIX 1 TOITyCKaeMBIX CTaHmapToM. [1penromoxmm,
o910 DES-anroputm. Cpean nmpodux rmapaMeTpoB 00-
CyXImaeTcsl TaKxKe M CEaHCOBBIN ITapaMeTp g.

3aTeM XocT A MochliaeT xocty B uncino 4=g*, Bbiuuc-
JIEHHOE Ha OCHOBE CBOET'0 CEKPETHOT0 KJ1toua X. B cBoro
ouepenb, XxocT B mockutaeT xocty Auuncio B=gY,rae
y— ceKpeTHbIH Kimtou xocTta B. Takum o6pazom, oO1mit
CEaHCOBbIU OTKPBITHII KJIt0U OyAeT paBeH g [1].

ITocne 3TOro XoCcThl 0OMEHMBAIOTCS MACHTH(bUKATOpa-
MM, HOANMCAaHHBIMU CBOUMU CEKPETHBIMU KITFOUaMU U
KOIMPOBAHHBIMU OOLLIUM OTKPBITHIM KJTt0UOoM. Takum
obpasoMm, (haza ayTeHTU(UKALIMN, ITPeAIIECTBYIOIIAS
obmeHy nHdopMalLmeii, 3aBepiieHa. anee Bcss nuHGpOp-
Malus OyzeT repeaaBaThCsl B 3aKOAMPOBAHHOM BUIIE,
YTO 3HAYUTEJbHO CHMXKAET PUCK HECAHKIIMOHUPOBAH-
HOTO JOCTYIIA K HEM.

Yro KacaeTcs ceTeBOI aTaK1 Ha yPOBHE MapIIIpyTH3a-
IINH, TO TPAKTHYECKH BCE aTAKW JAHHOTO BMIa OCHO-
BaHbI Ha panbcudukaumu [P-agpeca y3na, chopmupo-
BaBILIETO NEepechlIaeMblii 10 ceTU nakeT. UMmeeTcs aBe
BO3MOXXHOCTH 3aILUTUTHLCS OT TAKUX aTakK.

ITpexne Bcero, HEOOXOAMMO, YTOOBI KAXKIbII MapILIpy-
TU3aTOP NMPOBEPsLI, COOTBeTCTBYET v IP-anapec y3na,
creHepupoBaBliero naker, IP-aapecy ero noaceru.
Eciu He coOTBETCTBYET — MaKeT JOJIKeH OBbITh 0TOPO-
1LLIEH MapILIPyTU3aTOPOM.

Bropas BO3MOXHOCTb 3aKJIIOYAETCS B TOM, YTOOBI B
3aroJIOBKe MePECHIAEMOTO MaKeTa ObIIN 3ape3epBUPO-
BaHbI CNIELIMATbHbIE MOJIsI, B KOTOPBIX KaXKAbIiA MapllI-
pYTHU3aTOp, YEPE3 KOTOPBIN MPOILIEJ AKET, OCTABIISIT
nHdopmariuio o cBoeM [P-anpece. Takum o6pa3om, B
KOHEYHOU TOYKE MOKHO ITPOaHAIU3UPOBATD BECh PO -
JIEHHbBIU MapIIPYT U YIOCTOBEPUTHCS, YTO MAKET ObLI
CreHepupoOBaH MMEHHO TeM y3ioM, 4deii IP-ampec
MPONUCaH B 3arojoBke. ONHAKO 3[eChb BO3HUKAET
npo0GieMa, CBSI3aHHasi C TeM, UYTO Mbl Harlepe /1 He MOXeM
3HaTbh KOJIMUECTBO MTPOXOAUMBIX MapILIPyTU3aTOPOB, a
CJIe10BaTEIbHO, HEBO3MOXKHO 3apaHee OMPEACIUTh KO-
JINYECTBO PE3EPBUPYEMBIX MOJIEMA.

3akmouenne. B 3aBepiiieHne aHa3a BOIIPOCOB 3allli-
Thl UH(OPMALIMU B CETSIX OTMETUM, UTO MPAKTUUECKU
BCE pacIpOCTpaHEHHBIC COBpEMEHHbIE OTepallMOHHbIE
CHUCTEMBI He TTPeyCMaTPUBAIOT BOBMOXKHOCTD 3a1L[UThI
OT TaK Ha3bIBA€MOTO «ILITOPMa 3allPOCOB Ha CBSI3b
TCP». A UMeHHO, HET OTpaHNYEHMS Ha KOJIMYECTBO
TaKMX 3aMpOCOB, TTOCHLIAEMbIX B €IMHUILY BpeMEHU
OIHMM U TEM K€ y3710M. DTa ySI3BUMOCTb OTI€PAIIOH -
HBIX CUCTEM MO3BOJISIET 3JI0YMBIIILIEHHUKY IePEIo -
HUTbH BXOJHOM CTEK 3aIllpOCOB Ha CBSI3b C TEM, UTOOKI
BBIBECTH JAHHBIN y3eJI U3 pabodyero COCTOSTHUS.

CrenoBateIbHO, YTOOBI YCTPAHUTD YTPO3y aTakK II0m00-
HOTO pojia, CJIEAyeT OTPaHUUYUTb KOJIMYECTBO 3aIIPOCOB
BOYepEaN, CTCHEpUPOBAHHBIX OMHOM U TOM XK€ ITOJCe-
TBIO. A IS TOT0, KaK OBLJIO0 OTMEYEHO BHILIIE, HY>KHO
KOHTPOJIMPOBATh MPOLIECC MAPLIPYTU3ALIMU B CETSIX.
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B 3axkioueHue oTMETUM, YTO, HECMOTPSI Ha YPE3BbI-
YaiiHy10 BaXXHOCTb, 3a7aya 3allUThl MHQOpMALIUU B
CeTSIX IO CUX ITOp BeChbMa JIajieKa OT CBOETO PeLIeHUS.
Bonb11ioii 111ar B 3TOM HarpaBieHU U OyIeT caeaaH mpu
repexo/ie Ha CeTeBbIE MPOTOKOJIbI HOBOT'O MOKOJEHUS
TCP/IPv6. BmecTe ¢ TeM, aBTOPHI, pyKOBOICTBYSICh
JIpeBHE MyapocThio «KTo 0cBe1OMIIEH — TOT BOOPY-
KeH», OyAyT yIOBJIETBOPEHBI, €CJIU I10Jb30BaTe/n
Internet, mpouyunTaBlLIKe JAHHYIO CTAThIO, 3AyMAIOTCS
0 TOM, HACKOJIBKO XOPOIIIO 3alIUIIEH UX XOCT.

MBI x0Tenu 06 00paTUTh BHUMaHWE YMTATEes e Ha TO,
YTO MpEeKAe YeM pa3paboTaTh ¥ BHEIPSTH HA MPAKTUKE
MOJIUTUKY CeTeBOI 0€30MMaCHOCTH, CIeAyeT 3a1aTh ceoe
BOIPOC — HACKOJIbKO aJicKBaTHA LIeHAa 3allUIIaeMOi
uHGOpMalMM TeM 3aTpaTaM, KOTOpbie OyayT UMETh
MecTo Mpu ee 3amure. HeoOxomuMo MpUHSITHL BO
BHUMaHMeE CJISAYIOLYI0 aKCMOMY: TpeOoBaHUsI obecrie-
yeHus: 0€30MacCHOCTU CeTeBoil MHGpOPMaIlUM BCeraa
HaxXoOSITCSl B TMPOTUBOPEUUU C TAaKUMU CETeBBIMU
XapaKTepUCTUKaMU KaK (PYHKLIMOHATbHOCTb, OBICTPO-
JIeMiCTBHUE, yI0OCTBO padOThI U T.1. [ToaTOMY puUCTY-

MaTh K OCYILECTBJICHUIO MOJIUTUKHU CeTeBOI Oe3omac-
HOCTU CJIeAyeT JIMIIb XOPOLIO B3BECUB BCE «3a» U
«1poTuB». [Ipyu 3TOM HYXHO TpoaHAIU3UPOBATh U
onpeaeIuTh BO3MOXHOCTb MCITOIb30BAHYSI TOCIEIHUX
HapabOTOK B JaHHOU objlacTh. B yacTHOCTH Tex, O
KOTOPBIX 111J1a PeYb BHILIIE.
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METO/IbI 1 CPEJICTBA CO3JJAHUSA
IIUP®POBBIX CUCTEM HA
KPUCTAJIJIAX. AHAJINTUYECKUNI
OB30P

XAXAHOB B.U., ETOPOB A.A.,
KAMUHCKAA M.A., XAXAHOBA U.B.

PaccMaTpuBaloTcst METOIbI U CPEJICTBA CO3/IaHUsI U pa3pa-
60TKM IIMGPOBBIX CUCTEM Ha KpucTautax. IIpuBomurtest
AHATUTAYCCKUI 0030p CYIISCTBYIONIMX CHCTEM MOIEIIH -
poBaHMsI, BepU(MUKALUU, CUHTE3a U HMILICMEHTALIMMN.
Haercst kitaccuPUKaLKsI YAIIOB C ITO3ULIMY CO3IAHMST 9KO-
HOMUYHBIX 1 BBICOKOIIPOM3BOIUTEIbHBIX LIU(POBBIX CUC-
TeM. [1oKka3bIBatoTCs MTePCIIEKTUBHBIC Iy TH PA3BUTHSI PHIH-
Ka 3JICKTPOHHBIX TEXHOJOTMiI M BO3MOXHOCTH WX IIPO-
HHMKHOBEHUS B YKpawHy.

Beenenne

Ludpossie cucremsl (LIC) ynpasnenus, coopa, XxpaHe-
HUSL, TIpeoOpa30BaHKSsI M aHAJIM3a TAHHBIX B HACTOSIIEE
BpeMs ITPUMEHSIFOTCS BO BCEX 00JIACTIX UeJI0OBEYECKOM
JIesITeIbHOCTU (MMPOU3BOACTBO, HAYyUHbIE UCCIIEI0OBA-
HUsI, OBIT, O(UC, TPAHCHIOPTHBIE CpelCcTBa). B cBsI3u ¢
stuM K LIC Bce Gosee Bo3pacTaroT TpeOOBAaHUS IO
YMEHBIIEHU IO CTOMMOCTU, Pa3MEPHOCTH, SHEPTOnoT-
pebaeHuIo, armapaTypHoi u3obeIToyHocTy. [TocneaHssa
JIOJIKHA OBITh MAKCUMAJILHO MOAOTHAHA IO/ BBITIOTHS -
eMylo 3amady. OueBUIHO, UTO YHUBEPCAJIbHBIE , MOIII -
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HbI€ TIEPCOHAJbHbIE KOMITBIOTEPHI, ITOTPEOIISTIONINE
0OJIBIIIOE KOJINYECTBO SHEPTUU Y UMEIOLINE BHYILI -
TeJIbHBIE pa3Mephl 1 CTOUMOCTD, HE MOT'YT KOHKYPU-
pOBaTh Ha PhIHKE CIIENNATN3MPOBAHHBIX YCTPOICTB.
Yo xe B3ameH?

OTBeTOM Ha TaHHBIN Bonpoc MOryT ObITh: Embedded
Systems (BcTpoeHHBIe cucTteMbl), Systems on Chip
(SoC — cuctembl Ha kpuctamiax) [1], Networks on
Chip (cetu Ha kpuctamnax) [2]. Ipyrumu cioBamu,
YTOOBI TOOUTHCS YBETUUEHUSI TPOU3BOAUTEbHOCTH,
YMEHbILIEHUs MOTPebIsIeMO MOIITHOCTH U pu3nyec-
KUX pa3MepoB, CUCTEMY HEOOXOIMMO pa3MelliaTh He Ha
mniaate, a Ha Kpucrayuie. [Ipu npoexkTrupoBaHuu SoC
npo0baeMa GyHKIIMOHAILHOM BepU(DUKALIUY U TECTHU-
pPOBaHUS SIBISIETCS OMHOM M3 CAMBIX CJIOXHBIX: TTO
OLIEHKaM BeAYIIUX 3apyOeKHBIX (DMPM U CITeLINAJIHC-
toB obmiecTBa IEEE cromMocCTh ee pellieH1sI COCTaBIsIET
50 — 70% oOT COBOKYIIHBIX 3aTpaT IIOJIHOIO LIMKJIA
pa3pabotku KpucTasia [3,4]. Ha ppiHKe MUKPO3JIEeK-
TPOHUKH JUTSI U3TOTOBJIECHUS LIU(PPOBBIX KPUCTALIOB
HanOoJiee TTONYJISIPHBIMU SBJISIIOTCS 3aKa3Hblie BUC
(cell based ASIC) 1 nporpaMMupyemMbie JTOTMYECKHe
uHTerpanbHble cxembl — [IJIMC (PLD — CPLD,
FPGA) [5]. ABa gpyrux TUIIa JOrm4ecKux yCTpOCTB
MOCTEeNEeHHO YXOasT B Ipoliioe — 310 SDL (nuckpeT-
HbIE JJornyeckmue MukpocxeMbl) 1 GA (BEeHTUJIbLHbIE
Marpuinl) [6]. Ha 6asze ASIC u PLD cymecrByior
clenyolle HalpaBleHUsI pa3paboTKM LM(POBBIX
cucreMm (puc. 1).
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