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CyuacHunit poasnToK iMopMauiiHmx i NPU3BIB QO 3HAYMOIO IPOCTAHMA
oﬁeane uwu@poeamm mepexesoro Tpadiky, Wo yexnaa
P Gnuey Hebeanexy Ana P 1976 DDOS-
araxu. Ak my'rb 3AiC “epes Wwugp i 3 MACKYIM#Ch NI
NErTUMHY aKTUBHICTL.
M uiel poBoTu € gocniny i 3awndposancro
Tpacpixy 3 Ha DDoS-araku y xmapsomy eepenoauuu 1a

BGxa npe y CHCTEMM Ha OCHOBI peKxyp D
(RNN) y noearansi 3 AutoEncoder. OcHOBHKM#M Wmmm Aoulwueuua € ananiz
cyvaamx nigxonis Ao o6pobxu &p 36opy Ta

Y MEPEXEBUX i edaenueuocn RNN ra AutoEncoder y
Janaqax i, a Takox HOpMy TEOPETUHHIX PEKOMEHAAUIR Woao
NoGynoBH apXITEXTYDH CHCTEMH.
O6'exTom aocninxesns € np I Ly pacdixy B xMap

CEpeoBHLIAX 3 METOK BUABNEHHR DDoS-erax ﬂpeaueTou [OCNIKEHHR € METOAM
RNN 13 AutoEncoder, sxi 40380NRK0TL BUABNATH

6. IHKM Y Mep noTOKaXx.

Y xoni pobotv y CRETH . aHania niteparypHux axepen 3
xiGepbeanexn Ta rmuBOKOro Has4anHs, 0Gpobxa Aanux Mep: pacpixy, nobyanosa
T3 openeit RNN Ta AutoEncoder, P 1@ nepesip

P OCTi dHaT [a Taxu# niaxin aoseonse Mubwe
AaocniauTk ocob i wxinnueotl ak 1y 3awndp! y Pixy
T3 CPOPMYBATH NPAKTHYHI PEXOMEHAAUIT LWOAO BNPOBAMKEHHA CUCTEM 3aXUCTY 8
XMAPHHUX CEPEAOBHILAX.

OuixyBani pesynsTaTh AOCHANEHHNA BKIKONAIOTE CTBOPEHHS TEOPETHUHO! OCHOBN
Aans noGynosu iMTenexTyanbHux cucrem susanesnna DDoS-arax y sawwdposaHomy
Tpadixy, a Takox poIpolky np y pi . wo 336 yE epexTHamMi
MOHITOPHHI MEPEXEBOro Tpadixy Ta niasuwye pisexs G p paici

Pucynok A.2 — JIpyra cTopiHka 3BiTy Ha yHIKaJIbHICTh
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Crnaiinu npe3eHTartii

MaricTepcbka KBanidikamiiiHa poboTa
Ha temy:

«JlocainxenHss MeTOAiB po3Ni3HABAHHSA 3]1I0BMHCHOI'0
samH@poBaHoro Tpadiky I 3aXHCTY XMapHHX cHcTeM Big DDoS
arak. Buxopucranasa RNN y moeaqnanni 3 AutoEncoder»

BukoHas: KepiBHHIK:
nom. Kpasens H.

Xapkis 2025

_~ 1

Pucynox b.1 — cnaiig 1 (pucyHOK BUKOHAHO CaMOCTIHHO)

-~

3ara;JbHa XapaKTepHCTHKAa Po0OTH \

Banzexo 90 % raobansHoro 1HTEpHET-TpadiKy CHOrogHi nepeaaeTscd depesz TLS, mo pobuts kiacHanui DPI
AKTyansHICTB Hee(EeKTHEHHM A711 BHABIEHHA D!
NIPH OBOMY MacIITaOyBaTHCA ML

S-arak. HeoOx1iaHa TeXHOIOr14, 3aTHA OaYHTH aTaKH, HE POMH(POBYIOYH MIAKETH, 1
pHi HABAaHTKEHHA.

—

006’exT AOCTITKEHHSA ITpouec emaenenns DDoS-arak y sammdporaHoMy MepeskeBoMY Tpadiky.
IIpeamer gocaizxeHHs Mopgem # MeToaH aHATIZy MEpEKeBHX IIOTOKIE BH3Ha49eHHs ctaHy DDoS-araku

R e e PozpobnTH Ta eKCrIepHMEHTATEHO IIEPERIPHTH IPOTOTHIL, AKHH V peansHOMY daci BHaexie DDoS-araku y TLS-tpadiky.

3anponoHopaHo riopHaHY baratopieHery Mogers AE + RNN, mo npaioe JHIme 3 IOTOKOBHMH O3HAKAMH Ta BPAXOBVE

Hayxoea HOBH3HA . . . =0 . j . .
9acoBi IaOIOHH Y MOBEAIHII; JOCATHYTO TOIHOCTI oHax 94 % npw zatprmmi < 0.03 Mc/mocmimoBHICTE.

Peanizoeano npoToTHn 12 300poM, arperamieio Ta aHaIi20M MOTOKIE. JlocarHyTo TogHOoCTi noHax 94 % Ta menakocTi

IlpakTH4Hi pe3yabTaTH . R . X
o [ 0bpodkH 700 THc. noTokie/c. [IpoToTHN MiATPHMYE po3ropTaHHsA v XMapi Ta iHTerpanio depes REST APL

— PeanizyeaTtu KoHBeep 300py Ta 0OpOOKH MOTOKOBHX JaHHX.

— ITobymyeata AutoEncoder 271 CTHCKaHHA O3HaK.
3apJaHHA AOCTIIKeHHS — Peamizyeats RNN-mozeas ana knacHdikanii cTaHy aTakH.

— ITobyayeaTH MOBHOLIHHHI IPOTOTHIL.

— IIpoBecTH NOPIEHATBHY OLIHKY 3 €EPHCTHIHHMH METOJAMH.

Pucynok b.2 — cnaiin 2 (pucyHOK BUKOHAHO CaMOCTIHHO)
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Tligxix 2o pasiBrenns DDoS-aTak

Hegoxika

* He migrtpmaye amanis TLS-sanmdgposanoro
Tpadixy.

CHrHaTYpHe BHSIBJICHHS * Ilpamoe gepes aHATIS BMIiCTY IAKeTiB.

Eepucraani Meroan

RNN-LSTM

Tiopuaanii AE — RNN

» IloTpedye moCTIHHOrO OHOBJIEHHA CHTHATYD
714 BHAEIEHHA HOBHX aTaK.

*  Uacri XuOHi CIIpaIOEaHHA IPH HETHIOBHX
naTepHaX.

* Hosi aTaxn He BHABIAOTECA O€s HOBHX
MPaBHIL

» Bucoke obuncnioBanbHe HaBaHTaXEHHA.

+ ToeinbHe HaBYaHHA yepes rnuboky
PEKypPEeHTHY apXiTeKTypy.

»  CXWnbHICTb 0 NepeHaBYaHHA Ha
LWYMOBKX AAHUX.

» OOmexeHa Npo3opicTb NPUAHATTA
pileHb (HWU3bKa IHTEPNPETORAHICTD).

» YcknagHeHa peanizauia Ta onTuMisayia
HaraTocTyneHeBoi apXiTeKTypH.

»  Pu3auk BTpaTi KpMTUYHWX 03HAK Nig yac
CTUCHEHHA.

+ Lle Hwxua iHTepnpeToBaHIiCTL Yepes
NOEAHAHHA ABOX “UOPHUX ALLMKIB".

Kro4osi mizxoan 10 nody1oBH cHcTeMH BHsiBJIeHHsI DDoS-atak

IlepeBarn

EdexTHEHe 1714 BHABIEHHA BiJOMHX 3arpos.
Mae HE3BEKi 00UHCIIOBANEHI BHTPATH.
Jlerxe B HaNAMTYBaHHi Ta iHTEpIpeTan;ii.

EdexTHEHE 1717 BHABTEHHA BiTOMHX 3arpos.
Mae HH3BKi 00UHCIIOBANEHI BHTPATH.
Jlerxe E HanamTYBaHHi Ta {HTepIpeTan;i.

3axonnie cknagHi TeMnopanbHi naTepHu y Tpadiky.
EdbekTuBHUI NpK aHanisi NOTOKOBUX AaHMX.

Mae noTeHujan ANA BUABNEHHA HETPUBIANbHWX aTak 3
[OBrOTPUBANOI 3aNeXHICTIO.

lMokpalyeHa AKICTb BXIAHWUX AaHUX 3aBAAKK BUGANEHHIO
wymy.

MeHLwa KinbKiCTb 03HaK NPULIBUALIYE HABYAHHA Ta 3HWKYE
HaBaHTaXeHHA.

Kpalle BUABNAE KOMNNEKCHI 3arpo3u 3 AUHaMIYHOIO
NOBeAIHKOK.

Pucynox b.3 — cnaiig 3 (pucyHOK BUKOHAHO CAMOCTIHHO)
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Mera:

ITocTaHOBKA 3axa4i

Po3pOOHTH Ta eKCIIEPHMEHTAIBHO IIEPEBIPHTH IPOTOTHII CHCTeMH BHsiBIeHHA DDoS-arak y 3ammgposasomy TLS-

TIpo6.ema:

er — RNN 6e3 po3mH}ppyBaHHA MaKeTiB.

IIndpyBaHHsa XOBae BMICT MAKETIB, TOMy KIacH4HHI DPI i CHrHaTypHI 3acO0H He MPaLFOOTh; IPOCTi OPOroBi

GUIBTPH NOPOIKYIOTh HAATO OAraTo XMOHHX CIIPALBOBYBaHb, a OUIBIIICTE ICHYIOUHX PIIICHB ITHOPY€E YacOBi MAaTEPHH

aTak.

IITo noTpibHo:
Heo0xi1HO MPOBECTH AETATPHAMN aHATI3 METAJAHHX MEPEKEBHX IOTOKIB U1 (POPMyBaHHA O3HAK TAa HABYMTH [1OpHIHY

Mozens, B Akii AutoEncoder 3smMenntye posmipHicTs ganux, a LSTM nociaizoBHO k1acH(iKye CTaH aTakH.

s goro:

11106 teHTpH Ge3MeKH MOIH B PEKHMI PeaIbHOTO Yacy BHABILATH Ta 3yIHHATH PO3IOILTCH] ATAKH, OTPHMYBAaTH
MOB1ZOMJICHHA H 1CTOTHO 3HH3HTH BHTPATH HA PYYHHI aHAI3 XHOHHX TPHBOT.

Pucynox b.4 — cnaiig 4 (pucyHOK BUKOHAHO CAMOCTIHHO)
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IIponec BUSIB/JIeHHS KILIHBOIO Tpapiky

?

OTpruMaTH MepeXxeBsui NOTIK

Y ITics HaIXOIUKEHHS MepeKeBOro IMOTOKY CHCTeMa BIILIAE
LG CTATHCTIIYHI O3HAKI Ta HOPMaTi3ye iX, mob 3abe3mednTi
v OIHOPITHICTH JaHHX IUIS IOJAIbIIOl OOPOOKIL.
Hopmaniszysatw naxi
Amo&ncm? AutoEncoder cTickae BXITHI 03HAKH JO KOMIAKTHOTO
CTBOPIOE NPEeACTaBNeHHA JIATEHTHOTO IIpEACTaBJICHHA, 36epira10'm KIIIO90BY
v iH(OpMaIio Mpo MOTIK.

RNN knacwdixye
(araxa / Hopma)

V Bunazaky anomanii RNN aHanizye HOCIIIOBHICT O3HAK 1
$—‘ Avanizysarnn D_J, BH3HAYae, 41l [le XapaKTepHa noBeainka i DDoS-artaxir.

SIKIIO X IIa0JI0H He BIAMOBINAE aTalll - IIOTIK IO3HAYAETHCA
CTBOPUTH CNOBILLEHHA No3xaymnTn noTik

AK HOpPMaNbHMA K Oe3IeuHHIl.

o

Pucynok b.5 — cnaiig 5 (pucyHOK BUKOHAHO CaMOCTIHHO)
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ApxiTeKTypa CHCTEeMH

CucTeMa obyI0BaHa 3 YOTHPHOX JIOTTYHHX MIAPIB:

» Obpobka Tpadiky
+ Amnamiz

* 30epiraHHA JaHHX

* Bisyamizauia

Pucynok b.6 — cnaiin 6 (puCyHOK BUKOHAHO CaMOCTIHHO)
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N

ApxiTtexkTypa riopnanoi Heiipoanoi Mepexi AutoEncoder + RNN

== « Bxiza: 6aT4, J0B:KHHA MOCIIIOBHOCTI, KITBKICTh 03HAK
1 * Pretrained Encoder cTHckae — naTeHTHHI BeKTOp
| I | » LSTM npuiivae JTaTeHTHI OCILIOBHOCTI Ta MoBepTae Buxix, hidden ta
— = - cell state
_ - * Mexanism Attention ¢oxycye Buxiz LSTM — KOHTEKCT BEKTOp

* Classification Head nepeTBoproe KOHTEKCT — JIOTIiTH
» Argmax Ha JoriTax aae (iHaTPHHH KiIac
* Bucoka BupasHicte AE + uacosi 3anexsocti LSTM ama HaziiHO1

k1acuikanii

7
Pucynoxk b.7 — cnaiig 7 (pMCyHOK BUKOHAHO CaMOCTIHHO)
IlinroroBKa JaHHX TN
Data Preparation
" ol Validation Flow Vaidation Sequence
(25% of the oaS(a'sen (NS::':;?_ 20) m;m sze - 32)
HIKARI-2021
E'""::nmm Concat Combined Dataset spit >4 Sequence Generator
CIC-DDoS-2019

Train Set Train Flow Tvllaﬂ Sequence

(7% ol s calass) (sequence size - 20) (batch size - 32)
8

Pucynok b.8 — cnaiin 8 (pucyHOK BUKOHAHO CaMOCTIHHO)
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TpenyBanus MoaeJi TN

9
Pucynoxk b.9 — cnaiin 9 (prcyHOK BUKOHAHO CaMOCTIHHO)
TpenyBaHHs MoaeJi N
Tran Sequence
(batch sze - 32)
Training Stage 1 (5 epochs) Training Stage 2 (10 epochs) ~
v v
e, |—  Encoser s Fww::m' AE + LSTM Hybrid :g i rogoced AE + LSTM Hybrid
ming rate
! |
Calctatetoss |—»| TraningLoss Calcuate Loss +——>»{  Training Loss
Optmizer Step OpfazacSup
Model Vasdation Model Vakdaton
Validaion Loss Vahdaton Loss
Vahdaton Sequence
Dataloacer
(batch sze - 32)
10

Pucynok b.10 — cnaiig 10 (pucyHOK BUKOHAHO CaMOCTIHHO)
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IaTepdelic nporpamMu

A Wetwees Pl Mot

System Status & Controly
s oL
- — =
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Suspecious Activty Trend (Flow based)
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i

Pucynox b.11 — cnaiin 11 (pucyHOK BUKOHAHO CAMOCTIIHHO)
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IaTepdeiic nporpamu

[o:semanes ]
. O. cn -
=T
Flow Sunmary

o o s
i e s o
Header & Flag Suts
-

Pucynok b.12 — cnaiig 12 (pucyHOK BUKOHAHO CaMOCTIHHO)
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Pe3yabTaT eKcliepHMeHTAJIbHOI NepeBipKH

Marpuua nomunok SYN Ratio Martpuui momuinok IAT Regularity
10000 8000
7000
Benign le+04 3710 8000 Benign
6000
g 6000 g 5000
E E 4000
4000
3000
Attack Attack
2000 2000
o Benign Attack 1000
senon Predicted label putack Predicted label
Pucynox b.13 — cnaiin 13 (pucyHOK BUKOHAHO CAMOCTIIHHO)
PGSyJ'leaT eKCHepﬂMeHTaJIbHO'l' nepeBipKn
Martpunz nomunox Unidirectionality Matpu momunox AutoEncoder + LSTM
12000
12000
10000 Benign 10000
E 8000 T 8000
E 6000 E 6000
4000 Attack 4000

2000

Benign Attack

Predicted label Predicted label

Pucynox b.14 — cnaiin 14 (pucyHOK BUKOHAHO CAMOCTIMHO)
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Pe3yabTaT eKcliepHMeHTAJIbLHOI NepeBipKH

TTopiBHAHHA METPHK YCIX MIAXOMIB TlopiBHAHHA MBHAKOIT BCIX MiTXOAIB

0005 Detechon Performance tvanaton Teot set bl iterunce Teve. st et

-
!
I I !m‘
— [T e : bt LS4 p— L= e

: erare— Prer=———

15

Pucynox b.15 — cnaiin 15 (pucyHOK BUKOHAHO CAMOCTIHHO)
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ITincymkn

3anponoHoBaHo ribpuaHy 6aratopisHeBy mogenb AutoEncoder + RNN, sika npautoe
BUKITFOYHO 3 MOTOKOBUMMW O3HaKaMu Ta BpaxoBye Yacosi WwabnoHu B noBediHui Tpadiky. Y
TecTax A0CArHYTO TOYHOCTI BUSABNEHHA noHag 94 % npu 3atpumui 06pobku < 0.03 Mc Ha
NoCnifoBHICTb.

PeanizoBaHo npoToTun cuctemu 3i 360pom, arperauieto Ta aHasniaom MoToKiB: iIHCTPYMEHT
06pobnsie go 700 000 noTokis/c, 36epirae cupi gaxi B InfluxDB Ta pesynbTtatu knacudikauii B
PostgreSQL. Yci cepsicu po3ropTatoTbCcsl B XMapi 1 B3aeMogitoTb Yeped eguHun REST API.

OTpuMaHi NOKa3HMKN NiATBEPAXKYHTb FTOTOBHICTb PileHHS 40 BnNpoBaaXeHHs B SOC-
cepepfoBuLax Ana peanbHoro Yacy getekuii DDoS-atak y 3awmdpoBaHomy TLS-Tpadiky
6e3 po3wndpyBaHHS NakeTiB.

16

Pucynok b.16 — cnaiig 16 (pucyHOK BUKOHAHO CaMOCTIIHHO)



&3

~~

A

7. Allamanis M. Leaming 10 Repecsent Programs with Graphs (Esexvpomssii
pecype] / M. Allamanis, M. Brockschmidt, M. Khadems // arXiv. — Peaomt aoctymy:

) hitps://arxiv.org/abs/1 71100740 (xara ssepsesuee: 10.06.2025) \
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The Future of Science, Technology and Economy

USING DEEP LEARNING FOR DETECTION OF
ENCRYPTED DDOS ATTACKS IN CLOUD
ENVIRONMENTS
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The rapid growth of cloud computing and increased reliance on cacrypted traffic

ANDRIY TRYPILKA presents significant challenges for network security, particularly regarding the
detection of Distributed Denial-of-Service (DDoS) attacks. Traditional methods such
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The Future of Science, Technology and Economy

7. Allamanis M. Learning to Represent Programs with Graphs [EnektpoHHmit
pecypc] / M. Allamanis, M. Brockschmidt, M. Khademi // arXiv. — Pexxim JocTyIy:
https://arxiv.org/abs/1711.00740 (nara 3BepHeHHS: 10.06.2025).

USING DEEP LEARNING FOR DETECTION OF
ENCRYPTED DDOS ATTACKS IN CLOUD

ENVIRONMENTS
Kravets Natalia
Candidate of Technical Sciences, Associate Professor
Trypilka Andriy

Second-year graduate student (Master’s degree)
Department of Software Engineering
Kharkiv National University of Radio Electronics, Ukraine

The rapid growth of cloud computing and increased reliance on encrypted traffic
presents significant challenges for network security, particularly regarding the
detection of Distributed Denial-of-Service (DDoS) attacks. Traditional methods such
as signature-based and deep packet inspection (DPI) have become largely ineffective
due to encryption standards like TLS/SSL, which prevent access to payload data.
Consequently, cybersecurity researchers are turning to alternative detection techniques
that focus primarily on metadata analysis, including packet size distributions, timing
intervals, connection rates, and session durations [1].

Encrypted DDoS attacks are especially problematic because they effectively
mimic legitimate user behavior and complicate anomaly detection. Attackers
increasingly leverage encryption protocols to mask their activities, thus bypassing
traditional network monitoring and intrusion detection systems. This approach makes
distinguishing malicious traffic from legitimate traffic particularly challenging, as
standard detection systems rely on recognizing known attack signatures or inspecting
packet contents, both of which become ineffective under encryption [2].

Recent advances in machine learning, particularly deep learning techniques, offer
promising solutions to this challenge. Autoencoders, a specific type of unsupervised
neural network, have shown significant potential in detecting anomalous patterns
within encrypted traffic. Autoencoders operate by learning to accurately reconstruct
benign traffic patterns during training. When confronted with previously unseen
malicious traffic, such as DDoS attack patterns, these networks exhibit high
reconstruction errors due to deviations from learned benign patterns. This property
allows autoencoders to detect anomalies effectively even in highly dynamic cloud
environments, where comprehensive labeling of malicious traffic is difficult [3].

However, using autoencoders alone might not adequately capture temporal
aspects inherent in network traffic data, which is crucial for accurately identifying
attacks like DDoS, characterized by distinctive temporal patterns such as repetitive
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packet bursts or synchronized traffic spikes. To address this limitation, recurrent neural
networks (RNNs), including Long Short-Term Memory (LSTM) and Gated Recurrent
Units (GRU), have been introduced into anomaly detection frameworks. These
networks are specifically designed to process sequential data and capture temporal
dependencies, making them highly suitable for analyzing time-series traffic data.
Studies demonstrate that RNN architectures significantly improve the detection
accuracy of temporally patterned attacks when integrated into anomaly detection
systems [4].

Hybridizing autoencoders with RNN models has emerged as a robust approach,
combining the unsupervised detection capabilities of autoencoders with the sequence
modeling strengths of RNNs. Such hybrid models first identify suspicious traffic flows
using autoencoders and subsequently apply RNNs to analyze these flows in more
detail, effectively classifying the nature and type of detected anomalies. This
combination results in higher accuracy, lower false-positive rates, and improved
adaptability to previously unknown attack patterns compared to traditional single-
model systems [5].

The effectiveness of this combined methodology is supported by recent studies.
Experiments utilizing hybrid deep learning architectures, particularly combinations of
Convolutional Neural Networks (CNN) and Long Short-Term Memory (LSTM),
conducted on widely recognized datasets such as CIC-DDo0S2019 and CSE-CIC-
IDS2018, report accuracy levels exceeding 99% in detecting encrypted DDoS attacks,
accompanied by notably low false-positive rates [6]. These results highlight the
substantial potential of deep learning approaches, particularly because these models
operate solely on traffic metadata without needing access to packet payloads, thus
maintaining user privacy and ensuring compliance with data protection regulations.

However, several challenges remain to be addressed before widespread
deployment of these methods can be achieved in real-world cloud infrastructures. Deep
learning models, particularly hybrid models involving RNNs, typically demand
substantial computational resources and require careful tuning to balance precision,
recall, and operational efficiency. Furthermore, maintaining model accuracy over time
requires continuous retraining on fresh datasets reflecting evolving traffic patterns and
attack techniques, raising questions of scalability and resource allocation within
enterprise environments.

Future research should thus focus on enhancing computational efficiency,
facilitating real-time processing capabilities, and optimizing these models for
deployment in practical cloud environments. Advances in distributed deep learning
architectures and cloud-native implementations present valuable directions for making
these sophisticated methods practically viable. Additionally, research into
explainability and transparency in deep learning systems is essential, as the opaque
nature of neural network-based methods often complicates trust and acceptance by
security analysts.

In conclusion, despite existing technical and operational challenges, deep learning
techniques, particularly hybrid architectures employing autoencoders and recurrent
neural networks, represent a significant advancement for the detection of encrypted
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DDoS attacks within cloud environments. Continued research and development in this
area promise substantial improvements in cybersecurity practices, offering viable
alternatives to traditional detection mechanisms and significantly enhancing the
resilience of cloud-based infrastructure against modern cyber threats.
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