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HocmimkeHo cxemy KiOepcCTiiikoi MapuipyTu3amii y KOMYHIKaIliiHIN
1HGPACTPYKTYpl KPUTUYHO BaxJMBHX Mepexk. OCHOBHA i7esi moydraiga B
MO€THAaHHI MApUIPYyTU3allli KOMIO3UTHUMHU Ta MPOCTUMHU NUIAXaMU Ta MIAXOIY
po3ninieHHss cekpery. OTke, HaBiTh SKIIO 3JOBMHCHHK 3KOMIIPOMETYE JEsKi
KaHAJIM 3B’SI3Ky Ta MaplIPyTH, BiH HE 3MOKE BIAHOBUTH BHUXIAHI JaHl, SKILIO
KUIBKICTh YAaCTUH MOBIIOMJIEHHS Y LIMX MapLIpyTax OyJie MEHILIO 32 BUBHAYECHUN
nopir. B mpomeci MojenmtoBaHHS Ta PO3B’SA3aHHA ONTHMIZAIIAHOI  3ajadi
HEJNIHIMHOTO MpOrpaMyBaHHS IPOJEMOHCTPOBAHO €(PEKTUBHICTH BHUKOPUCTAHOI
cxemu. Ilokazano, mo cxema Illamipa 3 HaamipHicTIO 3a0e3meuye Kpare
OalaHCyBaHHA 4YacCTHUH KOH(IACHIIINHOrO TMOBIJIOMJIEHHS 32 pPO3pPaXxOBAHUMHU
MapuIpyTamu, Hix cxema 0e3 HaJIMIpHOCTI.
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The scheme of cyber-resilient routing in the communication infrastructure of
mission-critical networks is studied. The main idea was to combine routing over
composite and simple paths and the secret-sharing approach. Therefore, even if an
attacker compromises some communication links and routes, he will not recover
the original data if the message parts number in these routes is less than a certain
threshold. In the process of modeling and solving the optimization problem of
nonlinear programming, the efficiency of the used scheme is demonstrated. It is
shown that Shamir's scheme with redundancy provides better balancing of the
confidential message parts on the calculated routes than the scheme without
redundancy.

226



