JIOJIATOK A

['padiununii matepian kBanidikamiiinoi poooTu

49



50

XAPKIBCbKUA HALIIOHANBHUWA YHIBEPCUTET PALIOENEKTPOHIKA

KBAJII®IKAIIIMHA POBOTA

Jpyruii (MaricrepchbKHii) piBeHb

HA TEMY: Meron nepeBipky UUTICHOCTI ayaioJaHUuX Ha
OCHOBI HU()POBUX BOJSHUX 3HAKIB

] KepiBauk:

g mou. Mapropunpkuii B.O
Crynment rp. KCMwm-22-1

Boumapuyxk I1. C.

XAPKIB
2024p.

Meroro kpamidikamiitHoi poOOTH € MOCTIKEHHA Ta pO3pOOKa METONY IIepeBlpKI

IUTICHOCT] ayIOMaHX HA OCHOBR1 IMI(POBUX BOJIAHIIX 3HAKIB

/

% OO'ekToM  IOCHDKCHHS €  Tpolec  aBTeHTHQIKAIl
ayniodaiinis.

% IlpeameroM AOCTUDKCHHS TIOJNATAE B METOAM TIEPEBIPKH
HLTICHOCTI ayTioTaHux



AKTYyaJIbHICTh

1.3a6e3neueHHn BipHOCTI | TOUHOCTI: AKLWLO ayaiogaHi BTpayatoTb LiNiCHICTb Yepes NOMWIKM NPKW Nepeaadi um
3BepeKeHHi, e MoXe NPU3BEeCcTH A0 BTPaTH 4K cnoTeopeHHAIHbopmauii. MepesipKa yinicHocTi gonomarae
YHUKHYTK Takux npobnem i 3abesneyunTu BipHicTb AaHUMX.

2.3axuUcT Bif, 3MiH Ta 310BXMUBaHb: AKLO ayaiodaHi MOXyTb OyTH 3miHeHi be3 BaWoro Bigoma 4m 3N10BXKMBaHI,
Lie MOXe BMAMHYTKW Ha TXHE BUKOPUCTaHHA Ta BiporigHicTs. MepesipKa WinicHOCTI Aonomarae BUABUTM Byab-aKi
HenpaeoMIpHi 3MiHW Ta BTpPy4YaHHA.

3.lapaHTye BipHYy poboTty aygiocuctem: Y BMNaaKy BUKOPUCTaHHA ayAioaaHux B npodeciliHux abo Ba)IMBKUX
3aCcTOCYyBaHHAX (Hanpuknag, B MeAWLMHI, CYA0BIN eKcnepTusi abo ayaiosanvcax), BaK/IMBO BNEBHUTMCA, LLO
AaHi 3aN11LLaoTbCA HEAOTOPKAHUMMK | TX MOMXHa A0BIpATH.

4.be3sneKa Ta BignoBigHicTb: Y AeAKMX BMNaaKax, ocobaMBO KoM MAETbCA NPo 3BYKOBI AaHI, AKi BiAHOCATbCA
0o ocobucToi iHbpopmauiiabo gaHux, WO NignagatoTb Nig perynatopHi BUMOTrK, NepeBipKa LificHOCTI Moxe

6YTH BaXK/IMBOK ANA BUKOHAHHA BUMOT Woao 6eanekn Ta KoHdigeHUiMHoCTI.

5.MonepepeHHA BTpaTK AaHux: [NepeBipKa LiniCHOCTI MOMEe CAYHUTH IHCTPYMEHTOM 1A NONepeKeHHA
BTPaTH ay4iofaHUX Yepes MoMUIIKK, BUNaLKK BUAANEHHA YU iHWI npobaemu.

ICHYtOUM meToam 3abe3neyeHHA LiTiCHOCTI

Xemr-cymu (MDS, SHA-1, SHA-256)
CRC (IuKTIHAA HAJIAITKOBHI KOJ)
Aynio-curaarypu

PenynmantHicTh TaHUX

@aiioBl XapaKTePUCTHKH
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CteraHorpadis B aygmodannax

1.3amina menmux 6itie (Least Significant Bit, L.SB): ITeit MmeTon BKTIOUae B cefe MPHXOBYBAHHS iH(OpMATIii,
3aMIHEOKOTH MEHI BAKITHE] §ITH aymioCeMILTIE Ha GiTH MPHXOBAHOTO TIOBLIOMITEHHS. 3a3BHYAil e He TIOMITHO
JUTA ByXa JIEOJIHHH, alle TIPH aHATi31 Moke Oy TH BHABIEHO 3MiHH.

2.®a3zopa Mogudikamia: [HITHM MeTOTOM € 3MiHa (a3H aymio CHTHATY, O Moke GyTH BUKOPHCTAHOTO T
mpuxoByBaHHA iH(opMari. Mam 3MiEd y a3l MoxyTs OYTH BHKOPHCTAHI T TIepeiadi O1TiE TOBIIOMIEHHA.

3.Bcrapka iHINHX 3BYKiB: MOXKIHBO BCTABHTH B ay/JiONAHHIT BKe ICHYIOUHE 3By KOBHIT [IyM, AKHI He Oyae
IIOMITHHEH JUTS CIIyXaua, aje MICTHTb B CO01 IIPHXOBaHY 1H(OPMALIIIO.

4 Yacoerwuii 3cyB (Time-domain techniques): Ileii MeTox BHKOPHCTORY€E 3MIHH Y UaCOBOMY Ipe/ICTaBIeHH]
ayIl0CHTHAITY I IPHXOBYBaHHA 1H(pOpMAIi.

5.BHKOpHCTAHHS HENPHMITHAX YACTOT: J[egKi MeTOIHM MOXKYTH BUKOPHCTOBYBATH HEIIPHMITHI YaCTOTH IS
MIPHXOBYBaHHA IH(OpPMALLl, 0COOIHBO B YUaCTKaX aylioCHIHAIY, AKI MEHIIE Ty T/IHBI JJI1 ByXa.
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OCHOBHI €TaIy NePLUENTUBHOTO ayT10XEITyBAHHSI

MOXXYTh BKJIFOYATH B C€0€ HACTYIIHI €Tallu:

Bxineuit memiagaiin Co

Tlonepenns o6pobxa

Kagpyeamss

Windowing

Kiroa xema K
(onuioHamEHO)

¥

|. |. |. |. |.

CrexTpaibHe HEPETBOPEHER

Baxinsi mogeti

e X



4]

ETanu cTBOpEHHS NEPIENTUBHOTO ay/AloXelia

*  ayTiOCHIHAN MPEeICTaBLIETECA B MH(pPOBOMY BHITIAI CEMIUIAMH i aHATI3YETLCA B JOCHTE BEIHKHX Kaapax
L=214 = 16384 cemIuIis.

« JlaHi KaIpy CIOUATKY 3BAKYIOTHCS 38 JOIIOMOTO0 BIKHA XeMMIHTa, 00 YHHKHYTH e(eKTiB BHTOKY CIIeKTpa.

TotiM oGuHCTIOETRCS TTIepeTBopeHHs Dyp’e.

+ TlotiM KoeditmienTn aMmmTyIH Oyp'e {rk} MOBTOPHO THCKPETH3YIOTHCA BIAMOBITHO A0 TOTAPH(PMITHO
MacImTaboBaHOI BICCIO TaCTOT

d, =€, — €, — [em.: T e ] 1= 1.32. {1)

1 ifd, >0
— 8 = 2
”'-"{o ifd. <0

Cxema BUAI/IeHHA O3HaK

2

R5 |R5 |R10|R10|R15|R15| R20| R20| R25| R25| R30| R30
R5 |R5 |R10|R10|R15| R15| R20| R20| R25| R25| R30| R30
R4 |R4 |R9 |[R9 |R14|R14|R19| R19| R24| R24| R29| R29
R4 |R4 |R9 |R9 |R14|R14|R19| R19| R24| R24| R29| R29
R3 |R3 |R8 |R8 |R13|R13|R18|R18| R23| R23| R28| R28
R3 |R3 |R8 |R8 |R13|R13|R18|R18| R23| R23| R28| R28
R2 |R2 |R7 |R7 |R12|R12|R17| R17| R22| R22| R27| R27
R2 |R2 |R7 |R7 |R12|R12|R17|R17| R22| R22| R27| R27
Ré |R6 [R11|R11|R16|R16| R21|R21| R26| R26
rR6 |R6 |R11|R11|R16|R16| R21|R21| R26| R26
0 1 2 3 4 5_6.7 8 9 10 11 12

Time index

@
1

1]
1

v

Frequency index

—1
EIE]

o
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Etanu Bbynosu LIB3

Crouarky, 11d BOyIOBYBAHHA KOXKHOIO OKPEMOro 0174 IMOBLIOM/IEHHS BHKOPHCTOBYKOTECA Bl He3B'S3H1 INIMHOMKHHH
El

A:={a} B:={b} , AnB={} , ij=1..N (3]

N N
@a=1/Np.a b=1/ND.b, (4)
i=1 =1

Topi, ans B6yOoByBaHHA BiTOBOTrO CMMBOAY NOBigOMAEHHA m = "1", KOX¥He 3Ha4yeHHs BUBipKK B A TpOXM
30iNbLIYETLCA, TOA] AK KOMHE 3Ha4eHHA BMBiIpKM B B TPOXM 3MEHLWYETbCA; | HaBNakKK, AKWo m ="0",
BiAnNoBigHO.

MogaudikoBaHi KoedilieHTM HapeLTi 3anNucyTbcA Hasag, 4o AaHWX 0OKNaaUHKK, 3aMiHIOYM OpUTiHaNbHI
3HAYeHHA Ha iXHi micua.

Anroputm Bbyanosm LIB3

Bxigni masi: BxigHi ayaiogaHi eIl IOJAaBaTH Y BHIVIALL IHTEPBATIB IMIIYIBCHO-KOIOBOI MOXYIIALIL ¥ "acoBiif o0nacti. @ait
a6o moTik IMITyThCcHO-KOmMOBOI MOmyamii po3buTto Ha Kaapu mo L=2048 igmiki. Ilpu uactori muckpetmsami 44.1 x['m o
CTAHOBHTH 46 MITiCeKyHI TpHBaTocTi. Ha IpaxTHI 3aralbHa KUTBKICTE MOTH(IKOBAHHX KaApiB T cTAaHOBHTE KUTbKa COTEHB (II
IOPIBHIOE KUIBKOM CEKYHIAM).

Windowing: CeMILTH Kaapy HepeMHOKYIOTECA IOeTeMEHTHO 3a TOIMOMOTOI0 BIKHA XeMMIHTa

Teperoperns @yp’e: Jlami BIKOHHOIO Kagpy IEPeTBOPIOIOTHCH HA CIEKTPAIBHY OOIACTH 34 JOMOMOIOI IMBHIKOL
neperBopernsa @yp’e (UIIID), orpumytoun koedimienTn L/2 aGcomOTHHX 3HaUeHb (1, ) 1 (a30Bi KoeditmieHTH (@, ).

Bubip Patchwork ma6mory: ¥ crmeKkTpi KOXHOTO KaZIpy BHALUTHMO JIBI HeTlepe CitTHI MAMHOKHHT A = {a; } = {a,, } Ta B = {l
} = {by } 3 N abcomoTamMu KoedimierTamMu Dyp'e, KOkeH 3 AKHX "BHOHpAeTheA" MCEBIOBHIAAKORO 31 CIIEKTPY {Tj }. PopMaTeH
TaKHil BHOIP KoedillieHTIB 3AIHCHIOETECA IUIIXOM IICEBIOBHIIAIKOBOTO BHOOPY BIMMOBIMHMX N IHEEKCIB in Ta ji 3 MOMKIHBOT
MAamasony i, , j, € {1..1/2} € IN Ta mpHCBOEHHS iX MHOKHHAM iHIeKCIB A Ta B:
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Anroputm Bbyanosm LIB3

Patchwork B&yzorypamma: [Jna BOymoByRamHg 6iTa moBimoMmIeHH: KoedimieHTH Oyp'e MOomH(IKYIOTBECA BIINOBITHO I
npuHimy Patchwork, ommcanoro Ha mnomnepegHboMy ciaiiil  30UIbINCHHA/3MEHINEHHA AHATITHYHO 3ALHCHIOETBCA
eKCIIOHEHITIATEHOMY IPEICTABISHH 3 TEXHITHIX HPHUHE:

MommbikoBaHi Koeilli€HTH 3aMHCYIOTRCA HA33M Y CIIEKTP BETHTHH MULTXOM 3aMIHHF BHXITHHX 3HAUEHb HA MICIIL, i BHXOTHT
CIIEKTP 13 BOIAHHM 3HAKOM.

3BopotHe meperBopeHHa Dyp’e: HapemTi, MoAH(IKOBAHHI 3BYKOBHH CIEKTp (IepPeTBOPIOCTBCS Haza[ y CHEKTPaabH
007IacTh 2a JOIMOMOTo 3BopoTHorO 1T TD.

11

MpuHumn Patchwork BbyaoByBaHHA B CNEKTP

dyp'e

»

2

s

]

]
-

w
g




Brigsi
ayaionani

Boyaosa

B3

Saxmes
ayaiogasi

PHCYHOK 1 — MOZRTE BPa3THBOTO IO BMIiCTY BOISHOTO 3HAKY - Tall

33aXHCTY/BOYIOBYBAaHHA

Boyaoea

B3

Saxsmesi
aymiomasi

. Pezynsrar

PHcyHOK 2 — Mofens Bpa3THBOTO JI0 3MiHH BMiCTy BOSHOIO 3HAKY - eTaIl

Tepe Bi PKH/BHARTCHHA

Pe3ynbTaTn ekcnepemeHTy

13

IHTepBan ataku OopasaHHA BupisaHHA MepexkBaHTyBaHHA | 3MilUyBaHHA 3
wymy iHWMMm aygio

1/8s
1/4 s
1/2s
1s
2s
4s
8s

0.89
0.85
0.77
0.71
0.61
0.55
0.50

0.49
0.49
0.50
0.50
0.50
0.51
0.52

0.88
0.84
0.77
0.74
0.66
0.59
0.52

0.78
0.74
0.68
0.66
0.61
0.57
0.54
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BUCHOBKH

*  OpOBeIEeHO aHATI? ByYACHHX METOIIB IepeBipKH IUTICHOCTI ayInobailiis.
*  IPOBeIeHO aHali3 MeTOmiB creraHorpadii xia aynuodaiinis.

¢ peami3oBaHO AITOPHTM IIEPIEITHBHOIO AyIiOXera .

¢ peamizoBaHo anroput™ Patchwork BOynosu 1[B3.

*  PeamizopaHo KOMOIHOBaHHH MeTOJl THepeBIPKH MUICHOCTI ayllogaHHX Ha OCHOBI AalrOpPHTMY

MIepIeNTHEHOTO aymioxXemna Ta anroputMy Patchwork BGynoen 11B3 .

Amnpobaris pesyreTarie poGoTH Oyia Ha MUKHAaponHill KoHpepeHii:

Bormapuayk I1. C., et al. " Anamiz BywacHHX MeTOMIB TMEPEBIPKH TTicHOCTI aymHodaiinie." InterConf (2023):

44-52.



