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MeTa gocniaxKeHHA

06’ekm 0ocnidxnceHHs — MOJIeNi BUSBICHHS (DeHKOBOTO KOHTEHTY 3 3aMiHOIO 1JIGHTHUHOCTI Ha
6a31 3TOPTKOBUX HEUPOHHHUX MEPEK.

Mema 0ocnidrceHHs — aHATITHUHAN OTVISJT ICHYIOUHMX MOJIesiel BUSIBIEHHS (PEHKOBOTO KOHTEHTY
3 3aMIHOIO 1ICHTUUHOCTI Ta HAO0OPIB JaHUX, SIK1 BAKOPUCTOBYIOTHCS IS BUSBICHHS MaHIY/IAIIIN
3 3aMIHOIO 1IEGHTUYHOCTI; MoOy10Ba Ta HABYAHHS JIEKUTHKOX MOJIeeil BUSBICHHS (peHKOBOTO
KOHTEHTY Ha OCHOBI HEHPOHHHUX MEPeK.

Pesynvmam 0ocnidxiceHHs — IPOBEICHO OTIAI HAOOPIB JaHUX MAHIMYJISIIN 3 3aMiHU
1ICHTHYHOCTI Ta MOJIeIel BUSABICHHS (DeHKOBOTO KOHTEHTY. BUKOHaHO HABYaHHS JIEKLTHKOX
Mojiesiei BUSBIeHHS (DeHKOBOTO KOHTEHTY Ha OCHOBI 3TOPTKOBHX HEHPOHHUX Mepek. HaBuaHHS
IIPOBOIIIOCS 3a JOTIOMOTO0 cyuacHoro Habopy naHux Deepfake Detection Challenge Dataset.

Tepwmin “DeepFake” (3aMiHa 1IGHTUUHOCTI1) BITHOCUTBCA 10 TEXHIKUA Ha OCHOBI IITMOOKOTO
HaBUYaHHS, 31aTHOI CTBOPIOBATH (haJIbIIMBI BIIEO MUIIXOM 3aMIHHM OOINYYS OJHI€T TIOAMHHU Ha
oOmuuus iHMmoi. [le# TepMiH 3’ IBUBCS MICIA TOTO, K KopucTyBau Reddit mix im’sam “deepfakes”
3assBUB Y KiHIlI 2017 poKy, 10 pO3poOUB aIrOpUTM MAIIMHHOTO HABUAHHS, IKUHA JTOTIOMIT HOMY
HepeHecTH 00MUYUs 3HAMEHUTOCTEH Y TIOPHO B1JI€0.

AKTYaNbHICTb AOCNIAXKEHHA

ITpuK1ax 3aMIHI IGHTHYHOCTI: OJHAK 300pakeHH TBOPYY € (eilKoBIM.
[M.E. Sohan et al., “A survey on deepfake video detection datasets,” Indonesian Journal of Electrical Engineering and
Computer Science, 2023.
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Real

IHWIi NpUKNaau MaHinyaauin 3 ooamyyam

Entire Face Synthesis Attribute Manipulation

Identity Swap Expression Swap
LAPRPE B
kAJ LS\ /2 H - AW
o 4
s % » Q

a3

PeanbHi Ta (eiikoB1 IpUKIaIH
OCHOBHUX THUIIIB MaHIITYJIAIIN 3
o0IMYYAM

[R. Tolosana et al., 2020]

[locTaHOBKa 3a4aui

3amauero JTaHOTO JTOCIIDKEHHS € 03HAHOMJICHHS 3 ICHYIOUMMH METOJaMU, MOISISIMHU Ta
HabopaMM J1aHUX, SKI BUKOPHCTOBYIOTHCS JUIS BUSBIECHHS MAaHINYIAIIN 3 3aMIHOIO
IIEHTUIHOCTI, iX BCceOIUYHHMM aHali3 Ta OIIIHKA Ta CTBOPEHHS Ta HAaBUAHHS BJIACHHUX

MoJelel BUSBICHHS (l)eﬁKOBOTO KOHTCHTY. ]_[51 MeTa BKJIIOUA€ KiIbKa KIFOUOBHX aCIIEKTiB:

1. Orman icHyrouMX HaOOpIB JIaHHX, SKI BUKOPHUCTOBYIOThCS TIPU CTBOPEHHI MojIeneit

BUSIBIICHHS MAHIMYJIAIIHN 13 3aMIHOIO 1I€HTUUHOCTI;

2. Ot ICHYFUUX MoJie/Iel BUSBICHHS MaHIYJISINIH 13 3aMIHOO 1IeHTHYHOCTI

3. Bubip HaGopy 1aHUX Ta apXITEKTYpH HEUPOHHOI MepesKi U1 HaBUaHHS

4. HaBuaHHS JEKIIBKOX MOjieel 3TOPTKOBUX Mepek BUSABIECHHS (peHKOBOTO KOHTEHTY.

5. AHami3 OTpUMaHUX Pe3yabTaTiB Ta iX MOPIBHAHHSA 3 pe3yIbTaTaMU 1HIIUX JTOCTIIKEHb.
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Esontouia aaTaceTis Ta moaenen BUABNEHHA GEMKOBOrO KOHTEHTY

Relative sizes of DF datasets (log scale)

DFDC (960 IDs)

DFDC Preview (66 IDs)
DeeperForensics (100 IDs)
Celeb-DF (59 IDs)

Google DFD (28 IDs)
FF++ DF (?* IDs)

UADFV (49 IDs)

DF-TIMIT (43 IDs)

Explicit consent

No or mixed consent

10°

DERROEEDN

1
1
1
3

10% 2nd gen.

P
2

Num. videos

10°

102 @

104 10° 10° 10/
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I'eneparrii JataceTiB 3
MaHIYJSIISIMA TUITY 3aMIHI
IJIGHTUYHOCT1

108 [B. Dolhansky et al., 2020]

Esontouia gaTaceTiB Ta moaenen BuaBaeHHA GenkoBoro KoHTeHTy - DFDC

[Tpukiaau 3aMiH 001IUY 3 AaTaceTy
DFDF [B. Dolhansky et al., 2019]

Facebook y cmiBnpari 3 Microsoft, Amazon,
MIT Ta iHImIMMH, 3anycTim Hanpukiai 2019
POKy HOBHMIf BUKJIUK 111 Ha3Boto Deepfake
Detection Challenge (DFDC).

CrniouaTKy BOHU BHITYCTHIIU IEMOHCTpAIIiHUIA
Ha01p JaHuX, Mo cKkiIagaeTses 3 1,131 pearpHux
BiJe0 (66 akropiB) Ta 4,119 (panpmuBuX BijIe0.
[T13H1im1e OyB BUITYIIIEHUI TOBHUIA HA01p TaHUX
DFDC, sxuii mictuts nmosaza 100 000
BIJICOKIIIIIB 3 yUacTio 3 426 oIlIadeHHUX aKTOPIB
(470 T'b xonTenty). L1 BiaeokIinm Oyau
CTBOpEHI 3a JIOMOMOT'0F0 KUIBKOX METOJIIB,
30kpeMa Deepfake, GAN-3acHOBaHUX Ta
HEJIIHITHUX METO/I1B HABYAHHS.
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ObpobKa Ta NiAroToBKa AaHMX

1. B sixocTi ocHOBHOTO Habopy Bukopucroyemo DFDC

2. 3aCTOCOBY€EMO II1JIX1T Ha OCHOBI aHAJII3y OKpeMHX KaJpiB 3 Bijieo]aiiip

3. 3a gonomororo aetekropa ooaud (MTCCN) 3HaxoaumMo paMKH 0014 Ta KIH0YOBI

TOYKH

4. BupizaeMo o014

5. JIomoBHIOEMO TpeHYBaIbHUI Ha01p 3a JOTIOMOTOI0 ayTMeHTarlii (po3aiT 5)

6. BukoHyeMo TpeHyBaHHS Ha OCHOBI IOIIEpeTHHO HaBYEHUX Mojieseit (po3aut 4)
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3aJIeKHICTh TOYHOCT1 MOJEN B1JT
KUIBKOCTI ITapaMeTpiB

[Mingxing Tan and Quoc V. Le,
EfficientNet: Rethinking model scaling
for convolutional neural networks,
2019]
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Bnbip apxitektypm CNN - ResNet

()

34-layer residual
image
7x7 conv, 64, /2

ApXxiTekTypa Mojieml
ResNet-34

[Kaiming He et al,
“Deep residual learning
for image recognition”,

2016]

3x3 conv, 256
Avg pool

g
m

Bnbip apxitektypun CNN - XCeptionNet

Entry flow Middle flow Exit flow . . 3 :
3BEpHITH yBary, 10 Mic/d BCIX IapiB

299%x299x3 images 19x19x728 feature maps 19x19x728 feature maps
Conv 32, 3x3, stride=2x2

——
ReLU | [ReLU
,ml—| ScparableConv 728, 3x3
[ReLU | ReLU
SeparableConv 728, 3x3 |
SeparableConv 128, 3x3 RelU I

ReLU
SeparableConv_128, 3x3 ®

MaxPooling 3x3, stride=2x2

Conv 1 SeparableConv BIKOHY€TECS
[IaKeTHa HopMami3amis (Il Imapi He
BKJTIOUEH] JI0 JlarpaMin).

SeparableConv 728, 5x3
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SeparableConv 256, 3x3
2048-dimensional vectors

MaxPooling 3x3. stride=2x2 |
Optional fully-connected
layer(s)
|

Logistic regression

19x19x728 feature maps

Repeated 8 times

Conv 1x1
stride=2x2

Depth-wise
convolution

ReLU

[Reww ]
ScparableConv 728, 3x3
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I

Input

19x19x728 feature maps

Apxitektypa mozeni XCeptionNet
[Francois Chollet, “Xception: Deep Learning with Depthwise Separable Convolutions”, 2017]
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Bnbip apxitektypm CNN - EfficientNet

d M;woum(ﬁ
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- widcr - %: B
s et ' ‘.
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#channels E ‘ : R
et T, e wider R 1 o
—_— T = H E Table 1. EfficientNet-B0 baseline network — Each row describes

¥ ' ‘ astage i with L, layers, with input resolution (I7;, W;) and output
deeper channels C;. Notations are adopted from equation 2.

— ) Stay g | Operator Resolution | #Channels | #Layers
H deeper % fox W, |G %
: — 1 Convaxd 2 1
H 2 MBConv |, k3x3 16 1
- : - 3 MBConv6, k3x3 2 2
H 4 MBConve, kSxS 40 2
; s MBConv6, k3x3 80 3
" H 6 MBConv6, k5x5 112 3
---layer_i [ ’:] 7 MBCony6, kSxS 192 4
8 MBConvé, k3x3 320 1
9 (‘ml‘l&l’mlug&FC‘ 1280 1

¥~ higher B higher
i resolution
}- resolution HXW i ;_resolutio i +_resolution
(a) baseline (b) width scaling (c) depth scaling (d) resolution scaling (e) oompound scaling

MacmrabyBanns apxitektypu EfficientNet: (a) 6a3oBa mepexa; (b)-(d) 3Buuaitne MacmTabyBaHHS, SKe 301TBIIY€E
MIUPHHY, IMTHOUHY a00 PO3AUIbHY 3/1aTHICTH BIIIOBIIHO; (€) — KOMIUIGKCHHIH METOJ MacIITaOyBaHHS, KU
PIBHOMIpHO MacITadye Bei TPH BUMIPH 3 (PIKCOBAHHM CITIBBITHOLICHHIM

[M. Tan and Q.V. Le, “EfficientNet: Rethinking model scaling for convolutional neural networks”, 2019]

Bnbip apxitektypn CNN — Noisy Student

steel arch bridge canoe

Train teacher model Infer pseudo-labels
with labeled data on unlabeled data

-

Data augmentation \ Train equal-or-

larger student model Make the student a
Dropout —— . :
/ with combined data new teacher
Stochastic depth and noise injected

[lustration of the Noisy Student Training (images are from ImageNet)
[Q. Xie, M.T. Luong, E. Hovy, & Q.V. Le, “Self-training with noisy student improves imagenet classification”, 2020]
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AyrmeHTaul

B sKOCTI ayTMeHTaIil Ipl TpeHyBaHHI MOZEN1 BIIKOPHICTOBYBAIIICH IEPeBaKHO CTAHIAPTHI ayTMeHTaIll 3 610110TeKn
Albumentations , Taki sIK KOMIIpecis 300pakeHHs, HAKTaTaHHA rayCOBOTO IIYMY Ta PO3MUTTS, TOPI30HTATbHE
B1I0OpaKeHH, 3MIHEHHA PO3MIpPY, 3MIHEHHS ICKPaBOCT1, KOHTPACTHOCTI Ta HaciyeHocTl, Fancy PCA, nepeTBopeHHS
KOJIBOPOBOTO 300pakeHHs B Ipajallii cIporo Ta 3aCTOCYBaHHA a(IHHIIX IIePeTBOPeHb (IIepeMilleHH, MacIITa0yBaHH Ta
o0epTaHHs). 3a3HAUCHH] IIePEeTBOPEHHS 3I1IICHIOBATIICE 3 p13HIMI IMOBIpHOCTAMII B 0.05 10 0.7.

Takox BuKopucToByBamick Face-Cutout ayrMeHTairii.

£ 6L kL

(a) Original (b) Eyes (c) Mouth (d) Nose (e) Convex-Hull

Face-Cutout ayrmeHTamii: (a) opuriHaiapHe 06auus 6e3 HakIagaHHs ayrMeHTanii; (b), (¢), (d) BupizaHHS oUeH,
poTa, Ta HOCa BIAMOBAHO; (¢) BUIIAJKOBI BUPi3aHHS OIYKJIHX 0OOOJIOHOK 3 3a[I0BHEHHSM BUPI3aHHS BHITaJKOBHMH
sHageHHsMH [Das, Sowmen et al., “Towards solving the deepfake problem: An analysis on improving deepfake
detection using dynamic face augmentation”, 2021]

Pe3yn bTaTW HaB4YaHHA Moaeneﬁ

Pe3yabTaTn HaBUaHHSA Mojeleii BHABJICHHS cbei’ncosoro KOHTEHTY 3 BHKOPHCTAHHAM Hadopy nauux DFDC

_ME_ Parameters millions) | Traintime (hours) | _____BCE | AUC (%

4,4 0,374 95,2 99,49
_ 30 5,5 0,347 95,7 99,53
30 5,7 0,337 95,2 99,49
30 5,8 0,302 95,6 99,53
43 9,4 0,338 95,2 99,47
[ Xception | 22,9 3,5 0,351 93,2 99,21
25,6 3,3 0,322 93,6 99,31

Haruannsg npoBoamnock Ha Intel Core 17-13700K 16C/24T 3 64 Gb RAM, 2+2 Tb SSD ta GeForce RTX 3090 24 Gb.

BS+NS+FC

BS+FC B5

Y

06 |

TPR

04

02

o ' ROC-kpusi a1 mozgeneii BS, B5+FC, B5+NS+FC



BMCHOBKM

[Tix uac BuKOHaHHS KBali(piKalliiHOT poOOTH OYyIIO0:
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" JaHO BH3HAUCHHA IIOHATTA (l)eﬁKOBOFO KOHTCHTY Ta PO3ITIAHYTO MOr0 BUIH;

" [POBEICHO aHAIITUUHUM OIS HAOOPIB JaHUX 13 MAHIMYIAIISIMHU 3 3aMIHH 1IEeHTUUHOCTI Ta

MojelIel iX BUSBJICHHS,

= 0oOpaHo HaOlip JaHUX JUIA IPOBEICHHS JOCILKIECHB;

* 00paHO apXiTEeKTYpH 3rOPTKOBUX HEHPOHHUX MepeK JUIS MPOBEICHHS JOCITIIKEHb;

" TPOBEICHO HaBUAHHS MOJETeH 3rOPTKOBUX HEHPOHHUX Mepek Ha OCHOBI apXiTeKTyp

EfficientNet, XCeptionNet Ta ResNet Ta oTppuMaHO METPUKH IKOCTI IIPOBEJACHOTO HABUAHHS;

" [IPOBEICHO aHaTi3 OTPUMAHUX Pe3yJIbTATiB Ta IX MOPIBHAHHS 3 JTaHUMHU 1HIITHX JOCIIIKESHb.

Anpobalia pe3ynbTaTis
Pe3ynpraT kBamidikaiiiinoi po6otu 6y10 omyOIKOBaHO Y 2
BUIAHHAX:

1. Kinrenxko 1O. O., CmenskoB K. C. Pozpo0ka Mozeni
BUSIBIEHHS (DeHKOBOTO KOHTEHTY Ha OCHOBI apXiTeKTypH
EfficientNet. Martepiaiu 28-ro Mi’KHApPOIHOTO MOJIOII’KHOTO
dopyMmy «PanmioenekTpoHika Ta MoIoab Y X XI cTOMTTIY :
306. marepianiB popymy. T. 6. XapkiB, 2024. C. 435-436.

2. Smelyakov K., Kitsenko Y., Chupryna A. Deepfake
detection models based on machine learning

technologies. 2024 IEEE open conference of electrical,
electronic and information sciences (estream). 2024. P. 1-6.

URL: https://doi.org/10.1109/eStream61684.2024.10542582.
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JIOJIATOK B

Anpo0ariist pe3ysbTaTiB KBasidikariiHoi podoTu

1. Jlunuiom 3a pesynbTaraMu JOMOBIAlI Ha 28-My MIXKHAPOJHOMY MOJIOAIKHOMY

bopymi «PamioenexTpoHika Ta Mosiofs y XXI ctomtrin
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2. Tesu pomoBimi Ha 28-My MDKHApPOJHOMY  MOJIOADKHOMY

«PamioenekTpoHika Ta MoyioJb y X XI CTOMITTI»

MIHICTEPCTBO OCBITH I HAYKH VKPAIHHU
XAPKIBCbKHH HALLIOHAJIbHUH YHIBEPCHTET
PAJIIOEJIEKTPOHIKH

MATEPIAJIN XXVIII MDKHAPOJHOI'O MOJIOAIKHOTI'O
OOPYMY

«PATIOEJEKTPOHIKA TA MOJIOIb
VXXICTOJITTI»

16 — 18 kBiTns 2024 p.

«HOOPMALINHI IHTEJNEKTYAJIbHI CHCTEMMW»
INFORMATION INTELLIGENT SYSTEMS

Xapkis 2024
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PO3POBKA MO/IEJII BUSIBJIEHHSI ®EHKOBOI'O KOHTEHTY HA
OCHOBI APXITEKTYPH EFFICIENTNET
Kiuenko 10. O.
HaykoBuii kepiBHHK — A.T.H., npod. Cmenskos K. C.
XapKiBChKHI HAIOHATLHWI YHIBEPCHTET pajioenekTponiku, kad. IT1
M. Xapkis, Ykpaina
c-mail: yurii.kitsenko@nure.ua

The research i1s devoted to efficiency cvaluation of modern deepfake
detection models based on convolutional neural networks (CNN). In today's
world, with the growing influence of digital technology and increasing volume
of information on the internet, detection of fake images and videos has become
increasingly important. Fake content spread through social media and other
platforms can cause serious damage, from personal attacks to manipulation of
public opinion on a global level. During the study, we trained a model based on
the EfficientNet architecture [1]. The model was trained on the Deepfake
Detection Challenge dataset [2].

[losiBa Ta po3nOBCIOLKCHNS (PECHKOBOIO KOHTECHTY B IHTCPHETI € CKIAHHUM
ABHILIEM, AK€ MAC BCe OLAbIIMI BIUIMB HA CYCMUILCTBO, MOJITHKY Ta €KOHOMIKY.
3pocTanns  AOCTYNMHOCTI  TEXHONOTIH TIHOOKOr0 HABYAHHSA Ta  INTYYHHX
HCHPOHHMX MCPCK POOHTH MOXKJIMBHM BHIOTOB/ICHHS BHCOKOAKICHHX (CHKIB.
3'aBuiaoca Oarato MNOTYKHUX IHCTPYMEHTIB, WO JA03BOJAITL 3MIHIOBATH
(potorpadii, crBoproBaTH BiacO 3 (GIKTUBHHM KOHTCHTOM 1 HaBIThb ICHCPYBATH
TekcTH. [losBa Moaeneil BuABICHHA (EHKOBOro KOHTEHTY € BIANOBIAAIO Ha
3poctarody 3arposy danscudikauii iHgopmauii B undposomy npocropi. 3
OIJBSILY HA LWIBHAKI T2 3HAYHI 3MIHH B TEXHONOIIAX CIBOPeHHS (eiiKiB, BHHHKAE
norpeda y BUCOKOCHEKTHBHHX THCTPYMEHTAX T4 METOAAX NS IX BHSBICHHS.
Cepesl X IHCTPYMEHTIB BaXK/IMBY POJIL BUIIPAIOTL MOJCHI, 3acHOBaHI Ha
TCXHOJIOTISAX MAIMHHOIO HABYAHHA.

Y poboti 6ya0 nodyaoBano Moaeas po3nizHaBanus (EiKOBOrO KOHTEHTY,
jacuoBany wa apxitektypi EfficientNet [1]. EfficientNet — ne cimeiicTso
HCHPOHHHMX MCPEK, PO3pOOJICHHX VISl JIOCATHCHHA BHCOKOI eeKTHBHOCTI 3a
PaxXyHOK ONTHMAIBHOTO GanaHcy MK po3MipoM Mepexki Ta Tl MPOAYKTHBHICTIO,
OCHOBOIO apXITCKTYpH € 3ropTkoBa 0a3zoBa MOJC/Ab, A0 AKOI 3aCTOCOBYIOTHCH
maciTadyroui KoeiuicHTH, WO BH3HAYAOTL po3mip Mepexi. Takuil niaxia
JIO3BOJIAE JIOCATTH BHCOKOI TOYHOCTI Ha 3aBjaHHAX KiaacHdikaiii 300paxkeHs 3a
MIHIMA/IBHOT KUIBKOCTI napamerpis, wo podurs EfficientNet oaniero 3
HaHOL/IbL CPCKTHBHUX APXITCKTYP UIs poDOTH 3 OOMCEKCHHMH PECYPCAMM.

EfficientNet npononye kiibka THnis Mojeneit, skmovatoun B0-B7, koxna
3 AKHX BUIPI3HACTBCA 332 PO3MIPOM 1 KinbKIiCTIO napamerpis. Moaeni sin B0
(naiimenmia) a0 B7  (maiidineina)  npenctaBasiorh o000 MOCHIIOBHE
301IbIICHHA THOMHH, LWWHPHHH | PO3AUIBHOI 31aTHOCTI Mepexi. bbbl Moaeni,
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1aKki Ak B7, 3abesnedyiors Oliblly TOYHICTH KiacHpikauwii, ajne BMMararrb
Ouiblioro obcary pecypeiB il HaBYaHHA 1 BHKOHAaHHA., MeHwi Mozedi,
Hanpukaaa B0, MalTh MEHIWY KIIBKICTh napaMeTpiB i € Ouibll eHeKTHBHHMH
npu poboti 3 oOMexeHHMH OOYHCTIOBATLHHMH pecypcaMu, TpH ULOMY
30epiralod BHCOKY TOYHICTb, Y A0CALUKCHHI Oy0 BUKOPUCTAHO Habinbiuy 3
mostenei — mozens B7.

JUin  HaBuanHs Mmojacni  BHKOpucTOBYBaBes HalGip jaanmux  DecpFake
Detection Challenge (DFDC) [2]. DFDC € naiidiibiumnsM A0CTYNHUM nyOaiuHo
naGopoM aanmux Biaco 3 nuaminolo odumy. Bin Bximouyae nowax 100 000
BIICOKMMIB 3 yyactio 3426 muarnux akropis. LI pigeo Oyam crsopeni 3a
JIOTIOMOIOI0  KiIbKOX MeToaiB, Takux sk Deepfake, meronie ma ocHosi
3aCTOCYBAHHA TEHEPATHBHO-3MATAIbHUX MEPEeXK Ta IHIWMX METOIB, WO He
BHKOPHCTOBYBA/IN MAX0AIB MamnHHOro Hasyauusa. DFDC Gys BukopucTanmit y
nposesennl  koukypey Kaggle, uwo cnpuss po3BuTKy 3aco0iB  BHABICHHS
(eiikoBoro kontenty [3].

[Tepen HaByaHHAM MOACHT OY/10 BUKOHAHO NOMNCPEAHIO MIANOTOBKY JaHHX,
AKA CK/IAaNAcA 3 HACTYNHHX €TariB:

1. 3axsar okpemux kaapis 3 siacodainnis.

2. 3naxo/ukeHHs 00/IMY HA OTPUMAHKX Kajpax [4].

3. Bupiszauus oGiny JUIs NOALILIIOTO JACTAILHOTO AHAII3Y.

4. I'encpanis «sroprok» (folds) ans nepexpecnoi Baniaamii,

5. AyrmenTaiis nanux (augmentation).

3a3HauMMO, 10 BHKOPHCTAHHMH MIJXIL /10 BUSBACHHS "Ha OCHOBI Kajp 3a
KagpoMm" JIOCHTH BAAIO 3apeKkoMeHiyBaB cebe y OararboX cCuUeHapisX.
OCHOBHOK 3 HOI'O [lepeBar € HOro 0OMeKeHa 004YHC/IIOBAJIBHA BHMOLJIMBICTD.

Jous noGyaoBd Ta HaBYAHHA MOICHI  BHKOPUCTOBYBAJIACH BLIKpHTa
6ibnioTeka mawmHHOro Ha4yauHa Pytorch. HaguanHs npoBoanIOCH HA NPOTA3
40 enox mo 2500 irepauiii Ta Oyno oTpuMmaHo 3BaxkeHy noxuoky 0.25, mo e
JIOCHTH HENOIAHUM PE3YJILTATOM, NOPIBHAHO 3 IHIWMMH CYYACHHMH MOJC/ISAMH
HA OCHOBI 3IOPTKOBHX HCHPOHHHUX MCPCK [S].
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Abstract— The paper is devoted to efficiency evaluation of
modern detection models based on convolutional neural
networks (CNN). In the context of rapid development of digital
technologies and increasing volume of information on the internet,
the relevance of detecting fake images, videos, and textual
materials becomes increasingly significant. Fake content, spread
through social networks and other platforms, can have serious
consequences, ranging from individual malicious attacks to
manipulations of public opinion on a global level. We have built
and trained several models for detecting fake content using
convolutional neural networks. The training was performed using
Deepfake Detection Challenge Dataset. During the study, we
carried out the comparative analysis of the created models.
Obtained results were compared with a number of recent
publications.

Keywords—Deepfake, Convolutional Newral Network, Face
detection. EfficientNet. Effectivenexs

1. INTRODUCTION

The emergence and spread of deepfakes on the Intemet are
complex phenomena that has an increasing impact on socicty,
politics, and the cconomy. The growing availability of machine
lcaming technologics and decp ncural nctworks makes it
possible to produce high-quality deepfakes. There are many
powerful tools that allow you to modify photos, create videos
with fictitious content, and cven generate texts. Algorithms for
social media and content recommendation platforms contribute
to the spread of fakes. Content that cvokes an emotional
response or support has a high chance of going viral, regardless
of its credibility.

A. Overview of Modern Challenges

Nowadays, information spreads very quickly on the Internet,
mostly through social media, blogs, and other platforms. This
allows fake content to influence public opinion even before its
inaccuracy is discovered. Different groups of people and
individuals can create deepfakes for a vaniety of reasons, such as
political agendas, camings, pscudo-humorous purposes, or

alicmpis © influtnce pubiic opinion. The usc of bois and
automated systems allows you to quickly spread fake content
and crecate the impression of broad support or discussion in the
Internet environment.

The emergence of deepfake detection models is a response
to the growing threat of information falsification in the digital
world. Given the rapid and significant changes in fake creation

technologics, there is a need for highly effective tools and
methods to detect them. Models based on machine Icarning
technologics play an important role here.

With the development of machine learning and deep neural
nctworks, decpfake detection models are becoming more
powerful and adapting 10 new forms of falsification. They are
based on algorithms that can leamn and recognize patterns in
large amounts of data, detecting anomalies and falschoods.
These models are used 1o analyze a varicty of content types, such
as text, photos, and videos. They can detect false informational
articles, graphic processing. or Al-gencrated images, as well as
fake video footage.

One of the important directions in doepfake detection is the
us¢ of models that take into account the context, emotional
aspects and subjective nuances in text and multimedia data. This
helps 1o avoid detecting legitimate information that may he

emotional or subjective in nature as fake.

Overall, developing and improving of deepfake detection
models remains an important task to ensure the trust into
information in a digital world where the manipulation and
spread of deepfakes is becoming increasingly common. In view
of the above, the study of decpfake detection models based on
machine lecaming technologics is a hot topic today.

B. Ewolution of Deepfake Detection Models

“Identity Swap™ manipulations have attracted considerable
attention as among rescarchers and also among general public
because of their potential impacts on information security and
social trust [1]-{3]. The technology, which allows the
replacement of people’s faces in videos or images, opens the
door 10 a varicty of applications, from entertainment and ant to
the creation of fake news or disinformation campaigns. This
curiosity is amplificd by the ability to create videos that look
convincingly realistic at first glance, which calls into question
the authenticity of digital content. However, along with
technological capabilitics, “Identity Swap™ raises important
questions about the cthical boundarics of using such
manipulations, requiring the development of new methods for
detecting and verifying digital content in order 1o maintain trust
in the digital age.

Let's take a look at how methods for detecting face swap
manipulations have evolved in the context of the emergence of
new relevant datasets. One of the first publicly available datasets



according to [4] with original and fake vidcos having identity
swap manipulations is UADFV dataset [5]. This dataset contains
49 original vidcos, which were the basis for creation of the same
number of deepfake videos. Video duration is in average about
11.14 seconds long. Typical resolution is 294x300 pixels. This
datasct was used for the first time in [6). The approach
developed there was based on the detection of cye blinking in
videos. Eye blinking is a physiological trait that is poorly
represented in synthetic fake videos. This method was tested by
the authors on standard datasets for the detection of eye blinking.
It showed promising results in detecting deepfake videos.

The next step in identifying identity manipulation was the
work of Korshunov and Marcel [7]. The DecpfakeTIMIT
dataset with 620 fake videos was presented in this study. Face
swapping was performed using technology based on generative
adversarial networks (GANs)'. To create the dataset, 16 pairs of
people with similar faces were sclected from the open database
VidTIMIT. Two models were developed for cach of the 32
participants: a low-quality (LQ) model with an image size of
64x64 and a high-quality (HQ) model with a size of 128x 128,
Taking into account the availability of 10 videos per participant
in the VidTIMIT database, 320 videos were created for cach
version, for a total of 620 videos with swapped faces. In the
paper. it was shown that facial recognition algorithms based on
VGG and Facenct are not suitable for detecting facial
manipulation. Scveral basic facial replacement  detection
algorithms were also evaluated, and it was shown that the lip-
syncing approach failed to detect inconsistencies between lip
movement and audio. At the same time, the authors showed that
an approach based on measures of image quality using an SVM
classifier can detect fake videos with an EER of 3.3% and 8.9%
for LQ and HQ scenarios, respectively.

In [8] automated benchmark for detection of facial
manipulations was developed. This benchmark is based on
DecpFakes', Face2Face [9]. FaceSwap® and NeuralTextures
[10] wols of face manipulations. The benchmark is publicly
available. It contains a hidden test dataset and public dataset
with more than 1.8 million of manipulated images. This dataset
is called FaccForensics=+ and is an order of magnitude larger
than previous publicly available similar datasets. Based on this
data, the authors analyzed 7 falsification detectors [11]-[16].
During the benchmark, the XceptionNet model obtained the best
results [11]. XeeptionNet is a traditional CNN based on a
scparate convolution with residual connections. The model was
traincd on the ImageNet dataset and adapted by replacing the
last fully connccted layer with two outputs.

In 2019 DecpFakeDetection (Google DFD) dataset was
created with the support of Google [17]. This dataset includes
363 rcal-life videos (28 actors in 16 different scenes). It also
includes 3068 fake videos, crcated with a help of DecpFake
FaceSwap as in previous case. Later, this dataset was included
into the FaceForensics++ dataset.

In [18] a new large-scale fake video dataset CelebDF was
introduced. It contains 5,639 high-quality fake celebrity videos
crecated through an advanced synthesis process. With a help of
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presented dataset, the authors compared 9 methods for deepfake
detection that were publicly available or reccived directly from
the authors (sce, for example, [5], [8] [16]. [19}-[21]). During
the comparison Xception [8] and DSP-FWA [21] showed the
best results. Xeeption approach is based on the XceptionNet
model [11] trained on the FaccForensics++ dataset. Three
variants of Xception were used, namely: Xecption-raw,
Xeeption-c23 and Xception-c40. Xception-raw was trained on
raw videos, while Xeeption-¢23 and Xception-c40 are trained on
H.264 vidcos with medium (23) and high (40) compression
ratios, respectively. DSP-FWA is an advanced FWA-based
method that includes the Spatial Pyramid Pooling (SPP) module
[21] for better handling of target faces of different resolutions. It
was shown that the performance of the methods under
consideration decreases with increasing of compression ratio. In
particular, the performance of FWA and DSP-FWA is
significantly degraded on recompressed video, while the
performance of Xception<23 and Xception-o40  is  not
significantly affected. It was expected. as the latter models have
been trained on compressed H.264 videos, so they are more
resilient in this situation.

In the end of 2019 Faccbook. in collaboration with
Microsoft. Amazon, MIT, and others, launched a new challenge
called the Decpfake Detection Challenge (DFDC) [22]. Initially,

relcased a demo dataset consisting of 1,131 real videos (66
actors) and 4,119 fake videos. Later, the full DFDC dataset was
released [23), which contains more than 100,000 video clips
featuring 3.426 paid actors (470 GB of content). These videos
were created using several methods, including Decpfake, GAN-
based. and non-lincar lcarning methods.

In [24] a large test dataset for detection of facial falsifications
was presented. The  first  version  of  this  dataset,
DecperForensics-1.0, is now one of the largest face-tampering
datasets, containing of 60,000 videos and 17.6 million frames. It
was about 10 times larger than the size of existing datasets of
this type. The fake videos were generated with a help of new
face-swap cnd-to-end system’ that was offered. In addition, a
comprehensive study was conducted in this paper, which
cvaluated five detection methods.

It should be noted that from the moment when the first
deepfake detection datasets appeared in this list tll the
appearance of the last ones, there were significant visual
improvements in the contents and realism of decpfake videos.
As a result, datasets with identity swap manipulations are ofien
divided into several gencrations (sec, for example, [4]) in the
following manner: UADFV,  DeepfakeTIMIT  and
FaccForensics=+ are related to the first gencration, CelebDF,
Google DFD, DFDC Preview - to the scoond, and
DecperForensics and DFDC — to the third.

Recently, several more datasets with facial manipulations
have appeared [26]. In [27] WildDeepfake dataset was
presented. WildDeepfake consists of 1,180,099 high-quality
images of 7314 facial sequences extracted from 707 videos
(both deep fakes and real) collected from web resources, so it
contains a greater varicty of scencs, faces, and actions. Also in

' hups:/github.com/decpfcase/fakeswap
* hups://github.com/ MarckK owalski/FaceSwap/

* hutps://github.com/EndlcssSora DecperForensics-1.0



this study. two attention-based decp fake detection networks
(ADDNets) were proposed.

In [28] Korcan Decp Fake Detection Dataset (KoDF) was
introduced. It includes 175,776 fake video clips and 62,166 real
video clips from 403 subjects. The fake videos were created
using six different synthesis models. Another interesting dataset
is ForgeryNet [29].

C. Task For This Research

The main objective of this study is to train several deepfake
detection models of convolutional neural network. A number of
convolutional neural network architectures, such as ResNet,
EfficientNet. and Xception, will be used. This will allow to
perform the deeper analysis and recognize complex patterns that
indicate image or vidco tampering. Each of these models has
unique characteristics and approaches to data processing, which
provide a more comprehensive and effective deepfake detection
together.

The objectives of this study are primanily aimed to decpening
of the understanding of the current state of identity swap
manipulation detection using machine leaming technologies, as
well as raising awareness about the challenges and opportunitics
facing the scientific community in this direction.

II. METHODS AND MATERIALS

A. Data Preparation

The data preparation stage is critical when building a
decpfake detection model. Data preparation has a significant
impact on the cfficiency. accuracy, and reliability of the final
maodel. We sclected DFDC [22] as our main dataset. To prepare
the data, we will follow the scheme of work [30] and use an
approach based on the analysis of individual frames of video
files. One of the main advantages of this method is its limited
time and computational demand, especially when processing
high-resolution or long-duration videos. Among the drawbacks
of the method, it can be mentioned that analysis of individual
frames can miss contextual or temporal relationships, which
become noticeable only when considering the video as a whole.
Also, this approach docs not make it possible to identify fakes
in the audio track. We note that while this kind of manipulations
is present in DFDC, it was not taken into account as fakes during
the competition [22].

The frames obtained at the first stage were analyzed with a
help of a face detector in order to find the boxes of found faces
and face landmarks. After analysis of face detectors (see, ¢.g..
[31]. [32]) MTCNN was chosen as the face detector [33]. The
obtained face boxes made it possible to cut out and form a set of
faces that will be used in ONN training further.

Since DFDC dataset contains decpfake videos, originals
from they were created and link to the original for cach decpfake
video, it’s possible to create a difference SSIM masks containing
1 for modified pixels and 0 otherwise [34]. These masks were
used in the generation of augmentations, which will be discussed
further.

B. Selection of models

We have selected three architectures of convolutional neural
networks for training here: EfficientNet [35], XceptionNet [8]
and ResNet [251.

EfficientNet is a family of deep neural networks that vary in
architecture size and complexity. The most popular models are
EfficicntNet-BO to EfficientNet-B7. The number in the name of
the model specifics it's size. For example, EfficientNet-B0 has
the fewest number of parameters, while EfficientNet-B7 is the
largest and most complex model with a large number of
parameters.

Each of the EfficientNet models has a correspondence
between network depth, width, and resolution. Typically, larger
models have more layers, more width, and higher resolution,
allowing them to tackle more complex tasks, but they also
require more computing resources to train and apply. In
addition, EfficientNet also includes some model variations, such
as EfficientNet-Lite, which were optimized for application on
mobile devices with limited resources, and also other models
that can be applied for specific tasks and data volumes. We have
trained B4, BS and B7 architectures.

The second of the selected architectures is XCeptionNet.
This architecture represents an improved version of Inception
model proposed in Google's InceptionV3. The main idea behind
XCeptionNet is to adopt a group of cross-channel and group
convolutions, making the network more efficient and casier to
train.

The main feature of XCeptionNet is the usage of group
convolutions to reduce the number of parameters and
computational complexity. as well as channel separation, which
allows to obtain independent convolutions for cach input
channel. These features allow XCeptionNet to use compute
resources cfficiently and allow to achieve high accuracy for
various problems in computer vision.

The last chosen architecture is ResNet (Residual Network).
This architecture differs with presence of connections, that pass
data between different layers or so-called "residual blocks”. This
architecture has a great impact in computer vision. The main
idca behind ResNet is to add input data to the output of cach
block instead of replacing it with calculated values. This allows
to reduce the gradient vanishing problem and promotes
information retention during decp network training.

Usage of these "short connections™ allows for more efficient
and faster lcaming for ResNet models. This makes possible
training of deep neural networks with dozens and even hundreds
of layers, providing high accuracy on a number of computer
vision tasks, including image classification, object detection,
and scmantic scgmentation.

All seclected models were initialized with pre-trained
ImageNet weights. Also, we used pre-trained model with Noisy
Student approach for EfficientNet.

The Noisy Student technique is one of the self-learning
methods to improve the efficiency of neural networks. It has
been featured in 2019 in Google Al paper [36] and is
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(a) Original (b) Eyes

mainly used in the context of learning using unlabeled data. The
idea is to train ncural network in several steps: initially train the
maodel with a help of labeled data and then train it with a new
unlabeled data with a help of
regularization techniques

unseen noisc-adding and

The main principle of the Noisy Student technique is that a
maodel that is already trained can be used to label unseen data
from the other dataset. Created labels can be used to train a new
maodel on this new dataset. Regularization techniques, such as
dropout or augmentation, arc also used during this training
process to incrcase the model's stability. In this way. Noisy
Student allows you to efficiently use unlabeled data to improve
the quality of the model without the need for the costly and time-
consuming process of manual data markup

C. Augmemations

Standard augmentations from the Albumentations library™,
such as image compression, GGaussian noisc overlay and blur,
horizontal flip, resizing, brightness, contrast, and saturation,
Fancy PCA. converting to gray, and applying transformations
such moving, scaling. and rotating were as
augmentations for training the model. These transformations
were applied with diftferent probabilities from 0.05 to 0.7.

as used

In addition to the augmentations mentioned above, we used
a slightly simplified version of the Face-Cutout approach®.
which was proposed in [30]. Face-Cutout, uses face landmarks
to augment train images. Face landmarks include the positions
of the cyes, cars, nose, mouth, and jawline. These positions are
used to create polygons for Face-Cutout (see Figure 1). Asitwas
alrcady mentioned above, SSIM  difference masks  were
generated at the data preparation stage. The Face-Cutout
gorithm takes as input face image and it’s comresponding SSIM
difference mask to generate an augmented image. The mask is
also used to reduce the cutting of the altered part of the face so
that the model can focus on the manipulation arca.

a

(¢) Mouth

.. 6 el

(d) Nose (¢) Convex-Hull

D

Wetrics

The following values were used as model training metrics

BCE. AUC and average accuracy.
BCE (logarithmic loss) is a metric for mcasuring the
classification models accuracy. To obtain BCE the formula can

be used

BCE iy log(y) + (1 - y)log(1 (N
Here n is a number of samples in the test dataset, y; is the actual
class of sample { and §; is the probability that the sample {

belongs to class 1.

AUC (Arca Under the Curve) is a metric used to assess the
quality of classification model. especially for their ability to
distinguish between positive and negative classes. The AU(C
mcasures the arca under the ROC (Receiver Operating
Characteristic) curve, which reflects the relationship between
true positive rate (TPR) and false positive rate (FPR).

The ROC curve is a line that shows how the TPR of the
model depends on FPR at different cut-off threshold values. The
closer the AUC is to 1. the better the model separates classes,
i.c., the larger the arca under the ROC curve, the better its
performance. The AUC can take values ranging from 0 to 1,
where a value closer to | indicates better model quality, and a
value around 0.5 indicates a random classifier behavior

AP (Avecrage Precision) is an indicator that resumes the
precision-recall curve as the average precision value achieved
for cach threshold, with an increase of recall from the previous
threshold used as a weight coctficient:

AP =" (R = R_y)P,. (2)
Here Pp and R, is the precision and recall values for i-th

threshold.

* hups://github.com/albumentations-tcam/albumentations

hups://'www kaggle.com/competitions/decpfake-detection

-challenge/discussion/ 145721
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TABLE L

RESULTS OF TRAINING DEEPFAKE DETECTION MODELS WITH A HELP OF DFDC DATASET

Model Parameters | Train time

(millions) (hours)

BCE AUC (%) AP (%)

B4+NS+FC 19 44

0.374 95.2 99.49

B3 30 5.5

0.347 95.7 99.53

B3+FC 30 5.7

0.337 95.2 99.49

BS+NS+FC 30 58

0.302 95.6 99.53

B7 43 94

0.338 95.2 99.47

Xception 229 35

0.351 93.2 99.21

ResNet50 25,6 33

0.322 93.6 99.31
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Fig. 2. ROC curves for models BS, BS+FC, BS+NS+FC.

II. EXPERIMENT RESULTS

In this paper 7 models of convolutional neural networks
based on EfficientNet, XCeptionNet and ResNet architectures
were trained. Training results are shown in Table 1. For cach
maodel, the following parameters were calculated: the number of
maodel parameters, training time, BCE, AUC, and AP metrics.
The names in the table contain model architecture: NS in the
maodel’s name means that the model was trained using the Noisy
Student method. FC means that a simplified version of the Face
Cutout algorithm was used when training the network. The
training was performed on Core i7 64 Gb GeForee RTX 3090
24 Gb.

According to Table 1, the XCeption and ResNet50 models
perform slightly worse (-93% AUC) than the EfficientNet-
based models (-95% AUC). Quite unexpectedly, almost all
maodels based on the EfficientNet architecture showed very close
AUC values (~-95%) and the difference between them can only
be observed in BCE values. At the same time, we did not
observe significant changes between the training results with
and without Noisy Student and Face Cutout. While in [30] the

increase of ~5% in AUC was observed when using the Face
Cutout method. At the same time, the AUC values, for example,
for the XCeptionNet model were slightly lower than those
obtained in this paper when using the DFDC dataset for training
and using the Face Cutout method. In [30] AUC of 95.66% was
obtained when training with a combined dataset. This is slightly
higher than our value.

ROC curves for models BS, BS+FC, BS+NS+FC are shown
on Figure 2. Model names contain the architecture type: NS in
the model’s name means that the model was trained using the
Noisy Student method: FC means that a simplified version of the
Face Cutout algorithm was used when training the network.

As onc can see from the Figure 2, we do not observe
significant difference when for models trained using the Noisy
Student and Face Cutout techniques. In [30] the 5% increase of
AUC was observed. It is planned to investigate in more detail
the influence of these techniques on models™ accuracy in further
studies.

IV. CONCLUSION

In this paper, we examined in detail the various approaches
and algorithms used in modern decpfake rescarch. We have
trained 7 deepfake detection models based on EfficientNet,
XCeptionNet and ResNet architectures. It was shown that AUC
of all trained models is higher than 93%. In the same time the
EfficientNet architecture showed better results (-95% AUC)
comparing to XCeptionNet (93.2% AUC) and ResNet
(93.6% AUC). This is ecxpected result for BS and B7
EfficientNet model sizes as they have more parameters, but this
was unexpected result for B4 model size, which showed results
comparable with BS and B7 models.

We would like to emphasize that nowadays the effectiveness
of decpfake detection models is continuously improving due to
innovative technical solutions. As in many other arcas, such as,
for example, the development of air defense or antiviruses, the
creation and detection of deepfakes are in constant struggle, and
the emergence of new models of deepfakes creation leads to the
emergence of new  detection models. Machine  learning
technologics are involved into this battle on both sides. Thus, it
is essential at this time to pay attention to the social and ethical
aspects of creating deepfakes with a help of deep learning
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methods and other similar technologics. These aspects cover a
wide range of issues, from individual rights to collective security
and trust in socicty. It should be noted that the development of
these technologies should go hand in hand with the discussion
of cthical and social norms and rules goveming the use and
distribution of fake content.

Given the rapid technological development evidenced by a
significant amount of rescarch in this direction, we can expect
significant progress in this arca in the near future. Raising
awarencss of deepfakes, developing new  algorithms and
detection approaches, as well as a decper understanding of the
social aspects of this problem, will provide more effective
protection of modern socicty from the negative impacts of fake
content.
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