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AKTYANBHICTH po6oTH. [nenTrdikams 3a Bixburkamu nameiis abo 3a 2D (3D) reomerpiero
O0NHUYYsL BXKE CTalna 3BHYHOKO — 1 MAIDKE HACTUIBKM K 3BHYHOIO CTajna 1H(OPMALIS MPO TE, K
3TOBMHCHHKHA MOXKYTb 31aMyBaTH Il TeXHOMOTIl. OauH 13 CriocoOiB, Sk He € OIOMETPUYHUM B
CTPOTOMY CCHCI, — TaKk 3BaHWH «BIAOHMTOK MOOUIBHOTO TIPUCTPOIO». Y LBOMY BHITAAKY
BHUKOPHCTOBYIOTh TaKkl XapakTEPUCTHKH, SIK MOJCIIb MIPUCTPOIO, OTCPALINHA CUCTEMA, TOJATKH, IO
BHUKOPHCTOBY€E€ KOPUCTYBa4, mapametpu Wi-Fi-Mepek, 10 SIKHMX 4acTo MIKIFOYAETCI KOPUCTYBAY,
abo, HaBITh, HABYIIHHUKIB, Ikl BIH BUKOPHUCTOBYE. B pesymbrari CHCTEMa CTBOPIOE CBOTO POAY
mpo(iaes 1 TPUCTPOIO, 1 3BUYOK KOHKPETHOTO KOPHUCTYBaya. SIKIO CHCTEMa BHABIAE HETHMIIOBUN
CILICHApIM BHUKOPUCTAHHA MOOLIBHOTO TIPUCTPOI0, BOHA BHKOPHUCTOBYE JOJATKOBI CIOCoOH
nepeBIpKY (Mapoiti, KOHTPOJIbHI ATAHHS TOLIO ).

Onnak 1poMy Metoxy iaeuTudikamii 3aBaxkae te, mo Apple, Google Ta iHON BHUPOOHMKH
MOOUTbHUX TipuCTpoiB 1 113 oO6MexyroTh HabIp mapamMeTpis, sSIKI MOYKHA OTPUMATH PO IPUCTPIH
BignancHo. Lle poOuThes 3 METOIO 3aXUCTY OCOOMCTHX JAHHMX KOPUCTYBa4iB. ToMy pO3BHBAOTHCS
HOBI MeTOIU OloMeTpudHOI 1aeHTH(IKaLli. B mepmry yepry ue Tak 3BaHa moBeaiHKOBaA Oiomerpisa. B
il OCHOBI ITCKUTH IUITMH PSAA MApaMETPIB, MO BLAPIZHAIOTEH MOBEAIHKY KOHKPETHOTO KOPUCTYBAva.
Tax, HanpuKIag, BUKOPUCTOBYBAHI B CMApT(OHI TIPOCKOIM 1 aKCCICPOMETPU MOKYTh OLUHHTH 1
3amam'sTaTy, SIK JIFOJAMHA TPUMAae CMapT(OH I 4aC BUKOPUCTAHHS, B SIKOMY CTAHOBHILI 3a3BUYAH
HOCHTH KWOTO 1 HABITH SIK XOAWTH. 3a JOMOMOTOI0 TAUCKPIHY 1 KIaBlaTyph MOKHA BCTAHOBUTH
XapaKTePHI AT IO AUHU PYXH PYK 1 TATBIUB.
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Metor podoTH € maBUIICHHS 1HQOPMAIIHHOT Ge3Mmekr MOOUIBHHUX MPHUCTPOIB HAa OCHOBI
aHamsy «MOOLTBHOTO» KJIaBlaTyPHOTO MOYCPKY.

JLiist TOCSITHEHHS TTIOCTABICHOI METH HEOOX1THO PO3B sI3aTH HACTYTIHI 3aa4i:

1) mpoBecTH OTISIT OCHOBHUX METOAIB OIOMETPHUYHOI ay TeHTH(]IKALIL, OO0 BUKOPUCTOBYFOTHCS
abo € MICPCIICKTUBHUMH J0 BUKOPHUCTAHHS B MOOUTBHUX TIPUCTPOSIX. ;

2) MPOBECTH TOMIVK BIAKPUTHMX JATaCCTIB IMAPaMETPIB KJIABIATYPHOTO MOYCPKY Ta olOparu
JEKLTbKA 3 HUX JUTS MO JAIbIINX J0CTIKEHb),

3) wHa ocHOBI O00paHMX JaraceTiB JOCITIAMTH  IH()OPMATHUBHICTE HYacOBHX  Ta
CUXO(1310I0TIYHMX MAPAMETPIB «MOOLIBHOTO» KIIABIATYPHOTO IIOYCPKY;

4) mHa OCHOBI TIPOBEACHHX JOCHIMKCHB 3arpOTOHYBATH CHCHApii  BHKOPHUCTAHHSI
«MOOLIPHOTO» KJIABIATYPHOTO IOYCPKY B SKOCTI OIOMETPHYHOI TEXHOJIOTI 3aXHCTY MOOLIBHHX

IPUCTPOIB.
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OcHoBHI MeToqu OlomeTpwdHOi ayTeHTH(]IKaIii, MO BUKOPUCTOBYIOTHCS abo € IepCICKTUBHUMH IS
BUKODHUCTAaHHS B MOOUILHUX TPUCTPOSIX: POIRIIHAGAHHA 34  OOAHYYAM, DO3NIZHAGANHA 3d  20710COM,
PO3NI3ZHAGAHNA 3a OUHAMIYHUM 2payiunum napoiem, pO3niINAGAHHA 34 MPUGUMIDHUM OUHAMIYHUM
nionucom, poO3RIINAGAHHA 34 2eoMempicio 00100, PO3RIINAGAHHA 34 PAlOYICHOI0 O00O0IOHKOI0 OKa,
PO3NIZHAGAHHA 3d L0OUMKOM RAIBYA, POINIZHAGANHS 3 KAAGIAMYPHUM NOUEPKOM.

3pYUHICT BHKOPHUCTAHHS KOXHOI OiOMETPHIHOT MOJAITBHOCTI 3aleXUTh BiI YMOB HABKOJHUITHBOTO
CepeIOBUITA.

JUI1 METOIB po3niznanus 3a ooauuuam, paiidyicnolo 00010HK0I0 0Kd, 2eoMempicio 0010Hi BaKITIBUMU
€ piBEHb OCBITIICHHS (3aHAJTO CBITIO / 3aHAATO TEMHO), CIPSMOBaHE OCBITICHHS (TIPWBOAWTL O TiHEH Ha
dotorpadisx); Bupa3z oOIMIIS KOPHUCTYBaYa;, IMOMOKEHHS TOJIOBY KOPUCTYBava, BUKOPUCTAHH MakisTKy 1/ abo
akcecyapiB (Karemox, mapd, COHIE3aXUCHI OKYSIPH TOIIO), PI3HI PO3MIPH 31HHIN B MOMEHTH peecTparlii 1
ayTeHTH}IKaIl], HEKOHTPOIHLOBAHMH 1 ckIaaanit (oHU B mporieci GpoTorpadyBaHH, MBUIKI 3MIHU TeMIIepaTy Pl
1 BOJIOTOCTI, MO BUKIMKAIOTH KOHJCHCAITIO Ha 00'€KTHBI, pyx KOpHCTyBada abo cMapTdoHa (HapuKIam, pyxX
moi3aa, cyaa abo mirTaka).

JIns posniznanna 3a 2010com BaXINBAMHU € PiBeHb (OHOBOTO IMyMy (TalacivBi YMOBH cepelOBHINa
pOOIITH BaXKKUM BiAJIUIEHHS Tolocy cyG'ekTa Bif (GoHY), HaSBHICTH HOPYH 3 KOPUCTYBaUeM IHIHMX JHOMCH, SKi
TOJIOCHO PO3MOBIIIIOTH (YCKIIa[HEHe BUJILICHHS caMe TONIoCY KOPHICTYBaya); 3aBaji B MikpohoHi gepes BiTep.

JUis po3niznasanns 3a ¢i0OUmMKOM RAABYA BAXIIVBUMY € OCBITICHHS (TIPSIME OCBITICHHS MOYKE BILTUBATH
Ha poboTy ONTHYHOTO OlOMETPUIHOTO CKaHepa, TeMIepaTypa i BOJOTICTh (MOXYThH MPW3BOJIUTH IO HAAMIPHO
cyxoi abo HaAMIpHO BOJOTOI INMKIpW, YCKIATHIOIOUM 30ip BIIOWTKIB MANbIiB), MwmbHe abo 3a0pyaHeHe
HABKOJIWIITHE CepefoBUINe, IMIIhbHI abo 3abpyaHeH] TambIl (MOXYTH MPW3BOAUTH 0 3a0pyaHEHHS poOoUoi
MOBepXHI OIOMETPUIHOTO CKaHepa), BUICYTHICTh TaISIPHOTO Bi3epyHKA, IMBHAKI 3MIHM TeMIlepaTypH 1
%onorocﬁ, IO BUKJIMKAIOTH KOHJEHCATIII0 Ha poGotiil oBepXHi 010MeTPUIHOTO CKaHepa. o/
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H, D, H,
Hold Up-Down Hold
DD,
Down-Down

1. TpupamcTs yrpumanns kimasimm (Hold-
Time) Ha hizuuHii KIaBiaTypi.

2. TpuBamcTh Nay3u MK BTy CKaHHSIM
MepImoi KJIaBilmi Ta HATHCKAHHSIM JpPYyToi
xmaBimi  (Up-Down-Time) nHa ¢izmamii
KIIaBiaTypi.

3. Yac MK HaTUCKaHHSIMH IIEPIIOl KIIaBiMIi
ta japyroi kaaBim (Down-Down-Time) nHa
(i3uunHii KIaBiaTypi.

1. TpuBamicTh yTpUMaHHS KJIaBiMIi

(Hold-Time) Ha BIPTYalbHIH
KIaBiaTypi.
2. Tpusamictp nay3u MIXK

BUIIyCKaHHSIM TIEPINOi KJIABINm Ta
HaTUCKaHHSIM Jpyroi kimasimm (Up-
Down-Time) Ha BIpTyanbHIH
KIaBiaTypi.
3. Yac MiX HATHCKaHHAMH IepIIOl
krmaBimi Ta japyroi kmaeim (Down-
Down-Time) Ha BIpTYalbHiH
KJIaBiaTypi.
4. Tuck mna exkpan € MmomeHm
MOPKARHA RATLYUAMU EKPAHY.
5. Po3mip «nnamu ¢i0 nansysn» ¢ MOMeHm HOPKAHHA RATLUAMU
expany.
6. Ilpuckopenns no mpbvox OCAX KOOPOUHAM 6 MOMEHMm
MOPKAHNA RANLUAMI eKPARY.
7. 3azanvna eiocmanv - cyma eidcmaneil (8 nikcensnx) mixye
060Ma nOCNIOOGHUMIL KHORKAMU HA GIpMyanbHiil Kiagiamypi.
8. 3azanvnuii uac 60y naponwvnoi gpazu.
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Baza mammx «Keystroke Dynamics Benchmark Data Set» micTuTh nmapamerpu BBOAY HapoibHOL (paszu
«tieSRoanl» Ha ¢i3muHi# Ki1aBiaTypi, Ky Habupanu 51 xopuctyBad 1o 400 pa3 kokeH. [laHi npejcraBieHi 34
CTOBIUHKAMHU, TPHU 3 SIKUX — ITe IJIeHTU(IKaTop KopUcTyBada, HoMep cecii (Bi 1 1o 8) Ta HoMep cnpobu (Bix 1 10
50) BBOmy. OcTanHi 31 CTOBIMMK — YacoBi MapaMeTpH (B CeKyHAaxX) BBOAY MaponbHoi ¢pazm: H.dot, DD.dot.t,
UD.dott, H.t, DD.ti, UD.ti, H.i, DD..e, UD.ie, H.e, DD.e.five, UD.e.five, H.five, DD.five.Shiftr,
UD five.Shift.r, H.Shift.r, DD.Shiftro, UD.Shift.ro, H.o, DD.o.a, UD.o.a, H.a, DD.a.n, UD.a.n, H.n, DD.n.l,
UD.n.l, H.I, DD.l.enter, UD.l.enter, H.enter. Tyt «H.A» — wac Haruckauus knapimm A, «DD.A.B» — gac mixk
HATHUCKaHHSIM Ki1aBimt A ta B, «UD.A.B» — wac Mix Bi/IIlyCKaHHSIM KJIaBill A Ta HATUCKAHHIM KiaBirii B.
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subject 1 sessionindex rep H.period DD.period.t UD.period.t Ht DDt UDti H.i DD.ie UD.ie
2 s002 1 % 0.1491 0.3979 0.2488 0.1069 0.1674 0.0605 0.1169 0.2212 0.1043
3 s002 1 2 0.1111 0.3451 0.234 0.0694 0.1283 0.0589 0.0908 0.1357 0.0449
4 s002 1 3 0.1328 0.2072 0.0744 0.0731 0.1291 0.056 0.0821 0.1542 0.0721
5 s002 1 4 0.1291 0.2515 0.1224 0.1059 0.2495 0.1436 0.104 0.2038 0.0998
6 002 1 5 0.1249 0.2317 0.1068 0.0895 0.1676 0.0781 0.0903 0.1589 0.0686
id 5002 1 6 0.1394 0.2343 0.0949 0.0813 0.1299 0.0486 0.0744 0.1412 0.0668
8 5002 1 ;] 0.1064 0.2069 0.1005 0.0866 0.1368 0.0502 0.08 0.1407 0.0607
9 5002 1 8 0.0929 0.181 0.0881 0.0818 0.1378 0.056 0.0747 0.1367 0.062
10 002 1 9 0.0966 0.1797 0.0831 0.0771 0.1296 0.0525 0.0839 0.1425 0.0586
1 002 1 10 0.1093 0.1807 0.0714 0.0731 0.1457 0.0726 0.0766 0.1241 0.0475
12 5002 1 1" 0.0887 0.166 0.0773 0.0876 0.156 0.0684 0.0839 0.1386 0.0547
13 5002 1 12 0.0911 0.1525 0.0614 0.0824 0.1516 0.0692 0.0731 0.1391 0.066
14 s002 1 13 01114 0.162 0.0506 0.09 0.1547 0.0647 0.0797 0.1349 0.0552
15 s002 1 14 0.0903 0.1871 0.0968 0.0805 0.1919 0.1114 0.0842 0.16 0.0758
16 5002 4 15 0.1169 0.2562 0.1393 0.0739 0.1549 0.081 0.0892 0.1462 0.057
17 5002 1 16 0.127 0.1839 0.0569 0.0911 0.1381 0.047 0.0895 0.1774 0.0879
18 5002 1 17 0.1016 0.1799 0.0783 0.0792 0.1434 0.0642 0.076 0.1412 0.0652
19 s002 1 18 0.1056 0.1755 0.0693 0.0781 0.1391 0.061 0.0898 0.1613 0.0715
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Baza ganmx « MEU-Mobile KSD Data Set» MicTuTh napameTpy BBOIY HapoibHoi dpazm «.tieSRoanl» na
BipTyanbHiil kmaBiatypi cMapTdony Nexus 3 OC Android 5.1.1, sxy mabupanu 56 xopucTyBadiB mo 50 pa3
KOXKEH.

Jlani ipecTaBitioTs daitn Excel 3 67 croBmamkamy.

ITepmmit cToBITUIMK — i1eHTH(IKATOP KOPUCTYBaYA.

CroBmimku 3 2 mo 14 — dbacw HaTHCKaHHS KJIaBINIl Mapomio 3 ypaxyBaHHIM crerudikn Android
knmaBiatypu: Hold .; Hold t; Hold i; Hold e; Hold [123?]; Hold 5; Hold [1237]; Hold Caps; Hold r; Hold o;
Hold a; Hold n; Hold 1.

CroBmiauku 3 15 mo 26 — wacw MiX HaTWcKaHHSMu KiaBimt DD ..t; DD ti; DD ie; DD e.[1237];
DD [1237].5; DD 5.[1237]; DD [123?].Caps; DD Caps.r; DD r.o; DD o.a; DD a.n; DD n.l.

CroBmamku 3 27 mo 38 — wacw MiXK BIAIyCKaHHSIM TIOTEPEeTHBOI KIaBilll Ta HATUCKAHHIM HACTYTIHOL
wiasinm UD ..ty UD ti; UD ie; UD e.[1237]; UD [1237].5; UD 5.[123?]; UD [123?].Caps; UD Caps.r; UD
ro; UD o.a; UD a.n; UD n.l.

CroBrmamku 3 39 mo 51 — THUCK Ha exkpaH cMapTdoHa B MOMEHT HaTUCKAHHS KIaBIT Pressure .; Pressure t;
Pressure i; Pressure e; Pressure [1237]; Pressure 5; Pressure [1237]; Pressure Caps; Pressure r; Pressure o;
Pressure a; Pressure n; Pressure .

CroBmiauku 3 52 mo 64 — posMmip obmacTi ekpaHa, sKa YTBOPIOETHCS B MOMEHT HAaTHUCKAHHS KIaBiIll
Fingerarea .; Fingerarea t; Fingerarea i; Fingerarea e; Fingerarea [1237]; Fingerarea 5; Fingerarea [1237];
Fingerarea Caps; Fingerarea r; Fingerarea o; Fingerarea a; Fingerarea n; Fingerarea l.

CroBImamku 3 65 1o 67 — cepe/Hi 3HaUeHHS Yacy YTPUMAHHS KIaBimn (mearholdtime), THCKY Ha eKkpaH
cMap(dToHa (meanpressure) Ta «IUBSIMU BIT TAIBILD (meanfingerarea) B Tiporieci Habopy Tapois.

Omxe, maHmit garacer KpiM 37 HacoBUX TMapaMeTpiB BBOAY MapolbHOI (pa3w MICTUTH JOAATKOBI 29
rapaMeTpiB, IO BU3HAYAIOTHCS aHTPOIIOMETPIEI0 KOPUCTYBada (PO3Mip «IUBIMM BiJ IalbIlsh» Ha €KpaHi) Ta
0COOIMBOCTIMU HOTO B3a€MOJIIi 3 CEHCOPHUM €KPaHOM (THCK).

[ e/
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Baza mammx «The Mobikey Keystroke Dynamics Password Database» MicTUTh mHapameTpu BBOIY
maponbHoi ¢paszn «.tieSReanl» Ha BipTyampHi#t kiaBiatypi miaanmiety Nexus 7 3 OC Android 5.1.1, sky
Habupamm 54 koprucTyBaua 1o 60 pa3 KOxKeH.

Jlani ipeacTaBoTs daiin Excel 3 73 cToBIMIMKaMu.

ITepmmit cTOBIIMK — 1IeHTH(IKATOP KOPUCTYBAYA.

CroBruuky 3 2 1o 64 BIINOBIAAIOTH 3a aHaloridHi Jo Aatacery « MEU-Mobile KSD Data Set», 1ie wacoBi
Ta IcUX0(}i310I0TITHI TapaMeTPH «MOOLTLHOTOY KIIaBlaTyPHOTO ITOYEPKY.

CroBmuuku 3 65 mo 70 — cepeqHi 3HAYEHHS Yacy YTPUMaHHS KIaBill (meanholdtime), THCKY Ha expaH
cMapdToHa (meanpressure), KIWISIMA Bl TAIBIE (meanfingerarea) B Tipolleci HaGopy Napoist, cepejrHi
3HAUYEHHS IPUCKOPEHHS 110 TPHOX OCSAX KOOPIUHAT (meanxaccelaration, meanyaccelaration, meanzaccelaration)
B MOMEHT TOPKAaHHSI MATBIFIMK eKpaHy. 3arambHa (YHKIS BifcTaHi (CTOBIWK 71 — fotaldistance) Gyma
po3paxoBaHa SIK cyMa BijicTaHe# (B MKcesIx ) MK JIBOMa TOCHIJOBHIMY KHOTIKAMHY Ha BIpTyalbHIN KIaBiaTypi.
3aranpbHU gac (CTOBMUHK 72 — fotaltime) sBIse coboto wac, HeoOXiMHUI sl BBeAeHH mapoirl. [[IBUAKICTH
(croBImwK 73 — velocity) 6yma oGuuciieHa SK BiTHOMEHHS BiICTaHi 1 3aTallbHOTO Yacy BBEJICHHS apoOIio.

Omxe, TaHnU JaTaceT MICTHUTH Iie OUIbITe YHIKATbHOI iHGOpMATl Mpo MCHXo]i3ioIoridHl 0coOIMBOCTL
poOOTH KOPUCTYBAUIB 3 MOGIITEHIM TIPUCTPOEM.
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Ockinpkn  jmatacer «Keystroke Dynamics Benchmark Data Set» wicTuTh mHapamMeTpy «KIaCHIHOTOY
KJIaBIaTypHOTO TIOYEPKY, TO JIOTTIHO HOTO BHKOPUCTOBYBATH SIK STATOH JIJI1 TIOPIBHSHHS 3 IBOMA 1HIIIMU JaTaceTaMH,
IO MICTSITH MAapaMeTpy «MOOITHHOTOY» KIIABIaTypPHOTO TIOUEPKY.

Taxox ciif BiIMITUTH, MO KITBKICTH CIpol BBOAY MApoIbHOI ¢paszd y JOCHIHMX JaTaceTaX 3MIHIOETHCS B
IMMUPOKOMY fmiamazoHi — Bif 50 cipob Ha omsoro KopucTyBada it « MEU-Mobile KSD Data Set» i 60 crpo6 Ha
omuoro kopuctyBada ams «The Mobikey Keystroke Dynamics Password Database» mo 400 cmpo6 Ha ofgHOTO
xopuctyBada ams «Keystroke Dynamics Benchmark Data Set». Tomy momepenmpo matacer «Keystroke Dynamics
Benchmark Data Set» Gynmo mTydHO po3migeHo Ha 8 jaTaceTiB, B KOKHOMY 3 SIKMX MICTHUThHCS 1o 50 crpol BBOIY
TapoIbHOL pasu UL KOKHOTO 3 KOPUCTYBAUIB.

Ilpuxiran mymsTuKIacoBoi Kiacubikarii KOPUCTYBadiB 3a TphoMa mimjgataceTamu «Keystroke Dynamics
Benchmark Data Set» maBegeno Ha pucyHkax Hnkde. CepenHs iHTerpanbHa TouHicTh Kmacudikarii CA4 = 94% 3
MOXJIMBAMH TOOJAVHOKMMH BHUIIAJKAMHU «IPOCiTaHHI» a0 78 %. Ile Toi MOKa3HWK, 3 SKUM Hajam OyayTh
TIOPIBHIOBAJICH pe3yIbTaTh Kiacudikarii 3a «MOOCLTHHIMY KIaBiaTypHAM TOUEPKOM.
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Pesymprarn mynsrukiacoBoi kmacudikarii metogoM Random forest xopmetyBauiB 3 garacery «MEU-Mobile
KSD Data Set» 3a wacoBuMm mapaMeTpamMHu «MOOLIBHOTO» KIAaBlaTypHOTO IIOYEPKY: IHTeTpajbHa TOYHICTH
krmacudikarii (CA) cxmagae 79.3 %. Taxox ciif BIIMITUTH HACTyIHE: 1) AT 5 KOPUCTYBadiB TOTHICTH KiIach(piKarii
He mepeBurye 60 % (MiHiMambHe 3HaUeHHT — 50 %), 2) 1t 10 xopHCTyBawiB TOUHICTH KIacuQikariii mepeBuIye
90 % (MaxcuMalnbHe 3HaueHHS 97.8 %).

Pesynmprarn mynsrukiacoBoi kimacudikarii MetomoMm Random forest kopuctyBauiB 3 maracery «The Mobikey
Keystroke Dynamics Password Database» 3a wacoBuMmm mapamerpamMy «MOOITHHOTO» KJIABIaTypHOTO TIOYEPKY:
iHTeTpanbHa ToUHiCTh Kiacubikarii (CA) ckmamae 75.8 %. Takox cmif BiAMITUTH HacTymHe: 1) Timbku At 1
KOpPHUCTYBada TOUHICTH Kiacwdikamii He TepeBrmtye 60 BiACOTKIB — 53.5 %; 2) TUIBKH AN JBOX KOPHCTYBAdiB
TOUHICTHh Kiacudikarii nepeuirye 90 BiAcoTKiB (MakcuMaibHe 3HadeHHS 98.1 %). OTxe, NI AaHOTO JaraceTy
MEHITIe He TIIbKH 1HTeTpalbHa TOUHICTH Kinacudikarmi (75.8 % mpotu 79.3 %), ane i MOXKHA CHOCTEpITaTH 3HATHE
3MEHITIeHHS KopucTyBadiB (2 mpotu 10), amsd SKUX TOUHICTH Kinacudikarii Oyna mpuiHsaTHOIO (90 BIACTOKIB Ta
Oimprme). TakmMm wwHOM, 1HTeTpalbHa TOUYHICTH MYIBTHKIACOBOI Kiacudikarlii KOPHCTYBadiB 3a «MOOLIHHEMY
KIaBlaTypHUM ITOYEpPKOM, IO BKIIOYAE TIABKM YacoBl IapaMeTpW BBOAY Iapommo, ckiamae 75.8-79.3% 3
«mpocigaaasM 10 50-60 %, 1Mo MoKHa BBOKATH YK€ HU3LKAM OKa3HIKOM.

A& Testand Score n [ & Testand Score
Sampling Evaluaton Results Sampling Evaluaton Results

® Cros valdation [ Meaa v £,| Precicion | Racall o o Model  AUCf/CA\ FL Precision Recall
Number of folds: (10 Random Forest 0.9 bro 0795 0793 Number of fods: . (40 Random Forest 0980758752 0766 0758

Stratified Stratified

Random sampling Random sampiing
Repeat trainftest: (10 J Repeat trainftest: (10
Training setsze: (66 % ) Training setsze: (66 %
7] Stratified 7] Stratified
Leave one cut Model Comparison by AUC Leave one out Model Comparison by AUC
Test on train data Test on train data
Teston test data Teston test data

Target Class = Target Class
MEU-Mobile KSD Data Sct The Mobikey Keystroke Dynamics Password
(Average over dasses) (Average over diasses) s &

Database
Model Comparison Model Comparison
(avea under ROC curve: Tabie shows probabites that the score o the madel i the row s hgher Areaunder ROC curve Table shovs posabiees o e s e el e o s s

than that of the mods! in the column. Small numbers show the probabiey = ————— of the mods! in the colmn. Small numbars show the probabiey
Negligible difference: that the dffeence s neglgbe. Negligible difference: e oegigitle

o]
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Pesynmprarm MynmsTHKIacoBoi kmacudikarii merogoM Random forest xopuctyBauiB 3 mataceriB «MEU-Mobile
KSD Data Set» ta «The Mobikey Keystroke Dynamics Password Database» 3a TuckoMm Ha ekpaH: iHTeTpajbHa
TouHicTh Knacudikarii (CA) ckiramae 43.7 % Tta 54.9 %. OTxe BUKOPHCTOBYBATH THCK, SIK OKpeMy OCOOIMBICTH
«MOOLTEHOTOY KJIaB1aTypHOTO IOYepKy Ta OyAyBaTH 3a Helo ayTeHTHDIKATIHHY cucTeMy HEMOJKIIUBO.

Pesynmprarm MynmsTHrKIacoBoi kmacudikarii merogoM Random forest xopuctyBauiB 3 mataceriB «MEU-Mobile
KSD Data Set» ta «The Mobikey Keystroke Dynamics Password Database» 3a po3MipoM «IDIMH BiJ TATIBITD»:
iHTeTpanbHa TouHicTh Kiaacudikarii (CA) ckmagae 26.2 % Tta 30.5 % BignosigHo. OTKe BHKOPUCTOBYBATH PO3MIpP
CIISIMA - BiJT TaNbIlD, K OKpeMy OCOOMMBICTH «MOOIMTHHOTO» KIABIaTypHOTO MOUYepKy Ta OyayBaTH 3a Heo
ayTeHTHDIKATIAHY CHCTEMY HEMOKIIHBO.

Pesynmprarn mynsrukiacoBoi kmacudikarii metogoM Random forest xopmetyBauiB 3 garacery «MEU-Mobile
KSD Data Set» 3a mcmxodizioIoTiTHIME TapaMeTpaMu (TUCK, po3Mip «IsiMm» ): CA = 53.2 %. OTxe THCK Ta po3Mip
«ILUISIMH BiJ] IATBIED» HE € HACTLIHKY YHIKATLHIMY TapaMeTpaMi «MOOITHHOTOY KIIaBiaTypHOTO MOUEPKY.

Pesynmprarn mynerukiacoBoi kiracudikarii MetomoMm Random forest kopuctyBauiB 3 maracery «The Mobikey
Keystroke Dynamics Password Database»3a mncmxodizionorivHuMy TapaMeTpaMu  (THCK, pPO3MIp  «IULIMIY,
MIPUCKOPEHHS MO TPhOX OCIX KOOPJMHAT, 3arajbHa (YHKITS BiICTaHI Ta 3aralbHUN Wac BBEJCHHS IapOIIO):
IHTeTpaTbHa TOUHICTD Kinacudikarii (CA) ckmagae 86.7 %. [& Tetandscoe

Sampling Evaluation Results

OTxe TUCK Ta pOSMip KIIEIMH BiZ[ HAIBID» HC € | 6 coss vaidation

HACTITBKY YHIKATHHAMH TlapaMeTpaMu «MOOITEHOTO» Sl ) | o ore :5721 i
KIaBlaTypHOTO Touepky, mob OyayBaTé 3a HUME

ayTerTudikariiiy cucremy. [lifTBepKEHHAM ITHOTO Random sanping

dakTy € pesymbTaTH MYJIBTUKIACOBOI Kiaacupikarrii i o

metosiom Random forest kopucTyBawiB 3 jgaracery 7] swatfed

Leave one out Model Comparison by AUC

«The Mobikey Keystroke Dynamics Password T
‘est on test dat
Database» 3a I’'aThMa IapMeTpaMH: HPUCKOPEHHS 110 Tt
TPHOX OCSX KOOPAWHAT, 3arajibHa (MYHKITIS BITCTAHL T& | 4eore o comen
3araJbHAN 9ac BBEJCHHS Tapolmo, 1e CA = 64.7 %. o

Target Class

Area under ROC curve Table shows probabilities that the score for the model in the row s higher
—— — — ———————— than that of the model in the column. Smal numbers show the probability
Neglgible difference: 0 that the dfference & negligible,
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Pesynmprarn mynsrukiacoBoi kimacudikarii MetomoMm Random forest kopuctyBauiB 3 maracery «The Mobikey
Keystroke Dynamics Password Database» 3a wacoBumu Ta ncuxodizionoriaammu mapamerpamu: CA = 90.3 %. Kpim
ToTo: 1) M1 3 KOPUCTYBaTiB TOUHICTH Kinacudikariii He mepepurtye 80 % (MiHiMambHe 3HaUeHHT — 69.4%); 2) amsa 30
KOPUCTYBadiB TOWHICTh Kiacupikamii mepeBurrye 90 % (Mmaxcmmanbbe 3HadeHHI 100 %). Otxe, TOYHICTH
kmacudikaii 3a YaCOBHMH IAapaMeTpaMH, THCKOM Ta PpO3MIPOM «IDIIMH BiJ TAibIT» HaOMIKYEThCS IO
BCTaHOBIICHOTO paHiIle mopory, a came CA = 94% 3 TOOTMHOKIME «IPOCiJaHHIMIDy 10 78 %.

Pesympratm xnmacumdikarii merogom Random forest wopmeryBauiB 3 gatacety «The Mobikey Keystroke
Dynamics Password Database» 3a gacoBmmu Ta mcmxodizionoriaamvu mapamerpamu: CA = 93.3 %. Kpim Toro:
1) mmst 2 xopuCTyBadiB TOUHICTH Kiacudikarii He mepeBuntye 80 % (MiniManbHe 3HaweHHS — 74.3 %), 2) moa 41
xopuctyBada (76 %) TouHicTh knacudikarii mepeBumye 90 % (MaxcmMmannhe 3HageHHs 100 %). OTxke, TOUHICTH
Krmacudikaryi 3a JacOBUMH Ta TCHXO(I3IONOTITHIME TapaMeTpaMu (akTHIHO JOPIBHIOE BCTAHOBICHOMY paHiIle
mopory, a came CA = 94% 3 TOOIVHOKMMU «IIPOCITaHHIMID 10 78 %.

Samping
© Cross validation
Number of folds: (10
Stratified

Random sampling

Repeat train/test: |10 v
Trainng set size: (66 % v
V] Stratified

Leave one out

Test on train data

Test on test data

Target Class

(Average over dasses)

Mode! Comparison

|2 B | A 2%

.S | £ Test and Score

Evaluation Results

| Model A Precision Recall
Random Forest 0.994 0.903 §.903 0906 0.903

Mode! Comparison by AUC

MEU-Mobile KSD Data Set

Table shows probabilities that the score for the model in the row is higher
than that of the mode! in the column, Small numbers show the probabilicy
that the dfference s nagigble.

Sampling

9 Cross valiidation

Number of folds: |10 M

Stratified

Random sampling

Repeat train/test: (10 -
Training set size: (66 % -
V| Stratified

Leave one out

Teston train data

Teston test data

Target Class

(Average over dasses)

Model Comparison

Area under ROC aurve X,

Neglgble difference:

| 2 B | o320 320

Evaluation Results

[ Mode AU FL Precision Recall
Random Forest 0.998 p932 0935 0933

Model Comparison by AUC

Random

The Mohikey Keystroke Dynamics Password
Database

Table shows probabiities that the scove for the mode! in the row is higher
than that of the model in the column, Small numbers show the probabiicy
that the dfference is nagigibie.
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IlirBrmuTy TOUHICTH ayTeHTU]IKAarii TakoK MOKHA 328 paxXyHOK TIOOYIOBHU JBIHKOBOI cHCTeMU ayTeHTH(IKaTTii.
ITe MOXIMBO, OCKITFKH Ha BiMIHY BiJl KOMIT IOTepa, JIe 3apecCTPOBAHNMY KOPHUCTYBadaMHU MOXKYTH OyTH JeKiTbKa
moeit, y MOGUITFHOTO IIPACTPOIO 3aBK/IH TUTHKY OJIMH BIACHUK.

JUIs mocTiipKeHHsT TOTHOCTI ABi#KoBoi kimacudikarii 3 gatacety « The Mobikey Keystroke Dynamics Password
Database» 6yno Bimibpano 10 kopucTyBauiB: kopucTyBadi «28», «33», «37», «31» Ta «ll», gkuM BiAmOBiTae
HaUTIpIna TOUHICTH Kiacudikarii — 74.3 %, 78.5 %, 86.6 %, 87 % ta 87.1 % BiAMOBIAHO Ta KOPHUCTYyBadi «29», «51»,
«13», «20» Ta «49», sxUM BiMOBITae Halikpara ToaHicTh Knacudikarmi — 100 %, 100 %, 98.4 %, 98.4 % ta 98.4 %
BiAMIOBIIHO. [HTErpanbaa TouHicTh Kiacudpikarii (CA) B boMy BHIIAIKY 3HAXOMUTHCSA B Mekax B 98.1 % 1o 99.8 %.
Omxe, I CIieHapilo ABi¥KkoBoi Kiacmgikarii Ta BHKOPUCTAHHS YacOBHX Ta IMCHXO(i3I0IOTIUHUX IapaMeTpiB
KIIaBIaTypHOTO TIOYEPKy TOTHICTD ayTeHTH(]IKaIii BIacCHIKIB MOGLILHIX IPUCTPOIB CTAHOBUTH He MeHIT 98 %.

Random samplng

Repest ranest: (10
Traiing setsize: (6%
7] stratfied

Leave one out

Test on tran data

Teston testdata

Target Class

(Average over dasses)

Model Comparison
[vea under ROC curve
Negigble dfference:

2 B | A3 320

Evaluation Results
Model AU CAY FL Precision Recall

Random Forest 09880981 9972 0963 0981

Model Comparison by AUC

KopHcTyBay "28"

bl hovs rbabines i e s e o 0 e o s ke
st e derence 4 regls

e il e . Sl s o e pretabiey

Repeat trantest: [
Training setsize:

V| stratified
Leave one cut
Test on train data.
Teston testdata

Target Class

(Average over dasses)

Model Comparison
|Area under ROC curve.
Negigble diference:

2 B | 360 B30

Evaluation Results

Model  AUCH CA R F1 Precision Recall
Random Forest 09900989 8987 0989 0989

KopHcTyBay "31"

Table shows probabilies that the scoe for the madel i the row s higher
han that ofthe model nthe column. Small umbers show the probabiy
hat the dfference & negige.

Random samping

Repeat tranftest: [10
Traning setsize: (6%
7] swatfied

Leave one out

Teston ran data
Teston testdata

Target Class

(Average over dasses)

Model Comparison
area under ROC curve
Negigble dfference:
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Evaluation Results

Model  AUCH/CANFL | Precision Recall
Random Forest 09990985 1981 0986 0985

KopucTyBay "51"

Table shows probabices that the score for the madel 1 the row 5 Pigher
than that o the model i the coumn. Semal rumbers show the probabiy
that the dfference & regighe.
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IaTerpanbHa TOYHICTH JBIMKOBOI Khmacuikamii nwime 3a TOKA3HUKAMM aKcellepoMeTpa Ta JIUHAMIYHUX
MIOKa3HUKIB PyXy KiHUMKa bl II0 eKpaHy (Ilef clieHapilf BUIIIOBiflae CKPUTHOMY HEIIEPEPBHOMY MOHITOPHHLY
0CcOOMCTOCT1 KOPHUCTYBada MOGIILHOTO MIPUCTPOIO) 3HAXOAUTLCS B Mexkax Bif 98.2 % mo 98.5 %, mo MoKHA BBaXKaTh
Jy’ke BUCOKHAM ITOKa3HUKOM.

Otxe, 3a OKA3HAKAMH akcelepoMeTpa Ta AUHAMIYHUX IOKa3HWKIB PyXy KiHUMKA MBI 110 €KpaHy MOKHA

KOpHUCTYBada 3 TOUHICTIO He MeHIe 98 %.

Random samping

Repeat train/test:
Traiing setsoe: (55 Bee)
7] stratfed

Leave one out

Test on tran deta

Teston test data

Target Class
(Average over dasses)
Model Comparison
[Area under ROC aurve -
Negigbie dference:

2 B | 9130 B30

Evaluton Results
| Model aucfca¥ A precision Recall

| Random Forest 0928 0sesfpos2 0383 0385

Kopuctysau "28"

Tabe shows probabines that the scre fo the macel 1 che row 3 hgher
than that o he ol th courme, Sl rumbas o he probabIT)
et the dfrence 5 regis e,

—
Repest trainftest: (10 -

Training set sze: (6% -]
7] stratified

Leave one out

Test on train data

Teston test data

Target Class

(Average over dasses)

Model Comparison

[Area under ROC aurve: ]
Negloble dfference:

L2 B | #30 B30

Evalustion Resits
Model  AUC CAY F1 Precision Recall

Random Forest 096098581 0982 0985

KopucryBau ""31"

Tabie s probabites that the o forthe mace 1 he ow s ghar
than thatof the odel  che colurmn, Sral numbers show e probabiey
thathe dFerence 5 regigoR.

Random samping
Repeat tranftest:
Training setsize: |
] Stratified
Leave one out
Teston tran data
Teston testdata

Target Class
(Average over dasses)

Model Comparison
Area under ROC aurve: -

Negioble difference:
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3a0e3MMeunTh CKPUTHUA HETepepBHUI MOHITOPUHT OCOOHCTOCTI

Evaluation Resuts

Model  AUCH[CAYFL Precision Recal
Random Forest 095§0062 9976 0976 0982

n Forest

KopucTyBay "51"

Table shows probabies thet the scoe orthe mode i the o & hgher
Shan hat of che model  the courmn, Sal numbers show th probasiey
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1. BuxoHaHO OIS OCHOBHWX MeTOMIB OloMeTpwdHOI ayTeHTH(IKarii, MO BUKOPUCTOBYIOThCSI abo €
MIEPCIIEKTUBHUMH JIJISI BUKOPUCTaHHI B MOOUIBHHMX IPUCTposiX. lle posIizHaBaHHS 3a TOJOCOM, PO3Ii3HABaHHS 3a
JUHaMITHUM TpadidauM MapolieM, pPO3IN3HaBaHHA 3a TPUBUMIPHUAM JIWHAMIYHAM IIICOM, PO3II3HABaHHSI 3a
TEeOMETPIEIO JOTOHI, PO3M3HABAHHS 3a paliyKHOIO OOONOHKOIO OKa, PO3Mi3HABAHHSI 3a BIIOUTKOM TMANbI,
PO3I3HABaHHS 3a KJIaBiaTypHUM IIOYEPKOM. BUKOpHCTaHHS KIIABlaTypHOTO IIOYEPKY Ma€ IIOTeHIakl JUIl
3aCTOCYBaHHS K JOJaTKOBA Mipa, IO IIABUIIYE 3aralbHui piBeHb Oe3MeKy Iph ayTeHTH(IKAIT.

KpiM Toro omHMM 3 IUHOCIB TOBEAIHKOBOI OioMeTpii, 70 fAKOi BiIHOCHTHCS KJIaBlaTypHUIl IOYEpK, €
PO3III3HABAHHS HE TUIBKM 3HAMOMUX 3arpo3, a #i BHSBIEHHS HOBHX IMAXpaWchKux cxeM. OCKUIBKH Iiefl MeToj
3aCHOBaHMN Ha XapaKTepUCTHKax IOBEJIHKH, BiH JO3BOILIE PO3IN3HABATH AHOMAJIBHY IIOBENIHKY HE3aJIeKHO BiJ
CXEMH aTaK! — & 3HaYUTh, € e(heKTUBHUM 3ac000M 3a1100IraHHS HOBUM, ITIe HEBiJIOMUM, THIIAM aTakK.

2. Y poboTi mipoaHatizoBaHo iHGOPMATUBHI O3HAKN «MOOITFHOTO» KIIaBIaTypHOTO ModepKy. MoskHa BUILUIUTH
TP OCHOBHHX KIIACH: YacOBI1 IapaMeTpH, lTapaMeTpH B3aeMOJIi] 3 eKPaHOM (THUCK Ta PO3MIP «IUISIMI» BiJl aJbls) Ta
TIcxoQi310I0TIYHI TTApaMeTpH, Jie O TUCKY Ta PO3MIPY «IDISIMID TOJAIOThHCS MTOKa3aHHS aKCelIepoMeTpy Ta AMHAMIKA
PYXY KiHYHKa HaJbI 10 eKpaHy.

3. 3a mammmum paracery «Keystroke Dynamics Benchmark Data Set» oTpmmano cepeHio TOUHICTH
MyTBTHKIacoBoi kmacudikarii MetogoMm Random forest (51 xopucTyBad, crieHapiit BBoay maponbuoi ¢pasu S0 cpod
3a «KIACUIHIMY KJIaBiaTypHUM ITOUEpKOM) — 94 % 3 MOKIMBIMY MOOIVHOKAMH BUIAIKAMU «IIPOCITaHHsDy 10 78 %.
Ile Tolf TOKa3HWK, 3 SKMM HaJATl TOPIBHIOBAIMCH pPe3yNbTaTH Kiacudikarii 3a «MOOITHHIMY KIIaBiaTypHIM
TIOYEPKOM.

4. 3a mammvu pataceTiB «MEU-Mobile KSD Data Set» ta «The Mobikey Keystroke Dynamics Password
Database» iaTerpanbHa TOYHICTH MYIBTHKIACOBOI Kiacudikarii 3a YacOBHMH TapaMeTpaMdd «MOOGITIHHOTO»
KIIaBIaTypHOTO MoUepKy ckmamae 75.8-79.3 % 3 «apocigaaasmmy 10 50-60 %.

Takum umHOM, HECTaOLTBLHICTH YacOBHUX IapaMeTpiB «MOOLILHOTO» KIABIATyPHOTO TMOUYEPKY OOYMOBIIOE
HEMOKJIUBICTD TOGY IOBY ay TEHTU(IKAIIHHIX CUCTEM, IO BPaXOBYIOTH JIMIIE T1i YaCOB1 TapaMeTpH.
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5. 3a mammmu jpatacetry «The Mobikey Keystroke Dynamics Password Database» HaitindopMaTHBHITITAMEI
rapamMeTpamMu «MOOLUIFHOTO» KIIaBlaTypHOTO HMOYEPKY € IPUCKOPEHHS IO TPHOX OCIX KOOPJIUHAT Ta JUHAMIKY PyXy
KiHYMKa IaIbI 10 eKpaHy. BUKOpUCTaHHS JHITIe ITUX ITITH [IapaMeTpiB Jae iHTerpalbHy TOUHICTH MYIBTHKIACOBOL
krmacudikartii 64.7 %.

6. IaTerpambHa TOYHICTH MYyIBTHKIAacoBoi kmacudikarii merogoMm Random forest koprcTyBadiB 3 garacery
«MEU-Mobile KSD Data Set» 3a uyacoBUMF TMapamMeTpaM¥, THCKOM Ta PO3MIPOM «IULIMHU BiJ] HalbIl» CKIajae
90.3 %.

IaTerpanbHa TOUHICTH MYTBTHKIacOBOi Kiaacudikarii merogom Random forest kopucryBauiB 3 fatacety «The
Mobikey Keystroke Dynamics Password Database» 3a gacoBrmMu Ta TICHXO(]i310TOTITHIME IapaMeTpaMy CKIajgae
93.3 %.

Takum wauHOM, JOJABaHHS A0 aHANI3y MCHXO(I3IONOTITHIX TapaMeTpiB, a caMe — TUCKY Ha eKpaH, Po3Mipy
«IUSIMH - BiI TAJBIGD», IOKa3aHb akcelepoMeTpa, JWHAMIYHHUX IOKa3HUKIB pyXy KiHUMKa NAJIbI 110 eKpaHy —
MmIHIMae IHTeTpadbHy TOUYHICTH ayTeHTHdikamii 10 93.3%. Taxkiit cmcreMi TakoX BlacTuBi 5% BHIAAKIB
«TpOCilaHADy TOIHOCTI N0 74.3 % Ta 3abesmedenns y 76 % BunaakiB TogHOCTI moHa® 90 %. 11i moka3sHUKM IyiKe
OIMU3bKI IO 3a3HAYCHOTO B MIAMYHKTI 3 TPAHUTHOTO MOKa3HUKA SIKOCTL — TOTHICTH 94 % 3 MOKITUBIAMY TOOTMHOKAME
BUIAIKaMU «IPOCITaHHD 10 78 %.

7. IligBumuTu TOYHICTH ayTeHTH(DIKAIii TakoX MOXKHA 3a paxXyHOK NOOYJOBH JBIHKOBOI cHCTEMHU
ayrenTudikari. [le MOXIMBO, OCKITBKY Ha BIIMIHY B/l KOMIT IOTepa, JIe 3apeeCTPOBAHIME KOPUCTYBadaMy MOKYTh
OyTH JeKiTbKa Mojiel, y MOGITFHOTO MPUCTPOIO 3aBXK U TITHKY OJUH BIACHUK.

IIpoBeneni focTKEHHAS JO3BOISIOTH 3pOOHUTH BUCHOBOK IIpo 3abe3neueHus 98 % TouHOCTI ayTeHTH(DIKAIT 38
CIleHapilo JBiHKOBOI Kimacudikarii Ta BUKOPHUCTAHHI YaCOBHMX Ta MCHXO(I3IONOTITHUX MapaMeTpiB «MOOLIHHOTOY
KIIaB1aTyPHOTO IOUEPKY .

8. IaTerpanbHa TOUHICTH ABIHKOBOI Kiacupikarii 3a MOKa3HUKaMU aKcelepoMeTpa Ta JUHAMITHUX IOKa3HUKIB
PYXY KiHUFKA Tajblld O eKpaHy CTaHOBUTH He MeHine 98 %. Taxym umHoM, Ha (a3l Mux mapameTpiB «MOOGITHHOTO»
KIIaBIaTypHOTO TOUepKy MOKHa OyAyBaTH ayTeHTH(DIKAIMHY cHUCTeMy, sKa 3a0e3leunTh CKPUTHWA HellepepBHIMN
MOHITOPHUHT OCOOHCTOCTI KOPUCTYBada 3 BUCOKOIO TOUHICTIO.
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The work considers the class of information security systems based on the

analysis of data on the behavior of users and IT entities.

TaTerparis SioMeTprIHIX 1 KpUITOTpahiTHIX TEXHOIOTIH BiIKpHBae HOBL
mepcIiekTuBy Y cdepi 3abesneuenns iHdopmariitnoi Ge3mekn. OCHOBHUMH 3a-
Jadamu OGioMeTpudaHOi kpurrrorpadii € 3aXucT KpunrorpadiTHix KIIOTiB 3a J0-
IOMOTOIO G1OMETPUIHUX JAHUX, 3aXUCT G10METPUIHUX ETANOHIB Ta TeHepyBaH-
HY KpunTorpadigHuX KIOUIB. B Hamm gac iCHYIOTH TPH OCHOBHI BHAW GioMeT-
PYIHUX KPUOTOTPadidIHIX CUCTEM: CUCTeMH 13 3BUTbHeHHIM Kmoda (key release
cryptosystems), 31 3B's3yBaHHsIM Koua (key binding cryptosystems) Ta 3 reHe-
parmieto kmoua (key generation cryptosystems).

BioMerprni kpunrorpaditui crcTeMH 31 3BUTHHEHHSIM KiIfoda. B peskmMi
3BITHHEHHS KIoUa GioMeTpudHa ayTeHTHMIKAITS 3A1HCHIOEThCSl He3aleKHO BiJT
MEXaHi3My 3BIIBHEHHS KIToWa, OGlOMETPUIHHUMA eTaloH 1 KImod 30epiraloThes
OKPEMO OJIMH BiJ[ OJHOTO, caM KIIIOY 3BIIBHIETHCS MICIS YCIIIHOI GioMeTprd-
ol ayTrenTudikarmi. Jlanuit B 6ioMeTpUIHNX KPUIITOCHUCTEM HETIPWIATHHUN B
GLIBITIOCT] BUMAJKIB, OCKUTBEKY ICHYE€ MOXKIUBICTH 3aMIHM MO TOPIBHSIHHS
TIpY BUKOHAHHI ayTeHTU(DIKAITI1.

BioMerprani kpunrorpadidHi cucTeMH 31 3B'13yBaHHIM Kifoda. B kpunro-
rpadiTHAX crucTeMax TaKoTO THITY KoY 1 G10MEeTpUIHHIM eTaloH Kpumrorpadi-
YHO TOB's3aHi MK coboto. Kimroda 3akpuBaeThest 610MeTpUTHIM €TaTOHOM KOPH-
cTyBada i 30epiracTbcsl B TAKOMY BUTJISIL B 0a3l JaHWX, BIAHOBITHO PO3KPUTH
KIIFOY TIPEJICTaBIBIETHCS MOKIIUBAM TIIBKYM BIACHUKOBI 010METpHUYHHUX I1apame-
TpiB.

Biomerpruni kpurrrorpadidHi cHCTeMU 3 TeHeparliero Kimoda. Y Takii 6io-
METPHUIHIA KPHUIITOCUCTEMI KIFOY OTPUMYETHCS Oe3MOcepeTHLO 3 G10MeTPUIHIX
JaHWX KOPUCTyBada 1 He 30epiraeThes B Gazi JaHnx. MoXIUBICTH He 30epirati
KITIOY, OTPIMAaHU# 3 610METPUIHIX JaHHX, € He3allepeuHoIO MepeBaroio MeTo Iy
reHeparii KpunTorpadiaHuX KIOTIB 3 O10MeTPUIHUX JaHUX KOPUCTYBada B IIO-
PIBHSIHHI 3 IHIIMY ICHYIOUNMH METOJaMH. TakuM IHHOM, TOJOBHOIO BiIMIHHI-
CTIO JIBOX OCTAHHIX BHUJIB OIOMETPUIHUX KPUITOCHUCTEM € Te, IO B MEPIIOMY 3
HPX KpUNTOTpadidHuil KoY TUTHKH 3aKPUBAETHCS 3a JOMIOMOTOIO OloMeTpHt-
HOTO €TajoHa, & B IPYTOMY KIIOY TCHEPYEThCS Ge3IMocepeHb0 3 GIOMEeTPUIHIX
JIaHIX KOPHUCTYBava.

OcHOBHOIO TIPpoOIeMOIO, sIKa ICHYE TPY BUKOPHUCTaHHI OlOMETpUIHHX Ja-
HPX 7S TeHepartii KpuntorpadiTanxX KIOUiB, € Te, Mo GioMeTpUdHI JaHl HeTO-
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[image: image19.jpg]YHO BiITBOPIOBaHI 1 HE MAIOTh PIBHOMIPHOTO PO3IOALTY HMOBIPHOCTEH, B KpHUII-
Torpadii Xk HMOTPIOGHO BUKOPHUCTOBYBATH TOUHE 3HAYEHHS Kioda. llopiBHSIHO
HeImoAaBHO B po6oTi [3] 6ymo 3amponoHOBaHO HOBHI MeTO/I TeHepaIlii KIIOiB,
MO OTPHMaB Ha3BY «MeTOJI HEUITKUX eKcTpakTopiB» (fuzzy extractors). Ileit
crocib I03BOISIE OTHO3HAYHO BiTHOBIIOBATH CEKPETHHIN KITIOY 3 HETOUHO BIJIT-
BOPIOBaHIX OIOMETPHUYHMX JaHHMX 32 YUACTIO TaK 3BaHUX JOIOMUKHHX JTaHIX
(helper data), mo € BigkpuTiMu. [Ipu 1EOMY SKICTh HETITKHX €KCTPAKTOPIB BU-
3HAYAETHCS SIKICTIO 3aCTOCOBYBAHUX B HUX KOJIB, IO BHUIIPABISIOTH MOMILIKH.
BescymMHIBHIM JOCTOIHCTBOM cHOCOOY € BIACYTHICTH HEOOXITHOCTI 30epiranns
CEKPETHOTO KITIOUa, OJHAK MOTpiOHO 30epiraHHs JOTOMDKHIX JaHwx. Hemomik
croco0y B TOMY, IO BIH JO3BOIEIE OTPUMATH TLTHKH OJMH KITIOU 3 OTHUX GloMe-
TPHUYHUX JaHHX.

Pozpurkom GioMeTpuaHmx KpunrtorpadidHux € MyITbTUMOAaIbHI GioMeT-
praHi kpunrorpadiuni cuctemu. Hampumkmaj, of'eHAHHS MyJIHTAMOATEHOL
GiomeTpil (HampukIia, 00U IDIOC TONOC), TOPOToBOi Kpurrrorpadii 3 Toi-
JIOM CeKpeTy (HalpHKiIaj, 3a cxemoro [Tlamipa) Ta METOIIB IIepeTBOPEHHS Hedi-
TKUX OlOMETPWIHHX TapaMeTpiB B KIIOYOBI TOCTIJOBHOCTI JO3BOISIE CTBOPUTH
KPHITOCUCTEMH TOMITY CeKpeTy 3a GiOMETPITHUMH IMapaMeTpaMH yIacHUKIB
cUCTeMI. BiTHOBUTH CeXpeT Takol MYJIBTAMOJAIBHOI G10MEeTPIIHOI IIOPOTOBOT
KPUNTOCUCTEMH MOKE KOPUCTYBAY, KU BOIOAIE HeoOXiTHIM HaOOpOM BiJIITO-
BITHAX GIOMETPUIHIX MTapaMeTpiB, ab0 KOPUCTYBadi, sIki B CYKYITHOCTI BOJOTI-
TOTh HeOOXITHOIO KITBKICTIO TTapaMeTpiB.
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