87

JOJATOK A

JlictuHr nporpamMu

const axios = require(‘axios");

const yahooFinance = require(‘yahoo-finance2').default;
const ss = require(‘'simple-statistics’);

const { API_KEY } = require('../config/apiConfig");

[/l Anaii3 3MiHHM LIHK 32 IE€Hb
async function analyzeDailyStockChange(symbol, threshold = 5) {
const url =
“https://www.alphavantage.co/query?function=TIME_SERIES DAILY &symbol=
${symbol}&apikey=${API_KEY};
try {
const response = await axios.get(url);

const data = response.data["Time Series (Daily)"];

if ('data || response.data["Error Message"]) {

return "Error: Invalid stock symbol ${symbol}.";

¥

const dates = Object.keys(data);
if (dates.length < 2) {
return “"Not enough data for ${symbol}.’;

¥

const latestDate = dates[0];
const previousDate = dates[1];
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const latestClose = parseFloat(data[latestDate]["4. close™]);

const previousClose = parseFloat(data[previousDate]["4. close"]);

const changePercentage = ((latestClose - previousClose) / previousClose)
*100;

if (Math.abs(changePercentage) > threshold) {
return “Alert! The stock price for ${symbol} changed by
${changePercentage.toFixed(2)}% on ${latestDate}.;
} else {

return "No significant change for ${symbol}.";
}
} catch (error) {
console.error('Error fetching stock data:', error);

return "Error fetching stock data for ${symbol}. Please try again later.";

k
k

/I Anani3 cepeqHbOI I[IHU MIPOTATOM THXKHSI
async function analyzeWeeklyAverage(symbol) {
const url =
“https://www.alphavantage.co/query?function=TIME_SERIES DAILY &symbol=
${symbol}&apikey=${API_KEY};
try {
const response = await axios.get(url);

const data = response.data["Time Series (Daily)"];

if ('data || response.data["Error Message"]) {
return "Error: Invalid stock symbol ${symbol}.";
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const dates = Object.keys(data);
let sum =0;
const days = Math.min(7, dates.length); // Sxmo manux MeHmie 7 IHIB,

OepeMo CTUTbKH, CKUTBKH €

for (leti=0;i<days; i++) {
const closePrice = parseFloat(data[dates[i]]["4. close"]);

sum += closePrice;

¥

const average = sum / days;
return "The 7-day average closing price for ${symbol} is
${average.toFixed(2)} USD.";
} catch (error) {
console.error(‘Error fetching stock data:’, error);

return “Error fetching stock data for ${symbol}. Please try again later.";

¥
k

/I Anani3 MiCTYHUX MaKCHMYyMIB Ta MiHIMYMiB
async function analyzeMonthlyHighLow(symbol) {
const url =
“https://www.alphavantage.co/query?function=TIME_SERIES DAILY &symbol=
${symbol}&apikey=${API_KEY};
try {
const response = await axios.get(url);

const data = response.data["Time Series (Daily)"];
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If ('data || response.data["'Error Message"]) {

return "Error: Invalid stock symbol ${symbol}.";

¥

const dates = Object.keys(data);
let maxPrice = -Infinity;
let minPrice = Infinity;

const days = Math.min(30, dates.length); // Bepemo octansni 30 aHiB

for (leti=0;i<days; i++) {
const closePrice = parseFloat(data[dates[i]]["4. close"]);
if (closePrice > maxPrice) {
maxPrice = closePrice;
}
if (closePrice < minPrice) {

minPrice = closePrice;

¥
k

return "The highest closing price for ${symbol} in the last 30 days was
${maxPrice.toFixed(2)} USD, and the lowest was ${minPrice.toFixed(2)} USD.;
} catch (error) {
console.error('Error fetching stock data:', error);

return "Error fetching stock data for ${symbol}. Please try again later.";

k
¥

I/ TlepeBipka 3pOCTarOUuOr0 TPEHIY

async function checkRisingTrend(symbol, days = 3) {
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const url =

“https://www.alphavantage.co/query?function=TIME_SERIES DAILY &symbol=
${symbol}&apikey=${API_KEY};

try {
const response = await axios.get(url);

const data = response.data["Time Series (Daily)"];

if ('data || response.data["Error Message™]) {

return "Error: Invalid stock symbol ${symbol}.";

¥

const dates = Object.keys(data);
if (dates.length < days) {
return "Not enough data for ${symbol}.";

¥

let isRising = true;
for (leti=0;i<days; i++) {
const currentClose = parseFloat(data[dates[i]]["4. close™]);

const previousClose = parseFloat(data[dates[i + 1]]["4. close™]);

if (currentClose <= previousClose) {
IsRising = false;
break;
by
¥

if (isRising) {
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return "The stock price for ${symbol} has been rising for the last
${days} days.’;
}else {
return "The stock price for ${symbol} is not showing a rising trend.";
¥
} catch (error) {
console.error('Error fetching stock data:', error);
return "Error fetching stock data for ${symbol}. Please try again later.";
}
¥

/l AHai3 3MiHH IIHKA TIPOTATOM MICSIIS
async function analyzeMonthlyStockChange(symbol) {
const url =
“https://www.alphavantage.co/query?function=TIME_SERIES DAILY &symbol=
${symbol}&apikey=${API_KEY};
try {
const response = await axios.get(url);

const data = response.data[“Time Series (Daily)"];

if ('data || response.data["Error Message™]) {

return "Error: Invalid stock symbol ${symbol}.";

¥

const dates = Object.keys(data);
if (dates.length < 30) {
return “"Not enough data for ${symbol}.’;

¥
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const latestDate = dates[0];
const monthAgoDate = dates[29];

const latestClose = parseFloat(data[latestDate]["'4. close™]);

const monthAgoClose = parseFloat(datajmonthAgoDate]["4. close™]);

const changePercentage = ((latestClose - monthAgoClose) /
monthAgoClose) * 100;

return  "The stock price  for  ${symbol} changed by
${changePercentage.toFixed(2)}% over the last month.;
} catch (error) {
console.error('Error fetching stock data:', error);

return "Error fetching stock data for ${symbol}. Please try again later.";

k
¥

I/ TlepeBipka BoJaaTHIBHOCTI 3a ocTanHi 10 1HIB
async function analyzeVolatility(symbol) {
const url =
“https://www.alphavantage.co/query?function=TIME_SERIES DAILY &symbol=
${symbol}&apikey=${API_KEY};
try {
const response = await axios.get(url);

const data = response.data["Time Series (Daily)"];

if ('data || response.data["Error Message"]) {

return "Error: Invalid stock symbol ${symbol}.";

¥
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const dates = Object.keys(data);
let totalVVolatility = 0;
const days = Math.min(10, dates.length);

for (leti=0;i<days-1;i++) {
const closeToday = parseFloat(data[dates[i]]["4. close"]);
const closeYesterday = parseFloat(data[dates[i + 1]]["4. close"]);

totalVolatility += Math.abs(closeToday - closeYesterday);
}

const averageVolatility = totalVolatility / (days - 1);
return “The average daily volatility for ${symbol} over the last 10 days is
${averageVolatility.toFixed(2)} USD.";
} catch (error) {
console.error('Error fetching stock data:', error);

return "Error fetching stock data for ${symbol}. Please try again later. ;

¥
k

/] Anaii3 HaOILIINX KOJMBAHb 3a 2 THKHI
async function analyzeBiggestSwings(symbol) {
const url =
“https://www.alphavantage.co/query?function=TIME_SERIES DAILY &symbol=
${symbol}&apikey=${API_KEY};
try {
const response = await axios.get(url);

const data = response.data["Time Series (Daily)"];

if ('data || response.data["Error Message™]) {
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return "Error: Invalid stock symbol ${symbol}.";

¥

const dates = Object.keys(data);
let maxSwing = 0;

const days = Math.min(14, dates.length);

for (leti=0;i<days-1;i++) {
const closeToday = parseFloat(data[dates[i]]["4. close"]);
const closeYesterday = parseFloat(data[dates[i + 1]]["4. close"]);
const swing = Math.abs(closeToday - closeY esterday);
iIf (swing > maxSwing) {
maxSwing = swing;
}
¥

return “The biggest daily price swing for ${symbol} over the last 14 days
was ${maxSwing.toFixed(2)} USD.’;
} catch (error) {
console.error('Error fetching stock data:', error);

return “Error fetching stock data for ${symbol}. Please try again later.";

¥
k

I/l Anaii3 THKHEBOTO 3pOCTaHHS
async function analyzeWeeklyGrowth(symbol) {
const url =
“https://www.alphavantage.co/query?function=TIME_SERIES DAILY &symbol=
${symbol}&apikey=${API_KEY};
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try {
const response = await axios.get(url);

const data = response.data[“Time Series (Daily)"];

if ('data || response.data["Error Message™]) {

return "Error: Invalid stock symbol ${symbol}.";

¥

const dates = Object.keys(data);
if (dates.length < 7) {
return "Not enough data for ${symbol}.";

¥

const latestDate = dates[0];

const weekAgoDate = dates|[6];

const latestClose = parseFloat(data[latestDate]["4. close™]);

const weekAgoClose = parseFloat(data[weekAgoDate]["4. close™]);

const growthPercentage = ((latestClose - weekAgoClose) /
weekAgoClose) * 100;

return "The  stock  price  for  ${symbol}  grew by
${growthPercentage.toFixed(2)}% over the last week.;
} catch (error) {
console.error('Error fetching stock data:', error);

return "Error fetching stock data for ${symbol}. Please try again later.;

¥
k
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Il TlepeBipka 301JIbIIIEHHST OOCSTIB TOPTiB MPOTSATOM OCTaHHIX 5 JIHIB
async function analyzeVolumeSpike(symbol) {
const url =
“https://www.alphavantage.co/query?function=TIME_SERIES DAILY &symbol=
${symbol}&apikey=${API_KEY};
try {
const response = await axios.get(url);

const data = response.data["Time Series (Daily)"];

if ('data || response.data["Error Message™]) {

return "Error: Invalid stock symbol ${symbol}.";

¥

const dates = Object.keys(data);
let maxVolume = 0;

const days = Math.min(5, dates.length);

for (leti=0;i<days; i++) {
const volume = parseFloat(data[dates[i]]["5. volume"]);
if (volume > maxVolume) {

maxVolume = volume;

¥
k

return “The highest trading volume for ${symbol} in the last 5 days was
${maxVolume.toFixed(0)}.’;
} catch (error) {
console.error('Error fetching stock data:', error);
return "Error fetching stock data for ${symbol}. Please try again later. ;
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I/l AHai3 ACHHOT BOJIATHIIBHOCTI IIPOTATOM MICSIIS
async function analyzeDailyVolatility(symbol) {
const url =
“https://www.alphavantage.co/query?function=TIME_SERIES DAILY &symbol=
${symbol}&apikey=${API_KEY};
try {
const response = await axios.get(url);

const data = response.data["Time Series (Daily)"];

if ('data || response.data["Error Message™]) {

return "Error: Invalid stock symbol ${symbol}.";

¥

const dates = Object.keys(data);
let totalVVolatility = 0;
const days = Math.min(30, dates.length);

for (leti=0;i<days-1;i++){
const closeToday = parseFloat(data[dates[i]]['4. close"]);
const closeYesterday = parseFloat(data[dates[i + 1]]["4. close"]);

total\VVolatility += Math.abs(closeToday - closeYesterday);
}

const averageVolatility = totalVolatility / (days - 1);
return “The average daily volatility for ${symbol} over the last 30 days is
${averageVolatility.toFixed(2)} USD.;
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} catch (error) {
console.error('Error fetching stock data:', error);

return "Error fetching stock data for ${symbol}. Please try again later.;

¥
¥

/[ ®yHKIIS OTpUMaHHS ICTOPUYHUX JaHUX
async function getHistoricalData(symbol) {
try {
const queryOptions = { periodl: '2020-01-01', interval: '1d' };
const data = await yahooFinance.historical(symbol, queryOptions);
return data;
} catch (error) {
console.error('TToMuika OTpUMaHHS JaHUX:', €rT0r);

return null;

k
k

/[ TIporHo3yBaHHS Ha THOKJIEHB YIIEpe] 3a JOIMOMOTOK0 JIIHIHHOT perpecii
function predictNextWeekPrices(data, weeksAhead = 52) {

const prices = data.map((day, index) => [index, day.close]);

const regression = ss.linearRegression(prices);

const regressionLine = ss.linearRegressionLine(regression);

const predictions = [];
const lastDate = new Date(data[data.length - 1].date); // Octanus Bimoma
Jara

let lastPrice = data[data.length - 1].close; // Ocranus Bimoma mina
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/] Po3paxoByeMO BOJIATHIIBHICTH Ta 0OMEXY€EMO 11 JTiara3oH
const historicalStdDev = Math.sqgrt(
ss.variance(data.map(day => day.close)) || 1

) * 0.05; // MiHiMalIbHHI BILUIMB BOJATUIHHOCTI

for (let 1 =1; i <= weeksAhead; i++) {
// TIporno3oBaHa I11iHa 3 ypaxyBaHHSIM MiHIMaJIbHOT'O TPEHIY
const trendAdjustment = (regressionLine(data.length + 1 * 7) -
regressionLine(data.length)) * 0.05; // CitaGwIii TpeH
const volatilityAdjustment = (Math.random() - 0.5) * 2 * historicalStdDev

*0.5; // llle meHIIe KOJUBAHbL

/I TlporHo3oBaHa IliHA 3 JIOJaBaHHSM TPEHIY Ta BOJATUIBHOCTI IO
OCTaHHbBOI BIJOMOI I[IHU

lastPrice = lastPrice + trendAdjustment + volatilityAdjustment;

predictions.push({
date: new Date(lastDate).setDate(lastDate.getDate() + 1 * 7), //
3pylIyeMO 1aTy Ha TUXKICHb
close: lastPrice,
b
}

return predictions;

¥

module.exports = {
analyzeDailyStockChange,
analyzeWeeklyAverage,
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analyzeMonthlyHighLow,
checkRisingTrend,
analyzeMonthlyStockChange,
analyzeVolatility,
analyzeBiggestSwings,
analyzeWeeklyGrowth,
analyzeVolumeSpike,
analyzeDailyVolatility,
getHistoricalData,

predictNextWeekPrices,
Y
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]
YK 004.01/08

Indopmamiinl Texnonorii 1 asromatzams — 2024 / Marepiann XVII mixnapoasoi
HayKoBo-npakTH4Hol koHpepenuii. Oneca, 31 mosTHA - | mucronaga 2024 p. - Opeca,

Bunaennureo OHTY, 2024 p. — 847 c.

30ipHHK BKIIOMAE MaTepianH J0noBieil yMacHHKIB KoHgepeHiii, Akl o0'eanani 3a
TEMaTHYHHMH HanpAMKaMH KoH(epeHLII.

36ipHHK 5}fﬂe KOPHCHHM SK JUIs |:1}ax|Buln 1 npaulnl-[mclﬂ d)lpm 3aiHATHX B obmacti
IT Ta aBToMaTH3amii, TaK i JIA BHKIANa4iB, MEFICT]JIB | CTYJIEHTIE BHIMX HABYATLHHX
3aK/1a/1iB, AKI HABYAIOTHLCH 33 HANPAMAMH 1 CIEIATEHOCTAME IPOrpaMHOTO 3abe3neyeHHs,
0o0uHCMIOBANEHOI TEXHIKH 1 ABTOMATHI0BAHHX CHCTEM, npumaﬂ;Hm MATeMATHKH Ta
0bpobkn iHopMami, Oyze kopucHEM npodecioHanaM 3 KOMI'IOTEPHOTO MOJIETIOBAHHA Ta
po3poOKH KOMIT'IOTEPHHX Irop.

PesyneratH jnocnipkeHe y 30IpHHKY TNpeACTaBIfAlOTE coDOKH CBOEPIAHMI 3pi3
CY4aCHOTO CTAHY COPaE B MEPEpaxoBAHHX TATY3AX 3HAHE, AKHI MoXe JOMOMOITH HK
daxiBuAM, TaK 1 CTYAEHTAM YHIBEPCHTETIE CKIACTH 3arajlkHy KapTHHY PO3BHTKY
1H(hOPMAIIHHEX TEXHOIOTIH Ta MOB'A3aHHX 3 HHMH ITHTaHb.

Haykoei mpaumi arpynopani 3a HanpaMxamH poboTn koHdepenuii Ta HapeneHl B
andaBITHOMY NOPAJIKY IPI3BHI ABTOPIE.

Marepiann  (Tesm  JomoBideil) APYKYHOTBCA B ABTOPCEKI  pemakmii.
BinnoeigansHICTE 3a AKICTE Ta 3MICT MyOmiKawii Hece aBTop.

MarTepiann nojaHo YKpaiHCEKOIO Ta AHTTIHCEKOI MOBAMH.
["onoenwuii penakrop 36ipauka Cepriit Kotnnk

COnecHKHH HALIOHATEHHI TEXHONOTIMHNH yHiBepenTeT, 2024
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ABTOMATHIALIA POICHIKH EMAIL-IIOBLIOMIEHE TA HOBLIOMIEHL
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Xaprinchkuii HAIoHANLHEI yHIBPEHTET pagioenekTporiky (Y xkpaina)

V podomi poreifkymo HUmaHHR QEMOMAmEayil cucmens Rosidowiens aaxom inmezpayil =
cyuacimy kosyrikayitinaan nramgopwav, flpedcmaaieno nepeagzu Mikpocepaicnol aprimexmypu
018 30EINSUEHHA MACHIMAtoeanoctl | 24y HRoCH clucrmemt, mexkival acnexmu inmezpayil, axnoyaoyu
podomy 2 AP wasbpvsauns danuy § wexanizin asmewmudbicayil. Ocofauey vaazy npuditeno sukiikam,
Akl gunuemions nid woe iwmezpayil. Porauanymo cyuacdl mendenyil  enposaduced  UimyyNHo2o
iwmerekmy QI8 RidEULeRHA eiexmuaHacil KOMVHIKGYIH ma adanimyeauid v do Romped kopucmyenyis.

ARTYAILHICTE Janol pospolkn ofyMORIeHa MBHIKHM POIRHTROM TeXHOMOMH | 30iNbme Ha
obearis gauux, Akl noTpedyoTs onepaTHEHOT obpobkH Ta nepenavi. Jina Giidecin KPHTHYHO BAKIHBO
MHTTERO il eekTHEHO IHgOPMYBATH KNICHTIR, cOiBpobiTHHEIE abo napTHepis Npo piani Noail = IMiHH
CTATYCIR JAMOBIEHE, AKTHBALK HOBHX dYHELI, Nonepel#aT Opo TeXHiuui 3501 Towmo.

Ocofniee Miche ¥ UBOMY Npolec 3aiiMac aRTOMATHIALA POICHIOK eleKTPOHHHY MOBLIOMICHE Ta
IHTerpallid 3 NONYNAPHEMH MeceMTKepaMH. ARTOMATHIORAHI CHCTEMH POICHIKH  NOBIOMICHE
JOIBCUIAKTE THAYNO DNIIBHIHTH efeKTHERICTE pofoTH 3a paxyHOK SHEAEeHHS KiTLKOCTI MexaHiyHuXx
MOMHIOK, Mo 3afeinedHTh OOCTABKY NOBioMIeHs TodHo i ceoedacno. lle Hemomnueo Ges
BIOPOBATHEHHEA ARTOMATHIOBAHNY PIlIEHE.

ARTOMATHIOBAHA CHCTEMA POICHIKH NORIIOMIEHE TAKOM [JOIBONAC ONTHMIIYBATH BHYTpPILIHI
NpolecH B KOMIAHIAX, CKOPOTHBIIH Yac HA KOMYHikalilo: me sabeinedye NiABHIEHY THYYRICTE
dyyuxkuionyranng GizMecy Ta MacTaboBaNicTE CHCTEMH B YMOBAX JMHAMIMHOIO POIBHTKY KOMOAHI i
0inkIneHHs HapanTamennd Ha [T-indpacTpyveTypy.

Pospobka nporpamuoro safesnedeHHA [08 ABTOMATHIOBAHOT PO3CHIKH 3 BHKOPHCTAHHAM
MIKpOCEPRICHOT apXITEKTYPH € NePCIeKTHEHEM HANPAMKOM, OCKUIEKH TAKa ApXITEKTYPa A03IR0NAC Nerko
MACIITAGYRATH PlllEHHS, MOJEPHITVBATH OKpeMi KOMIOHEHTH cHCTeMH Ge3 HeoBXinHocT] 3YIHHKH Beicl
cayxiH, a Takow 3adeanedye GUILI BHCOKY HATIHICTE Ta eeKTHBHICTE poboTH 33 PAXYHOK CIIPOLEHHA
inTerpauii 3 pizeaMe matdopManu Ta APL mo ¢ sasmamens andg saGeanedenns GaraTokaHalbHoT
woayHikanii [1].
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MeToan sHpimenns npodaesn

Ha croroguimmiii gens icuye Garato nnatdops O08 KOMYHikalii, komua 3 AKHX Mac cBoi
ocobaMBocTi Ta nepepard. OCHOBHHMH cnocobami odimifine] koMmyHIKamil ¢ eneKTpoHHa MNOWTa Ta
MeceHTHepH, Wo 3afesnedyloTh WEHIKHA Ta senm  Qopuansiuii ofMin nosigomnennamu. L
MIaTHopME  JOIRONAKTE 3a0e3neunTH  GAraTOKAHANEHY KOMYHIKALIO, ATJanTOBAHY A0 Enogo0aHh
KOPHCTYBAYIE., 3aRNAKH iHTerpallil aRTOMATHIOBAHHX CHCTEM COOBINEHL i1 PiIHHMH IIATHOPMAMH
MOMITHEO OXOMHTH BCl Ui KaHany, 3a0e3neud By MHYIKICTE KoMyHikanil [2].

[lepenarasin TaKol iHTErpalil € MMTTERE OTPHMAHHA MOBIAOMICHE, W0 0CODIMBO BAMIHEO 104
KPHTHUHHX Nogiil; obpobka Bennkmx obcaris iHpopsanii Ge3 BIPaTH NPOIYKTHEHOCTI, 3MEHIIEHHSA
pyunoi obpobKK; NeHTpaniioRaNe KepyRAHHA MOBIAOMISHEAAME Ta KONTPOIMIOBAHHA 3 OJHOTO [KEpena,
o 3aGeIneulTE CAWHIH NiIxia fo indopMaiiiined nomiTHER.

Texuiuno HTErpanis ARTOMATHIOBAHHY CHCTEM COOBILEHE 3 KOMYHIKAUHHAMH nnatdopman
HCHIOCTRGA Yepes nporpamui inTepdeiicn (APL).

Jna email-poacHnok BHKOPHCTOBYROTECE cTaHJapTHi npoTokoms, Taki ax SMTP (Simple Mail
Transfer Protocol), abo cneuiamizosami APl cropounix cepmicin, Takux ak SendGrid um Mailgun.
Bukopucranua APl goamonse rHyuko KepyBaTH BiANPABKOW MOBIIOMIEHE, JHHAMIYHO IMiHIOBATH
KOHTEHT, aHAMIVEATH JOCTABKY Ta BeCTH CTATHCTHEY BIOKPHTTA Ta knikis. Piani nnatdopmi MOEYTE
BHKOPHCTORYBATH izl dopMaTH nepeladi JaHux, rokpema JSON abo XML, axi notpifHo KopekTHO
obpodnaTH Ha cToponi ceprepa [3].

ApTeHTH(IKALIA Ta apTOpHIaUia npH poboti 3 APl zabeineuyiors. Geaneky nepelaHux JaHux i
aNoGiraoTE  HeCAMKIIOHOBAHOMY  JocTyiy. BinkmicTs cydacHux APl BHKOPHCTORYIOTE MeTOX
apTeHTHGikani OAuth 2.0 abo APl-Tokenn, fki NoTpiHO NepelaraTh 3 KomHEM zanuToM. OAuth 2.0
aafeanedye MABKMERY Geameky, OCKUTLKHE J0GBOIAC CHCTEMAM OTPHMATH QOCTYN [0 CepRICIB BiJ iMeHi
KOPHCTYBA4IR Gez HeobxiguocTi w0epiraTd Txui naponi. Kpis toro, APl wacTo sawTe obMemenns Ha
KLUILKICTE BaNMTIE ¥ XBHIHHY (rate limits), mo sHMarac HanesHol onTHMIzalil cHCTeMH N8 YHHKHeHHS
NepepaHTAKeHHs Ta HeJOCTYTIHOCTI cepiicip. He Menin samaHBol» € Banigauis (nepemipka niicHocti)
IAMHTIE | 3AXHCT BUI MOTeHUIHHHY 3arpot, TAKHN AK ATAKH THOY «IodHHa nocepemunis (MITM), ana
HOro BHEOPHCTORYCThCA mmdpyeanna SSLTLS.

Opranizania o0pobKH Noaili Ta vepryBanmd MOBIOMIEHE € LI¢ OJHHM KPHTHIHHM ACMeRToM
iHTerpatii. Jna ueoro 4acTo BHKOPHCTORYIOTRCE MEXAMITMH Yepr NoBiloMieHs, Taki 2k RabbitMQ,
Kafka un Amazon S0Q8S, skl J0IBONAKTE POINOJUIATH HABAHTAWKEHHA M KUIRKOMA CepBEpaMH,
aabeanedyloun mapanelkny obpobky nofiil v pesHMi peansHOro Yacy: cHCTEMH Hepr J0BONHIOTh
obpofnaTy noail v nopaaky IXHBOMO HAINOMKEHHA, POINOIUIATH HABAHTAMEHHS HA PitHl ROMIOHEHTH
cHCcTemH, mbeinedyRaTi BHCOKY NPOAYVKTHEHICTE HABITE NPH MKOBHX HaBanTamennsx. CHcTeMa Mac
MOMITHEICTE KOHTPOMOBATH KOXeH i3 UHX eTanie [4).

EpuTHunO BasIHBHM ACMEKTOM € peTeNbHHIl 3aXMCT BiD  kibepaTak, BHTOKIE JAHHX,
HeCAHKIIOHOBAHOTO JocTymy Ta abeznedenns  wxomdienmiiinocti. ¥ cywacmosmy undpomomy
cepefoRHul Gyae-aki 3007 B Gewnelli MOMYTLE NPHIBECTH 10 ceplioanuX penyTaliiinuy Hacmigkin,
WOPHIHYHKEX npeTedsiil abo eTpatH Jomipn kmientis. OOHEM i3 KDOYOBHX eleMEHTIE OeinekH ¢
WHpPYBAHHE  JaHHX [iJ 4ac Nepeladi MiE CHCTEMOI Ta  KOMYHIKAUfHEMH - nnaTdopmani.
Uindpysanna SSLTLS (Secure Socket Layer/Transport Layer Security) saxmiiac Jami BiJ aTag THOY
wmoguna nocepequuis {MITM) i rapanTye, mo nani GyIyTh NepelaBaTHCS Yeped TAXHINeHe 3 cIHAHNA,
AKE YHEMORTHRIIOE NePeXoTlIeHia NoBToMIeHE TPeTIMH cToporami. KpiM Toro, Baknieo 1abeaneudTi
wHppYEAHEE | Ha cTopoli ceprepa. [I18 UBOTO BHKOPHCTORYIOTECE METOIH WHppyRanud Dat JaHux, Aki
3abeanedyloTh BHCOKHMI piBeHR 3aXHCTY | J0epemeHHs NepcoHAIEHHX OaHHX KopHcTyRadie (AES -
Advanced Encryption Standard).

Eourpons gocTyny Ta asTeHNTH(HIKAIIA € HACTYTIHEM KPHTHYHO BAMIHEHM acnekToM Oeameku.
Cyuacui APl womymikaniinux miaTdops BHEOPHCTORYIOTE MeTOIM asTeHTHgixanil (OAuth 2.0) Ges
HeOBXIHOCTI BHEOPHCTORYBATH Napolli KOPHCTYBAYIs, Mo J03BOMAC MepeJasaTH JocTyn De3nocepelHbo
gepes Geameuni Mapkepd gocTyny (access tokens). OAuth 2.0 gac MOMIHBICTE CHCTEMAM BIACMOJISTH
B iMeHI KOPHCTYBAYIE, KOHTPOMOKHH JOCTYI 00 pecypeis | obMemyloul Horo NeBHHMH JO3BOTAMH.
Kmoui APl mo BHKOPHCTORYIOTRCA 108 asTedTH(ikauil, noBmHpi OyTH HafiiiHo saxumeni 1 ue
abepiraTHea ¥y BiAKpHTOMY BHrAALl.  KpiM  Toro, BasiHBe BOpoBARAYyBaTH  OaraTopiBHeRy
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aBTeHTH{KaLD0, Hanpuknan, aeodakTopHy asTeHTHikanio (2FA), mod niaBHIHTH piBeHb 3AXHCTY

akayHTis [3].

Jna naBesmevenns Geanexn HeoOXITHO peamizyBaTH WiTKY NOMTHRY [JOCTYOY A0  PizHHX
KOMIOHEHTIE CHCTEMH, OOMERYIOUH NPABA KOPHCTYRAYIE | CHCTEMHHXY KOMITOHEHTIR TRl HeoBXLIHHMH
and ixHeol poboTH. CerMeHTallis npap JOCTYIY IMEHLIYE MOMIHED PHIHKH Y pasi KoMOpoMeTauii
OKpPeMHX KOMIIOHEHTiE cHcTemH. Perynapuuii ayIHT npas JocTymy Mac 3amobirTH NoTeHuiiHeM
IArpoIaM.

Hesmasmaioun Ha wHcleHHi NepeBary, iMTerpalis 3 pitHHMH MIaTdopMaMi Mac cBol TPYIHODIL
NOB'A33H1 3 TEXHIYHHMH, Ge3NeKOBHME Ta ONePalliiiHHME ACTIEKTAMH, 4 CAMe:

~ KOWHa KoMmyHikauiiiHa noatdopsa mac cBoi cneuHdiuHi BHMOMH Ta MomaHeocTi APL mo
VEKNATHIOE IHTErpalin, oCKUIEKH I8 KO#HOT WIATGopME DOTRIOHO HATAIITORYEATH OKPEMi NPOLScH.
Pizni obuexenns mwonoe obcAry JaHHX, CTPYETYPH 3anuTie abo olMemeHHs HacTOTH BHKMHKIR (rate
limits) APl wosmuol nnaTdopMi Mo#YTE BIIHHYTH HA NPOIYKTHEHICTE CHCTEMH NN 4aC BeNHKOrO
HapanTakenuaM. [loTpibuo 3abesnednTH CyMicHicT: | cTabineHicTe poDOTH CHCTEMH Ha  Beix
naaTopmMax, aTanTyiouH iX cnelsdidei ocotnHBOCTI;

— mafieinedeHns MacIITaBOBAHOCT] CHCTEMH Y PEREMI PealbHOTO Yacy MOMe NpHIBECTH 0
30INLIMIEHHA Hacy NOCTABKH NMOBiIoMNeHE abo HARITE Oo X mTpatd. Jina espimenss uiel npobmesu
BHKOPHCTORYIOTE CHETeMH Yepr noBinomnens (RabbitMQ aGo Kafka), ane ixue pnpopamsenns goaac
CKNAJHOLIE ¥ KePYBAHHI HepraMH Ta FapaHTiax JocTaski. Y pasi 300w 4H NepeRaHTaRKeHHs oHOTO 3
KOMIOHEHTIBE CHCTEMA NOBHHHA BMITH ABTOMATHYHO NEpeHanpannaTH alo NOBTOPHO HaOCHIaTH
NOBIZOMISHHA, W0 TAKO# NOTPeGye Jo0aTKOROIe HATAINTYRAHHA | TECTYBaHH;

— YHIKANEHI BHMOTH 00 perynauil poloTH 3 NaHHME (NpaBoBi, IOPHIHYHEI) Ha pisHHX MnaTdopaax
Ta y piannx kpainax. [lna roofansHux NpockTie, Sk MAKOTE CIPARY 3 BElIHEOK KUTLKICTIO MIKHAPOTHHY
KOPHCTYBAMIE, ¢ CTROPIOC JOJATKOR] TPYIHOWIL;

— nocTiiiHe BlACHIAKOBYBAHEA oHoBNeHHs APl komynikauiimax muatdops. 3MIHH 4K JoJaBasHHA
yeriii, MoTHGIKYBAHHA MeXaHIIMIB aRTeHTH(ikanill abo obMeMEeHHS YACTOTH IAMHTIE IMYIIVE
pospobHHKIE perylapio OHOBMOBATH CBOI cHETeME, Wo0 NIITPHMYBATH IHTErPalilo B AKTYATLHOMY
crani. HegoTpumanig UMY BHMOI MOXE NPHIBECTH 10 TOTO, W0 Jedki yHELT nepecTadyTh NpauiosaTH
abo iHTerpania B3arani crale HeMosnneow. Lle BHMarae nocTiHHOTO TEXHIMHOMO CYNPOBOIY CHCTEMH Ta
AOATKORHX Pecypeil A8 afanTanii 10 HOBHX YMOR.

AKTHEHE BIpOBATAKEHHS WTYuHOoro iHTenekry (Al) | samunnore mapuanss (ML) y cuetesmu
COOBIMEHE - CYUAcHa TeHJeHllid POIBMTRY iHTerpanifimux Texuonoriii. Al agamumil apToMaTHUHO
ANANTYRATH KOWTEMT 0L KOHKPETHY AYIHTOPIK, NIABHINYIOMH NepooHanizanizo i edeKTHBHICTE
KOMYHIEAIIT. [HTenekTyanbHi ANropHTME MOEYTE AHATITYBATH NOBEIIHKY KOPHCTYBIYIE, NPOTHOTYBATH,
KOJIH | AKHM YHHOM Kpame HaJiclaTH NoBJOMICHHS 118 MiIBHIIEHEA JATY4eHOCTL, W0 podHTE cHeTeMy
GBI ARTOHOMEOK | IPOTYKTHEHOR.

Bucnopkn

ABTOMATHIANIA CHCTEM CINOBIIEHE HA OCHOBI INTerpamii 3 CYM3CHHMH KOMYHIKANifiHAMH
MIaTHopMaMi 3 MeTow sabeanevenns edekTHEHOT Ta WMBHIKOT KOMYHIKAN B yMOBAX CYHMacHOrO
indopMaliiinore cepeloBHINA ¢ HATANLHOK NoTpebolo, peanizanis Akol NOIBOMHTE JOCATTH BHCOKOT
FHYYKOCTI ¥ BEeMoil GiaHecy 3 KOPHCTYRAYAMH, NUARHIIHTH WBHIKICTE 00po0KH 3aNuTiB Ta IHAYHO
CKOpPOTHTH  pyauy obpobky fanux. BHEOPHCTAHHA MikpocepBicHol apXiTeKTYpPH, CHCTEM depr
nopifomnent Ta APl goamonuTe macwrrabymaTi pillenHs | aJanTyeaTd iX Jo noTped KOpHCTYBAYIB.
[IpoTe, iHTerpania 3 TAKHMH CHCTEMAMH CTHKACTLCE 3 BHRIHKAMH — BiJl TEXHIYHHX acnekTis poGori API
o npobnes iz 3abeanedenHaM Geanek Ta BIANOBITHOCTI MIMHAPOTHHM PeTyIALIAM.
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