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Routing algorithm improvement in the ways of unequal value for the EIGRP protocol with the introduction of such a measure as the risk of information security into the metric is proposed in this paper. It is proposed to evaluate the risk of information security using the methodology of the NIST CVSS standard and the theory of information systems survivability. 
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 Introduction
One of the up-to-date problems of improvement for routing process in telecommunication systems (TCS) is the development of mechanism for route selection in routers in order to balance transit traffic, which could be able to take into account requirements of informational security [5, 6].
 Metric of EIGRP protocol
Metric of EIGRP protocol is calculated according to the following formula [1, 7]:

,	(1)

where  is the smallest value of the weighted score of throughput in the route ;  is the biggest load of one of the communication links in the route ;  is the total delay in the route [ms];  is the smallest reliability of one of the communication links in the route ; ,  is all possible routes in the given network under information transmission between nodes , if . Coefficients  allow to consider (or not to consider) abovementioned parameters in the metric. In the standard algorithm described by Cisco company the given coefficients have the following meanings:  and . When , there are cases where dynamic change in such parameters as reliability and load of communication links will lead to constant recalculation of metric (as these values change during traffic transmission) and this will have a negative impact on the central processor of router. Due to this fact Cisco does not recommend to use them in metric calculation. 
Calculation of weighted throughput (1) is done by the formula:

             ,	(2)

where  is the smallest throughput of one of the links  in the route  when information is transferred between the nodes .
To calculate the total delay of route the following formula is used:

                 ,	(3)
 
where  is a total of delays of each communication channel in the route  when information is transmitted between the source node  and the receiver node .

ІІI. INTRODUCTION OF INFORMATION SECURITY RISK SCORE INTO FORMULA FOR CALCULATION OF EIGRP PROTOCOL METRIC
To consider the risk score of information security in the metric of EIGRP protocol the following formula is used:

,	(4)

where  is the risk of informational security of the route , . In this case the degree of constant value is within the limits , and the constant value itself can vary within the limits . In fact, the expression  is a rating of the given route security, i.e. the value, which is opposite to the risk.

Approach to evaluation of information security for network nodes  
The given article proposes to calculate the risk of information security on the basis of NIST CVSS methodology [2, 6], as well as on the basis of mathematical tools of the theory of information systems survivability [3].
It is known that NIST CVSS standard evaluates the risk on the basis of several global metric groups: 
· basic metrics – constant and not changing with time;
· timing metrics – not constant and changing in time;
· environment metrics – metrics that allow to destabilize basic and timing metrics and to take into account features of the environment of a vulnerability to be estimated. 
Timing metrics and environment metrics are calculated separately for each individual case, and they can change the final risk score based on the specific situation in the telecommunications company. The formula for calculating the risk of information security of a network device based on the basic metrics (excluding time metrics and environment metrics) is the following [2]:

                ,	(5)

where  is the score of the basic metric;  is the total of all basic metrics of all vulnerabilities of a network device;  is the total amount of estimated vulnerabilities of a network device. As , then division into 10 is needed to set the necessary limits for information security risk score, i.e. .
The basic metric score  is determined from the expression:

     ,	(6)

where  is potential damage from informational attacks;  is the possibility of vulnerability to be used by an attacker;  is a function from the damage, calculation of which is given below;  is upward rounding with the accuracy of one tenth.

,	(7)

where  is potential damage from a confidentiality breach;  is potential damage from integrity violation;  is potential damage from unavailability of information.

              , 	(8)

where  is requirements to authentication; is an access vector;   in an access complexity.

,              (9)

where  is the function from damage;  is a value of possible damage.
The basic metric score is done on the basis of the default values, which are proposed by NIST CVSS methodology [2].
Simplicity is considered to be the advantage of the approach of information security risk assessment methodology based on NIST CVSS. Very often risk can be calculated only on the basis of basic metrics analysis made by experts of an independent organization. Then, the given score can be used to create signatures for vulnerability scanners that allow automated detection of vulnerabilities on the studied network nodes.
The drawback is that many of the variable metrics are rather difficult, and sometimes even impossible, to calculate without an operator. This fact makes the approach to risk assessment inflexible and does not allow to automatically take into account many parameters of modern networks.
To remove the drawback it is proposed to use the mathematical apparatus of the theory of information systems survivability, which allows to take into account many dynamic parameters of modern telecommunication networks to calculate the risk of information security.
One of the main survivability parameters, which can be used in the risk assessment of information security, is the vulnerability of network determined by the following formula:

                         ,	(10)

where  is a network vulnerability when removing the node  and all its communication links, ;  is global efficiency of the network;  is global efficiency of the network in case of removing the th node and all its communications links.
Global network efficiency factor that reflects an average inverse path of routes is proposed to calculate as follows:

                       ,	(11)

where  is the minimal metric of one of the routes  between nodes ; when , the calculation is done between each pair of nodes in the studied network;  is the number of nodes in the given network.         

                                ,	(12)

where  is the total of metric of each communication link  included into the route ;  is calculated according to the formula (1) with the same parameters and values of coefficients needed for calculation of the standard metric of EIGRP protocol on the given node. 
The score of node vulnerability calculated by the formula (10) shows how much the data transmission efficiency deteriorates in the network in case of removal of the given node  and its entire links. Accounting vulnerability of a network node during the calculation of risk score of the route estimated by the formula (4), allows reducing the load on the node by re-routing traffic through a reserved route, if one exists.
Calculation of the final risk score is offered to make by the following formula:

,	(13)
where  is the risk of information security of the overall route ;  and  are coefficients of risk scores importance evaluated by methodology of NIST CVSS standard and the theory of information systems survivability,  accordingly;  is the total of risk scores of each node of the route  calculated on the basis of NIST CVSS standard methodology;  is the total of vulnerability scores of each node in the route  calculated on the basis of the node vulnerability formula from the theory of informational systems survivability;  is the nodes within the route .
If we assume that the coefficients of importance are binary variables and the condition ,  is held, then there are four combinations for which the parameters are activated or deactivated and on the basis of which the final score of information security risk is calculated. In this paper we propose to use the combination of data in the following cases: 
1.  – in case when the score of information security is not used. This variant of coefficients is normally used. An administrator can change it on one of the following variants;
2.  – in case when the maximal priority is given to provide confidentiality, integrity and availability of transit traffic;
3.  – in case when the maximal priority is given to provide protection of network structural integrity;
4.  – considers parameters of confidentiality, integrity and availability of traffic as well as protection of network structural integrity.
The case with the choice of  coefficients is not recommended to be used. In the case where  score has a significant impact on the overall risk assessment, this can minimize the attempts to protect the most productive unit (or the most important unit from a structural point of view) from attacks such as Denial of Service. In the opposite case, when the score  has dominant influence on assessment of the overall risk, this can lead to traffic passing through to vulnerable node, exposing transit traffic to significant risk of breach of confidentiality and integrity.

CONCLUSIONS 
[bookmark: _GoBack]The article proposes an approach to the calculation of metric for the EIGRP protocol, which takes into account the information security risks of transit traffic.
Outstanding issues in this article are: prioritization and evaluation of traffic confidentiality, as well as mechanisms to assess the state of the network to enable dynamic consideration of score, based on which the calculation of the route information security risk is done. These issues will form the basis for further scientific work of the authors.
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