JIOJATOK A

['padiunnmii matepian kBanidikaiiiHoi poooTH
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MeToro xBambikamiiinol poboTn € po3poOKa MporpaMHUX 3acO0IB

XapkiBcbKHil HANIOHAJILHAH YHIBepCcHTET
paxioeIeKTPOHIKH

Kadeapa EOM

KBagidikaniiina podora

IIpozpamui 3acodou moHIimopunzy
MepeicHoz0 mpagika

BrikoHaB: KepiBHHK:
cT. rp. KIVKI3-21-1 ac. Jlsaenxo J1.0.

Kimommk O.0.

Mema pobomu ma 3as80aniis

MOHITOPUHTY TpadiKy KOpPIIOPAaTHBHOI MepeXki 3 BHKOPHCTAHHSIM

PyQts.
3aBaaHHsA:

O

IIpOaHANI3yBaTH METOJU Ta IHCTPYMEHTH JUIT MOHITOPHHTY Ta
VIIPaBJIIHHS SKICTIO 0OCITYTOBYBaHHS KOMII' FOTEPHOI MEpexi;
IIPOBECTH OIS ICHYIOUUX KOMIT FOTePHUX CHCTEM MOHITOPHHTY
MEepexKi;
IIPOBECTH OIS MPOTOKOJIIB TSI MOHITOPUHTY TpadiKy B
KOMIT FOTepHIN Mepexi;

PO3pOOHUTH IIpOTpaMHi 3aCO0M.

54



IIpomokon SNMP

Legend:

= = GET requests
= Responses

= = TRAP notifications
) M catavases

D

®
.
L
L

Mooenv OSI

TCP/IP Model  Frotocols and 0SI Model

Services
Application 7
Aoolicat HTTP, HTTPS, FTP, P tati
pplication DHCP. PNG resentation 6
Session 5
Transport TCP, UDP Transport 4
Internet IP, ARP, ICMP Network 3

Datalink 2

Physical 1




MeTpHuKU MOHITOPHHIY Mepexi

NETWORK PERFORMANCE

MONITORING METRICS

\

PACKET HEADERS PA?(ET H }\RATE THROUGHPUT
Contain essential information for M the of pack data transfer rate achieved
network analysis and troubleshooting, that fail to their destinatiol. in network conditions.
Enable administrators to inspect Indicates rel and Me: in bits per second
detailed packet information connection guality (bps) or s per second
' / \ D \
PACKET RATE LATENCY BANDWIDTH UTILIZATION
Number of packets transmitted delay between sending P ge of avai idth
or received per unit of time. d receiving data packets. currently being used
Expressed as packets per second asured in milliseconds Helps identify network congestion
(pps) mefric und-trip ime (RTT) and capacity planning needs
ERROR RATE JITTER

Frequency of corrupted or Variation in packet arrival fimes.

malformed packets detected. Critical for real-fime applications

Indicates transmission quality like voice and video streaming.

and hardware issues Measured in milliseconds

3acanvHa cmpykmypa cucmemu

OTpUMaHHS JaHUX
KaHally nepejavl

[TepexonmroBau
MaKeTIB

IMaKeTIB

Moayas posGopy |

Moayis 360py

1

1HpopMaIii npo
MOHITOPHHT

I'padiunnii inTepdeiic
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®periMBopk PyQtS

Moayas socket — MoAyds MOBH
mporpaMyBaHHA python. mo 3aGesmetdye
BHKODHCTAHHS COKeTIB 11 OOMiHy
JAHHMH MDK OpOIecaMH, SK Ha OAHiH
EOM. 1ak i Ha pi3HHX, mO 3’€JHAHI
MepeKero.

e PYQTS

—
BESE sn=xmiIsn

PyQt5 Bxirouac B cebe:
U mabip BikeTiB rpadiIHOTO

iHTepdeiicy;

O cTul BIIKETIB;

Moy cucteMu

TTepexomnioBad MakeTiB 3a JOTIOMOTO
Moxyas python-socket 103BOTIAE
OTPHMYBAaTH JaHi IO HPOXOXATh Hepe3
Mepexy Ta 36epirata iX y PCAP ¢aiitn
A TOJATHIIOTO BHBYEHHA. Moxys
Oylde mNpamoBaTH TUIBKH 3 MpaBaMH
agMiHicTpaTopa.

O moctyn mo 6a3 manux SQL;
O mapcep XML;

O migrpumka SVG;

U migTpuMKa ayaio Ta BiZeo;

O Qt Designer.

Mozay1s po3dopy MakeTiB Ha IX CKIaZoBi
CKJIAaZAcThes 3 KIaciB ONHCAHHX B
daiitax, mo 3HaXOAATHCE B MAMMIL
sniffer/networkingra peanizauii B Qaitti
sniffer/sniffer.py Ta sniffer/generalpy.

Monyas  360py

mbopmamii  a1s

MOHITOPHHIY SKOCTI Mepeki 30Hpae JaHi
mpo IPOITY CKHY CIIP OMOKHICTB,
KiZTBKICTh TAKeTiB MO MPOHIIIH tepe3
MEepeKy 3a CeKyHIy, BTpaueHi [IakeTH Ta
iHpopMmamizo mpo TTL (rpadix Ta
cepeIHE 3HAYCHHA ).

Tpadiunmit inTepdeiic — ne BakmBa
CKJIaJ0Ba MPOrPaMHOrO MPOAYKTY. Tak
AK BiH TOBHHEH OyOH mPOCTHH Ta
JOCTYNHHI 15 KOPHCTYBaua.
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AJITOpUTM MOAYJISL po300py IAKETIB

KiHeup -

!

,| TlepenaeTbca Ha BHBIT BCA
3i0paHa iHQopMaLia Ta IaHL

)

HI

Axmo HTTP?

Y

Tak

4

Hi

Otpumanna MAC aapec
OTPHMYBAYA | BIINPABHIKA

Ta Ty IP
OTpHMAHHA PO3MIPY
qxmo IPv4 Tag| 3ATOIIOB [\y'T.TL.' IP agpecn
OTPHMYBAYa 1 BIIPABHHKA,
THITY NPOTOKOTY
b4
OTpHMVEMO THIL, KOJ - .
nominki, checksum P L L
ICMP

ITepekoioBYEMO JIaHl Y
utf-8

OTpHMYEMO MOPTH, 3a1HT,
MATBEpIKEHHA, (1ari

OTpHMY€EMO TOPTH T
TOBKIHHY MOBI1OMIEHHA

Pe3ynpratu poootu 113 MOHITOpUHTY TpadiKy

General

TTL Graphic. Average TTL: 67

0.0001 / 0.0002 Mbps

OTHER packets

Other packets Logs:

Start getting packets

0.0342 / 0.5341 Mbps
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BucHOBKH

Po3po0meni mporpamui 3aco0H MOHITOpPHHTY TpadiKy KOMIT IOTEepPHOL
Mepeki 3 BHKOpHCTaHHSIM iHTepdeiicy PyQtS. Posrmsmyri metomnm mis
MOHITOPHHTY Ta YIpPaBIIHHS SKICTIO, a TaKOXK ICHYIOUl IIPOrpaMHI 3aco0un
MOHITOPHHTY TpadiKy B KopriopaTuBHiil Mepexi. [IpoBemeHo aHamiz Momeni
OSI, mpoToKoIiB AT MOHITOPHHTY TpadiKy Mepeki Ta ImapaMeTpiB SIKOCTL
oOciayroByBaHHS. Takok  pO3IISHYTI IHCTPYMEHTH JUIS  peai3ariii,
OOTpyHTYBaH iX BHOIp Ta OMHCaHI OCHOBHI METPHKH JIISI MOHITOPUHTY SIKOCT1

00CITyroByBaHHSI KOMIT IOTEPHOI MEepeKl.
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