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The research is dedicated to evaluating and developing a method for assuring cyber resilience
based on Traffic Engineering Fast ReRoute with the assistance of Traffic Policing mechanism. The
suggested approach is founded on a mathematical model defined by multipath routing conditions and
modified flow conservation conditions. Additionally, it considers traffic policing at the network edge
and conditions for protecting (reserving) the link, node, and network bandwidth, all of which are
tailored to meet cyber resilience needs. The proposed solution has the advantage of recasting the
problem as a linear optimization. The numerical example demonstrates the model's operability and
the adequacy of the findings acquired using it.
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Modern communication networks demand technological solutions to provide cyber resilience
against network attacks, compromises, etc. Only the suitable reserve capacity can identify these
repercussions [1-5]. When compromising a network element, such as a link, a node, or even an entire
network segment, a network reserve with sufficient bandwidth is necessary.

Assuring a network’s cyber resilience is a difficult task. The study reveals that using Fast
ReRouting (FRR) effectively can improve the network's cyber resilience [5-8]. The network can
respond operationally (in tens of milliseconds) to possible service issues. However, this requires
resource redundancy, as well as rapid computation and the use of backup routes. Such routes do not
share a network element with the main working path. However, enhancing the cyber resilience of an
infocommunication network via resource reservation always has a detrimental effect on the overall
Quality of Service (QoS) level [9-10]. Consequently, strengthening the cyber resilience of an
infocommunication network by reserving network resources inevitably reduces overall QoS. This is
especially true when the network's resources, notably bandwidth, are insufficient to perform a
particular protective system that may cause network overload.

Thus, to avoid network congestion induced by applying cyber resilience principles, two things
must be ensured during Fast ReRouting [11, 12]. Firstly, the balanced use of available network
resources on the Traffic Engineering principles should be implemented. Secondly, priorities of
limiting (policing) traffic at the network edge may be applied.

Therefore, the pertinent scientific and practical task is developing of novel approaches for
ensuring the cyber resilience of communication networks following the requirements for network
resilience, security, and QoS when using traffic management technologies such as Traffic
Engineering and Traffic Policing in conjunction with the means of Fast ReRouting in the event of a
network element failure.

In modeling the cyber resilience strategy based on Traffic Engineering Fast ReRoute, the
network structure is represented by a graph. The nodes of the graph are network routers, and the
communication links connecting these routers are edges. The presented approach is based on a
mathematical model that incorporates conditions for multipath routing, updated flow conservation
conditions that account for network edge Traffic Policing, and link, node, and network bandwidth
protection (reservation) conditions. The advantage of the suggested method is that it recasts the
Traffic Engineering Fast ReRoute under the Traffic Policing (TE-FRR-TP) task as an optimization
problem. The optimality criterion is defined as the minimum of a linear function that sums the use of
dynamically managed upper bound of network links utilization under the Traffic Engineering
requirements. The linearity of the formulated optimization problem is intended to reduce the
computational complexity associated with calculating the routing variables that determine the
primary and backup paths.

The work proposes a cyber resilience approach based on Traffic Engineering Fast ReRoute
with policing. The study's results on various numerical network topologies supported the proposed
cyber resilience approach's efficacy and suitability. It is worth noting that providing cyber resilience
necessitates the involvement of extra network resources, both topological (links, nodes) and
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functional (bandwidth of network elements). Thus, the innovation and primary benefits of the
proposed approach are as follows. First, it is advocated to coordinate the effective (balanced) usage
of network resources according to the TE-FRR principles to avoid network overload while ensuring
cyber resilience. Second, it is proposed to implement Traffic Policing at the network edge, both in
primary and backup routes, prioritizing the flows into account. The developed model is a continuation
and improvement of previously known approaches to load balancing during Fast ReRouting [12] and
traffic policing [13].
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Bandwidth Protection.
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