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[image: image1.jpg]«JocaigXeHHsI MeTOAiB ayTeHTUiKallii KOpMUCTYBaviB B
iHpOopMaIifTHO-KOMYHIKaIIITHIX CUCTeMaXx»

ARTyanbHicTh poborn. Ha ganmii MoMeHT icHye Oe3miu MeTOMIB aBTopmsamii 1 ayTeHTHpikarii
KOPHCTYBava: Bl HAUIPOCTIMHX — BBEJCHHS IJIOTiHA 1 MApOTsl, JO HaWCKIaJHIMMUX — OaraToeTamHi CHCTEMY
I ITBEP/IKEHHS] aBTEHTUIHOCTI. Bel BOHU PO3PIZHAIOTHCS BHKOPUCTOBYBAHNMH IPOTOKOJAMH Tepejadi JaHUX,
CKIIQTHICTIO peaiizanii, BapTICTIO MiITPUMKH IIPare3aTHOCTI CUCTEMH TOIMo. Takok BHOIp METOAMK 3aleKUTh
BIJT CTYTICHS BaXKITMBOCTI 1H(opMartii, o 30epiracThes 1/a60 CTYTeHs KON, SIKW MOKe OYTH BUKIMKaHUN TIPH
HECaHKITIOHOBaHOMY JocTyIn. lIpoTe, BBaXkaTH, IO Ha CHOTOJHI BHpIITeHa pobieMa iHpopMariiiHoi Oe3mexn
web-pecypciB BUpIITieHa, HEMOXKHa.

MeTtoto atecTariifinoi poGoTu € miaBUIIeHHS iHpopMaIitHOl Ge3mekn web-pecypciB 3a JOTIOMOTOIO
BUKOPHUCTaHHS JBO(aKTOpHOI ayTeHTH]IKAITIi.

JUTsL TOCSITHEHHS TIOCTaBIeHOT METH HeoOX1THO PO3B’I3aTH HACTYIIHI 3aJai:

1) mpoBecTH O] ICHYIOUNX alTOPUTMIB Ta METOJIIB peaisaii cucTeM ayTeHTu(IKaITii,

2) TpoBeCTH JOCHIPKEHHS TNapoibHUX MONMTHK BIIOMHX Web-pecypciB Ta po3polut mopaiu
KOPHCTYBavaM o0 BUOOPY Mapollio;

3) po3poOuTH BUMOTH JI0 TIPOTOTUIOBAHOI CUCTEMH ay TEHTU(IKAIlll KOPUCTYBAUIB Web-pecypcey;

4) po3pobuTH apxiTeKTypy ABo(dakTopHOI crcTeMu ayTeHTH(DIKaMii KOpUCTyBadiB web-pecypcy Ha OCHOBI
QR-xofiB.
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MeTton
ayTeHTAdIKAI]

DikcoBaHUH
apoIb

XemoBaHuit
(ikcoBanmit
apoib

OHOpa30BHUA
apoib

3a JOIIOMOTOIO
BITKPUTIX
KJIIOYIB

3a JOIOMOTIOIO
ceprrdikaTiB

BiomeTpist

1-11 piBeHb 2-1 piBeHb 3-ii piBeHD
rapaHTii rapaHTii rapaHTii
ayTenTrdikaIii ayTeHTudIiKarii ayTeHTudIKaIii

CxIaHicTh 3pyqHICTH
peamizartii BUKOPHCTAHHS

Ormc KpuTepiiB y TOPIBHSLTBHIHN TaOIHIi:

1-11 piBeHb TapanTii ayTeHTADIKAI] — BIACYTHICTh BUMOT KOH(IISHITIHHOCTI 11eHTUDIKATIHIK JaHnX,

2-1 piBeHb TapanTii ayTeHTudIKarii — IeBHUH piBeHb BUMOT KOH(IASHITIHOCTI 11eHTU(DIKATIHIK JaHIX,

3-1f pBieHb rapaHTii ayTeHTH}IKaIl{ — BUCOKUH PiBEHH BUMOT KOH)IISHITIHHOCTI 1IEHTU(DIKAIITHIX TaHnX,

CKIIaTHICTh peamizallii CHCTEMH 3 TOUKH 30pYy HpPOTpaMyBaHHS, yUacTl 1HIIMX CTOPIH/CHUCTEM B peaiizarlii
(oIlepaTop CTIMHHUKOBOTO 3B'S3KY, CEpTU(IKYIOUMII IEHTpP TOIMO), MOXIWBICTH IHTETparii CHCTEMH B IHITI

CHCTEMH TOIIO,

3PYYHICTH BUKOPUCTAHHS 3 GOKY KOpHCTyBada (HeoOXiTHICTH 30epiraHHs MapoliB, (pi3UIHOTO KOHTAKTy 31
CITIBPOOITHUKAMH CEPBICY, BOIOAIHHS (I3MIHIMHU TOKSHAMH TOITIO ).
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Bumornu 4o pecypcis Ta mapoais

Ne IIpaBuio Ban Taposs* o
1 MiHiMaJTbHA JTOBKHHA NApOJIsl MCHIIIE 6 CUMBOJIIB -1 —
- - MiHiMabHa JOBXKHHA NIApOJIsI MEHITE
2 MinimManbHa JOBKHUHA TIAPOIISt 6-8 CHMBOJIB -0.5 123456 .
6 CHMBOJIiB
3 MiniMaiabHa JOBKHHA IMOHA 8 CHMBOJIIB +1 MiHiMaTbHa IOBHHEA TapOJsT 6-8
. qwel23 :
4 MaxkcuMaibHa JOBKHHA MeHIe 20 CHMBOJIIB -0.5 CHMBOJIIB
5 MaxkcuMaiibHa JOBKHHA MOHA 20 CUMBOJIIB +1 123456789 MiniMalbHa JOBXKHHA IOHAT 8
6 Tapoxp MOBUHEH MICTHTH ITH(pH +0.5 cavbolb
- - MaxkcHMaTbHa JOBIKHHA MEHIIS
7 IlapoJsis MOBHHEH MICTHUTH JIITepH +0.5 qwertyl23 :
20 cUMBOJIiB
8 Tlaposb TOBMHEH MiCTHTH 3arojoBHI OYKBH +0.5 M
aKCHMaJlbHa JOBJKHHA TTOHAT
: ’ : Qwerty123 g
9 Ilaposis MOBHHEH MICTHUTH CIIeNiaIbHi CHMBOJIH +0.5 20 cUMBOJIIB
i i + !
10 IlapoJis He HOBHHEH CMIBNIAJATH 3 JIOTIHOM 1 1q2w3edr Tlaposth MOBHHEH MiCTHTH THGPH
11 Tapo:sb He MOBHHEH 30iraTHCS 3 MOIITOIO +1
12 ITaposib He Moske GyTH CXOKHM Ha JIOTiH i / a6o momTy 55 P@ssword ITapose TOBMHEH MICTHTH JiTEpH
(JIOTiH + PiK TOMIO) :
d ITaposnb MOBHHEH MiCTHTH
13 Tapo:xp He MOBUHEH OYTH CIIOBHUKOBUM +2 123QWEas 3ar0JOBHi GYKBH
Cepgic gae peKoMeHIAIli o0 BUGOPY HapoIIo TapoJih MOBHHEH MiCTHTH
14 : +1 P@ssword123 POTE. "
Ha eTalll peecTparii crHemiajabHi CHMBOJINR
15 3a6opoHa BUKOPUCTAHHS CHEIIAIbHUX CHMBOJIIB -1
: - T * - The Most Popular Passwords of 2019. [Enexrponnnit
16 CepBic CTpOTO TOTPUMYETLCS CBOIX peKOMEH/IAITIH +0.5
pecype] - Pesxxum JOCTymy 10 pecypey:
17 CepBic 103BOJLSIE BCTAHOBHTH CJIACKHH 1apoJib -1 https://nordpass.com/blog/top-worst-passwords-2019.
MaxkcuMaJILHMIT cyMapHuUii 6at 11.5 Hara seeprentst: 01.09.2020.
MiniMaasHMIT cymMapHuUii 6anx -4.5

° o/
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ITomToBi cepBicu

Bumoru /10 naposio Gmail Outlook Yahoo! AOL Mailbox.org | Pobox | FastMail
MiHiMaIbHA JOBKHHA AP0 MEHIIE 6
CHMBOJIIB
MinimMaabHa JOBKHHA TAPOJIs 6-8 CUMBOJIIB -0.5 -0.5 -0.5 -0.5 -0.5
MiniMaJibHA JOBXKHHA [TOHAJ 8 CUMBOJIIB +1 +1
MaxcuMalibHa JOBXKHHA MeHIne 20 CUMBOJIIB
MaxcumasibHa JoBxkuHa moHad 20 CHMBOJIIB +1 +1 +1 1 1 1 1
Iaposp moBHHEH MiCTHTH ITH(pH +0.5 +0.25 +0.5
Iaposb MOBMHECH MICTHTH JITSPH +0.5 +0.25 +0.5
TlapoJib TOBHHEH MICTHTH 3ar0JIOBHI OYKBH +0.25 +0.5
TlapoJib TOBHHEH MICTHTH CIeiadbHi CHMBOJIH +0.5 +0.25
Ilaposib He MOBMHEH CHIBIIAIATH 3 JIOTIHOM +1 +1 +1 1 1 1
Tlaposib He TOBHHEH 30iTaTHCS 3 TOIITO +1 +1 +1 1 1
Tapo:b He MoKe 6yTI/I. CXOMMM Ha [10TiH i / abo 9 9 5 5
MOMTY (JIOTiH + PiK TOIO)
TlapoJib He HOBHHEH OYTH CIOBHHKOBHUM +2 42 +2 2 2 2
Cepgic ae peKoMeraLii uoso 1.3.1./160py . . 1 1 1 1
MApPOJII0 Ha eTalli peecTpaiii
3aGopoHa BUKOPUCTAHHS CHEI[iaIbHUX 1 1 1
CHMBOJIIB
ERERIEIRIPOLO AOTPHMYCTECS +0.3 +0.3 +0.5 +0.3 +0.5
CBOIX peKOMeH Al i
CepBic JTO3BOJISIE BCTAHOBUTH CJIA0KUI ITapoJib -1 -1
HasipHicTb 1BOX dakTopHOI aBTOpH3aIii
(omHOPa30BUH TAPOJIb, SIKHH 260 reHepyeThest 105 105 105 105 105 105
32 JIOTIOMOTOFO CICIiAJIbHOTO JIONIATKY,
260 IpUXOAuTH Mo SMS)
Cyma GaJiiB 9 11 7.5 7.5 9 -0.5 4.5
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ComniaabHi Mepexi

Bumorn J10 ITapoJIro

Facebook

Twitter

Linked.In

Pinterest

MySpace

Instagram

Tinder

MiHiMaJIbHA TOBKHHA TTapOJIsl MEHIIE 6
CHMBOJIIB

MiHiMaJIbHa JOBKHHA MApoIsi 6-8 CUMBOJIIB

MiniMaabHa JOBKHHA IOHAT 8 CUMBOJIIB

MaxkcuMmaiibHa JOBKHHA MeHIne 20 CUMBOJIB

MaxkcumaiibHa JoBxHHA ToHad 20 CUMBOJIIB

Taposib moBuHEH MicTUTH IIHbpH

Tlaposib MOBMHEH MICTHUTH JIITSPH

+0.5

TlapoJib MOBMHEH MiCTHTH 3aroJIOBHI GYKBH

Tlaposib MOBMHEH MICTHTH CIICIiaIbHi CHMBOJIH

HaponL HE ITOBUHCH CHiBHaL[aTI/I 3 JIOTIHOM

HaponL He TIOBHHEH 36irarucs 3 MouITo

Taposb He Moke OyTH CXOXKHMM Ha JIOTiH i / abo
MoINTY (JIOTiH + piK TOIO)

HaponL HE MMOBUHCH 6yTI/I CJIOBHUKOBUM

CepBic Jlae peKoMeHaIii Moo BUGOPY MapoIIio
Ha eTali peecTpaltii

3abopoHa BUKOPUCTAHHS CIICIiAIbHUX CHMBOJIIB

CepBic cTPOTO TOTPHMYETHCSI
CBOIX peKoMeHamii

+0.5

+0.5

+0.5

+0.5

+0.5

CepBic JJ03BOJISIE BCTAHOBUTH CJIA0KHH IApoIIh

+0.5

+0.5

HasiBHicTh qBOX haKTOpHOI aBTOpH3AIii
(OHOPA30BUH NAPOIIb, KU a00 TCHEPYETHCS
3a JIOIIOMOTOIO CIIeIiaJIBHOTO TONATKY,
b0 IPUXOAUTH 10 SMS)

+0.5

+0.5

+0.5

+0.5

+0.5

+0.5

Cyma GaJtiB

2.5

1.5

3.5

3.5
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CepBicl eA€KTPOHHOI KOMEPIIii

Bumornu J0 MapoJjro

Amazon

Ebay

AliExpress

Walmart

urpyc

Pozerka

MiHiMaJIbHA TOBKHHA TTapOJIsl MCHIIE 6 CHMBOJIIB

MiHiMaJIbHa JJOBKHHA Mapois 6-8 CUMBOJIIB

-0.5

-0.5

-0.5

-0.5

-0.5

MiniMaJIbHA JOBXKHHA [TOHAJ 8 CUMBOJIIB

MaxkcumaiibHa JOBXKHHA MeHIne 20 CUMBOJIIB

-0.5

MaxkcumaiibHa JoBxHHA ToHad 20 CUMBOJIIB

+1

+1

+1

1

ITapoJsib IOBHHEH MiCTHTH UGPH

+0.5

g |

+0.5

IlapoJib MOBHHEH MICTHTH JIITEPH

+0.5

+0.5

ITaposib MOBMHEH MICTHTH 3ar0JIOBHI OYKBH

+0.5

Tlaposib TOBMHEH MICTHTH CIICIiaJIbHI CHMBOJIH

HaponL HE MMOBUHCH CHiBHaL[aTI/I 3 JIOTIHOM

HaponL He TIOBHHEH 30iraTrcs 3 MONITo

+1

!

ITapoxp He Moxe OYyTH CXOKHMM Ha JIOTiH i/ abo
oIty (JI0rid + pik TOIo)

HaponL HE TOBUHCH 6VTI/I CJIOBHUKOBHM

42

2

Cepgic Jlae peKoMeHIaIlii 1010 BUOOPY MapoJIo Ha
eTall peccTpaliii

+1

+1

+1

+1

3abopoHa BUKOPUCTAHHS CHEIIAIbHUX CHMBOJIIB

+1

CepBic ¢TpOro JOTPHMYETHCS
CBOIX peKOMeHaIliit

+0.5

+0.5

+0.5

+0.5

CepBic JO3BOJISIE BCTAHOBHTH CJIA0KHH Iapoiib

+0.5

HasipHicTb JBOX haKTOpHOI aBTOpH3AIIii
(OmHOPA30BUH MAPOIIb, KU 200 TCHEPYETHCS
3a JIOIIOMOTOIO CIIeIiaJIBHOTO IO/ATKY,
260 MPUXOIUTE 110 SMS)

+0.5

+0.5

Cyma 6atin

1.5

5.5

1.5
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INaaTixHI cepBicu

Bumorn 1o mapoiio QIWI PayPal WebMoney Payeer 1IpuBat24
MiniMasbHa JOBKHHA MAPOJISt MEHIIIe 6 CHMBOJIIB -1
MiniMasibHa JOBKHHA TapoJIst 6-8 CHMBOIIB -0.5 -0.5 -0.5 -0.5

MiniMajibHA JOBXKHHA [TOHAJ § CUMBOJIIB
MaxcuMasibHa JOBKHHA MeHIIe 20 CUMBOJIIB

MaxcuMmasibHa JoBkHHa oHad 20 CHMBOJIIB +1 +1 +1 +1 +1
Ilaposih HOBHHEH MiCTHTH IHdpu +0.5 +0.5 +0.5 +0.25%
ITaposin MOBHHEH MiCTHTH JTEPH +0.5 +0.5 +0.5

ITaposih HOBHHEH MiCTHTH 3arojioBHi OYKBH +0.5

ITapoJib HOBHHEH MiCTHTH CIEIaIbHi CHMBOJIH +(.25%
IlapoJib He TOBHHEH CITi BIAJATH 3 JOTTHOM
Ilaposib He TOBHHEH 30iTaTHCS 3 TOIITO +1

Taposnb He MO3ke OYTH CXOKHMM Ha JIOTiH i / abo momTy
(JI0TiH + piK TOINO)

ITapoJib He moBHuHEH OYTH CIOBHHKOBHM +2 +2 +2 +2
CepBic Jlae peKoMeH Il 1o10 BUOOPY HapoJIo Ha
eTall peccTpaltii

3abopoHa BUKOPHUCTAHHS CIIEI AJIbHUX CHMBOJIIB -1
CepBic CTPOro JOTPHUMYETHCS CBOIX peKOMEH/TAITi i +0.5 +0.5 +0.5 +0.5 +0.5

CepBic JT03BOJISIC BCTAHOBUTH CIIAOKHI Mapoih -1
HasipHicTb qBOX hakTOpHOI aBTOpH3aNii
(OMHOPA30BUH APOITb, SIKUI a00 TCHEPYETHCS
3a JIOIOMOTOT0 CIICIIaJIbHOTO JO/IATKY,
2060 MPUXOIUTE 110 SMS)
Cyma dauis 5 4.5 0.5 5.5 6

+1, +1 +1 +1 +1

+0.5 +0.5 +0.5
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1. Tapoms moBuuen Oytu noBTMM (Oaxano Oimbmie 10 cmmBomiB). [IpoTe He BapTo TPHUALLITH yBary
JOBXKWHI, SIKITO MAapOIb, HAIPHUKIAN, CKIAJacThCA BHKIIOUHO 3 Iudp. Taki mapoli, HaBiTh BEIHKOI JOBKIHH,
Jy’Ke JIETKO BIITBOPUTH.

2. Ilaponb MOBMHEH MICTUTH BENHKI Ta Mall IiTepw, IUPpU 1 crerncuMmBonm. lI[poTe Hepigko BHMOTa
BKJIIOYATH BEIUKY TiTepy, IUQpHU 1 30UILINATH JOBKUHY HapoTio BUIMUBAETLCS B BHKopucTaHHS Qwertyl23 1
momibanx koMOiHarmid. CrarncThka mokazye, mo B 90% BHIIQJKIB KOPHUCTYBad B SKOCTI BENHKOI JTiTepH
BUKOPHUCTOBYE 1-i CHIMBOI TAPOIIO.

3. ITaponp He IOBUHEH OyTH CXOKUM Ha JIOTiH ab0 IOMTY KOPHUCTYBada.

4. Tlapons He MOBUHEH OyTH CXOKMM Ha CIOBHHKOBI Mapolli, cioBa 1 ¢pasn (Hampukiai, password aGo
moyparol), abo cTaHmapTHI TOCTIIOBHOCTI cMBOTIB (qwerty, 12345, abed).

5. [Mapomi, mo cKIaAaloThCs 3 CHMBOMIB, a He CIIB, € OiTbIT Ge3medHuMe. Takok MOXHa BUKOPUCTOBYBATH
maponbHi ¢pasy, Hampukian: ®OPA3A: «lxadok B Tymami. MylETgilbM XopoIlmii Ta Becenmity, ITAPOJID:
«*v~DisneyGoOd:)». TyT:

«*» — «IKaTOK»;

«V» — «BY;

«~» — KTYMan»,

«Disney» — IOMyIsIpHa CTYis MyTBT(IIBMIB,

«Go0d» — «good» — «xopormmity;

«)» — «Becenmity.

6. CIiji BUKOPHUCTOBYBATH Pi3HI MAPOII U PI3HUX CePBICIB. AGCOMIOTHO MPOTUIIOKA3aHO BUKOPUCTOBYBATH
OJIVH [TApoITb Ha PI3HUX cepBicax. SIKITo panToM 37aMaioTh OIUH, 371aMaloTh 1 BC1 1HIT.

7. Criji BUKOPUCTOBYBATH YCIOAH, JIe TIe MOKIIMBO, ABO(PaKTOPHY ayTeHTH(DIKAITIIO.
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®IKCOBAHUII ITAPOJIb OJITHOPA3OBH ITAPO.Ib CEPBEP AVTEHTH®IKAIIII

Bumoru 10 IpoTOTHIIOBAHOT CHCTeMH ayTeHTH ikartii.

1. BigeyTHicTb nponiecy peectpaltii. IIpuiycTiMo cuTyariito, KoIu KOPUCTYBad XOUe 3aJIAIMNUTH KOMEHTap
y Oymb-skoMy 611031, 3aMICTh TOTO, MO0 MPOXOAWTH IpoTiec ""CTBOPEHHS 0OIIKOBOTO 3anucy” 3 MIJITO YHIKATHHO
cele 1IeHTrdIKyBaTH Ha Web-pecypci, KOPUCTYBad MoXeTe YBIITH, BUKOPUCTOBYIOWH cBiit [D. Slkmmio cepic He
3yCTpItaB paHile HaJaHoTO iAeHTru(iKkaTopa, BIH MOKe 3allPOIIOHYBATH KOPUCTYBady 3allOBHUTH MPOCTi popmm,
HaTIPUKIA], IM'S Ta TIPi3BUIIIE, MO OyIyTh BiIOOpakaTUCh Y 3aIAIIIEHOMY KOMeHTapi. TakuM YUHOM, KOPUCTYBad
abcomoTHO Oe3TeTHo 1 YHIKATBHO iieHTudikyeTe cebe B cUcTeMi, IPIHIOMY HIXTO He MOXKe BHJaBaTH HOTO 3a
cebe. Hemae 06m1ikoBOTO 3ammcy, iMeH1 KOPHUCTyBata Ta Mapois.

2. BiacyTHicTh B3aemopii 3 KilaBiaTyporo. llpumycTmMo cuTyarriio, KO KOPUCTYBad Xode YBIUTH B
CHCTEMY Ha KOMITIOTepl B MOTEHINIMHO HeGe3IedHOMY MICI, Halpukiaa, B OibmioTeri abo KOMITIOTEPHOMY
ky6i. [eit mporec moBuHeH BinOyBaTuCh Oe3 BReAeHHS OyIb-SIKUX OOMKOBAX JaHUX B KOMITIOTEP.
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Mobiabuuii 101aT0K

B3aemojtis 3 kopucTyBauem i
cepBepoM

T'eHepatlist / eKCHIOPT K/II0YA BiTHOBICHHSA
Tenepauis 610Kyr0U0r0 KiIioua
Tenepattis / Butasnenus / iMnoprt inentndikatopa
0O6pobka QR-koi1y
CTBOpEHHS KITIOYIB 3 CEPBEPOM
Creopenns nizmucy QR-komy
IlixrBepIwKeHHs BXOITY

' ' Cepsep
- <«
Kopuerysay B3aemotist 3 MOGIIbHIM J10/1aTKOM =
“ Bsacmois 3 101aTKOM Bxin Ha cepsep ayrenTudikanii I"eneparisi "nonce”
CrBOpeHHS / BBE/ICHHS / 3MiHA Iaposist TI'eneparis QR-xomy
OTpiMaHHs K104 BiIHOBJICHHS CTBOpCHHS KIIOYIB 3 MOGLIBHUM JI0ZIATKOM
epeBipKa a AfTY 5 TR Posmmdposka / niepeipka ninucy
Hepesipka azpecu caiity ABTOpH3aLis y pasi yeritHoi bp i PEBIp . )
CrBopenHst / BHAQICHHS / BIHOBJICHHS ayreHTngikanii Jlo3Bi Ha aBTOpH3ALi0
inentudikaropa IlinTBepIKCHHS BXOITY

KopucTyBad 3aiyckae JoAaToK Ha cMapTdoHi, BBOAWTH B HBOTO CBil MiH-KoA i ckaHye QR-ko/1 Ha ekpaHi cBoro koMm'rorepa. B
QR-xofi 3ammTHi HOMep cecii, i, KOJH JONATOK CKaHye Horo, Ieif HOMep MepeJacThCsl Ha CepBep pasoM 3 MapojeM Ta iM’sM
KOopHCTyBaua (OCKUIBKH IIi JaHi YHIKaJbHi, TO CepBep iX MOKe BHKOPHMCATTH, K JlaHi JUI1 peecTpallii KopucTyBada). Y BepCTI
CTOpIiHKH, siKa oKasye QR-kogx, npaigtoe JavaScript, mo ouikye 3 60Ky cepBepa BiIIIOBI/Ii HA TIePeBIpKY MapoJIi 3 TaHOK ceciero. SIKimo
CepBep BiANOBimae, IMO Hapoiib BipHUHM, pa3oM 3 BiJHOBIUII0O BCTAHOBJIIOETHCS CeciliHe 3'eIHAHHS 1 KOPHCTYBAad BBaXKAETHCS
ayTeHTH(])IKOBAHUM.

Jlis Toro, mo6 MOBHICTIO MO30ABUTH KOPUCTYBAada Bif BBEJCHHS IApoisi, a SHAYHTH 1 3amaM'sTOBYBaHHS HOTO, CIif
CKOpHUCTATUCS BOYIOBaHUM B cMapThOH CKaHepOM BiIOHTKa maisist. B omepariiinux cuctemax Android i i0S cTopoHHI#H qomaToK He
OTPHUMYE JOCTYI IO BIIOWTKY MAJBILL, ajle SIKIO BIXOWTOK BIpHHM, TO JOJATKY CTa€ JOCTYIHHM JOMATKOBMH 3aXHINCHHM PO3NiN, B
SIKOMY MOJKHA PO3MICTHTH JPYTY YACTHHY CEKPeTY, SIKY paHillle KOPHCTYBad BBOAUB 3 KJIaBiaTypH.

TakuM YMHOM, KOPHCTYBad BiakpuBac web-calfT, BiAKpHBaE JOJATOK Ha cMapT(OHi, IPUKIIaae Majlelb 10 cKaHepa, ckaHye QR-
KOJT 1 BUSIBIISIEThCS ayTeHTH(DIKOBaHHM Ha Gpays3epi B KOMIT'FOTei.

° o]
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B arecramiifniit poGoTi mpoBeseHO MPOTOTUIYBAHHS CHUCTEMHU ayTeHTH]IiKarii KOpHUCTyBadiB web-
pecypey Ha ocHoBl QR-KkofiB. B X011 poGoTu Oy BUpIIIeH1 HACTYIIHI 3a/1adi.

1. IlpoBeaeHo oI Ta MOPIBHAUIBHUIN aHAali3 ICHYIOUMX alTOPUTMIB Ta METOJIB peaisaiii CHCTeM
ayTeHTrdikarii KopucTyBadiB web-pecypciB. Hamiifiamii 3axucT BiJf 3TOBMUCHHKIB 3a0e3MeUyIOTh METOAN
ayTeHTH(DIKAII] 3a JOTIOMOTOIO OJHOPA30BUX MapONiB, BLAKPUTHX KIIOUIB, cepTU(DIKATIB Ta GlOMETPUIHIX
XapaKTepUCTUKY KopucTyBadiB. [[poTe Bei i MeTou ayTeHTH(DIKAIT] BUMAararoTh JOJaTKOBOTO IPOTPaAMHOTO,
arapaTHOTO abo MPOTPaMHO-aIapaTHOTO YCTaTKyBaHHS.

2. Jlmg web-pecypciB 3 BEIUKOIO KITBKICTIO KOPHUCTYBAdiB BUMOTH BHUKOPHUCTAHHS JOJAaTKOBOTO
yCTaTKyBaHHS TSI MiJBUIIEHHS HATIMHOCTI ayTeHTUQIKaIli € HepallioHATbHAME 3 TOUKH 30pY 3PYIHOCTL
BUKOPHCTAHHS, TOMY OCHOBHHM 3aXHCTOM O1IIBITIOCTI CYJacHUX Web-pecypeiB € MapolIbHi HONMITHKH.

3 MeToI0 POo3poOKH Iopaj KOPUCTYyBadaM IMojA0 BHOOPY Hapomo GyiIo MPOBENEHO JOCTIKSHHS
MapoNbHUX TIONITHK BIJOMUX Web-pecypciB, pe3ylsraTH SKOTO «HE BTINMHI»: JWINE OJWHWIN 3
HaNUTIOYIBIPHIIIX Web-pecypeiB MpeI SIBIIIOTH cepiio3Hi BUMOTH JI0 ay TeHTH(IKaITii.

3. Ha ocHOBI TpoBeleHHX MOCTIKeHb OylIo 3alpolOHOBAHO pPEKOMEHAIli KopHcTyBadaM web-
PecypeiB MOA0 CTBOPEHHS TAPOIIB.

4. Ha ocHOBI TIpOBENeHUWX JIOCIKEeHL Oyl1o po3pollleH0 BUMOTH A0 HafifiHO! cHCTeMH
ayTeHTH(DIKAIN] KOPUCTYBadiB web-pecypciB. 3a OCHOBY cucreMu Oyro 3ampomioHoBaHO B3dTH SQRIL-
IIPOTOKOT BXOY Ha web-calfTh, Mo BUKOPHACTOBYe QR-Kou 1 aHOHIMHOT ayTeHTUdIKaIli. 3armponoHoBaHO
apXiTeKTypPy MPOTOTHIOBAHOI CHCTEMIL
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J1st crcTeM TIpEXOBaHOTO HENEPEPBHOTO MOHITOPHHIY KIIABIaTypHOTO TIoYc-
pity 11C0OX1THO BU3HAYATH CTYIIHb AHOMAJBHOCT TIOBEIIHKM KOPHCTYBada HE 3a
KOPOTKHI TIPOMIKOK 4acy, IO BiIIOBIJAE 0AHOMY BEKTOPY O3HAK, 2 32 TPHBAIHI
HEpioj, ioro poboTH 32 KOMITIOTEPOM (HANPHKIAZ, 32 Wiy CECil0 POOOTH KOPHC-
iynava 3a xomm'iorepom). CydacHi MeTomu ayreHTH(IKAUi] 32 KIaBiaTypHHM IO~
4UPKOM B IOBHIM Mipi He 3aTHI BUIUIATA HAMOLIBNI CTAGI/BHI 32 YACOM O3HAKYL, B
HACIIJIOK MOTO CTIOCTEPITaEThCA PodIEMa TafiHHA AKOCTI PO3II3HABAHHS KOP¥C-
IynnviB 3 TTMEOM 4acy. TakuM dHMHOM, HOMYK HaROLTBI TH(OPMATUBHUX 03HAK
KIIBIATYPHOTO TIOYEPKY, 3 OJHIEI CTOPOHM [03BOJIIE 3MEHIIMTH IIPOCTIP iH(pOpMa-
HIRINX O3HAK, IO 3MEHIIYE «3aLTyMIICHICTE» JaHHX, a 3 JAPYToi CTOPOHHU — [03BO-
Uit [HLTATE HARCTAGIIBHIMN 03HAKY KIABIaTyPHOTO HOYEPKY.

MeToto momogigi € ananis inopMaTHBHUX 03Hak MoHorpadis, aurpadis Ta
ipirpadis KIaBiaTypHOTO TOYEPKY Ha TPHKNIANL PO3TAIIOBAHOI Y BUTBHOMY JO-
ciyil Oasm mammx «Keystroke Dynamics Benchmark Data Set» [1]. B gomosimi
,tunm'ul'l‘l,CH HACTYIHI PE3yIIBTATH.

|. lnrerpamsma TOYHICTB Knacmlnmaml 33 KOXKHEM 3 16-TH rxapaMeTpua TpH-
i u]nn KIABIATyPHOTO INOYEPKY 3MIHIOETHCS y AY’KE MMPOKOMY HiaIla3OHi: Bij
17.2% o 79.4 %, 0Tke NPUIYMIEHHA PO Pi3HY 1HDOPMATHBHICTh YacOBHX Xapa-
i 1¢pUCTHK TpUrpadiB OTPUMANO EKCTIEPHMEHTATBHE T TBEP HKEHE

). Jlna 3ama4 ayTeHTHdiKalii 32 JUHAMIKO BBOAY NAPONBHOI ()pasH BHKO-
[HUTAHIE 3aCTOCOBYBATH aHali3 TPUrpadis KIABaTypH B alTOPHIMAax KiacuQika-
il KOPUCTYBAYiB HEMAE CEHCY, OCKIJIPKM IHTErPaibHA TOYHICTH Knacuikamii Ha
OUHOBI BIZIHOCHUX YaCOBHMX TAPaMeTpiB Aurpadis, CKIAJOBOX0 KOTPHX B TiMl 4M.
it (popmi € Iac maysa MiXk HATHCKaHHAMH Kiasini, fopissioe 98.1 % [2].

}. Ha cramgapTHi# xnaBiaTypi Omusbko 100 xmaiur i inbkicts Tpurpagis
wpismoe 1000000, BigmoBigHO, MPOLECH OOYUCICHHA 03HAK, HOOYHZOBH MOIEN
roprcrysada i xnacudixanii 6ymyTs 3aiiMaTH TPHBANMIL Yac, TOMY BUKODHCTAHES
ipitrpaip B ayTeHTHOIKAMIMHIX alrOPHUIMAax MOKe GYTH NEPCIECKTHBHMM TiTbKH
(I CHCTEM TIOTAHHOrO HEMEPEPBHOr0 KIaBIaTyPHOTO MOHITODHHTY.
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