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Kubernetes dominates container orchestration, yet its dynamic architecture
creates significant control-plane security challenges. Static admission controllers
like OPA Gatekeeper and Kyverno rely on fixed policies, yielding high false
positives and slow adaptation to novel threats. RL-Admit models webhook
decisions as a POMDP and applies Proximal Policy Optimization (PPO) for
online training, with PAC guarantees of convergence to an g-optimal policy. The
cold-start issue—random initialization causing excessive false denials or
undetected attacks—is mitigated by offline pretraining. The hybrid framework
supports safe shadow/audit deployment, reduces initial false positives by 15-20x,
halves convergence time, and enhances chained and zero-day attack detection.

3 yciX cydacHHX XMapHUX pimeHb, Kubernetes BucTynae 1eHTpallbHOIO
YaCTUHOIO Y OUIBIIOCTI 1HMPACTPYKTYp, MPOTE€ HOro rHydka Ta JAUHAMIYHA
IPUPOJIa TIOPOJIKYE BEIHUKY KUIBKICTH MPOOIEM KOHTPOJIO JOCTYITy Ta O€3MeKH.
TpanuuiiiHi pimeHHs 3a0€3MeUeHHs TaKoro KOHTpOIo, Ak Hampukiaa, OPA
Gatekeeper Ta Kyverno, Oyiu 3aBXJIM OCHOBaH1 Ha CTATUYHUX MpaBUJIaX, sIK1 HE
JIO3BOJISIIA pearyBaTu Ha JMHAMIUHI 3arpo3H, sIKI BUXOJATh 32 OOMEXKEHHS IIUX
npaBui. Lle mpu3BoAMTH 10 XMOHMX CHpaIlOBaHb, Ta IMOBUIbHOI peakuii Ha
3arpo3u il kjactepa. [ns BupimeHHs wi€i npobiiemu Oyna 3amnponoHOBaHA
cuctemMa RL-Admit. BoHa € HOBUM migxoaoM A0 3a0€3MEUEHHs] KOHTPOJIIO
JIOCTYITy Ha OCHOB1 HaB4aHHsS 3 mijkpimieHHaMm (RL), sxuit monmentoe 3amauy
Validating/Mutating Webhook sk dacTkoBO crmocTepexyBaHHl MapKOBCHKHIA
npoiiec npuitHATTA pitmens (POMDP) [1] .

Y POMDP-dopmarizaiiii cran S BKIII0Yae BEKTOp 03HaK 3anuty (Userinfo,
resource type, namespace, operation, RBAC-poui [2], icTopist 3aIUTIB, METPHKH
IO/IiB/HO), HOpMaJli30BaHuX 3a momomororo MinMaxScaler ta BigiOpanux 3a
mutual information. IpocTip miit A oOmexenuit nBoma Bapiantamu: allow a6o
deny (3 noryBanHsM nosicieHHs ). DyHKIis crioctepeskeHHs O = S (3 MOKIHBUM
nrymoM), mepexin T omiHioerbes emmipuydo 3 replay buffer, a  dakrop
TUCKOHTYBaHHA Y =~ (.99 BpaxoBye HOBrOCTPOKOBI HACTIAKK (HANPHUKIAI,
eckananio npuBuieiB uepe3 5—10 3anutiB). [loyaTkoBUM pO3MOAIT CTaHIB P
BiZMOBiae peanbHOMy Tpadiky 3 audit logs neprmx 24 roauH.
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Jlns naBuaHHs, Moenb BUKopuctoBye Proximal Policy Optimization (PPO)
[3]. Hmwxkue HaBeneHa ¢hopMyna aropuTMy:

LEUP(0) = B[ (r,(8)A,, clip(r:(8).1 — €, 1 + €)A,)]

Takox a1 ycyHeHHSI MPOOJIEMH XOJIOAHOTO CTPaTy, IICHSI pO3TOPTAaHHS
HOBOi Bepcii mojeni, OyB BBEIEHHUU MpOLEC MPETPEHHIHTY, Mepes KOXKHHUM
posroptaHHsM HOBOI Bepcii moaeni. RL-Admit 3 mpeTpeliHIHrOM CKJIaTaeThCs 3:
odnaitu-dazu (Ha 50k 3anuTiB 3 audit logs + cumynboBaH1 aTtaku), TIOPUIHOTO
nepexony (shadow mode) Ta onnaitH-(halHTIOHIHTY.

[IpoBeneHo MOPIBHSAJIBHUN po3paxyHOK i production-kiactepa (Tpadik
~1200 3anuTiB/XB). Pe3yiapTaTu MokpaiieHHs: HaBeJaeH1 Ha Ta0muIl 1.

Tabn. 1. IlopiBHSHHA NPOUEHTY XHOHO-TIO3UTHMBHHMX CIPALIOBAaHb 3
XOJIOJHUM CTAPTOM, Ta 3 MPETPEHHIHIOM

Kinbkicth . OpuriHanbHHMA
OHJTaiH 3aInTIB F\iL-.Admlt > RL-Admit
OpETPEHHIHIOM
> 000 3% 48%
0
10 000 1.8% 20%
50 000 >0.9% 1.4%
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