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TA Mporpama
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(Cymu — Acrana, 24-28 kBitHs 2023 poky)
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IMA :: 2023 I[IPOI'PAMA KOH®EPEHI]II

CEKIUA Ne 1 «KKOMIT'IOTEPHI HAYKHA TA
KIBEPBE3IIEKA»

lNomoma cekmii — a-p. TeX. HayK, pod. JJosoum A.C.
Cexperap cexuii —npoinnuii paxisens Jlyk’ suixina A.OD.

Mouarok: 26 xBiTHS 2023 p., oHnaiin, 13%
https://us02web.zoom.us/j/5085263824?pwd=VHI1RjNKUG9TY3h
LeFRTUERtYkoOUTO09

1. Enhanced EIGRP Application in Software-Defined Networking

Authors: Stud. Horiainova K.,
Stud. Kapusta R.
Supervisor — Prof. Yeremenko O.

2. Enhancing the Security of Critical Infrastructure Powered by
SCADA

Author — PhD Stud. Joel Kashaija

3. Development of a Threat Model when Ensuring Information
Security in Messengers Based on Privacy and Anonymity

Author — Stud. Maiba M.
Supervisor — Prof. Yeremenko O.

4. End-to-End Network Resilience, Security, and QoS in SD-WAN

Authors: Stud. Nedostup D.,
Stud. Solomianyi M.,
Stud. Mamon R.

Supervisor — Prof. Yeremenko O.

5. Comparison of Network Configuration Management Tools

Authors: Stud Persikov M.,
Stud. Lemeshko V.,


https://us02web.zoom.us/j/5085263824?pwd=VHI1RjNKUG9TY3hLeFRTUERtYko0UT09
https://us02web.zoom.us/j/5085263824?pwd=VHI1RjNKUG9TY3hLeFRTUERtYko0UT09

I[IPOI'PAMA KOH®EPEHL]II IMA :: 2023

Stud. Khikhlo V.
Supervisor — Prof. Yeremenko O.

6. Ponsb inTEpHET-TEXHOJIOTIH B 6i3HECI
ABTopu: 3n00yBau I'er /1.0.,
3m00yBau Ca3aHoBa A.A.,

nou. Hedenuenko B.D.,
cT. Buki. Kosans B.B.

7. CTBOpEHHS MPOrPAMHOTO JIOJATKY JIJIsl HaBITAIIHOT CUCTEMH
ABTOpU: 3n06yBau bonnap C./1.,

3n00yBau ['epacumtiok [.P.,
nmo1. Maciaosa 3.1.

8. Tpadik B Mepekax: MepexoIyICHHS Ta aHaI3

ABTOpH: 3no0yBay [limmicaa A.A.,
ct. BukJI. Kanpuenko B.B.,
ct. BuKJ. KoBans B.B.

9. HeiipomeperxeBe BUMIpIOBaHHS PiBHS BOJIU B TPYOOITPOBOII
BOJOBIABEIECHHS 3a JAHUMH BlI€OIHCIIEKIIT

ABTOD — BUKJIaJau-cTaxxuct 3apeupkuit M.O.

10. IadopmarriiiHa TEXHOIOTIS iIHTENEKTYaTbHOTO aHATI3Y JaHUX
BIJICOIHCHEKIIIT TPYOOIIPOBOTYy BOJIOBIIBEICHHS

ABTOp — BUKJIaJIau-CTaXuCT 3apenbkuit M.O.
11. BuxopucranHus ¢ppeiiMBOpKiB

ABTOpU: 3n100yBau Boiitenko /[.P.,
nou. Hedenuenko B.D.,



CEKIIIA 1

«KoMIm’oTepHi HayKku Ta
Ki0epOe3nexa»



CEKLIIA 1: Komn'tomepni nayku ma xibepbesnexka IMA :: 2023

Development of a Threat Model when Ensuring Information Security
in Messengers Based on Privacy and Anonymity

Mykola Maiba, IKIu-22-1, student
Kharkiv National University of Radio Electronics, Kharkiv, Ukraine

Existing issues with organizing the protection of modern messengers
have been analyzed, and the following key questions regarding the risk of
threats have been identified. Firstly, there is the issue of data leaks through
access by a malicious actor to confidential information from the messenger
in case of message interception, access to messages, data extraction from
the cloud, successful authentication, etc. Secondly, there is the location
disclosure, for example, when activating the current location exchange
function. Also, if the messenger allows revealing the mobile phone number,
a malicious actor can create a daily schedule of the subscriber's presence in
a specific location. Thirdly, there is code vulnerability and compromised
software.

Like any software, a messenger may contain vulnerabilities that allow
access to confidential information. Installing compromised software may
lead to developing and exploiting a more severe attack.

To evaluate the security of user data in a particular messenger, critical
safety, privacy, and anonymity criteria have been identified:

Support for end-to-end encryption.

Data and metadata collection.

Open-source code.

Data transfer to a third party (special services, law enforcement agencies,
government structures).

Encrypted backup in a cloud environment.

Support for peer-to-peer connections.

Provision of personal information during registration.

Use of two-factor authentication.

Comparing existing messengers according to these criteria showed the
absence of all privacy and security functions simultaneously.
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Supervisor: Oleksandra Yeremenko, Professor,
Kharkiv National University of Radio Electronics, Kharkiv, Ukraine
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