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BUXITHU KOJI JOOATKY
form.py

import tkinter as tk
from scrypt import calculate_encryption

12
"Arial™

TEXT_SIZE
TEXT_FONT

def on_encrypt_click():
data = input_text.get("1.0", tk.END).strip()
result = calculate_encryption(data)
show_labels()
fill results(result)

def show_labels():
aes_label.grid(row=0, column=0, padx=50, pady=5, sticky="w")
rsa_label.grid(row=0, column=1, padx=0, pady=5, sticky="w")
present_label.grid(row=1, column=0, padx=50, pady=5, sticky="w")
kyber_label.grid(row=1, column=1, padx=0, pady=5, sticky="w")
aes_result_label.grid(row=0, column=0, padx=185, pady=5, sticky="w")
rsa_result label.grid(row=0, column=1, padx=100, pady=5, sticky="w")
present_result label.grid(row=1, column=0, padx=185, pady=5, sticky="w")
kyber_result_label.grid(row=1, column=1, padx=100, pady=5, sticky="w")

def fill results(result):
aes_result_label.config(text=result.get("AES"))
rsa_result_label.config(text=result.get("RSA"))
present_result_label.config(text=result.get("PRESENT"))
kyber_result_label.config(text=result.get("KYBER"))

root = tk.Tk()
root.title("Encryption Algorithm Benchmark")
root.geometry("700x300")

title_label = tk.Label(root, text="Encryption Algorithm Performance Test",
font=(TEXT_FONT, TEXT_SIZE))
title_label.pack(pady=10)

label = tk.Label(root, text="Enter the text you want to encrypt:", font=(TEXT_FONT,
TEXT_SIZE))
label.pack(anchor="w", padx=10, pady=5)

input_text = tk.Text(root, height=1, width=60, font=(TEXT_FONT, TEXT_SIZE))
input_text.pack(padx=10, pady=10)

encrypt_button = tk.Button(root, text="Encrypt", command=on_encrypt_click)
encrypt_button.pack(pady=10)

results_frame = tk.Frame(root)
results_frame.pack(padx=10, pady=10, fill="x")

aes_label = tk.Label(results_frame, text="AES result:", font=(TEXT_FONT, TEXT_SIZE))
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rsa_label = tk.Label(results_frame, text="RSA result:", font=(TEXT_FONT, TEXT_SIZE))
present_label = tk.Label(results_frame, text="PRESENT result:", font=(TEXT_FONT,
TEXT_SIZE))

kyber_label = tk.Label(results_frame, text="Kyber result:", font=(TEXT_FONT,
TEXT_SIZE))

aes_result_label = tk.Label(results_frame, text="", font=(TEXT_FONT, TEXT_SIZE))
rsa_result _label = tk.Label(results_frame, text="", font=(TEXT_FONT, TEXT_SIZE))
present_result_label = tk.Label(results_frame, text="", font=(TEXT_FONT, TEXT_SIZE))
kyber_result_label = tk.Label(results_frame, text="", font=(TEXT_FONT, TEXT_SIZE))

root.mainloop()

scrypt.py

import time

import os

from Crypto.Cipher import AES

from Crypto.Random import get_random_bytes

from Crypto.Util.Padding import pad

from cryptography.hazmat.primitives.asymmetric import rsa
from cryptography.hazmat.primitives import hashes

from cryptography.hazmat.primitives.asymmetric import padding

def _ format_time(seconds):
if seconds >= 1:
return f"{seconds:.3f} s"
else:
return f"{seconds * 1000:.3f} ms"

# AES (Symmetric Encryption)

def _ aes_test(data):
key = get_random_bytes(32)
iv = get_random_bytes(AES.block_size)
cipher = AES.new(key, AES.MODE_CBC, iv)
padded_plaintext = pad(data.encode(), AES.block_size)
start = time.perf_counter()
cipher.encrypt(padded_plaintext)
end = time.perf_counter()
return __ _format_time(end - start)

# RSA (Asymmetric Encryption)
def _ rsa_test(data):
private_key = rsa.generate_private_key(
public_exponent=65537,
key size=2048
)
public_key = private_key.public_key()
start = time.perf_counter()
public_key.encrypt(
data.encode('utf-8'),
padding.OAEP(
mgf=padding.MGF1(algorithm=hashes.SHA256()),
algorithm=hashes.SHA256(),
Label=None

)
)

end = time.perf_counter()
return _ format_time(end - start)



# PRESENT (Lightweight Encryption)
def _ present_test(data):
key = os.urandom(10)
cipher = Present(key)
block_size = 8
blocks = [data[i:i + block_size] for i in range(©, len(data), block_size)]
start = time.perf_counter()
for block in blocks:
padded_block = block.ljust(block_size, b'\x00")
cipher.encrypt(padded_block)
end = time.perf _counter()
return _ format_time(end - start)

# CRYSTALS-Kyber (Post-Quantum Encryption)

def _ kyber_test():
public_key, _secret_key = generate_keypair()
start = time.perf_counter()
encrypt(public_key)
end = time.perf_counter()
return _ format_time(end - start)

def calculate_encryption(data):

return {
"AES": _ aes_test(data),
"RSA": _ rsa_test(data),
"PRESENT": _ present_test(data),
"KYBER": __kyber_test()
}
def main():

data = "test data"
results = {
"AES (Symmetric)": _ aes_test(data),
"RSA (Asymmetric)": _ rsa_test(data),
"PRESENT (Lightweight)": _ present_test(data),
"CRYSTALS-Kyber (Post-Quantum)": _ kyber_ test()

}

print("\nEncryption Algorithm Performance:")
for algo, timing in results.items():
print(f"{algo}: {timing:.6f} seconds")
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Pucynox B.1 — [lepmmit cnaiin mpe3enTartii

AKTyanbHiCTb Npobaemu

- 70% cy4acHUX KpunTorpadiyHUX CUCTEM MOXKYTb CTaTH

BPa3/IMBUMKN 00 KBAHTOBUX aTaK

- Monap 80% wmndposaHoro Tpadiky B iHTEPHETI Hapasi
3aXULLLEHO aZITOPUTMaMM, AKI MOXKYTb BYTU 321aMaHi

KBaHTOBUMU KOMM'tOTEPAaMM NPOTArOM KiZlbKOX roguH

Pucynok B.2 — Jlpyruii cinaiia npe3eHTarii



MeTa Ta 06’eKT gocnimKeHHA

- MeTa poboTu: peanisysatu Ta NOPIiBHATY ePEeKTUBHOCTI Pi3HUX
anropuTmie WMdpPyBaHHA, LWLO MOXKYTb OYTM BUKOPUCTAHI B

KNIEHTHO-OPIEHTOBAHMUX NPOrPaMHUX pPilLEHHAX

- O6’exT gocnigxeHHs: npouec 3abe3neyeHHs be3nekn
KNIEHTHO-OPIEHTOBAHMX A04ATKIB 33 AOMNOMOrOH Cy4aCHUX

METOAIB Ta TEXHONOTIN WNPPYBAHHA

Pucynoxk B.3 — Tperiii cnaiin npe3eHrarii

AES — Advanced Encryption Standard

- BukopucToBye oaMH | TOWM caMmum KoY Ans lWwndpyBaHHS Ta

AelmndpyBaHHs
- Benunka WwWBMAKICTb, MOXXMBICTb pob0TH 3 BEIMKMMKU HabopaMu JaHUX

- KOMI'IDOMeTaLI,iFI K/1K04Ya MOXKe NMpu3BecTty 4,0 NoBHOro 3jlamMy cCMCctemMu

besneku

Pucynox B.4 — UetBepTuii cnaiig npe3eHTaIlii
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RSA

- BUKOpUCTOBYE pi3Hi KAtoYi ANs lWnMdpyBaHHS Ta

AewmndpyBaHHS
-Benuka HaginMHICTb, MOXXIMBICTb OOMIHY KAtOYaMMU

- CknafHiCTb BUKOHaHHSA, CK/1HOCTi 3aCTOCYBaHHS Ha C/IabKMUX

NPUCTPOAX

Pucynok B.5 — II’stuit cnaiin npesenrarii

PRESENT

-MOXXNMBICTb POBOTU HA NPUCTPOAX 3 OOMEXKEHUMM

pecypcamu
- Bucoka eHeproedeKTUBHICTb

- MeHLwwa HaginHicTb Y nopiBHsAHHI 3 RSA abo AES

Pucynox B.6 — Illoctuii cnaiin mpeseHTarii
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RSA

- BUKOpUCTOBYE pi3Hi KAtoYi ANs lWnMdpyBaHHS Ta

newmndpyBaHHS
-Benuka HaginMHICTb, MOXXIMBICTb OOMIHY KAtOYaMMU

- CknafHiCTb BUKOHaHHSA, CK/1HOCTi 3aCTOCYBaHHS Ha C/IabKMUX

NPUCTPOAX

Pucynok B.7 — CbomMuii ciaiin npe3eHTarii

RSA

- BUKOpUCTOBYE pi3Hi KAtoYi ANs lWnMdpyBaHHS Ta

newmndpyBaHHS
-Benuka HaginMHICTb, MOXXIMBICTb OOMIHY KAtOYaMMU

- CKNaaHICTb BUKOHAHHS, CKN1aAHOCTI 3aCTOCYBaHHS Ha C/1IabKMUX

NPUCTPOSX

Pucynok B.8 — BoceMuii cimaiin npesenTartii
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CRYSTALS-
Kyber
(kBaHTOCTIVKH

Bucoka
(BKJIFOYHO 3
KBaHTOBUMH
KBanToBa
beanekxa,
JIOBrOCTPOKOBI

9
Pucynoxk B.9 — JleB’atuii cnaiig npe3eHTarii
EKkcnepumeHT 3 apXiBom
-Habopwu gaHux: apxiBu 3 TEKCTOBUMM daitamMum
- CyTb eKCNepUMEHTY: NOPIBHAHHS ePEKTUBHOCTI a/IFOPUTMIB
LWUMPPYBaHHSA Ha Pi3HMX po3Mipax apxiBiB
10

Pucynox B.10 — JlecsaTuii ciaiin mpe3eHTartii
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Pucynok B.11 — Onunaausatuii cnai npe3eHTaii

11

EKCnepuMeHT 3i CTpOKamu

-Habopu gaHux: aBi CTPOKKM A0BINILHOIO PO3MIpy

-~ CyTb €KCNEPUMEHTY: NOPIBHAHHSA Yacy BUKOHAHHS LUMPPYBaAHHS

[NS CTPOK Pi3HOro po3Mmipy

Pucynox B.12 — JIBanannsatuii cinaiin npe3eHTaiii

12
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Encryption Algorithm Performance Test

Enter the text you want to encrypt

Test row]
gt
AES result 0012 ms RSAresult 0066 ms
PRESENT resul. 0.024 ms Kyber result 0122 ms

Pe3ynbTaTtyn
eKCnepumMeHTy

Encryption Aigorithm Performance Test

Enter the text you want 1o encrypt
Very long test row Very long test row Very long test row

]

AES resull 0018 ms RSAresul.  0.079ms
PRESENT resuit 0027 ms Kyberresutt 0118 ms

13

Pucynok B.13 — Tpunaausgtuii cnaiia npe3eHTarii

CueHapiii BUKOPUCTaHHA PexomeHaOBaHMi O6rpynTysanma

PekomeHaau,i o

\Wndpysaskn Benvkux obcarie Aahux  AES BCOKa NPOAYKTMBHICTS Ta EHEProedeKTHBHICTS

Y peansHoMy uaci

B M KO p M C I a I I I IH MobinsHi npuctpor 1a loT-cuctemn PRESENT Husbke cNOXWMBAHHA PECYPCIB, BUCOKA WBHAKOAIR

[Joeroctpokose 36epiraHua CRYSTALS-Kyber CiliKiCTis AO KBaHTOBMX aTaK. AOBIOTPHBANHA

L
a j.l ro M TM I B KOHPIASHLIAHKX A3HMX piseHs Gesnexn
p AsTteHTrdikauina Ta oGMiH KAOYaMK RSA/ECC Haajikicre gan 3abeaneueHHn aBTeHTUYHOCTI Ta

GesneuHoro o6MiHy KmouaMmn

14

Pucynox B.14 — YotupHaausatuii cnaig npe3eHTartii



Ny6nikavis -

Pucynok B.15 — [I’atHaausaTuii cnaia mpe3eHTari
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15

BUCHOBKM

—[ocnigxeHo cy4acHi metoam WHPpPyBaHHA AaHUX

—CTBOpPEHO A0AaTOK, SKUN N03BONSAE NEPEBIPATH

edeKTUBHICTb poboTH aNropmUTmiB

—[MpaKTUYHO NepeBipeHO Yac BUKOHAHHA aNropUTMIB

Pucynox B.16 — lllictHanusaTuii cnaiia mpe3eHTarii
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J1AKYHO 33 yBary

Pucynok B.17 — CiMHaausaTuii cinai nmpe3eHTartii
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Research on Modern Encryption Technologies for Protecting
Client-Oriented Applications

Maksym Kudlaienko® and [ryna Leshchynska®
*  Kharkiv National University of Radio Electronics, Nauky Avenue 14, Kharkiv, 61166, Ukraine

Abstract

In today's world. where information is a key resource, ensuring its confidentiality and security
is of particular importance. The growth of data volumes, the expansion of cloud technologies,
and the development of the internet create new challenges for protecting information from
unauthorized access. Encryption technologies are among the most important tools in
addressing these challenges, providing data protection by transforming it into a form
unreadable without a special key. The relevanee of this topic is driven by the rapid development
of modern technologies, the emergence of new types of threats such as quantum computer
attacks, and the need to strengthen the resilience of encryption algorithms. In this context, it is
important to study modern approaches to data encryption, their strengths and weaknesses, as
well as the possibilities for adapting them to new challenges. Additionally, there is an
increasing need to develop effective encryption methods for specific fields, such as client-
oriented applications.

Keywords
Encryption, Encryption methods, cybersecurity, AES, RSA, PRESENT, CRY STALS-Kyber

1. Introduction

In the context of the rapid growth of data volumes, the widespread adoption of cloud computing,
and the mass implementation of the Internet of Things, efficient encryption algorithms have become
indispensable for protecting against malicious actors. For client-oriented applications, such as mobile
apps or web services, the threat of data loss or compromise can have catastrophic consequences for end
users and development companies. From banking transactions to the protection of personal data,
encryption serves as a fundamental technology across all sectors.

Despite the effectiveness of modem encryption algorithms, they have several limitations. One of the
main challenges is finding the optimal balance between security, performance, and energy efficiency.
For example, algorithms that offer a high level of protection may be less suitable for devices with
limited resources, such as mobile phones.

Additionally, the development of quantum computing poses a significant threat to traditional
cryptographic methods. Quantum computers are expected to solve mathematical problems that underpin
modern algorithms much faster, potentially rendering some classical algorithms vulnerable.

Modern cryptography is actively developing in several directions. First and foremost, this includes
the development of quantum-resistant algorithms as a response to the threats posed by quantum
computing. For example, the CRYSTALS-Kyber algorithm [1] is emerging as one of the most
promising solutions in this field. At the same time, lightweight encryption algorithms are being
developed for devices with limited resources, combining high efficiency with low energy consumption.

Another important trend is the integration of cryptography with client-oriented services, such as
mobile applications or websites. This provides an additional level of security for processing and storing
large volumes of data.
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One of the key challenges is the need to adapt algorithms to different application scenarios. For
client-oriented applications, energy efficiency is crucial, whereas for banking systems, security remains
the top priority. Furthermore, the continuous updating of standards and regulatory requirements
complicates the implementation of new solutions.

2. Existing Encryption Approaches

Modern encryption technologies can be divided into two main categories [2]: symmetric and
asymmetric encryption,

Symmetric algorithms are characterized using the same key for both encryption and decryption of
data. These algorithms offer high data processing speeds and efficiency, making them ideal for real-
time tasks such as streaming data transmission or storing large volumes of information.

The primary challenge for symmetrical algorithms is ensuring the secure exchange of keys between
parties. The loss or compromise of a key can lead to the breach of the entire system's security.

Asymmetric algorithms, on the other hand, use a pair of keys — a public key and a private key. They
provide a high level of security due to complex mathematical operations that make unauthorized
decryption significantly more difficult.

Asymmetric methods are ideally suited for encrypting digital signatures, authentication, and secure
key exchanges. However, these algorithms are computationally intensive and require significant
resources, which can be a limitation in certain scenarios, such as on low-power devices.

Thus, the choice between symmetric and asymmetric algorithms depends on the specifics of the task.
For client-oriented applications, symmetric algorithms are suitable for fast real-time encryption of large
amounts of data, while asymmetric algorithms provide reliable key exchange and a high level of security
for critical applications such as e-commerce and the protection of confidential communications.

Hybrid encryption approaches [3] combine the strengths of both symmetric and asymmetric
algorithms, providing both efficiency and a high level of security.

The main idea is that asymmetric encryption is used for secure key exchange, while symmetric
encryption is employed for the actual data encryption.

For example, in SSL / TLS protocols, asymmetric algorithms are responsible for establishing the
connection, after which a symmetric key is transmitted to encrypt the session data.

Hybrid methods are a standard in many modern systems, including cloud services and client-oriented
applications, as they allow for an optimal balance between performance and security.

3. Encryption Integration Into The Client-Oriented Applications Architecture

In modern client-oriented applications, encryption is a crucial element of architecture. For example,
mobile banking apps actively use symmetric AES algorithms to encrypt stored data and asymmetric
RSA algorithms for secure key exchange between the client and server. Web applications, such as e-
commerce platforms, use SSL/TLS protocols to protect data during transmission.

The use of encryption in modern systems significantly reduces the risks of data breaches, protects
communications, and allows users to trust their data to apps and services. Integrating these solutions is
an important step in enhancing the reliability and security of client-oriented applications.

Modern cryptographic methods, including lightweight and quantum-resistant algorithms, are
increasingly being integrated into client-oriented apps to provide a balance between security,
performance, and energy efficiency. Lightweight algorithms such as PRESENT are ideal for mobile
devices and web apps, where resources are limited. They offer an adequate level of security with
minimal energy consumption, which is critical for sensor networks and portable devices.

Quantum-resistant algorithms, such as CRYSTALS-Kyber and Dilithium, are applied in secure
communications and cloud computing, as their design accounts for threats from quantum computers.
The use of such methods ensures data confidentiality even in environments with high security
requirements.

The integration of these methods into client-oriented applications allows for the adaptation of
cryptographic solutions to specific use cases, ensuring a high level of data protection even in the most
challenging conditions.
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4. Analysis of Encryption Algorithms

To analyze encryption algorithms, it is necessary to consider their performance, energy efficiency,
and resistance to attacks.

PRESENT CRYSTALS-Kyber
Criterion AES (Symmetric) RSA (Asymmetric) (Lightweight) (Quantum-Resistant)

Performance High Low High Medium

Energy Efficiency High Low High Medium

Resistance to High (traditional High (traditional Medium High (including quantum
Attacks attacks) attacks) attacks)

Application Area Large volumes of Authentication, key loT, mobile Quantum security, long-

data exchange devices term data

Figure 1: Comparison of encryption algorithms

From the figure it can be seen that AES is an ideal choice for encrypting large amounts of data due
to its high performance and energy efficiency. In cases where authentication or secure key exchange is
required, RSA provides a high level of protection, although it demands more resources. PRESENT is
optimally suited for resource-constrained devices, such as the Internet of Things, due to its lightweight
structure. Finally, CRYSTALS-Kyber is a promising choice for long-term data protection against
quantum attacks, despite its relatively average performance.

A Python code was written to compare encryption algorithms, allowing the performance of different
cryptographic algorithms to be evaluated. The implementation used popular libraries such as Crypto [4]
for symmetric and asymmetric algorithms, pypresent for working with lightweight algorithms like
PRESENT [5], and pqcrypto [6] for post-quantum algorithms, particularly CRYSTALS-Kyber. The
choice of these libraries was driven by their convenience, wide support, and compliance with modern
cryptographic standards.

Encryption Algorithm Performance:

AES (Symmetric): 0.800256 seconds

RSA (Asymmetric): 0.012438 seconds
PRESENT (Lightweight): 0.801798 seconds

CRYSTALS-Kyber (Post-Quantum): 0.004325 seconds

Figure 2: Comparison results of encryption algorithms
5. Conclusion

Thus, the choice of algorithm depends on the specifics of its use. For real-time applications and large
data, AES is the best option, while PRESENT is ideal for the web sector. For long-term protection,
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CRYSTALS-Kyber is suitable, and for authentication and key exchange, RSA is the most appropriate.
Each of these algorithms has its strengths and weaknesses, and their selection depends on the
requirements of the specific task.

A well-informed choice of encryption algorithm not only enhances the efficiency and security of the

system but also ensures its compliance with modern and future challenges in the field of information
security.
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