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Today it is impossible to imagine any area of business without the use of
information technologies. But the number of cybercrimes is also growing
rapidly. Such crimes are extremely dangerous for financial institutions, so banks
try to secure their systems as much as possible from cybercriminals. This work
presents an effective way to protect Internet banking from intruders - the
principle of Zero Trust. Singly this method does not guarantee full safety, but as
an additional measure it is a very effective protective measure.

Bce nocnegnue roapl ¢ pocToM YpoBHS IudpoBU3aIK Ou3Heca pacTeT U
ymepo ot kubepnpectymiennit. [lo manueim Cybersecurity Ventures, motepu
ousHeca oT kubepnpectynmHocTd K 2021 rojy MOTYT COCTaBUTh $6 TPUILTHOHOB
[1]. KubGepyrpo3sl B epByro ouepeib OnacHbl ((MHAHCOBBIM YUPEKIECHUSAM, KaK
¢unuanam, TaKk U UX OHJIAMH TMOMOUIHMKAM B BHJI€ HUHTEpHET-0aHKOB. B
HACTOAIIEE BPEMsl YJAJICHHOE MCIOJIb30BaHUE OAHKOBCKUX YCIYI SIBJISIETCS
OYEHb pacnpocTpaHEHHbIM. baHku, 0€3yclOBHO, NpPUJIAralOT yCWIUSA IO
obecrieueHNI0 OE€30MaCHOCTH CBOMX KJIHMEHTOB M WX CPEJCTB, HO, 3a4acTylo,
3TMOYMBINIJICHHUKN OKAa3bIBAIOTCS «HA IIar BIEPEAW» B YacCTH H300pETCHHsS U
pean3aly pa3IuIHbIX MOIIIEHHUYECKUX CXEM [2].

Jlokyan TOCBSMIEH  OPraHM3AlMOHHBIM M TEXHUUYECKUM  Mepam,
OCHOBAaHHBIM Ha TaK Ha3bIBAEMOM TPUHIIUIIE HYJIEBOTO AoBepus (Zero Trust).

[Ipn ctporom crnegoBaHWM MPHUHIMIIAM HYJIEBOTO JIOBEPUS MOXKHO
paccuMThIBaTh Ha 3aIIMIIEHHOCTh OAHKOB U KJIMEHTOB KaK OT YK€ HaJIaXKCHHbIX,
TaK U OT HOBBIX MOIIEHHUYECKMX CXE€M. OTH TNPUHUUIBl YK€ YaCTUYHO
peanu3oBaHbl B paboTe Kak 3apyOeKHbBIX, TaK YKpauHCKUX OaHkoB. Hampumep,
JIABHO SIBIITIOTCS 00s13aTENBHBIM HCTIOIb30BaHUE:!

- SSL-ceptudukatos;

- cookies-(aiinos;

- 1ByX(aKTOpHOU ayTeHTU(UKAIINY;

- MOOMJIBHOM ayTEeHTU(UKALIUY.

B pabote npousBeneH aHamu3 yrpo3, XapakTEPHBIX JJIS BbIIIEHA3BAHHBIX
Mep, U3-3a KOTOPBIX UX UCMOJb30BaHUE elI€ He rapaHTUpPyeT 6e30macHoCTh. Ux
KpaTKuii mepedyeHb nOpuBeAEH B Tabnuue. IlpeniaokeH  KOMIUIEKC
OpPraHU3AIMOHHBIX UM TEXHUYECKUX MEpP, HAMpPaBJICHHBIX HA MPeaAO0TBpalICHUE
COBEPIIICHUS 3JI0YMBIILIEHHUKAMU MOIICHHUYECKUX JEUCTBUI KaK Ha CTOPOHE
KJIMEHTa U caMoro OaHKa.
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Ha3Banubie B Tabnuile, HO HE YTOUYHEHHBIE YS3BUMOCTH TEXHHUYECKUX
CPEICTB W JIOMOJIHUTEIFHBIE MEPHI MO TOBBIMICHUIO OE30MacHOCTH JJISI HHX
OyAyT pacCMOTpPEHBI B IOKJIA/IE

Taxke B jgoknaae OyayT pacCMOTPEHbl KOHKPETHBIE MPUEMBI,
UCIIOJIb3YEeMbI€ 3JIOYMBINUICHHUKAMU: TMOJMEHa HOMepa, (PEeHKOBBIE SMS «OT
0aHKka», 3BOHKH OT «CIYyXObl O€30MacHOCTH OaHKa» W Jp., W T[OKa3aHa
3¢ (HEKTUBHOCTH MIPUHITUTIA HYJIEBOTO JOBEPUS JJISI IPOTHBOICHCTBUS UM.

Meron Zero Trust B HacTosiee Bpems He (HopMalM30BaH B BHIE CBOJA
KOHKPETHBIX MPAaBUI U peKoMeHaluii. B OCHOBHOM OH MOKa OH MPEJCTABISET
co0o¥ psiyT MpaBwJI, KOTOPHIE BO MHOTOM KaX/bIii IOHUMAET MO-CBOEMY. TeM He
MEHee, BhIpabOTKa OOIIMX MEP U MPUHIIMIIOB HEOOXOMMa, U TTIOTOMY paboTa B
JTAHHOM HAMpaBJICHUU SBJISIETCS JOCTATOYHO MEPCTIEKTUBHOM.

Cnenyer oTMETHTB, YTO OTHENbHbIE KpynHble kommanuu (Cisco, Google)
YK€ TIBITAIOTCSI BHEAPATHh MpuHIUI Zero Trust B cBoelt paboTe, B TOM YHCIIC
PEKOMEHYSI UX CBOMM IMapTHEPAM.
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