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Overview of Online Remote Control Architectures for
Unmanned Aerial VVehicles

Diana Sukhomlinova, Svetlana Sotnik

Department CITARSE, Kharkiv National University of Radio Electronics, Ukraine,
Kharkiv, av. Nauki. 14., email: diana.sukhomlinova@nure.ua

Annotation: This work reviews and compares architectures of
online remote control systems for unmanned aerial vehicles (UAVS),
with a focus on swarm control. Centralized, decentralized, and hybrid
(Edge-Cloud) architectures are analyzed in terms of fault tolerance,
scalability, dependence on the communication channel, and ease of
integration with a web interface. A hybrid architecture with a
microservice server layer is substantiated as a rational choice: the
server handles mission planning, task allocation, and operator
interaction, while time-critical functions — formation control, local
navigation, and obstacle avoidance — are executed onboard, which
allows the swarm to keep operating when the server connection is
lost. A software and hardware stack is proposed (React, Node.js,
Python services, and companion computers running ROS 2), together
with a distribution of protocols by communication segment:
HTTP/REST and WebSocket for operator interaction, MQTT for
server—vehicle exchange, WebRTC for video, and ROS 2/DDS for
inter-vehicle communication. The paper also covers two-level
navigation integration (global planning on the server and local
obstacle avoidance onboard) and security measures for
communication channels. Directions for future research include state
synchronization between the server and onboard levels and
experimental latency evaluation.

Key words: control system architecture, UAV, swarm control,
autonomous navigation, hybrid architecture.

I. INTRODUCTION

The rapid development of robotics and unmanned aerial
vehicle (UAV) technologies creates an urgent need to build
efficient, scalable, and reliable control systems [1-6]. Web-
based systems have become particularly relevant in modern
conditions, allowing for the continuous monitoring and control
of UAVs from anywhere in the world [7-11]. This approach
eliminates the need to install heavy specialized software on
operator client devices, significantly increasing the mobility of
system deployment.

In the context of the global transition from individual
piloting to swarm management (swarm robotics), stringent
requirements are placed on the architecture of such systems. It
must ensure low network latency when transmitting control
commands, minimal dependence on communication channels,
high throughput for real-time telemetry aggregation, and
flexible integration of complex autonomous navigation
algorithms.

At the same time, the variety of modern approaches to
building such systems — ranging from centralized client-server
and cloud solutions to distributed architectures based on edge
computing — complicates the choice of an optimal variant for
specific operational conditions. The use of protocols and
technologies such as WebSocket, WebRTC, MQTT,
MAVLink, and ROS 2, along with microservice approaches to
server-side organization, involves a series of trade-offs
between data transfer latency, scalability, fault tolerance, and
integration complexity. Additional challenges stem from

communication link instability, cybersecurity requirements,
and the need for continuous operation under partial connection
loss.

The relevance of this topic is driven by the rapid growth in
the scale of UAV applications in logistics, infrastructure
monitoring, search and rescue operations, and the defense
sector. This demands a transition from fragmented software
solutions to unified, open, and scalable web control platforms.
The lack of a unified approach to designing such systems,
combined with a shortage of generalized comparative studies,
makes it difficult for developers to select architectural
solutions. This increases design risks, raises development
costs, and reduces the reliability of the resulting systems.
Therefore, systematizing existing architectures, analyzing
their advantages and disadvantages, and identifying promising
development directions hold significant theoretical and
practical value.

The aim of this work is to review and conduct a
comparative analysis of architectures for online remote UAV
control systems, as well as to justify the choice of a hybrid
(Edge-Cloud) microservice architecture. This proposed
architecture combines web technologies for

Il. ANALYSIS OF ARCHITECTURES AND
TECHNOLOGIES FOR IMPLEMENTING ONLINE
REMOTE CONTROL SYSTEMS FOR UNMANNED

AERIAL VEHICLES

Based on the allocation of computing resources and
decision-making centers, remote control system architectures
are traditionally divided into centralized, decentralized, and
hybrid (Edge-Cloud) models [8, 12].

In centralized systems, all calculations and decision-
making are concentrated on a single server, with UAVSs acting
merely as execution devices.

Conversely, decentralized architectures rely on
autonomous agents that interact directly with one another,
typically within mesh networks, without depending on a
central control node. Hybrid (Edge-Cloud) models combine
both approaches: strategic functions (mission planning, task
allocation, and route replanning) are executed at the server
(cloud) level, whereas tactical functions (formation
coordination, mutual collision avoidance, and obstacle
response) are handled directly onboard.

The choice of a specific model directly affects the drone
swarm's ability to execute missions under electronic
interference or communication loss, and determines key
system characteristics such as fault tolerance, scalability,
communication link dependency, and ease of integration with
the operator's web interface. A comparative analysis of these
architectures is presented in Table 1.
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Table 1. Comparison of online remote control system architectures

. . Dependency on
Architecture | Computation L2 - Ease of Web
type distribution communication Fault Tolerance Scalability Integration
channel
All High dependency: : :
calculations every command Low (presence of a High (smgl_e
. . data aggregation
occur ona passes through the Low (presence Single Point of oint for the
Centralized | single server. server; loss of of a Single Point Failure). E)/veb client)
UAVs act connection results of Failure). '
solely as in loss of control.
executors.
Low dependency: High in terms of
Each UAV is decisions zflre made comput_atlonal load, Low (lack of a
locally; data . . but limited by mesh :
an High (failure of S single hub for
. exchange occurs bandwidth: inter-
Decentralize | autonomous directlv between a node does not node communication browser
d agent (Mesh Y disrupt the . . broadcasting).
vehicles. increases with node
networks) swarm). -
[13] count, requiring
' interaction radius
constraints.
Moderate High, as
dependency: critical computations are split
decisions are made between onboard Moderate (a
on board; the server systems and the single gateway
is not in the real- server; the server exists for the
time control loop. processes telemetry web client, but
Global . - S L
Hvbri : High (ability to and statistics, some decisions
ybrid planning on .
) complete the downsampling and are made on
(Edge- the server; o . .
mission aggregating them as | board, requiring
Cloud) local response
autonomously). needed for browser state
on the UAV. : g o
display, while video, | synchronization
as the heaviest between the
stream, scales viaan | vehicle and the
SFU (Selective server).
Forwarding Unit)
media server cluster.

The most balanced approach for modern web-based multi-
UAYV control systems is a hybrid (Edge-Cloud) architecture
[14]. In this model, the server layer is responsible for global
mission planning, task allocation among vehicles, user
interaction via the interface, and overall telemetry aggregation.
The onboard (Edge) layer handles time-critical processes:
group formation control, local navigation, and dynamic
obstacle avoidance; these run in real-time and operate
independently of the server. However, the hybrid model also
presents challenges: it requires state synchronization between
the server and onboard layers, as well as a clear division
between locally made and centralized decisions.

Practical implementation of a hybrid (Edge-Cloud)
architecture demands a precise distribution of functional
responsibilities among software components and the selection
of technologies tailored to each layer's specifics. The server
layer must ensure operator interaction, global planning, data
aggregation, and video stream relaying, whereas the onboard
layer provides real-time autonomous response and formation
control. Therefore, the next step is analyzing the hardware and
software stack required to realize this model as a cohesive,
web-oriented system.

To build a reliable web-oriented control system using
autonomous navigation algorithms, it is advisable to structure
the server layer of the hybrid model using a modern
microservice architecture. This allows isolating distinct logical
domains and employing the most suitable technology stack for
each specific task — from interface rendering to complex
mathematical computations. The hardware foundation consists
of a companion computer (such as NVIDIA Jetson or
Raspberry Pi) executing local navigation; a flight controller
running PX4 or ArduPilot firmware to manage the actuators;
and wireless communication channels. The onboard computer
connects to the server layer via Wi-Fi and LTE/5G, which
provide sufficient bandwidth for video streaming, as well as
IP-enabled radio modems suitable for telemetry and command
transmission. Inter-vehicle communication is handled by a
dedicated mesh channel (e.g., Wi-Fi mesh or specialized mesh
radio modules). The onboard computer also functions as a
gateway: it translates MAVLink messages into MQTT and
vice versa, and relays the vehicle's state from ROS 2 to MQTT
[15].

The presentation layer (frontend) is traditionally
implemented as a Single Page Application (SPA). Leveraging
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the component-based approach offered by React enables the
creation of a high-performance reactive operator interface.
Such an interface can render large volumes of geospatial data
without page reloads, track UAV swarm movements on a
digital map in real-time, and offer intuitive tools for visual
patrol route setup. Vue or Angular serve as viable alternatives,
though React offers a broader ecosystem of mapping libraries.

The server layer (backend) functions as an asynchronous
communication core. Event-driven runtime environments like
Node.js are well-suited for these tasks. Its non-blocking 1/0
architecture accommodates a high volume of concurrent
persistent connections [16], which is critical for real-time
routing of dense telemetry streams from vehicles to client
browsers with minimal latency. Go represents another viable
option due to its efficient handling of concurrent connections.
Communication between the server and onboard systems is
mediated by an MQTT broker, with flight history and
telemetry persisted in a time-series database. For video
transmission, the server layer additionally incorporates a
signaling service, an SFU media server, and STUN/TURN
servers for NAT traversal.

The intelligent data processing and global navigation layer
is typically isolated into dedicated microservices. Because
tasks such as optimal path planning through complex obstacles
require matrix operations and graph theory, these modules are
best developed in Python due to its rich ecosystem of
algorithmic planning libraries (NumPy, SciPy, NetworkX). To
interface with other services, these modules can be wrapped in
REST endpoints using frameworks such as FastAPI. This
structure allows calculating global trajectories for the entire
UAYV swarm prior to dispatching commands to the onboard
computers.

I1l. NETWORK INTERACTION AND
COMMUNICATION PROTOCOLS

42

The selection of network protocols in a web-oriented
system is a decisive factor in ensuring the stability of a UAV
swarm. Different data streams require different approaches to
delivery reliability and speed [4, 17].

In a hybrid architecture, five communication segments can
be identified: "operator—server”, “server — drone", "drone —
drone", "drone — server (SFU) — operator" (video stream), and
internal onboard "onboard computer—flight controller”, with
each segment benefiting from specific protocols (Table 2). The
interaction between the server layer and the UAV group is
implemented via the lightweight MQTT protocol. Drones
publish their coordinates and status updates to designated
topics, while the server subscribes to them and publishes
commands to individual drone topics. For high-frequency
telemetry, QoS 0 is recommended, whereas QoS 1 or QoS 2 is
suitable for critical commands. However, QoS 2 increases
latency due to additional handshake acknowledgments; thus,
under unstable channel conditions, QoS 1 with idempotent
commands — where re-receiving a message does not trigger
duplicate execution — is preferred. Since the broker is a central
node in this exchange, deploying it as a cluster is
recommended to eliminate a single point of failure [18]. On
board, a gateway converts MAVLink messages from the flight
controller into MQTT and vice versa, enabling the integration
of standard flight controllers without modifying their
firmware.

The video stream is transmitted via WebRTC through a
media server (SFU) located at the server layer. Signaling for
session establishment is performed over a WebSocket
connection on the operator's side and via MQTT on the
onboard computer's side.

Table 2. Communication protocols of a web-oriented UAV control system

Protocol Exchange Main purpose in the | Latency level Features and advantages
segment system
1 2 3 4 5
HTTP/REST Operator — Authorization, Higher (request- Used for latency-insensitive operations.
server loading history,  [response model)
mission setup.
WebSocket Operator — Streaming Low Full-duplex communication between the
server telemetry to the React front-end and the Node.js back-end;
operator's browser HTTP headers are not retransmitted once the
and WebRTC connection is established.
signaling.
MQTT Server — Telemetry and Low Publish/Subscribe pattern via a broker; QoS
onboard mission commands; levels 0, 1, and 2 allow choosing a balance
computer WebRTC signaling between speed and guaranteed delivery.
from the onboard Suitable for unstable wireless channels.
computer.
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Table continuation 1

44

1 2 3 4 5
WebRTC Onboard Streaming video Low Real-time video streaming (SRTP over UDP)
computer — from cameras directly to the operator's browser without
server (SFU) — | (FPV/monitoring). installing additional software; requires a
operator (video signaling server and STUN/TURN for NAT
stream) traversal. The media server (SFU) ingests a
single stream from each vehicle and relays it
to operators, relieving load from the onboard
channel.
MAVLink Onboard Control commands Minimal Compact binary message format.
computer — and telemetry for
flight controller | the flight controller
(PX4, ArduPilot).
ROS 2/ DDS Onboard — Exchanging state Low Decentralized node discovery and QoS
onboard and maneuvers tuning; operates without server connectivity.
within the swarm.

Exchange between adjacent vehicles (coordinate
updates, avoidance maneuvers) is best performed directly
via ROS 2/DDS over a mesh network rather than through
the server. This ensures that the formation is preserved even
if connectivity to the server level is lost, adhering to hybrid
architecture principles.

Because radio channels are vulnerable to interception
and command spoofing, data exchange must be protected
using encryption and integrity checks at the transport
protocol layer (HTTPS for REST, WSS for WebSocket,
MQTT over TLS, DTLS-SRTP for WebRTC, and SROS 2
for DDS), mutual device authentication (e.g., via client
certificates), and role-based access control (RBAC) for
operators [19-21]. The internal onboard MAVLink domain
does not leave the vehicle; thus, it is secured through
physical isolation and, if necessary, MAVLink 2 message
signing.

IV. INTEGRATION OF AUTONOMOUS
NAVIGATION ALGORITHMS

Swarm management typically requires a multi-level
navigation system. High-level, or global, planning is
performed on the server using a global static terrain map and
encompasses two tasks. Task allocation among drones is
executed using assignment algorithms, such as the
Hungarian algorithm or auction-based methods [22]; cost
matrices are generated based on estimated distances or path
lengths to targets. For each vehicle's assigned goal, a route
is generated using classical pathfinding algorithms (such as
A* or Voronoi diagram-based methods). To prevent
trajectory intersections, routes are separated by altitude or
time (flight levels, time slots) or managed via multi-agent
planning; residual conflicts are resolved by onboard local
navigation.

Low-level, or local, navigation runs directly on the
onboard computer of each UAV under ROS 2. It processes
raw data from onboard sensors in real time to detect
unpredictable dynamic obstacles (such as other aircraft or
moving ground objects).

Local navigation algorithms, such as Artificial Potential
Fields (APF) or Vector Field Histograms (VFH), allow the
drone to bypass obstacles without waiting for new
instructions from the central server. The potential field
method calculates the direction of motion as the sum of
attractive forces toward the target and repulsive forces from
obstacles, while VFH builds a polar obstacle density
histogram around the vehicle and selects the open direction
closest to the goal. However, potential field methods are
susceptible to local minima, making it advisable to combine
them with a global planner that can re-route the path when
a connection is available.

In the event of a lost connection to the server, local
minimum escape is handled onboard via random trajectory
perturbations, switching to a local planner using the
onboard map, or, if further motion is impossible, executing
an emergency procedure (holding position or returning to
launch). Updated maneuver coordinates are broadcast to
neighboring vehicles with minimal delay via ROS 2/DDS,
preserving overall formation and preventing intra-swarm
collisions.

To maintain formation, a Leader-Follower scheme may
be employed. To prevent the leader from becoming a single
point of failure, its role is dynamic: if heartbeat messages
from the leader are absent for a specified interval, follower
vehicles elect a new leader according to a defined priority
(for example, by identifier; if battery level is taken into
account, a hysteresis threshold is applied to prevent constant
switching of the leader), while maintaining their positions
relative to nearest neighbors until elections conclude.
Because DDS lacks a native leader election mechanism, this
logic is implemented at the application level.

In the event of a swarm partition into isolated subgroups,
each subgroup can elect its own leader and act
autonomously; once connectivity is restored, re-election
under the same priority criteria consolidates management
under a single leader. The onboard gateway of each vehicle
relays its ROS 2 state to MQTT, thereby delivering the
swarm status to the server level for re-routing as needed.
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Thus, the server determines what each vehicle should do
and where it should go, while real-time interaction during
mission execution — including formation maintenance —
remains at the onboard level.

V. CONCLUSIONS

The review shows that for web-oriented UAV swarm
control systems, it is advisable to adopt a hybrid (Edge-
Cloud) architecture with a microservice organization at the
server level. A clear functional division — where the React
interface, Node.js back-end, and Python planning service
handle dispatching and operator interaction, while onboard
computers running ROS 2 execute reactive autonomous
navigation — creates the prerequisites for successful mission
execution. Allocating protocols by communication segment
(HTTP/REST and WebSocket for the operator, MQTT for
server—vehicle communication, ROS 2/DDS for inter-
vehicle exchange, and WebRTC for video) separates
latency-sensitive processes from non-critical ones and
maintains swarm operational integrity even upon loss of
server connection. Key directions for future research
include state synchronization between server and onboard
levels, communication channel cybersecurity, and
experimental evaluation of latency on a testbed or in
simulation.
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