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FROM DICTIONARY TO DATABASE: TRANSFORMATION AND PROTECTION 

The article outlines the importance of data digitization in modern society and in the context of countering the ag- 

gressor. It also shows the problems associated with paper-based media that lose their relevance and become unsuitable 

for work over time. The study proposes to use LiteDB as a lightweight NoSQL database for digitizing information due 

to its ease of use, embeddability, JSON/BSON data format, security assessment, and easy scalability. Particular emphasis 

is placed on the use of the HTMLAgilityPack library for working with HTML in the .NET environment. It is noted 

that it helps to parse HTML pages, extract structured data, and convert HTML to a structured format. An important 

priority of these tools is the ability to use built-in or connected information security systems, the best option of which 

is quantum cryptography and quantum key distribution. The advantage of such protection is its resistance to most 

modern attacks, even under conditions of uncertainty. 
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Introduction 

An important solution for society in the current con- 

ditions of existence and counteraction to the aggressor is 

the digitization of data in paper format. The problem is 

that paper media lose their relevance, are little used, and 

become unsuitable for work and processing over time. 

Their digital counterparts are more time-resistant and 

more accessible to the user. One of the most important 

stages of the digitization process is the formation of a da- 

tabase, its architecture and content. It should be remem- 

bered that paper-based media are usually unstructured or 

semi-structured. Therefore, databases that are easy to use 

and fill are suitable for such tasks. That's why we chose 

LiteDB, a lightweight NoSQL database designed for use 

in .NET applications, including C# and .NET Core. It 

can be an attractive option for some digitized data tasks 

for the following reasons: 

— Ease of use: LiteDB has a simple API and inte- 

grates easily with .NET projects. Its syntax and data struc- 

ture are well suited to working with C#. 

— Embeddability: LiteDB can be easily embedded 

into an application because it does not require a separate 

database server to be installed. You just need to add the 

library to the project and start using it. 

— JSON/BSON data format: LiteDB uses the BSON 

(Binary JSON) data format, which makes it efficient for 

working with JSON objects. This is especially useful if you 

need to work with unstructured or semi-structured data. 

— Security assessment: LiteDB has support for da- 

tabase encryption, which can be an important aspect for 

security, as it is possible to protect data with custom en- 

cryption keys, as well as apply the latest security methods, 

such as quantum cryptography and quantum key distribu- 

tion. 

— Easy scalability: In cases where the project requires 

a small database or does not require complex operations, 

LiteDB can be the best option due to its lightness and ef- 

ficiency. 

The use of this database makes it possible to use a 

large number of libraries to simplify the process of data 

digitization. One of them is HTMLAgilityPack, a li- 

brary for working with HTML in the .NET environment. 

Its main purpose is to parse and process HTML docu- 

ments. In the context of digitized data and databases, 

HTMLAgilityPack can be useful for extracting data before 

3



Basic technological stages 



FROM DICTIONARY TO DATABASE: TRANSFORMATION AND PROTECTION 

emOpioni#a: emOpioni#a alBeHTH#BHAa; alBeHTH#BHA 

nosiemOpioni#a Ouse. nomiemOpioni#a: noniemOpioni#a 

Hyueis#pHa [aBenTu#BHa]; ajBenTu#BHHH 3a#ponz0K 

Oué. 3a#poON0K: 3a#pON0K AIBeHTH#BHHI; alBeHTH# BH 

o#praH Ove. o#praH: O#praH alBeHTH#BHHI; aBeHTH#BHHI 

na#rin Ouée. Na#rin: na#rin agBenTu#BHHi 2. 3aHeceHa 

JNOIMHO!IO POCJIMHAa B TY MiCIeBICTb, Je BOHa paHillle He 

pocsia; alBeHTH#BHa pociM#Ha Cue. pocmM#Ha: pocamtHa 

AIBeHTHHBHA; aIBeHTH#BHA BH OUG. BU: BU AIBCHTH#BHHI. 

BT, [O0K Taymayenp]: 1. Aku posBuBacTbcA He 3 EMO- 

PiOHaJIbHUX TKAHMH TOUKM Pocrty, a 13 CTapilliMx YacTHH 

POcuIMHU; 

HT [Homep tTarymMayenna]: | 

TJ, [rrymayenua]: Aku posBuBaeTbes He 3 EMOPIOHAJIb- 

HUX TKAHHH TOUKH pocty, a i3 CTapillIMx YaCTHH POCIMH; 

BT, [60K Ta1yMayeHb]: 2. 3aHeceHa JOQMHOWO pocInHa 

B TY MiclleBiCTb, Je BOHa paHillle He pocia; 

HT [Homep tTayMayeuna]: 2 

TJI, [T1yMayeHHa]: 3aHeceHa JHOQMHOI pocsMHa B TY 

MICII€BICTb, Je BOHa paHillle He pocsia; 

BIT, [O20k nocnusaHb]: agBenTu#BHAa Opy#HbKa Cue. 

Opy#ubka: Opy#Hbka aBeHTH#BHA; aBeHTH#BHa eMOpioni#ta 

Oue. emMOpioni#a: emOpioni#a anBeHTH#BHa; alBeHTH#BHA 

nosiemOpioni#a Ouse. nosiemMOpioni#a: notiemOpioni#a 

Hylleia#pHa [aqBentTu#BHa]; AIBeEHTM#BHH 3a#poOK Ove. 

3a#poO0K: 3a#pO0K alBeHTH#BHHH; alBeHTHu#BHUM O#praH 

Oué. o#praH: O#pralH aBeHTH#BHHH; alBeHTH+BHH Na#Tin 

Oue. Ta#Tin: na#Tin AlBeHTH#BHHI 

TIBI, [migq6n0K nocnaanb]: aqpentu#BHa Opy#upKa Ove. 

Opy#HbKa: Opy#HbKa alBeHTH#BHa; 

TIBI, [mig610k nocusaHp]: aqBentu#BHa emOpioni#a due. 

emOpioni#a: emOpioni#a aaqBeHTu#BHa; 

TIBIT, [nig60Kk nocusaHb]: alBeHTH#BHa NoOTiemOpioni#a 

Ouée. noniemOpioni#a: noniemOpioni#a Hynhena#pHa 

[aqpenTu# Bua]; 

TIBI, [mig6n0k nocuaHb]: alBenTu#BHHii 3a#poz0K due. 

3a#po0K: 3a#pON0K alBeHTH#BHHH; 

TIBI, [nin010k nocusaHb]: alBenTu#BHHi O#praH due. 

o#pran: O#praH aJBeHTu#BHHI; 

TIBI, [mig6n0k nocnans]: aqBentu#Bnni na#rin Ove. 

na#rin: na#ri AIBeHTH#BHHM 

BIT, [On0k nocunaHb]: aaBenTu#BHa pocintna due. 

pocsm#Ha: pocim#Ha ayBeHTH#BHAa; AIBeHTH#BHA BHI Ove. 

BH: BH ayjBeHTH#BHMiN. 

TIBIT, [nia6n0K nocunaHb]: ajBenTH#BHa pocmMHHa Cue. 

pocum#na: pocim#na aaBenTu#BHa; 

TIBI, [mig6n0k nocuiaHb]: agBenTH#BHa BH OU6. BUI: 

BH AJ BeHTH#BHH. 

Each sub-block consists of an addressee 1, a link mark- 

er and an addressee2. 

TIBI, [nig60k nocusaHb]: alBeHTH#BHAa BH Oue. BUI: 

BH ayjBeHTH#BHH. 

CAHT [agpecant]: aaqpentu#BHa BUI 

MII [mapkep nocusiaHb]: Que. 

CAT [anpecat]: Bu: BU alBeHTM# BHU. 
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Figure 1: Outline of a dictionary article 

[TK_y | 

Example 2 

llepera#x«Kka (poc. NepeTa#xka, aHes. constriction) 1. He- 

ciipasi30BaHa TiIAHKa CiipasiIbHOi XPOMOCOMH, BesIM4nHAa 

i TOKasi3Zallia SKOI BapiioeTECs; 2. (aver. strangulation) 

Jyxe TOHKe, 3ByXKeHe Miclie; MepeTa#xKKa BTOpH#HHa (poc. 

nepeTa#xKa BTOPU#4HaA, duel. Secondary chromosome 

strangulation) 1. 3ByxKeHa YacTMHa, AKA MOXe JOKAaIi3y- 

BaTUCb y Pi3HUX MiCILAX XPOMOCOMH. 

According to the structure of the dictionary article, we will 

highlight all the structural elements 

TB, [TepMinonoriyHui ONO0K]: nepeTa#xaKa (poc. 

nepeTa#xka, due. constriction 

TK_Y [TepMiHosoriuvHuit KOMMeKc yKpaiHcbKuii]: 

nlepersa#xka 

3T [ 3aronoBHui TepMin]: nepera#xKa 

TK_P [TepMinonoriyHuii KOMIIeKc pocilicbKult |: poc. 

nepeTa#xKa 

MM| mapkep MosuI]: poc. 

T_P [Tepmix pocilicbkuit|: mepeTa#xKa 

TK_A [TepMiHosOri4Hui KOMIMIeKC aHMilicbKu]: aves. 

constriction 

MM [mapkep Mosy]: axe. 

T_A [TepMiH aHruiftcbKuit]: constriction 

TB, [repMinosorivHui Os0K]: 2. (ane. strangulation) 

TK_Y [TepMivonoriuHui KOMMseKc yKpaiHcbKun]: 

nlepetsa#xKKa 

3T | 3aro0BHU TepMin]: NepeTa#xKKa 

TK_P [tepmMidonorivyHui KoMMeKc pocilicbkuli |: poc. 

nepeta#xka 

MM[ mapkep mosu]: poc. 

T_P [Tepmix pocilicbkuii]: nepeta#xKa 

TK_A [TepMiHosOri4Hui KOMIMIeKC aHriiiicbKui]: anes. 

strangulation 

MM [mapkep Mosu]: aHen. 

T_A [TepMiH aHruificbkuit]: strangulation 

CMB, [cemayntuyHuit On10K]: 1. Hecmipamisopana WuidtHKa 

ciipasIbHOi XPOMOCOMN, BeJIM4MHAa i JOKai3allid AKOI 

BapilO€TbCH;
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BT [On0k TaymMaueHb]: |. Hecnipani3zsoBaHa AilaAHKa 

CilipasIbHOi XPOMOCOMH, BeJIMY4MHA i JOKai3allid AKOI 

BapilOETbCS; 

HT [Homep TuymayeHua]: | 

TJI [T1yMayeHHa]: Hecnipani3oBaHa AWIAHKa CiipasIbHOl 

XPOMOCOMH, BeJIMUMHA i JOKasi3allid AKOI BAPiKOETbCH; 

CMB, [cemayTuynnit 610K]: Aye TOHKE, 3ByXKeHE MICLIC; 

llepeTa#2xKKa BTOpH#HHA (poc. TepeTA#xKa BTOpu#4Had, 

auea. secondary chromosome strangulation) |. 3ByxkeHa 

yacTUHa, AKA MOXE JIOKAi3yBaTUCb Y Pi3HUX MICLAX 

XPOMOCOMH. 

BT [070k Ta1yMayeHb]: Ayxe TOHKe, 3By2KeHe Miclle 

HT [Homep TulyMayeHus]: 2 

TJI [t21yMayeuna]: Jlyxe TOHKe, 3By2KeHe Miclle 

MBTC [mig6n0k cnopocnonyyeHb|: nepeta#xKa 

BTOpH#HHa (poc. nepeTa#xKa BTOpU#YHAA, AHen. Secondary 

chromosome strangulation) |. 3nByxKeHa YacTHHa, AKa MOXe 

JIOKAaJ3YBAaTUChb Y pi3HUX MiCILAX XPOMOCOMNH. 

BTC [610k culoBocnosyyeHb]: Nepera#KKa BTOpu#Ha (poc. 

mepeTta#xKa BTOpu#4Had, aHen. Secondary chromosome 

strangulation) |. 3ByxeHa YacTHHAa, AKA MOXe MOKasi3y- 

BaTUCb y Pi3HUX MiCLLAX XPOMOCOMH. 

TBCJI [TepMinonorivHuit O10K croBOCnOsyUeHB]: 

llepeta#2KKa BTOpH#HHa (poc. WepeTA#xKa BTOpu#4Hag, 

aHen. secondary chromosome strangulation) 

TKC_Y [TepMiHosOri4HUuK KOMIMIe€KC CAIOBOCHOJYYeHHA 

ykp.]|: Hepera#2kKa BTOpH#HHa 

TC_Y [TepMiHoOsOrivHe CNOBOCHOJYYEHHA yKp.]: 

nlepeta#xKKa BTOpH#HHa 

TKC_P [TepmMinonorivHuit KOMIMIeKC CJIOBOCIIOJyYeHHA 

poc.]: poc. nepeta#kka BTopu#4Haa 

MM| mapkep Mosu]: poc. 

TC_P [TepMiHosoriuvHe CHOBOCNOJYYeEHHA poc.]: 

nepeta#xka BTOpu#uHad 

TKC_A [TepMiHosOrisHui KOMIJICKC CJIOBOCIIOJYICHHA 

anrii.|: aHea. secondary chromosome strangulation 

MM| mapkep Mosy]: axe. 

TC_A [TepMiHOJOri¥He CIOBOCNOJYIeHHA AHI. |: 

secondary chromosome strangulation 

BTCJI [cemaytTuyHuit O0K cAOBOCHOsyYeHb]: 1. 3By>Ke- 

Ha YacTMHa, AKa MOXeE JIOKAai3YBATUCb y pi3HMX MICILAX 

XPOMOCOMH. 

HTCJI [HomMep TutyMayeHHa COBOCHOuyYeHHA]: | 

TJIC [T1yMayeHHA CIOBOCHOJYIeHHA]: 3By2KeHa YacTHHa, 

AKa MOXE JIOKAi3YBaTUCh Y pi3HUX MiCLIAX XPOMOCOMH. 
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Figure 2.1: The scheme of articles is divided 

into two blocks, first 

— Sie 
= —_______ [cm 

\ 
“™ 

[TK v | [rk P | [Ta | BTC] 

fered 

ond 
[TKc_y | frxcp] frxc_a | 

Figure 2.2: The scheme of articles is divided 

into two blocks, second 

Example I to XML 

<CC> 

<texcT_CC><![CDATA[<B>anpentu#BHui</B> 

(<I>poc.</I> anBeHTu#BHbI, <I>anHr.</I> adventive) 1. 

Aku pOo3sBUBAETLCA He 3 EMOPIOHAIbHUX TKAHMH TOUKU 

poOcty, a i3 CTapiluMx YaCTHH pocsMHN; <B>aaBeHTu#BHAa 

Opy#HbKa</B> <I>aus.</I> <B>Opy#HbKa: Opy#HbKa 

alBeHTu#BHa</B>; <B>anBeHTu#BHa eMOpiOHi#a</ 

B> <I>gus.</I> <B>emOpioni#a: emOpioni#a 

allBeHTH# BHa</B>; <B>aaBeHTu#BHa HOeMOpioHi#a</ 

B> <I>aup.</I> <B>noniemOpioni#a: noniemOpioHi#a 

Hyllea#puHa [anBeHTu#BHal]</B>; <B>anaBeHTu#BHa 

3a#ponoK</B> <I>aus.</I> <B>3a#ponoKk: 3a#ponoK 

allBeHTU#BHUKM</B>; <B>aaBeHTu#BHUN Of praH</B> 

<I>aus.</I> <B>o#praH: o#praH alBeHTu#BHUM</ 

B>; <B>anBpentTu#BHUui Ha#trin</B> <I>nauB.</I> 

<B>na#rin: na#rih alBeHTu#BHUN</B> 2. 3aHeceHa 

JIKOMMHO!O POCJINHA B TY MiCLIeBICTb, Je BOHAa paHillle He 

pocsa; <B>anpeHTu#BHa pociu#Ha</B> <I>gnB.</ 

I> <B>pocnu#Ha: pociu#Ha aqBeHTH#BHa</B>; 

<B>ampeHTu#BHa Bua</B> <I>guB.</I> <B>Bug: Bun 

alBeHTH#BHUM</B>.|]|></Tekct_CC> 

<3T>anpeHtTu#BHUun</3T> 

<TB Homep="1"> 

<TK_Y Homep="1"> 

<T_Y>anpentu#BHun</T_Y> 

<MM>yxp.</MM> 

</TK_Y> 

<TK_P Homep="1"> 

<T_P>anpentu#BHpli</T_P> 

<MM>poc.</MM> 
</TK_P> 

<TK_A Homep="1"> 

<T_A>adventive</T_A> 

<MM>anra.</MM> 

</TK_A> 

</TB> 

<CMB Homep="1"> 

<BT HoMep="1"> 

<HT>1</HT> 

<TJI> AKU po3BUBaeTbCd He 3 EMOPIOHAJIbHUX TKa- 

HUH TOYKH pocty, a i3 CTapillMx YacTHH pocuMHn</TJI>
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</BT> 

<BT HoMep="2"> 

<HT>2</HT> 

<TJI>3aHeceHa JOAMHO!O POCIMHAa B TY MiCLICBICTb, 

Tle BOHAa paHillie He pocia</TJI> 

</BT> 

<BI Homep="1"> 

<CAHT>agzpentu# Bua Opy#HpKa</CAHT> 

<CAT>Opy#Hbka: Opy#HbKa aBeHTu# BHa</CAT> 

<MI1>aus.</MII> 

</b> 

<BH Homep="2"> 

<CAHT>anpeHtTu#BHa emoOpioni#a</CAHT> 

<CAT>emOpioni#s: emOpioni#s anpeHTu#BHa</CAT> 

<MII>ans.</MIT> 

</b> 

<BIT Homep="3"> 

<CAHT>agpeHtTu#BuHa momiemOpioni#s</CAHT> 

<CAT>nosiemOpioni#s: noniemOpioHi#a Hylea#pHa 

[amBeHTu#BHal</CAT> 

<MII>ans.</MIT> 

</b> 

<BIT Homep="4"> 

<CAHT>agpentn# Bua 3a#ponoK</CAHT> 

<CAT>3a#poyOK: 3a#poO0K alBeHTH#BHUU</CAT> 

<MIT>auB.</MII> 

</B> 

<BI Homep="5"> 

<CAHT>agpeytu#BHuit of pran</CAHT> 

<CAT>o#prau: o#praH alBeHTu# BHUN</CAT> 

<MI1>auB.</MI> 

</B> 

<BIT Homep="6"> 

<CAHT>agpenTu#BHuit na#trin</CAHT> 

<CAT>na#rin: na#rin alBeHTu# BHUn</CAT> 

<MII>aup.</MI> 

</B> 

<BIT Homep="7"> 

<CAHT>anpeHTu#BHa pocimu#Ha</CAHT> 

<CAT>pocsiu#Ha: pocuu#Ha aiBeHTu#BHa</CAT> 

<MII>aus.</MII> 

</b> 

<BH Homep="8"> 

<CAHT>agzpentTu# Bua Bug</CAHT> 

<CAT>Bud: BU alBeHTu#BHUU</CAT> 

<MI1>aus.</MII> 

</b> 

</CMB> 

</CC> 

Example 2 to XML 

<CC> 

<tekct_CC><![CDATA[<B>nepetsa#xka</B> 

(<I>poc.</I> nepeta#xka, <I>auri.</I> constriction) 

1. Hecnipani3s0BaHa iJIAHKa CiipasibHOI XPOMOCO- 

MU, BeJIM4NHA i WOKaNi3alid AKOI BapiloEeTbcA; 2. 

(<I>anra.</I> strangulation) qyxe TOHKe, 3ByxeHe 

Micue; <B>nepeta#xka Bropu#HHa</B> (<I>poc.</ 

I> nepeta#xka Bropu#unasd, <I>anra.</I> secondary 

chromosome strangulation) 3By2xKeHa YacTMHa, 14Ka MOE 

JIOKAJH3YBaTUCb Y Pi3HUX MiCLLAX XpoMocoMu.||></ 

TekcT_CC> 

<3T>nepeta#xka</3T> 

<TB Homep="1"> 

<TK_Y Homep="|"> 

<T_Y>nepeta#xka</T_Y> 

<MM>yxp.</MM> 

</TK_Y> 

<TK_P Homep="1"> 

<T_P>nepeta#xka</T_P> 

<MM>poc.</MM> 
</TK_P> 

<TK_A Homep="1"> 

<T_A>constriction</T_A> 

<MM>anra.</MM> 

</TK_A> 

</TB> 

<TB Homep="2"> 

<TK_Y Homep="1"> 

<T_Y>nepeta#xka</T_Y> 

<MM>yxp.</MM> 

</TK_Y> 

<TK_P Homep="1"> 

<T_P>nepeta#xka</T_P> 

<MM>poc.</MM> 

</TK_P> 

<TK_A Homep="1"> 

<T_A>strangulation</T_A> 

<MM>anra.</MM> 

</TK_A> 

</TB> 

<CMB Homep="1"> 

<BT Homep="1"> 

<HT>1</HT> 

<TJI>yxe TOHKe, 3ByxKeHe Micile;</TJI> 

</BT> 

<BTC Homep="1"> 

<TBCJI Homep="1"> 

<TKC_Y Homep="1"> 

<TC_Y>nepeta#xka Bropu#HHa</TC_Y> 

<MM>yxp.</MM> 

</TKC_Y> 

<TKC_P Homep="1"> 

<TC_P>nepeta#xka BTopu#uHas</TC_P> 

<MM>poc.</MM> 

</TKC_P> 

<TKC_A Homep="1"> 

<TC_A>secondary chromosome strangulation</ 

TC_A>
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<MM>auri.</MM> 

</TKC_A> 

</TBCJI> 

<BTCJI Homep="1"> 

<HTCJI>1</HTCJI> 

<TJIC>3ByxKeHa YaCcTHHA, AKa MOXE JIOKAIi3YBaTUCb 

y pi3Hux MiclLax xpomocomu</TJIC> 

</BTCJI> 

</BTC> 

</CMB> 

<CMB Homep="2"> 

<BT Homep="1"> 

<HT>1</HT> 

<TJI> Hecnipani3z0Bana WiIAHKa CiipasIbHOl XPOMO- 

COMM, BeIMUMHAa i WOKai3allia AKOi BapitoeTBCca</TJI> 

</BT> 

</CMB> 

</CC> 

<CC> 

2. Stages of database formation 

Creating a database (DB) from an XML file can be 

done in several steps: 

Creating a database schema. Define the data struc- 

ture that needs to be stored in the database. The structure 

of the XML file is taken into account and the tables and 

fields for displaying this data are determined. 

Creating tables in the database. Using SQL or another 

query language, tables are created in the database that 

correspond to the data structure from the XML file. 

Loading data from XML. Tools or programming lan- 

guages that support working with XML are used (for ex- 

ample, Python with the ElementTree library or .NET- 

based programming languages using XmlDocument). The 

XML file is parsed and the data is inserted into the data- 

base schema. 

Using the HTMLAgilityPack, the entire input text is 

divided into articles and structural elements are extracted 

from them (stems). 

Examples (Dictionary Lexicon of Polish and Ukrainian 

Active Phraseology): 

HtmlIDocument HtmlDoc = new HtmlDocument(); 

1. Load the text from the ffile HtmlDoc. 

LoadHtml(input); 

Selecting articles HtmlNodeCollection Nodes = 

Htm!IDoc.DocumentNode.SelectNodes("//article"); 

After each selection of structural elements, perform 

this check 

if (Nodes != null) 

{ 
foreach (HtmlNode S_ Node in Nodes)// Each article 

HtmINode tmp_node = S_Node. 

SelectSingle Node(".//p[@class = 'j']"); // selecting one 

element from the article by type <p class="t">. The dot 

here means that we are "looking" at only one article 
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String text = tmp_node.InnerHtml; // Get the text 

that is in (between) the tags 

Int ID_Ukr = tmp_node.Attributes["href"]. Value; // 

We got the value of the attribute of type <... href="***" 

2. Transferring the received data to an instance of the 

class. With a check whether there is already a "reverse" 

article (1 copy for both pol-UKR and ukr-pol. We look 

to see if there is, for example, the same case among the 

processed ones and, if so, just add the ID and letter in the 

language) ATTENTION the class should have a separate 

one (for the database), like this: 

[BsonId] 

public int ID { get; set; } 

3. Loading data into the database. Examples: 

private LiteDatabase DB { get; set; } 

private LiteCollection<ReestrUnitMember> R_ 

Members { get; set; } 

private string DB_Path { get; set; } 

DB_Path = path; // Name and (optionally) path of 

the database file 

DB = new LiteDatabase(path); 

R_Members = DB.GetCollection<ReestrUnitMemb 

er>("r_members"); // ReestrUnitMember - class name, 

r_members - collection name 

R_Members.EnsureIndex("Inner_ID", "$.Inner_ 

ID"); // Create an index. The Ist is the name of the in- 

dex, the 2nd is the name of the parameter in the class, $. 

is required 

R_Members.EnsureIndex("Orig_Inner_ID", "$.Orig_ 

Inner_ID"); 

R_Members.Insert(Member); // Add a new instance 

of the class (article) to the database. 

Automation of the process. Consider automating this 

process, especially if you have a large number of XML 

files or if you plan to update data on a regular basis. 

Verification and optimization. You need to make sure 

that the data is loaded correctly into the database and per- 

form optimization, if necessary, such as using indexes to 

improve query performance. 

The general conclusion is that the formation of a da- 

tabase from an XML file includes several key stages, from 

creating schema and tables to loading data and its further 

processing in the database, using appropriate tools and li- 

braries. 

3. Database protection 

In today's digitalized society, an important criterion is 

the use of modern methods and means of protecting in- 

formation, as any digitized data can be compromised or 

stolen. One of the most reliable methods of protection 

is the use of quantum key distribution protocols, one of 

which is Twin field (Table 1). The use of the Twin Field 

protocol to protect LiteDB involves the use of technology
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based on the properties of a dual field of quantum states 

to create a secure key exchange channel. This allows you 

to achieve a high level of protection in the exchange of 

keys between the sender and the recipient in a quantum 

environment. 

Table 1. 

Principles of the TFmod quantum key distribution protocol 

Information 
. Measurement 

we Uncertainty . transfer 
Criteria we independence . 

principle aor fidelity 
principle se 

principle 

1. Using Takes Applies Guarantees 

advantage . flawless 
quantum independent 

. of quantum photon 
properties . measurements so 

uncertainty transmission 

Uses Ensures Applies 
2. Secu- ws . . 
. quantum unconditional | interception 

rity of key . . : 
properties to | security of key detection 

transfer . 
protect keys transfer mechanisms 

3. Inter- Detects any Detects any Provi des 
. . detection of 

ception attempted unauthorized 
: . . . any changes 

detection | interception interference . . 
or distortions 

4. Mea- The Ensures . Uses 
. independent 

surement | measurement | independence 
: . . channels 
indepen- | is carried out between 

. for photon 
dence independently | measurements . 

transmission 

. Ensur- . . . 
> hone. Uses error Provides high | Applies error 

& : correction transmission correction 
mission . 

mechanisms accuracy methods 
accuracy 

6. Effi- Uses Provides high Highly 

ciency and optimized transmission productive 

speed algorithms speed and efficient 

Implemented | Scalable for Applies to 
7. Scala- . 

bility for large extended different 

networks networks network scales 

The essence of Twin Field is to use two parameters 

(polarization and time) to encode and transmit quantum 

bits (qubits). This provides a double level of information 

that can be used to create a cryptographically secure key. 

One of the important advantages of the protocol is its abil- 

ity to detect key interception attempts. According to the 

principles of quantum mechanics, any attempt to measure 

a quantum state leads to its change, which is automati- 

cally detected by the system, ensuring the security of key 

exchange. In this context, the use of Twin Field to protect 

LiteDB includes the creation of cryptographically secure 

keys that are used to encrypt and decrypt the database. 

This approach helps to ensure a high level of protection 

and prevents attacks on encryption keys in a quantum en- 

vironment. 

To ensure the process of applying the Twin Field pro- 

tocol to protect LiteDB, the following steps should be fol- 

lowed: 

1. Quantum key exchange: A quantum key exchange 

process is performed between the sender and the receiver 

using Twin Field. During this exchange, the double field 

must be considered to provide an additional layer of infor- 

mation and security. 

2. Interception detection: Using a property of quan- 

tum mechanics, such as the non-determinism of mea- 

surements, to detect any attempts to intercept keys. This 

can be realized by using quantum properties that change 

with any observation. 

3. Encrypting and decrypting data in LiteDB: using 

the obtained quantum keys to encode and decode data. 

This will ensure the confidentiality and integrity of infor- 

mation in the database. 

4. Ongoing monitoring and support of the system: 

monitoring the state of the system and detecting any 

anomalies or attack attempts in time. Ensure that keys are 

regularly updated and the system is improved to reflect the 

latest advances in quantum security. 

When considering the integration of a quantum key 

distribution device on the same server as the LiteDB 

database, the key aspect is to ensure the comprehensive 

protection and efficiency of this infrastructure. For this 

purpose, it is important to address physical, technical, 

and network aspects. In terms of physical protection, you 

should place the device in a secure room using restricted 

access mechanisms. 

Efficient use of server resources should include opti- 

mizing the configuration for quantum signal processing. 

It is also important to consider network aspects, using 

modern encryption tools and firewalls to protect against 

external attacks. Maintaining the continuous operation of 

the system includes the implementation of a monitoring 

and maintenance system to detect possible malfunctions 

and anomalies. The use of logging and auditing methods 

allows you to maintain event logs and identify potential 

security threats. 

The level of modern security bypass systems should 

also be taken into account. level of modern security by- 

pass systems should also be taken into account. Therefore, 

the standard Twin Field protocol should be enhanced with 

additional methods to ensure resilience. One of the best 

ways is to improve the security system using quantum 

identification and quantum state multiplexing methods, 

which includes several promising aspects. First of all, 

there is a high resistance to cyber threats due to the ap- 

plication of quantum identification principles to generate 

cryptographic keys. This is important because this ap- 

proach makes it difficult to crack encryption algorithms 

based on classical computing. The second aspect is the 

use of quantum state multiplexing, which allows more in- 

formation to be transmitted simultaneously over commu- 

nication channels. This can lead to improved performance 

and efficient processing of large amounts of data. The 

third aspect involves the use of quantum states to transmit 

9



š


