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The task of developing a software package to determine the occupancy of 

the communication line is relevant and in demand today. For this development it 

is not enough only to develop the program, also dangerous permissions are 

needed. This publication deals with the specifics of granting permissions. 

 

In order for the Android cellular network occupancy application to work 

correctly, you need to grant permissions. A little more detail about permissions 

and granting permissions in Android OS. The Android operating system is 

designed in such a way that in order to perform certain operations or access certain 

resources, the application must have permission to do so. 

Some permissions require more attention than others. Some of them, like 

accessing the Internet and stopping background processes, belong to the «normal» 

category, because they are not dangerous for the user.  

Others, such as accessing the calendar and contacts, recording audio, using 

wearable sensors, and reading data from external storage, are considered 

dangerous. 

Users of Android 6.0 and newer versions can choose which permissions to 

give to apps after they are installed. In earlier versions, there was no choice. 

Cybercriminals have learned to use this to their advantage. 

Now that security loophole has been closed. As of August 1, 2018, Google 

requires apps to be compatible with an Android version at least 8.0. 

Since app permissions must be granted before installation, it's important to 

know how they can affect privacy. There are nine groups of dangerous 

permissions. If a user grants or denies one of the permissions in a group, that 

choice extends to the other permissions in the same group. 

The groups are: 

- wearable sensors; 

- calendar; 

- camera; 

- contacts; 

- location; 

- microphone; 

- telephone; 
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- SMS; 

- memory. 

For the application to work correctly, one of the prerequisites is the condition 

of granting permissions. For this application it is necessary to grant permissions 

to the Internet and contacts.  

 

 
 

Fig. 1 - Example of granting permits 

 

It is also worth noting that permissions must be written in the manifest and 

requested in the Runtime. 

Additional features of mobile app development, such as resource 

optimization, testing, and publishing the app to the Google play console are 

suggested for further publications. 
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