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XapKiBChbKOTO HallIOHAJIILHOTO YHIBEPCUTETY PaliOCIEKTPOHIKH.

AHAJII3 METOJ/IIB 3AXUCTY IHOOPMAIIII

B cyuacHomy cBiTi, A€ iHQOpMAIliiiHI TEXHOJOTIi € HEeBIA'€MHOI0 YaCTHHOIO
HAIIOTrO XKUTTS, 3aXUCT 1H(hOpMAaIIil cTae Bce OUTbII BaXKJIMBUM 3aBAaHHsAM. HezakoHHe
BUJIy4YeHHs 1H(QOpMaIli MOXEe MPU3BECTH JO CEPHO3HUX HACIIAKIB, TAaKUX SK
MOPYILIeHHS KOH(PI1ACHIIIHHOCTI, IIJIICHOCTI Ta JOCTYITHOCTI JJAHUX.

3 KOXHUM pOKOM 30UIBIIYEThCS KUIBKICTh 3JIOYMHIB, TMIOB'SI3aHUX 3
KibepOesnekoro. 30KpeMa, 3JTOBMUCHUKH 3aCTOCOBYIOTh PI3HOMAHITHI METOJU
HE3aKOHHOTO BIIIy4YeHHS 1H(hopMallii, Taki sk (PIimuHr, KibepaTaku, po3MOBCIOIKEHHS
IKIIMBUX 1miporpam  Tompo. LI 37moumMHHI 11i MOXKYTh NPU3BECTH O 3HAYHUX
(1HaHCOBHX BTpAT, MOPYLIEHHS KOH(IACHIIIHOCTI Ta MPUBATHOCTI TaHHUX, & TaKOXK
BIUTMHYTH Ha PEMyTallil0 KOMIIaHIi Ta opraxi3alii.

Hezakonne BunydeHHsi 1HpopMmalii € CEeplO3HOI  3arpo3ol Uit
KOH(1IEHIIMHOCTI, IIIJTICHOCTI Ta TOCTyNHOCTI nanuX. KoHdiaeHiiitHl qaHi, Takl K
0CcOoOuCTI aHl 00 KoMmepIIiiiHa 1H(popMallis, MOXKYTh OyTH BUKPAJEHI 1 BUKOPUCTaHI
JUTSL 3JIOYMHHUX I, TaKWX SK IIaXpaliCTBO, BUMAaraHHs BHUKYIYy a00 Kpasixkka
ocobuctoi iHpopmarrii. L{imicHICTE JaHUX TaKoX MOXKe OyTH TOpYIIEHA, SKIIO
3JIOBMHUCHHUKH BHOCATH HeOakaHi 3MiHHM JO JIaHMX a00 BHKOPHUCTOBYIOTH METOJH
mudpyBaHHs A1 OJI0KYBaHHS IOCTYIY JI0 TAHUX BIACHUKAM.

KpimM Toro, MOCTYymHICTh JaHUX MOXKE OyTH OOMEXKeHa, SKIIO 3JTIOBMHCHUKH
BUKOPUCTOBYIOTH MeTonu Denial of Service abo iHII MeTOAM aTak Ha MEPEKY, 1100
MEePEBAHTAXUTHU CUCTEMY 1 3a0JIOKYBaTU JIOCTYM J0 JaHUX. TakuM YMHOM, HEOOX1JIHi
e(eKTUBHI METOJIM MPOTHUIIl HE3AaKOHHOMY BWJIYYEHHIO 1HGOpMAIIiT JIJ1s 30epeKeHHS
KOH(1IEHIIMHOCTI, IITICHOCTI Ta JOCTYMHOCT1 TaHUX.

OCHOBHI METOJM HE3aKOHHOrO BWJIYYEHHs 1H(opMalii MOXyTb OyTH
Kjacu(ikoBaHi 3a CcrocoOOM OTpuMaHHS AaHUX. OCHOBHI METOAU HE3aKOHHOIO
BUJTyYEHHSI 1H(OpMaLIii BKIIOYAIOTh:

1. QIMHT — 1€ METOJ, TP SIKOMY 3JIOYMHIII BUKOPUCTOBYIOTH IMiAPOOJICHI
€JIEKTPOHHI JIMCTH abo BeO-cailTh, moO OTpUMaTH MOCTYyH 10 KOH(QIAEHIINHOT
iH(pOopMaIlii, Tako1 SK MapoJii, HOMEPHU KPEIUTHUX KapTOK, MACTIOPTHI JaHi 1 T. 1.

2. Bipycu Ta TpoOsSHCBKI TIporpamMu — 1€ TpOrpamMu, SKi MOXKYTh
BUKOPHCTOBYBATHUCH JIJISI BUITYUEHHS KOH(IIEHIIHHOT 1HpOpMAIlii 3 KOMITIOTEpiB 0e3
7I03BOJTy BJacHUKA. Bipycn MOXyTh MONIMPIOBATUCH Yepe3 EJIEKTPOHHY TIOIITY,
COIiaJIbHI MEpPEekK1 a00 Mporpamu, siKi 3aBaHTAXYIOThCS 3 [HTEpHETY.



3. [Tepexomnenus Ttpadiky — 1€ METOA, MNPU SKOMY 3JIOYHHII
NepeXoIuIiooTh Tpadik Mepexi, o0 oTpUuMaTH JOCTYyN 10 KOH(IAEHIIHHOT
iH(opMmariii, Ky nepecwiaroTb KopucTyBadi. [{eli MeTon Moxke OyTH BUKOPHUCTAHUI
JUIs OTPUMAaHHS JIOCTYNYy 10 TWapoJiiB, HOMEPIB KPEAUTHUX KapTOK Ta IHIIOI
KoH]1aeH T1iHOT 1HhOopMAaITii.

4, @i3uyHUNA JOCTYN [0 AAHUX — 1€ METOHA, MNpPU SIKOMY 3JI0YHUHII
OTPUMYIOTh JIOCTYI JO KOMITIOTEpIB a00 IHIIMX NPHUCTPOiB, II00 BHUKPACTH
KoHO1aeHIIIHY 1H(popMario. Lleit MeTon Moke BUKOPHUCTOBYBAaTHCH B odicax abo
THIIMX MICIISIX, Je 30epiraeThes KoH(piaeHiitHa iHpopMaIris.

S. ComianbHa 1HXKEHepis — 1€ METOA, NpH SKOMY  3JIOYHHII
BUKOPHCTOBYIOTh COIlIaJIbHI HAaBUYKH, 100 OTPUMATH JOCTYN 10 KOH(DIICHIIHHOT
iHpopMmarii. Hampuknaa, 37m0uuHEIb MOXXKE HaMaraTtuch MEPEKOHATH IMpalliBHUKA
KOMIaHi1 HaJlaTH HOMY JOCTYII I0 CUCTEMHU, 3pOOHBINY MiAPOOKY iaeHTu(iKalii abo
3JIaMaBIIM TapoJib. TaKoX collialibHA 1HXKEHEpis MOXKE BKJIIOYaTH B ceOe (DIlIMHT-
aTaku, KOJU 3JIOYMHIIl HAJICUJIAIOTh E€JIEKTPOHHI JIMCTHU, 5K 3[JAaI0ThCS JIETITUMHUMH,
aJie HacIpaB/Ii MICTSITh ITKIJIMB1 MMOCHUJIAHHS 200 T0JIaTKH JIs BIUTy4eHHs iH(opMarrii.

IcHye kisibka Tpyn METOIB 3aXUCTY BiJ HE3aKOHHOTO BHJIYYEHHs 1H(OpMaIli,
SK1 JOTIOMararoTh 3MEHIIWTH PU3MKU BTPATH JaHMX 1 30epertd KOH(I1ACHIIHHICTS,
HUTICHICTh 1 JIOCTYNHICTh 1H(popmarii. OCHOBHI METOAM 3axHUCTy 1Hopmarlii
BKJIFOYAIOTh:

1. @Di13U4H1 METOAM 3aXUCTY, TaKl K 3aXUCT MPUMIIIEHHS 3 00JIaJHAHHSAM,
3a0e3nedeHHs P13MuHO1 O€3MEKH MPUCTPOIB 30€pIraHHs JaHUX, KOHTPOJIb JOCTYIY A0
MPUMILIEHHS 3 CEpBEpPaMU 1 THIIMM OOJIaHAHHSIM.

2. OpranizaifiiiHi METOIM 3aXHUCTy, sIKi BKIIOYAIOTH TOMITHKA OE3MEeKH,
KyJIbTypy O€3IeKH, TpOoIeaypH, TMpaBujia 1 IHCTPYKIli, IO BCTAHOBIIOIOTHCS B
KOMITaHii Juist 3a0e3nedyeHHst Oe3neku iHpopmarii. Taki METOAM TAaKOX BKJIIOYAIOTh
peryssipHi HaBYaHHS MPAIIBHUKIB 3 TUTaHb OC3MEeKN JAHUX Ta Ay UT OC3IMEKH JTaHUX.

3. TexHIuH1 METOAM 3aXKCTY, K1 BKIIFOYAIOTh 3aXHCT MEPEIK, 3aXUCT JaHUX,
BUKOPUCTAHHA CWIBHHX TMapoJiB, IMUGPYBaHHS JaHUX, KOHTPOJb JOCTYIY 1
171eHTH(IKAIII0 KOPUCTYBAYiB.

4, KOpunnyni meronu 3axucTy, Takl SK JIOTOBIpHI 3000B's3aHHS, SKi
000B'I3KOBOI0 YMOBOIO MK KOMIIAHISIMH, IIIO MAarTh JOCTYIl A0 KOH(IIEHIIHHOT
iH(dOopMaIrii, 1 MpaBoBi 3aC00H, 10 3aXUIIAIOTH MPAaBa HA IHTEICKTyaJIbHY BIACHICTh Ta
KOH(1IEHIIMHICTh TAHUX.

TexHiuHI METOIM 3aXUCTY BiJl HE3aKOHHOTO BIITYYCHHS iHPOpMaITii BKIIFOYAIOTh
B ceOc pi3HOMAaHITHI TEXHOJIOTil, SKI JOMOMAararoTh 3axXWUCTUTH JaHi BiA
HECaHKITIOHOBaHOTO jaocTyny. OmMHUM 3 HahOIIbII €EeKTHBHUX TEXHIYHUX METOIIB
3axucty € mudpyBanHs nanux. [ludpyBanus 3a6e3neuye 3axuct iHQoOpMallli HUITXOM
MEPETBOPEHHS ii B KOJI, IKMI MOe OyTH IPOYUTAHUH JIMILIE 3 TOMOMOroro kitoya. Le
YCKIIAIHIOE JOCTYII IO JTAHUX HECAHKI[IOHOBAaHMUM Oco0aM, sIKi HE MarOTh KIt0o4a J0
nemm@pyBaHHS.

3axucT BiA BIPYCIB Ta HIKIIAJUBUX MPOTpPaM TaKOXK € BAXKIMBUM METOIOM
TEXHIYHOTO 3axHcTy. Bipycu Ta 1HII MIKIAJUBI MPOrpaMyd MOXKYTh MOIIKOAUTH abo
BKpAacTH JaHi, TOMy KOMITHOTEpU Ta IHIII TPUCTPOi MOBHMHHI MaTH AaHTUBIPYCHI
MIPOTpaMH Ta IHIII 3aXO0/IH 3aXUCTY, TaKi K (PapBOIM Ta AHTULIITTUTYHCHK] TIPOTPAMH.



MepexeBi 3aXxoAM 3aXHCTy BKIIOYAIOTh B ce0€ BUKOPHUCTAHHS MEPEKEBHX
IPOTOKOJIIB Ta  TEXHOJOTIM, SAKI  JO3BOJSIOTH 3aXHCTUTH  MEPEeXKYy Bij
HECaHKI[IOHOBAHOTO JIOCTynmy. MepexkeBl 3axoau 3a0e3nedeHHs iH(opMariitHol
0e3IeKr MOXKYTh BKJIIOYATH B ce0e 3aXUCT Mepexki BiJl aTak Ha BIJJaJIeHe BUKOHAHHS
kogy abo 3axuct Big arak tumy Denial of Service. KouTpons noctymy Ta
imeHTudikaris € 1me OJHUM BaXKJIMBUM METOJOM TEXHIYHOTO 3axucTy. Llelt meron
BKJIIOYAa€ B ceO€e KOHTPOJb JOCTYIY JO CHUCTEM Ta JAHUX IUIIXOM BUKOPUCTAHHS
napoiiB, 11eHTU(IKATOPIB, KAPTOUOK AOCTYITY Ta IHIITUX IHCTPYMEHTIB.

Kpim TOro, icHyI0Th TEXHOJIOT11, TaKi IK 610METPUYHI CUCTEMH, SIK1 JT03BOJISIOTH
imeHTu(ikyBaTM  KOPUCTyBadiB  3a  IXHIMH  YHIKaJbHUMH  (I3UUHUMHU
XapaKTEPUCTHUKAMU, TAKMMHU SIK BIIOUTOK, MabIlsd hopMa oOauaus Tomro. Lle qo3Bossie
3a0e3MeynTH OUIbII TOUYHUN Ta HAIIWHUN KOHTPOJIb JOCTYIY /10 CUCTEM Ta JaHUX.
[Hmi  TexHIYHI METOAM 3aXHMCTy BKIIOYAIOTh BCTAHOBJICHHS OpaHaMayepiB Ta
HAJAro/PKeHHs CUCTEMH BHUSBJICHHS BTOPTHEHb, IO JO3BOJISIIOTH BUSBISTH Ta
3arnobiratu crnpo0aM HECAHKIIIOHOBAHOIO JOCTYIY IO CHUCTEMH. TakoX, METOJOM
3aXUCTY € pE3epBHE KOIIIOBaHHS JIaHUX, SIKE JI03BOJIsIE 30€perT KOMII0 BayKIMBOI
iH(dOopMaIlii Ta BITHOBUTH 11 y pa3i BTPATH.

OpranizaliiHi METOOU 3aXHCTy TaKOXK € BaXKJIMBOIO CKIIAJOBOIO CHCTEMHU
3aXMCTy BIiJl HE3aKOHHOTO BuiydeHHS iH(opmarii. [lomiTuku Oe3meku, KyiabTypa
0e3neKu Ta peryJsipHi OHOBJIEHHS MPOLETyp JONOMAaraiTh 3a0€3MEUUTH HaJISKHUN
pIBEHb 3aXUCTy JaHUX YycepenuHi opradizamii. [lomiTuku Oe3nexkn BU3HAYAIOTH
CTpaTerii Ta IpoleaypH, SIKUX HEOOX1AHO JOTPUMYBATUCH JJis 3a0€3eUeHHs 0€3MEeKN
JaHUX, BKJIOYAIOUM IpPaBHJIA JOCTYIY IO HUX, 3aXHUCT BIJ BIpYyCiB Ta IIKIJJIMBUX
Iporpam, pe3epBHE KOIIIOBaHHs JaHuX Ta 1HII. Kynbrypa Oe3neku BKiIo4ae B cede
CBIJIOMICTb EPCOHATY 100 BayKJIMBOCTI 3aXUCTY JAHUX Ta HABYAHHS 1X PO MpPaBUIIA
Oe3MeKku Ta 3axOAM, SKI CIIIJl BXKUBATU I iX 3aXUCTy. PerynsipHe OHOBIEHHS
IpoUeAyp Ta HaBUaHHS IEPCOHANy Jonomarae 3a0e3NeuuTH HaJeKHUN pIBEHb
3aXMCTy JIaHMUX Yy BCii opraHizaiiii.

PosrisiHeMo Aekiibka OCHOBHMX METOIB MPOTH/Il HE3aKOHHOMY BUITYYECHHIO
iH(dOopMaItii, cepen IKux:

1. BuxkopuctaHHs ~KOMIIJIEKCHOI CHCTEMH  3aXHCTy: BUKOPHCTaHHS
TEXHIYHUX, OpTaHi3aliiiHUX Ta IOPUIUIHUX METO/IB 3aXUCTY JTAaHUX.

2. PerynspHi OHOBIEHHS MPOTPAMHOTO  3a0E€3MEUCHHS: OHOBJICHHS
MPOTPAMHOT0 3a0€3MeYeHHS TO3BOJISIE 3aKPUTH BPA3IUBOCTI Ta 3aII00ITTH 3JI0MY.

3. Buxopuctanas mmdpyBaHHS HaHUX: MUA(PYBaHHS HaHUX O3BOJISE
30epiratu iH(popMailito B 3a1IupoBaHOMY BUTJISIIL, 1110 YCKJIAHIOE IOCTYI JI0 HET JJIs
3JIOBMUCHUKIB.

4. [TomiTuka Oe3neku Ta KynbTypa Oe3meku: po3poOKa Ta BIPOBAIKEHHS
MOJIITUKKA O€3MEeKH, s’Ika MICTUTh BUMOTH IIOJ0 3aXHUCTy JaHUX, & TAKOK CTBOPCHHS
KyJIbTypu O€3MeKku cepell CIiBPOOITHHKIB.

S5. HaBuanHs mepcoHany: HaBYaHHS CHIBPOOITHUKIB TEXHIKaM OE€3MeKH Ta
MpaBujIaM KOPUCTYBAHHS KOMIT'FOTEPHOIO TEXHIKOIO Ta 1H(HOPMAI[IHHUMU CUCTEMaMHU.
6. Kontpons noctymy Ta izeHTHdIKAIlIS: BUKOPUCTAHHS 3aC001B KOHTPOJIIO

noctymy 1o iHdopmarii Ta i1eHTrdiKaiii KOpUuCcTyBayiB.



7. Pe3epBHE KOMitOBaHHS JAaHWX: PETYJSPHE CTBOPEHHS PE3EPBHUX KOIIIM
JAaHUX J03BOJIsIE€ BIIHOBUTH 1H(OpMAIIito y pasi ii BTpaTu ad0 MOIIKOKEHHS.

8. MOHITOPUHT Ta ayauT O€3MeKHU: MPOBEACHHS MOHITOPUHTY Ta ayauTy
Oe3neKky JaHWX IS BUSBICHHS MOMJIMBHX 3arpo3 Ta CIaOKMX MICIb y CHCTEMI
1H(opMariitHOT Oe3MeKH.

Metoau HE3aKOHHOTO BUJy4eHHs 1H(opmaIii MOXYyTh OyTH  JayXke
PI3HOMAHITHUMH 1 CKJIQTHUMH, TOMY HOTPIOHO pO3poOIsATH €PEeKTHBHI METOAM iX
npotuAii. s 11poro HeoOX1IHO PO3YMITH MOTEHIIIIHI 3arpO3u Ta BUKOPHUCTOBYBATH
BIJIMOBIIHI METOAW 3axXUCTy JaHWUX, MO0 3abe3meunTd iX KOH(DIICHIIHHICTD,
IUTICHICTh Ta JOCTYITHICTh. TaKOX Ba)KJIMBO MOCTIHHO OHOBITIOBATH METOIU MPOTHIIT
BIJITOBITHO /10 HOBUX 3arp03 Ta BUKJIHKIB, SIK1 IIOCTIHHO 3MIHIOIOTHCS.



