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Abstract— In this article, a method for steganographic
implementation through the use of direct and indirect
conversion for different image areas is developed.
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[. INTRODUCTION

The most developed and often used in practice
approaches to ensure information security are methods of
guaranteed protection based on cryptographic algorithms.
However, such approaches have some limitations. This is
due to the fact that cryptographically transformed
messages that are transmitted over telecommunications
networks are visible to the attacker.

To ecliminatc these limitations,
approaches can be used to hide information.

Such methods allow you to scamlessly integrate
information into neutral containers that do not attract
attention.

To date, the most common are steganographic methods
of embedding using static and dynamic images as
containers [1-3, 6].

Steganographic approaches can be divided into
methods of indirect and direct integration, which are
represented by a large number of existing [5] algorithms.
Common shortcomings for them are:

- restrictions on the amount of embedded data;

- introducing significant distortion into the container;

- the need for a key to remove information on the
receiving side.

A possible approach to eliminate the identified
shortcomings, namely, to increase the amount of
embedded information at the same time as ensuring a
given level of distortion introduced into the container is
the simultaneous use of an indirect and direct approach to
embedding.

978-1-5386-2556-9/18/$31.00 ©2018 IEEE

steganographic

Ali Bekirov

Kharkov National Air Force University
Aviation Radio Electronics department
Kharkiv, Ukraine
ali_bekirov@ukr.net

Dmitriy Barannik
Kharkov National University of Radioelectronics
Department of Computer Aided Design of Computers
Kharkiv, Ukraine
vvbar.offi@gmail.com

For this, it is necessary to ensure the allocation of two
groups of image areas: for indirect and direct embedding.

As an algorithm for direct embedding it is proposed to
use the method of the least significant bit (LSB).

This method provides a hidden 1 bit of data in each
element of the container's spatial representation, regardless
of its value [4].

At the same time, it is proposed to develop an indirect
embedding method for areas with minor changes in
elements.

II. MAIN PART

It is necessary to formulate the requirements that
should be satisfied by the development of the
steganographic method of indirect embedding;

1. Minimization of introduced distortions. Integration
should not be accompanied by a change in the values of
the clements {a‘™} of the space-time representation of the
container by more thank value (modification coefficient).

2. Distribution of introduced distortions between
elements of the image-container, which participates in
steganographic embedding. This requirement is given by
the following expression:

a'@ =a' + Ak, where Ak = % )

Here a'” is the t-th modified element of the container
image,t= L T; a'™ - element a®™” modified as a result
of steganographic embedding.

Realization of this condition will ensure a "smooth"
modification of the elements by an amount Ak .

A graphic interpretation of this condition is shown in
Fig. 1.



Consider an array (block) A of image clements
{a; ;3 of the container. The elements{a; ;} of the space-

time representation of the block are characterized by
changes in the values of the clements of the spatial
representation [7]. In other words, the dynamic range of
the values  of the clements {a;;} of the rows and

columns in the block A can take different values:

=0..255;
=0..255.

Wi = ai,max _ai,min

V= aj,max _aj,min

Here y; and y; the dynamic range, respectively, of
the i-th row and j-the column of the elements of the
block A; a

and minimum values of elements of the i-th row of the
block; and respectively the maximum and minimum
values of the elements of the j-the column of the block.

and a.

i,min »

respectively, the maximum

i, max

Requirements for minimization are due to the
following aspects.

On the one hand, indirect embedding involves
modifying some elements of the spatial representation
blocks of the image and leaving them unchanged.

On the other hand, in order to cnsure minimal
distortion as a result of embedding, it is necessary that the
clements of the image blocks have minimal differences in
the block [8].
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Fig 1. Graphical interpretation of the distribution condition
of distortions introduced as a result of steganographic
embedding

To determine the block that can potentially be used for
steganographic embedding based on the developed
method, it is suggested that when the original container
image is divided into work blocks for each block, calculate
the value of the dynamic range of its rows and all its
columns [9].

In this case, if:
- the maximum value of the dynamic range of rows
y; and columns ; of the block A takes values from

Z€ero 1o two

Wi,max :0> 2 and Wj,max = 0> 2

the selected block is used for indirect steganographic
embedding on the basis of the proposed method;
- the value of the dynamic ranges of rows ; and ;

columns of the block takes a value greater than two

Wi,max > 2 and Wj,max > 2>

then the block in question is not suitable for indirect
steganographic integration and is transformed on the basis
of the method of the least significant bit (LSB).

The next step involves selecting a reference element
a(? inblock A.

This element serves to determine the level of
modification of the remaining elements {a(iT)J. } (operation

points). The reference element will be called the reference
point.

It is necessary to estimate the amount of information
that can be built into the block A by the size nxm
clements provided that the following requirements are
fulfilled:

1) the number of operation modified points takes on a

value t=1, (n-m)-1;
2) the level of distortion k, which is introduced as a
result of the modification of the operating points {a(iT)J. ¥

should take a minimum value, i¢:

a®=a® +k at

o k—>min.
L] L]

Then the level of distortion will take on wvalue
ke[-1,0,1]. In this case, the number of options for

(™ will be three, namely:

modifying one operating point a i

- 1varant a” =a'” —k=al® —1;

17.] 17.] 17.]
-2 variant a’® =a'”. +k=al" +0=2a'";
L] L] L] L]
-3 varianta'? =a'”. +k=a'" +1 .
17.] 17.] 17.]

We estimate the amount of information that can be
embedded in a block Awith size nxm based on the
multi-position variation [10,11].

Let the embedded message B={b;,b,,....,b;,....bg}

be indirectly built in a ternary form, i.eb; €0, 1, 2].



Then the amount of information d, that can be built

into the block A will be determined by the next
expression:
3n-m—l

d,, =log;

Consider the block A with size 3x3 clements. The
position of the reference point is suggested to be chosen
on the basis of the following rule:

1) the position i of the comparative point in the line is
selected based on the expression:

n
i=[—+1];
[2 ]

2) the position of the comparative point ai(j-) in the

column is selected based on the expression:

i:[gﬂ].

Then the reference point will have the view ag‘fz) . The

operation point can take any position except the position
of the reference point. (Fig. 2).

Block A for steganographic embedding
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Fig 2. Possible positions of the operation and reference
points in the block

Consider the stage of steganographic embedding. This
step involves changing the value of the operating point
a(") relative to the value of the reference clement a$%)

according to the following rule:

ay) -1 b, =0
TONS NG -
a;;’ =qa5,, bé—l,

ay) +1 b, =2.

Here | - the modified clement a7/
image is in accordance with the rule of indirect
embedding, b. - the embedded element.

of the original

To ensure minimal distortion with indirect embedding
it is necessary that the value of the reference element be
equal to the values of the other operating points - ideal

conditions. In realistic images, the values of some
elements can have an impulsive nature [12,13].

Therefore, the element of the working block at the
position of the reference point is proposed to be subjected
to median filtration according to the formula:

3 va®
(o) _|i=1 j=1 b

A2 =
n-m

Considering that modern digital devices operate
exclusively in the binary system, the preprocessing step of
the embedded message will include the conversion of the
embedded binary message into a ternary message.

In this case, at the position of 8 working points in the
ternary system, 13 bits can be embedded in the binary
system.

On the basis of the proposed method of sharing the
direct and indirect approach it is possible to
steganographically integrate into an image block with the
size 3x3 of the elements:

- 9 bits based on the LSB method;

- 13 bits based on the developed method of indirect
embedding.

The method of reverse steganographic transformation
involves the indirect withdrawal of the built-in data based
on the comparison of the reference and operation points of
the selected blocks. This comparison will be carried out
according to the following rule:

n(m.

1,] °

0. a9 >a

ar_r(_‘t) .

L=l af9 = al®,

2 a9 <l

Here b’é - 1s the restored value of the built-in element

b, a’z(g) - the value of the reference point in the block of

(%)
L)
j—th column of the steganogram.

the steganogram, a’” - the working point in the i -th row,

In the case of unauthorized access, the intruder does
not have information on the presence of a hidden message
in the steganogram. At the same time, the level of
distortions introduced as a result of the embedding is
visually not noticeable, which allows us to use the
proposed method of steganographic integration.

The algorithm for implementing the method includes
the following steps:

1. Split the original image into blocks with size 3x 3
elements.

2. Selection of blocks for embedding. At this stage, all
image blocks are divided into blocks for indirect
embedding and embedding based on the LSB method.

3. Steganographic embedding messages in ternary
form in blocks for indirect transformation. The remaining
blocks are converted to blocks based on the LSB method.



4. Reconstruction of the image with embedded data.

Based on the program implementation of the
developed method, the following results were obtained:

- in case of using highly saturated image as a container,
the amount of embedded data is increased up to 7% in
comparison with the LSB method,;

- in case of using low saturated image, an increase in
the amount of embedded data is achieved up to 22% in
comparison with the LSB method.

III. CONCLUSION

The analysis of approaches for the protection of
information based on steganography is carried out.

The weak points of the methods of direct and indirect
steganographic integration are revealed.

In order to eliminate the identified drawbacks, an
approach that involves the simultaneous use of indirect
and direct embedding within a single method with the
selection of homogenecous and saturated arcas of the image
is proposed.

The requirements for the method, which are used for
minimization distortions of the output image container as a
result of embedding information are formed.

The rule of determining areas for indirect
steganographic integration is formulated.
Scientific novelty. The method of indirect

steganographic integration is developed, which consists in
modifying the operation elements of the block relative to
the reference point at three levels.

The rule for selecting the position of the reference
point in the block is formulated.

Scientific novelty. A system of direct and reverse
steganographic transformation is created on the basis of
the developed method of indirect embedding.

A distinctive feature of the system is the simultancous
use for embedding the developed method and the method
of LSB for areas with different saturations.

References

[1] Gribunin V.G., Okov LN., Turincev I1.V., Cifrovaja steganografija-
M.: Solon-Press, 2002 .- 272 s.

[2]
[3]

[4]
[3]

[6]

(7]

(8]

‘]

[10]

[11]

[12]

[13]

Konahovich G.F., Puzyrenko A.Ju., Komp'juternaja steganografija.
Teorija i praktika.- K.: « MK-Press» 2006. — 288s.

Bekirov A..E. Puti povyshenija bezopasnosti informacionnyh
resursov v sistemah special'nogo naznachenija / A.E. Bekirov, K.Ju.
Trifonenko // Nauka i tehnika Povitrjanih Sil Ukraini. 2014.
No2(15). —S. 139-143.

Ablamejko S.V., Lagunovskij D.M. Obrabotka izobrazhenij: teh-
nologija, metody, primenenie. - Minsk: Amalfeja, 2000. — 303 s.

Horoshko V.A. Vvedenie v komp'juternuju steganografiju
/Horoshko V.A., Shelest M.E., Jaremchuk Ju.E. — Vinnicja: VDTU,
2003.-143 s.

Mihajlichenko O.V. Povyshenie ustojchivosti steganoalgorit-mov
chastotnoj  oblasti na osnove diskretnogo kosinusnogo
preobrazovanija k vneshnim vozdejstvijam / O.V. Mihajlichenko,
N.N. Prohozhev, A.G. Korobejnikov // Nauchno-tehnicheskij
vestnik SPb GU ITMO — SPb.: SPb ITMO, 2009. — vip. 2(60). —
S.102-104.

V.V Barannik., Yu.N. Ryabukha, Tverdokhleb, V.V., Baranmk,
D.V. “Methodological basis for constructing a method for
compressing of transformants bit representation, based on non-
equilibrium positional encoding”. 2nd IEEE International
Conference on Advanced Information and Communication
Technologies, AICT 2017, Proceedings, Lviv, 2017, pp. 188.
DOI: 10.1109/ATACT.2017.8020096

Kushh A.V. Ispol'zovanie algoritmov steganografii pri prove-denii
komp'juterno-tehnicheskoj jekspertizy / AV. Kushh // VI
Vserossijskaja mezhvuzovstkaja konferencija molodyh uchennyh —
Spb. SPbGU ITMO, 2009.

O. Yudin, O. Frolov, R. Ziubina. “Quantitative quality indicators of
the invariant spatial method of compressing video data”. Problems
of Infocommunications Science and Technology (PIC S&T), 2015
Second International Scientific-Practical Conference. — IEEE, 2015.
—P. 227-229:

V.V Barannik., Yu.N. Ryabukha, S.A Podlesnyi. “Structural
slotting with uniform redistribution for enhancing trustworthiness
of information streams”. Telecommunications and Radio
Engineering  (English  translation of  Elektrosvyaz  and
Radiotekhnika), 2017. Ne76 (7), pp.607. DOIL 10.1615 /
TelecomRadEng.v76.i7.40

V.V. Barannik, S.S. Shulgin. “The method of increasing
accessibility of the dynamic video information resource”. Modern
Problems of Radio Engineering, Telecommunications and
Computer Science (TCSET), Proceedings of the 13th International
Conference on TCSET 2016  Lviv, 2016, pp.621.
DOI: 10.1109/TCSET.2016.7452133

Krasilnikov N.N., Digital image processing. Moscow.: The
University book, 2011, 320 p.

Stankiewicz O., Wegner K., Karwowski D., Stankowski J.,
Klimaszewski K., Grajek T. “Encoding mode selection in HEVC
with the use of noise reduction”, International Conference on
Systems, Signals and Image Processing (IWSSIP), Poznan, pp. 1-6,
2017.



