JIOJATOK A

['pacdiunnmii matepian kBamiikauiiHoi poOOTH

70



71

XapKiBCbKMI HaLiOHaNbHUIA YHIBEPCUTET pPasioeneKTPOHIKN
Katheapa «EnekTpoHHUX o6uncnioBanbHUX MaLUnH»

— Keanidikatjin+a po-éafé;\ :

Bukonas: ct. rp. ClNm-21-1 BogHnap O.P.
KepiBHuk: aou. bosyantok C.A.

METOIO KBANI®IKALIMHOI POEOTU € AOCNIPKEHHA CYYACHUX METOZIB | AMTOPUTMIB
AYTEHTUOIKALIT MIOANHN, BUSHAYEHHS IXHIX MEPEBAT | HEAQOSIKIB, TA MOKPALLEHHSA
OYHKUIOHYBAHHA, WITAXOM YBEAEHHA AOOATKOBUX ENIEMEHTIB 3BAXUCTY | PO3POBKN
MOEINTbHOIO 3ACTOCYHKY, LLO PEANI3YE JOAATKOBUM OYHKLIOHAT.

YacTkoBi 3aBAaHHA AOCMIgKEHHS:

» [poBecTu aHania pisHOMaHITHUX TEXHOMOrIN | anropuTMiB ayTeHTudikauii;

* BuKkoHaTV ornsag cyvacHux cepeaoBuLL, po3pobKu, TEXHOMOTIN CTBOPEHHS
3aCTOCYHKIB ANA MOGINbHUX NPUCTPOIB Ta XMapHUX GiOMETPUYHUX CEpBICIB;

* Po3pobuTu apxiTekTypy nporpamMmHoro npoAyKTy Ta HaBeCTU Onuc TeXHIYHOT
peanisaujii 3acTOCyHKY;

* HaBecTu onuc iHTepdency KopucTyeada Ta BUKOPUCTAHHA 3aCTOCYHKY

CTOPOHHIMW cepBicamu y AKocTi fBoxXdakTopHOI ayTeHTudikauil.



CyvacHi meTtogu
ayTeHTudikauii

[TpucTpoi
HeoOxigHi gnsa 36opy
BIOMETPUYHMX AAHUX

Kamepa, abo cneujanbHui AaTunk Ans 3dopy
AaHux Npo obnuyys KopucTyBada.

&

MikpodoH ansa 36opy AaHWUX Npo rornoc
KopucTyBava.

Hatunk ana 36opy AaHnX Npo BigOUTKU nanbLis
KopuCTyBava.

NAPOJIbHA AYTEHTU®IKALLIA

KopucTyBay MoXe BUKOPUCTOBYBATHW YHiKanbHUA napone Ans
niaTBEPAXEHHA CBOET 0COBUCTOCTI.

BIOMETPUYHA AYTEHTU®IKALIA

KopucTysay Moxe BUKOpPUCTOBYBaTK BiIoMETPUYHI AaHi Taki, K
reomeTpia obnuyya, BiaBUTKM NnanbLis, TemBp ronocy ana
ayTeHTUiKaL|is.

BAFATO®AKTOPHA AYTEHTU®IKALIIA

Ans GinbLuol 6esnekun KOPUCTYBaY MOXE BUKOPUCTOBYBATK fekinbka
MeToAiB ayTeHTudiKaLil NocnigoBHO.

Ockinbkn BCi Ui NpUCTpOi AN NepcoHanbHUX
KOMN'IOTEpiB Ta AeAKUX HOYTOYKIB € nepudepicto,
AKy Mae He KOXEH KOpucTyBau, JoLinbHO
npunycTutTy, Wo  MoGinbHWA  MNpuUcCTpin €
HauspyuHilwmMm cnocobom 36opy GioMeTpuuHUX
AaHUX.
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TexHonorii L]
BUKOpPUCTaHI ons o
IMnnemMmeHTauii

nonatky N

Firebase
Cloud Messaging

Firebase - xmapHuii npoBangep komnatii Google.

Llen xmapHuii npoBangep Hagae BernuKky KinbkicTb
cepsiciB, cepep Akux 6araTto gnsa pobotu 3
MOBINbHUMW NPUCTPOAMMN.

Firebase Cloud Messaging Haaae MOXNUBICTb
Hagcunatu push-Hotudikauii Ha MobGinbHI
NPUCTPOT KOPUCTYBaYIB.
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KnieHTcbka YyacTuHa - React Native (moBa
nporpamysaHHs TypeScript)

CepBepHa yactuHa - ASP.NET Core (moBa
nporpamyBaHHs C#)

XmapHi cepgicu - Firebase Cloud Messaging, Azure
Cognitive Services

Azure
Cognitive Services

Azure - xMapHWi1 npoBaaep komnaHii Microsoft.

Face API - cepgic, wWo € yacTuHoto Azure
Cognitive Service rpynu gna po6otu 3 poTo Ta
Bifeo 3 06nuyysaM, MOro posnisHaBaHHAM,
NOPIBHAHHAM, TOLLO.

Speaker Recognition - cepsic, Lo € YacTUHOIO Tiel
X rpynu, SKUA Haaae MOXIMBOCTI OnpaLtoBaHHA
rorocy roguHN.
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ApxiTekTypa po3pobrieHoro goaaTtky

Cloud Services

BioAuthenticator

4 ORGANIZATION
il

OpraHisayis, abo X NpocTo cepsic, WO BUKOPUCTOBYE PO3poBneHni
0AATOKY AKOCTI APYroro MeToay ABOXdaKTOPHOX ayTeHTUdiKaLlil.

OCHOBHI
TEPMIHU
AKUMU

onepye D, eneymmmmnprrepm mpmpitess

KOpWCTyBay 3aKpinneHui 3a NeBHOK OpraHisallieto, Ta Moxe GyTu

3anpoLUeHnit Ana NiATBEPAXEHHA ayTeHTUdIKayil 3a AONOMOrow
ﬂ OA aTO K MOBINbLHOro NPUCTPOIO.

Q APP INSTALLATION

IHCTaHc AoAaTKy, BCTaHOBNEHWA Yy NpUCTpoi. MpUcTpiin Moxe ByTu
npuB'aA3aHnin 40 6e3nivi kopucTyBadis pisHUX opraHisayin. Konu
KOpUCTYyBaYy HeoBXiAHO NIATBEPAUTYH CBOIO OCOBUCTICTb, BIH OTPUMYE
NoBIAOMMNEHHA Ha NPUB'A3AHNA NPUCTPIN



Organizations

MATBEPKEHHA OCOBUCTOCTI
KOPUCTYBAYA

Konu cepsicy, 1o BUKOPUCTOBYE A0AATOK,
HeobXiAHO MIATBEPAUTY OCOBUCTICTL KOpUCTYBaYa,
BiH Hagcunae signosigHu 3anuTt 4o AP, skui B
CBOIO Yepry reHepye Ta HaZCcunae CroBileHHs Ha
MOBINBHU NPUCTPIV BIANOBIAHOIO KOpUCTYBaYa.

OTprmMaBLL MOBIJOMIMEHHS, KOPUCTYBaY Mae
3mory obpatv oAuH 3 HanalToBaHKX METOAIB AnA
niaTeepaXeHHs ocobucTocTi. Konu npotiec
3aBepLUEHO, NOYATKOBUIA CEPBIC OTPUMYE
pesynbTaT Nepesipku.

IHTEP®EINC KOPUCTYBAYA
MOBINbHOIO OOOATKY BIOMETPUYHOI
AYTEHTUDIKALLIT

CropiHka Organizations swiulye B cobi crivcok
yCux oprarisadii, uwo 8ynv noe'asaHi 3 MOTOYHM
MPUCTPOEM Ta BUKOPUCTOBYIOTE MOro A
niATBEPAKEHHS ayTeHTUdIKaLii neBHUX
KOpUCTYBaYIB.

3 uiel CTOPIHKK MOXXHa NepenTu Ha CTOPIHKY
Camera, Lo Hajae MOXNMUBICTb BiACKaHyBaTh Ko
ANg NpuB’A3KK opraHisalyji, Ta ctopiHky Methods, ge
MOXHa HanaluTyBaTu Saxani meToau
ayTeHTUdiIKaLjl.

Authentication confirmation

Authentication attempt to
TestOrganization was made. Please only
approve if it was you.

FACE VOICE
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Anpobadia pesynbTaTiB 40CMiAKEHHA

Hepracownit nepasHni TEXHOJOIH NOK} AY MOIMHH
TexHonoriHMA yHisepcuTeT Bowsamox C.A., Bowp OP.
BiAcokosa Au.wm 36podnx Can Xapxincua iuionarsiudi ynisepenrer pazioeaextpouixw, Xapxia, Yxpaina
AIKAMCEROT pechyBRiKi
antpcmﬂ TeXHONOATT | ryMaKITapHWX Hayk
(M. Benbcako-Bana, Mombiia)
HauioHansHui Texxivuwi yrisepcuTer
"XapKIBCLIMA NOMITEXHIMHAR IHCTUTYT™
Xapxiacexwit HaujoHanLH
YHIBBPCHTET PanioenexTPONIKH
AN «MiBaennwit AePXaBHWA NPORKTHO-KOHCTPYKTOPCHKUA
Ta HAYKOBO-ROCNIAHW IHCTUTYT BBIBLFAHO NPOMUCNOBOCTIM

¥ cywacuoty cairi.

1o ayremTuixanii, sasual, GIIYIOTLCH K CTATHUIX 24~
s i Gy g v S, i it U, Toed ¢

NPOBNEMU T
IHOOPMATU3ALIII :

TE3W AONOBIAEN AECATOI MDKHAPOAHOT
HAYKOBO-TEXHIMHOI KOHOEPEHLII

o 2022 s oo 3 [-sapiose {aorrefirmie mapmep SpACEpOn 3 Roes
24 =2 nicYioN oy yn unlcuciul axi2 20 CicTen, ot nasizh 3, Axi WKy XopacTya, axih
Tom1 wxe swir ywidtn a0 cucresan. Bei ui axtopn momym:

inpcatopasor, 418
ToBye 1§ 3 HESRUTHORD MICI, 04 POSHTS Hews
Cumeox aiveparypu

1. Smith, R E Aubmscation: from passwords fo public keys. Addison-Wesley.
2002

2 Ba A, A Vorms L Diomaric Aubosicuion YMER Digul 2022 T.21 X
05 C. 10411049, URL: biups:/doi.ory/10.37896 ymer2) 0509  (aar
2710202

\Yepxack ~ Baxy - Benucuko-Bana ~ Xapkis — 2022

Y npoueci BUKOHaHHA KBanigikauinHoi pobotu Oyno HaBeaeHO OOrpyHTYBaHHA
aKTyanbHOCTi noTpebu nokpaljeHHs ayTeHTudikauii nauHK, NPOBEAEHO aHani3
naponbHOi ayTteHTudikauii kopuctyBada i OGiOMETPUMHUMX AaHMX, SK METOAY
ayTeHTudikauii. 3pobneHo aHania MynbTUGAKTOPHOI ayTeHTudikalii i BUKOHAHO
06r'pyHTYBaHHS nNepeBar BUKOPUCTaHHS MODBINbHOrO NPUCTPOIO AMNA NPOBEAEHHS NpoLecy
ayTeHTudikadii. Y poboTi HaBefEeHO Ornsg XMapHux GIOMETPUYHUX CEpPBICIB, Cy4aCHUX
cepeaoBuLy po3pobKM Ta TEXHONOMW AN CTBOPEHHS 3aCTOCYHKIB AN MOOBINbHUX
NMPUCTPOIB, TaKOXX HaBEAEHO OOIrPYHTYBaHHA OOpaHMX TEXHOMOrin Ans X po3pobku.
BukoHaHO po3pobKy apXiTEKTYpW NMPOrpamMHOro MNPOAYKTY i HAAAHO OMUC MOro TEXHIYHOT
peanisadii. 3pobneHo onuc iHTepdency Kopuctyada MoOGINbHOrO 3aCTOCYHKY, NoKasaHo
npouesypy BUKOPUCTAHHA 3aCTOCYHKY CTOPOHHIMUW cepBicamu y SAKOCTi ABOX(AKTOPHOI
ayTeHTUIKaLlil.




JIOJIATOK B

Haykogi my0umikarii 3a TemMoro kBamidikaiiiHoi poooTH

Yepkacbkui gepxaBHun
TeXHOSOr4YHUA YHIBEepCUTeT

BicbkoBa Akapemis 36ponHux Cun
AzepbaipraHcbKol pecnybniku

YHiBepcUTEeT TEXHONOFII | FyMaHITapHUX HaykK
(m. Benbcbko-bsana, MonbLua)

HauioHanbHU TEXHIYHWUW YHIBEpCUTET
"XapKiBCbKWUA MNOMNITEXHIMHUA IHCTUTYT"

XapKiBCbKWW HaLuioHanbHWA
YHIBEpPCUTET paaioeneKTpoHIKu

Al «[iBgeHHn gepXXaBHUN NPOEKTHO-KOHCTPYKTOPCHKUA
Ta HayKoBO-AOCMNIAHUA IHCTUTYT aBialinHOl NPOMMUCNOBOCTI»

NPOBNEMN
IHOOPMATU3ALYI

TE3M OOMNOBIOEN OECATOI MPKHAPOZHOI
HAYKOBO-TEXHIYHO| KOH®EPEHLIII

24 — 25 nucronaga 2022 poky
Tom 1

Yepkacu — baky — benbcbko-bsana — Xapkis — 2022
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MNpobnemn indbopmaTuzauii : gecaTa MikHapo4Ha HAYKOBO-TEXHIHHA KOH(epeHLis

TEXHOJIOI'TI MOKPAIIIEHHS AYTEHTA®IKAIIIL JIFOIAHHA

Bopuamox C.4., Boanap O.P.
XapKiBCHKHH HaIlOHAIBHHH YHIBEPCUTET pajioeIeKTpoHIKH, XapKiB, YkpaiHa

OObMeskeHHS JOCTYIIy A0 OCOOHCTHX JaHHX, Y KOH(iAeHIiiHOI IHdopMarii €
HEBIJ' €MHOI0 CKJIAfoBOI0 chorofieHHsA. Hapasi mid BupimeHHs wiei npobiemu
BHKOPHCTOBYETHCA 3HAYHA KUIBKICTh IIZIXOMIB, METOIB Ta aNrOPHTMIB, TAKHX 5K
mapomi, K104l mmQpyBaHHS, SKAMH MOXE BOJOJITH IE€BHA rpyna ocid, abo x
OlomMeTpu4HI [aHIi, MO € YHIKATBHMMH g KoxkHOi moguaH [1]. ITpote 3moBMuC-
HHKH, AKI 6a)a0Th OTPUMATH JOCTYI 10 KOHQIISHIIHHUX JaHHUX IOCTIHHO BIOC-
KOHAJIIOIOTH CBOI MiIXOJH: METOIH 00X0/ly 3aXHCTy pO3BHBAIOTHCA JYXKE INBHIKO,
maxpal BHMaHIOIOTE IIapoJIi KOPHCTYBadiB 00MaHOM, CHCTEMH OCHOBaHI Ha Oiome-
TPHYHHX JaHHX OOXOJATHCS, XO4Ya i€ 1 BUMarae 3Ha4YHUX 3ycHiIb. Bee ne nmpusBo-
JTH JI0 IIOABH HOBHX PH3HMKIB IIOTPAILUIHHSA OCOOMCTHX JAaHUX JI0 HEOKAHHUX PYK,
1 BEMarae neperiany 1 BAOCKOHAIEHHIO ICHYIOIHX METOAIB ayTeHTH(IKaIli.

Meroro MOMOBI/I € aHANI3 iCHYHOUYHX METOMIB ayTeHTHdiKaril J0aHHH, 0
IIHPOKO BHKOPHCTOBYIOTHCS Y CydacHOMY CBiTi. [IponmoHyeTbcs po3ris MOMIIH-
BHX BapiaHTIB IX yIOCKOHAJIEHHA UL 3a0e3medeHHs OLIBII0] HA[IAHOCTI.

Knacnani metomm ayreHTHdiKanii, 3a3BH4ai, 0a3y0ThCA HA CTATHIHHX Ja-
HHX, 1Ié MOXKYTh OyTH maponi, ¢oto obnuads, BinOuTkH namenis [2]. Taki maHi €
O4EBH/IHOIO IIULTIO, 0 HEOOXIIHO MOJO0NATH IIaxpasM JUId JOCTYIy 10 OTPHMaH-
HA 9yxHX AaHuX. OcTaHHIM 9acoM BCE YacTille CTaja BUKOPHUCTOBYBAaTHCH JBO-
¢dakTopHa ayTeHTH(IKALA, SKa BHMarae BijJ KOPHCTyBada, OKpIM OCHOBHOTO,
BCTAaHOBHTH ¢ OJWH JONATKOBHMH Meton. Tarwmil migxin 6e3yMOBHO 3HAYHO ITOK-
pamuB Oe3MEKOBHUH acneKT ayTeHTH(iKalii, IpoTe 3MynIye OanaHcyBaTH MDK THM,
mo0 3pobuTH nporec OiNbIN HAMIHHEM, ajle 1 He 3po0HTH HOro Ayxe CKIATHHAM Ta
YACOBUTPATHHM [JIf KOPHCTYyBada. ¥ JONOBLAL HABOJATHCA IIEPCIIEKTHBHI IMIIX0H
1 TEXHOIIOTII I MOKPAIlEHHA pe3y/IbTaTiB IMBOro mpouecy. PisHoMmaHITHI gozaT-
KOBI JiaHl PO KOPHCTyBa4da MOXYTh 3irPaTH BH3HAYAILHY POJIb B PO3BHTKY IPO-
necy ayreHTH(dikanii. /lo nprxiagy, cHcTeMa MOXE ONHMPATHCh HA Miclle 3HAXO-
KeHH mroauau 3a [P-anpecoro, ifeHTH(iKANiMHI TapaMeTpH MIPHCTPOIO, 3 SIKOrO
OyB 37ifiCHEHHI BXiJ] [0 CHCTeMH, YH HABITh [ii, AKI BUKOHY€ KOPHCTYBad, SIKHI
BiKe 3MIr yBiiiTH 10 cuctemd. Bel mi dakTopum MOXKYTh CIyTyBaTH BayKIMBHMH
IHAMKAaTOpPaMH, /I THMYAacOoBOTo ONOKyBaHHSA NOCTYIY, SIKIO JIIOJHHA BHKOPHC-
TOBYE il 3 HE3BUYHOTO MicIfl, I poOHUTSH HEBJIACTHBI il pei.

Cnucok JiTepaTypu

1. Smith, R. E. Authentication: from passwords to public keys. Addison-Wesley.
2002.

2. Jha A., A A, Verma L. Biometric Authentication. YMER Digital. 2022. T. 21, Ne
05. C. 1041-1049. URL: https://doi.org/10.37896/ymer21.05/b9 (mara 3BepHeHHS:
27.10.2022).
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JIOJIATOK B

Ko MoG17IbHOTO 3aCTOCYHKY

B.1 EnrollmentService

using System.Text.Json;

using BioAuthenticator.Core.Enums;

using BioAuthenticator.Core.Exceptions;
using BioAuthenticator.Core.Interfaces;
using BioAuthenticator.Core.Models;

using BioAuthenticator.Core.Models.Options;
using BioAuthenticator.Infrastructure.Data;
using Microsoft.AspNetCore.Http;

using Microsoft.EntityFrameworkCore;

using Microsoft.Extensions.Options;

using QRCoder;

namespace BioAuthenticator.Infrastructure.Services;

/// <inheritdoc/>
public class EnrollmentService : IEnrollmentService
{
private readonly IFaceService faceService;
private readonly ISpeechService speechService;
private readonly AppDbContext context;
private readonly ApplicationSettingsOptions appSettings;
private readonly QRCodeGenerator grGenerator;

/// <summary>

/// Creates a new instance of <see
cref="EnrollmentService"/>.

/// </summary>

/// <param name="faceService">Service that provides face
data management functionality.</param>

/// <param name="speechService">Service that provides voice
data management functionality.</param>

/// <param name="context">Database context.</param>

/// <param name="appSettings">Application settings
options.</param>

/// <param name="qrGenerator">Class for generating QR
codes.</param>

public EnrollmentService (IFaceService faceService,
ISpeechService speechService,

AppDbContext context,

IOptions<ApplicationSettingsOptions> appSettings,
QRCodeGenerator grGenerator)

{
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_faceService = faceService;
_speechService = speechService;
_context = context;

_appSettings = appSettings.Value;
_grGenerator = grGenerator;

public async Task<AuthMethodEnrollmentResponse>
EnrollAsync (string appInstallationId, AuthMethod method,
IFormFile file, string? passphrase)

{

var appInstallation =

await
_context.ApplInstallations.FirstOrDefaultAsync(x =>
x.InstallationId == appInstallationId);

if (appInstallation is null)
{
throw new
BioAuthenticatorEntityNotFoundException (nameof (AppInstallation),
nameof (AppInstallation.InstallationId),
applInstallationId);

}

return method switch
{
AuthMethod.Face => await
EnrollNewFaceAsync (appInstallation, file),
AuthMethod.Voice => await
EnrollNewVoiceAsync (appInstallation, file, passphrase),
_ => throw new BioAuthenticatorException($"Invalid
auth method: {method}")
}i
}

/// <inheritdoc/>
public async Task<byte[]> GetEnrollmentQrCodeAsync (Guid
organizationId, Guid organizationUserId)
{
var organizationUser = awalt context.OrganizationUsers
.Include(x => x.0rganization)
.FirstOrDefaultAsync(x => x.0OrganizationId ==
organizationId && x.Id == organizationUserId);

if (organizationUser is null)
{
throw new
BioAuthenticatorEntityNotFoundException (nameof (OrganizationUser)
, new Dictionary<string, string>
{
{ nameof (OrganizationUser.OrganizationId),
organizationId.ToString() 1},
{ nameof (OrganizationUser.Id),
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organizationUserId.ToString () }
Y) g
}

var userEnrollment = new OrganizationUserEnrollment
{
IsEnrollmentCompleted = false,
OrganizationUserId = organizationUserId,
EnrollmentCode = Guid.NewGuid(),
EnrollmentCodeGeneratedDate = DateTime.UtcNow

}s

await
_context.OrganizationUserEnrollments.AddAsync (userEnrollment) ;
awalt context.SaveChangesAsync();

var code = new
EnrollmentCode (organizationUser.Organization.Name,
organizationId, organizationUserId,
userEnrollment.EnrollmentCode) ;

var grCodeData =
_grGenerator.CreateQrCode (JsonSerializer.Serialize (code),
QRCodeGenerator.ECCLevel.Q) ;

return new PngByteQRCode (gqrCodeData) .GetGraphic (20);
}

/// <inheritdoc/>
public async Task EnrollNewAppInstallationForUserAsync (Guid
organizationId, Guid organizationUserId, Guid enrollmentCode,
string appInstallationId)
{
var enrollment = await
_context.OrganizationUserEnrollments
.Include (x => x.0rganizationUser)
.FirstOrDefaultAsync(x =>
x.0rganizationUser!.OrganizationId ==
organizationId && x.0OrganizationUserId == organizationUserId &&
x.EnrollmentCode == enrollmentCode);

if (enrollment is null)
{
throw new
BioAuthenticatorEntityNotFoundException (nameof (OrganizationUserE
nrollment),
new Dictionary<string, string>
{
{

$"{nameof (OrganizationUserEnrollment.OrganizationUser) }. {nameof (
OrganizationUser.OrganizationId) }",
organizationId.ToString()
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by

{
nameof (OrganizationUserEnrollment.OrganizationUserId),
organizationUserId.ToString () 1},

{
nameof (OrganizationUserEnrollment.EnrollmentCode),
enrollmentCode.ToString () }

b) g
}

if (enrollment.IsEnrollmentCompleted)
{
throw new
BioAuthenticationInvalidEnrollmentException (
$"The provided enrollment code was already
used") ;

}

if ((DateTime.UtcNow -
enrollment.EnrollmentCodeGeneratedDate) .TotalHours >=
_appSettings.UserEnrollmentCodeExpirationInHours)
{
throw new
BioAuthenticationInvalidEnrollmentException ("The provided
enrollment code expired");

}

var applnstallation = await
_context.ApplInstallations.FirstOrDefaultAsync(x =>
x.InstallationId == appInstallationId);

if (appInstallation is null)
{
throw new
BioAuthenticatorEntityNotFoundException (nameof (AppInstallation),
nameof (AppInstallation.InstallationId),
appInstallationId);
}

enrollment.OrganizationUser! .AppInstallation =
appInstallation;
enrollment.IskEnrollmentCompleted = true;

await context.SaveChangesAsync();

}

/// <inheritdoc/>
public async Task ResetAuthMethod(string installationId,
AuthMethod method)
{
var applInstallation =
await
_context.AppInstallations.FirstOrDefaultAsync(x =>
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x.InstallationId == installationId);

if (appInstallation is null)
{
throw new
BioAuthenticatorEntityNotFoundException (nameof (AppInstallation),
nameof (AppInstallation.InstallationId),
installationId);
}

switch (method)
{
case AuthMethod.Face:
await ResetFaceMethodAsync (appInstallation);
break;
case AuthMethod.Voice:
await ResetVoiceMethodAsync (appInstallation);
break;
default:
throw new BioAuthenticatorException ($"Invalid
auth method: {method}");
}
}

private async Task ResetFaceMethodAsync (AppInstallation
installation)
{
if (!'installation.FaceProfileId.HasValue)

{

return;

await
_faceService.DeletePersonAsync (installation.FaceProfileId.Value)

installation.FaceProfileId = null;
awalt context.SaveChangesAsync () ;

private async Task ResetVoiceMethodAsync (AppInstallation
installation)
{
if
(string.IsNullOrWhiteSpace (installation.SpeechProfilelId))
{

return;

await

_speechService.DeleteProfileAsync (installation.SpeechProfilelId);
installation.SpeechProfileId = null;
await context.SaveChangesAsync();
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private async Task<AuthMethodEnrollmentResponse>
EnrollNewFaceAsync (AppInstallation appInstallation, IFormFile
faceImage)

{
if (appInstallation.FaceProfileId is not null)

{
throw new
BioAuthenticationInvalidEnrollmentException (
"Provided app installation already has face

enrolled.");

}

var personGuid = await
_faceService.CreatePersonAsync (appInstallation.InstallationId);

var result = await
_faceService.AssignFaceToPersonAsync (personGuid, facelmage);

if (result.Result ==
AuthMethodEnrollmentResult.EnrollmentFailed)

{

await faceService.DeletePersonAsync (personGuid) ;
return result;

applInstallation.FaceProfileld = personGuid;
awalt context.SaveChangesAsync();
return result;

private async Task<AuthMethodEnrollmentResponse>
EnrollNewVoiceAsync (AppInstallation appInstallation,
voiceRecord, string? passphrase)

{

IFormFile

if (appInstallation.SpeechProfileId is null)
{
var profileId = await

_speechService.CreateProfileAsync();
appInstallation.SpeechProfileId = profileld;

await context.SaveChangesAsync();

if (passphrase is null)

{

throw new BioAuthenticatorException ("Passphrase is
required for voice enrollment");

}

return await
_speechService.EnrollProfileAsync (appInstallation.SpeechProfilel

d, voiceRecord, passphrase);

}
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B.2 FaceService

using System.Net;

using BioAuthenticator.Core.Enums;

using BioAuthenticator.Core.Interfaces;

using BioAuthenticator.Core.Models;

using BioAuthenticator.Core.Models.Options;

using Microsoft.AspNetCore.Http;

using Microsoft.Azure.CognitiveServices.Vision.Face;

using Microsoft.Azure.CognitiveServices.Vision.Face.Models;
using Microsoft.Extensions.Options;

namespace BioAuthenticator.Infrastructure.Services;

/// <inheritdoc/>
public class FaceService : IFaceService
{
private readonly IFaceClient faceClient;
private readonly FaceRecognitionApiOptions
_faceServiceOptions;

/// <summary>
/// Creates a new instance of <see cref="FaceService"/>.
/// </summary>
/// <param name="faceClient">Face client provided by Azure
Cognitive Services.</param>
/// <param name="azureServicesOptions">Options that contain
azure services configuration.</param>
public FaceService(IFaceClient faceClient,
IOptions<AzureServicesOptions> azureServicesOptions)
{
_faceClient = faceClient;
_faceServiceOptions =
azureServicesOptions.Value.FaceRecognitionApi;

}

/// <inheritdoc/>

public async Task<bool> VerifyAsync (Guid personld, IFormFile
image)

{

var faces = await GetFacesFromImageAsync (image) ;

foreach (var detectedFace in faces.Where (x =>
x.FacelId.HasValue))

{

var result =
await
_faceClient.Face.VerifyFaceToPersonAsync (detectedFace.FaceId!.Va
lue, personlId,
_faceServiceOptions.PersonGroupld) ;
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if (result.IsIdentical)
{

return true;

return false;

}

/// <inheritdoc/>
public async Task<Guid> CreatePersonAsync (string personName)

{
if (lawait
DoesPersonGroupExistAsync ( faceServiceOptions.PersonGroupld))

{
await
CreatePersonGroupAsync ( faceServiceOptions.PersonGroupld) ;

}

var person = await
faceClient.PersonGroupPerson.CreateAsync( faceServiceOptions.Pe

EsonGroupId, personName) ;

return person.PersonId;

}

///<inheritdoc/>
public async Task<AuthMethodEnrollmentResponse>

AssignFaceToPersonAsync (Guid personlId, IFormFile image)

{
if ((await GetFacesFromImageAsync (image)) .Count != 1)
{
return new AuthMethodEnrollmentResponse
{
Result =
AuthMethodEnrollmentResult.EnrollmentFailed,
Message = "Image should always contain 1 face

only"
}i

= image.OpenReadStream() ;

await using var imageStream

await
_faceClient.PersonGroupPerson.AddFaceFromStreamAsync ( faceServic

eOptions.PersonGroupld, personlId, imageStream);

return new AuthMethodEnrollmentResponse { Result
AuthMethodEnrollmentResult.EnrollmentCompleted };

}

/// <inheritdoc/>
public async Task DeletePersonAsync (Guid personId)
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var person = await
_faceClient.PersonGroupPerson.GetAsync ( faceServiceOptions.Perso
nGroupld, personld);

if (person is null)

{

return;

await
_faceClient.PersonGroupPerson.DeleteAsync( faceServiceOptions.Pe
rsonGroupld, personld);

}

private async Task CreatePersonGroupAsync (string
personGroupld)

{

awalt faceClient.PersonGroup.CreateAsync (personGroupld,
"Main BioAuthenticator person group"):;

}

private async Task<bool> DoesPersonGroupExistAsync (string
personGroupld)
{
try
{
return await
_faceClient.PersonGroup.GetAsync (personGrouplId) is not null;

}

catch (APIErrorException e)

{

if (e.Response.StatusCode ==
HttpStatusCode.NotFound)
{

return false;

throw;

private async Task<IList<DetectedFace>>
GetFacesFromImageAsync (IFormFile image)

{

await using var imageStream = image.OpenReadStream() ;
return await
_faceClient.Face.DetectWithStreamAsync (imageStream) ;

}
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B.3 SpeechService

using Microsoft.CognitiveServices.Speech.Audio;
using Microsoft.CognitiveServices.Speech.Speaker;
using BioAuthenticator.Core.Enums;

using BioAuthenticator.Core.Interfaces;

using BioAuthenticator.Core.Models;

using BioAuthenticator.Infrastructure.Extensions;
using BioAuthenticator.Infrastructure.Helpers;
using Microsoft.AspNetCore.Http;

using Microsoft.CognitiveServices. Speech;

namespace BioAuthenticator.Infrastructure.Services;

/// <inheritdoc/>
public class SpeechService : ISpeechService
{
private readonly VoiceProfileClient voiceClient;
private readonly SpeechApiRecognizersFactory
__speechApiRecognizersFactory;

/// <summary>
/// Creates a new instance of <see cref="SpeechService"/>.
/// </summary>
/// <param name="voiceClient">Voice profile client provided
by Azure Cognitive Services.</param>
/// <param name="speechApiRecognizersFactory">Helper factory
class that initialize different recognizers.</param>
public SpeechService (VoiceProfileClient voiceClient,
SpeechApiRecognizersFactory speechApiRecognizersFactory)
{
_voiceClient = voiceClient;
__speechApiRecognizersFactory =
speechApiRecognizersFactory;

}

/// <inheritdoc/>
public async Task<string> CreateProfileAsync ()
{
using var profile = await
_voiceClient.CreateProfileAsync (VoiceProfileType.TextIndependent
Verification, "en-us");
return profile.Id;

}

/// <inheritdoc/>
public async Task DeleteProfileAsync(string profileId)

{

using var profile = new VoiceProfile(profileld);
awailt voiceClient.DeleteProfileAsync (profile);
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/// <inheritdoc/>
public async Task<AuthMethodEnrollmentResponse>
EnrollProfileAsync(string profileId, IFormFile voice, string
passphrase)
{
using var audioInputStream = await
CreateAudioInputStreamFromStreamAsync (voice) ;
using var audioConfig =
AudioConfig.FromStreamInput (audioInputStream) ;

if (!await VerifyPassphraseAsync (audioConfig,
passphrase))

{

return new AuthMethodEnrollmentResponse

{

Result =
AuthMethodEnrollmentResult.EnrollmentFailed,
Message = "Recognized text and passphrase does

not match"

}s

using var profile = new VoiceProfile (profileld,
VoiceProfileType.TextIndependentVerification);

var result = await
_voiceClient.EnrollProfileAsync (profile, audioConfig);

return new AuthMethodEnrollmentResponse

{

Result = result.RemainingEnrollmentsCount > 0
?

AuthMethodEnrollmentResult.EnrollmentInProgress

AuthMethodEnrollmentResult.EnrollmentCompleted,
RemainingEnrollmentsCount =
result.RemainingEnrollmentsCount
bi
}

/// <inheritdoc/>
public async Task<bool> VerifyAsync(string profileld,
IFormFile voice, string passphrase)
{
using var audioInputStream = await
CreateAudioInputStreamFromStreamAsync (voice) ;
using var audioConfig =
AudioConfig.FromStreamInput (audioInputStream) ;

return await VerifyPassphraseAsync (audioConfig,
passphrase) && await VerifyProfileAsync (audioConfig, profileld);

}

private async Task<bool> VerifyPassphraseAsync (AudioConfig
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audioConfig, string passphrase)
{
var speechRecognizer =
__speechApiRecognizersFactory.CreateSpeechRecognizer (audioConfiqg)
var speechToTextResult = await
speechRecognizer.RecognizeOnceAsync () ;

return speechToTextResult.Reason ==
ResultReason.RecognizedSpeech &&
speechToTextResult.Text.Equals (passphrase,
StringComparison.OrdinalIgnoreCase) ;

}

private async Task<bool> VerifyProfileAsync (AudioConfig
audioConfig, string profileld)
{
var speechRecognizer =
_speechApiRecognizersFactory.CreateSpeakerRecognizer (audioConfig
) ;
var model = SpeakerVerificationModel.FromProfile (new
VoiceProfile (profileld,
VoiceProfileType.TextIndependentVerification));
var result = await
speechRecognizer.RecognizeOnceAsync (model) ;

return result.Score > 0.8;
}
private async Task<AudioInputStream>
CreateAudioInputStreamFromStreamAsync (IFormFile voice)
{
await using var voiceStream = voice.OpenReadStream() ;
var audioInputStream =
AudioInputStream.CreatePushStream() ;

var voiceBytes = await voiceStream.ReadAllBytesAsync();
audioInputStream.Write (voiceBytes, voiceBytes.Length);

return audioInputStream;
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B.4 AuthenticationService

using
using
using
using
using
using
using

BioAuthenticator.
BioAuthenticator.
BioAuthenticator.
BioAuthenticator.
BioAuthenticator.

Core.Enums;
Core.Exceptions;
Core.Interfaces;
Core.Models;
Infrastructure.Data;

Microsoft.AspNetCore.Http;
Microsoft.EntityFrameworkCore;

namespace BioAuthenticator.Infrastructure.Services;

/// <inheritdoc/>
public class AuthenticationService : TAuthenticationService

{

private
private
private
private

/// <summary>

/// Creates a new instance of the <see
cref="AuthenticationService"/> class.

/// </summary>

/17
/17
/17
/17

service.</param>
public AuthenticationService (IFaceService faceService,

ISpeechService speechService, AppDbContext context,

IMobileMessagingService messagingService)

{

}

_faceService =
__speechService

readonly IFaceService faceService;

readonly ISpeechService speechService;

readonly AppDbContext context;

readonly IMobileMessagingService messagingService;

<param name="faceService">The face service.</param>
<param name="speechService">The speech service.</param>
<param name="context">The database context.</param>
<param name="messagingService">The mobile messaging

faceService;
= speechService;

_context = context;
_messagingService = messagingService;

/// <inheritdoc/>

public async Task<bool> AuthenticateAsync (string
appInstallationId, Guid organizationUserId, AuthMethod method,
IFormFile file,
string? passphrase)

var installation = await
_context.AppInstallations.FirstOrDefaultAsync(x =>
x.InstallationId == appInstallationId);

if (installation is null)

{

throw new
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BioAuthenticatorEntityNotFoundException (nameof (AppInstallation),
nameof (AppInstallation.InstallationId),
applInstallationId);
}

var result = method switch
{
AuthMethod.Face => await
AuthenticateFaceAsync (installation, file),
AuthMethod.Voice => await
AuthenticateVoiceAsync (installation, file, passphrase),
_ => throw new BioAuthenticatorException("Invalid
authentication method")

}s

var authHistoryRecord =

await
_context.AuthenticationHistories.FirstOrDefaultAsync (x =>
x.0rganizationUserId == organizationUserId &&

x.AuthenticationAttemptState ==
AuthenticationAttemptState.InProgress);

if (authHistoryRecord is null)
{
throw new
BioAuthenticatorEntityNotFoundException (nameof (AuthenticationHis
tory),
new Dictionary<string, string>
{
{
nameof (AuthenticationHistory.OrganizationUserId),
organizationUserId.ToString() 1},

{
nameof (AuthenticationHistory.AuthenticationAttemptState),

AuthenticationAttemptState.InProgress.ToString ()
}
b);

authHistoryRecord.AuthenticationAttemptState =
result ? AuthenticationAttemptState.Approved
AuthenticationAttemptState.Denied;
awalt context.SaveChangesAsync();

return result;

}

/// <inheritdoc/>

public async Task<bool>
RequireAuthenticationApprovalAsync (Guid organizationId, Guid
organizationUserId)
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var user = await context.OrganizationUsers
.Include (x => x.ApplInstallation)
.Include (x => x.0rganization)
.FirstOrDefaultAsync(x =>
x.0rganizationId == organizationId && x.Id ==
organizationUserId) ;

if (user is null)
{
throw new
BioAuthenticatorEntityNotFoundException (nameof (OrganizationUser)
, new Dictionary<string, string>
{

{ nameof (OrganizationUser.OrganizationId),

organizationId.ToString () 1},
{ nameof (OrganizationUser.Id),
organizationUserId.ToString () }

1)
}

if (user.ApplInstallation?.NotificationServiceToken is
null)

throw new BioAuthenticatorException ("User has no app
installation assigned");

}

await
MarkAllActiveAuthenticationAttemptsCanceledAsync (organizationUse
rid);

await SendAuthenticationRequestNotification (user);

var historyRecord = new AuthenticationHistory
{
AuthenticationAttemptDate = DateTime.UtcNow,
AuthenticationAttemptState =
AuthenticationAttemptState.InProgress,
OrganizationUserId = organizationUserId

}s

await
_context.AuthenticationHistories.AddAsync (historyRecord);
awalt context.SaveChangesAsync();

return await
WaitForUserAuthApprovalAsync (historyRecord) ;
}

private async Task
SendAuthenticationRequestNotification (OrganizationUser user)

{



94

await
_messagingService.SendDataAsync (user.ApplInstallation.Notificatio
nServiceToken,
new Dictionary<string, string>
{
{ "ORGANIZATION NAME", user.Organization.Name },
{ "ORGANIZATION USER GUID", user.Id.ToString() }
});

private async Task
MarkAllActiveAuthenticationAttemptsCanceledAsync (Guid
organizationUserId)

{

var recordsToCancel = await
_context.AuthenticationHistories.Where (x =>
x.0rganizationUserId == organizationUserId &é&

x.AuthenticationAttemptState ==
AuthenticationAttemptState.InProgress) .ToListAsync () ;

recordsToCancel.ForEach(x =>
x.AuthenticationAttemptState =
AuthenticationAttemptState.Canceled);

await context.SaveChangesAsync();

}

private async Task<bool>
WaitForUserAuthApprovalAsync (AuthenticationHistory
historyRecord, int timeoutInSeconds = 40, int
pollIntervalInSeconds = 2)
{
return await Task.Run(async () =>
{
while ((DateTime.UtcNow -
historyRecord.AuthenticationAttemptDate) .TotalSeconds <
timeoutInSeconds)
{
await
_context.Entry (historyRecord) .ReloadAsync () ;

if (historyRecord.AuthenticationAttemptState !=
AuthenticationAttemptState.InProgress)
{
return
historyRecord.AuthenticationAttemptState ==
AuthenticationAttemptState.Approved;

}

await Task.Delay(pollIntervalInSeconds * 1000);

historyRecord.AuthenticationAttemptState =
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AuthenticationAttemptState.TimedOut;
awalt context.SaveChangesAsync () ;
return false;

1)

private async Task<bool>
AuthenticateFaceAsync (AppInstallation installation, IFormFile
file)
{
if (installation.FaceProfileId is null)
{
throw new BioAuthenticatorException ("Face method is
not available for this installation");

}

return await
_faceService.VerifyAsync (installation.FaceProfileId.Value,
file);
}

private async Task<bool>
AuthenticateVoiceAsync (AppInstallation installation, IFormFile
file, string? passphrase)
{
if (installation.SpeechProfilelId is null)
{
throw new BioAuthenticatorException ("Voice method is
not available for this installation");

}

if (passphrase is null)
{
throw new BioAuthenticatorException ("Passphrase is
required for voice authentication");

}

return await
_speechService.VerifyAsync (installation.SpeechProfileId, file,
passphrase) ;
}
}



