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ДОДАТОК А  

Графічний матеріал кваліфікаційної роботи 
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ДОДАТОК Б 

Наукові публікації за темою кваліфікаційної роботи 
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ДОДАТОК В 

Код мобільного застосунку 

 

 

В.1 EnrollmentService 

 

using System.Text.Json; 

using BioAuthenticator.Core.Enums; 

using BioAuthenticator.Core.Exceptions; 

using BioAuthenticator.Core.Interfaces; 

using BioAuthenticator.Core.Models; 

using BioAuthenticator.Core.Models.Options; 

using BioAuthenticator.Infrastructure.Data; 

using Microsoft.AspNetCore.Http; 

using Microsoft.EntityFrameworkCore; 

using Microsoft.Extensions.Options; 

using QRCoder; 

 

namespace BioAuthenticator.Infrastructure.Services; 

 

/// <inheritdoc/> 

public class EnrollmentService : IEnrollmentService 

{ 

    private readonly IFaceService _faceService; 

    private readonly ISpeechService _speechService; 

    private readonly AppDbContext _context; 

    private readonly ApplicationSettingsOptions _appSettings; 

    private readonly QRCodeGenerator _qrGenerator; 

 

    /// <summary> 

    /// Creates a new instance of <see 

cref="EnrollmentService"/>. 

    /// </summary> 

    /// <param name="faceService">Service that provides face 

data management functionality.</param> 

    /// <param name="speechService">Service that provides voice 

data management functionality.</param> 

    /// <param name="context">Database context.</param> 

    /// <param name="appSettings">Application settings 

options.</param> 

    /// <param name="qrGenerator">Class for generating QR 

codes.</param> 

    public EnrollmentService(IFaceService faceService, 

ISpeechService speechService, 

        AppDbContext context, 

IOptions<ApplicationSettingsOptions> appSettings, 

QRCodeGenerator qrGenerator) 

    { 
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        _faceService = faceService; 

        _speechService = speechService; 

        _context = context; 

        _appSettings = appSettings.Value; 

        _qrGenerator = qrGenerator; 

    } 

 

    public async Task<AuthMethodEnrollmentResponse> 

EnrollAsync(string appInstallationId, AuthMethod method, 

        IFormFile file, string? passphrase) 

    { 

        var appInstallation = 

            await 

_context.AppInstallations.FirstOrDefaultAsync(x => 

x.InstallationId == appInstallationId); 

 

        if (appInstallation is null) 

        { 

            throw new 

BioAuthenticatorEntityNotFoundException(nameof(AppInstallation), 

                nameof(AppInstallation.InstallationId), 

appInstallationId); 

        } 

 

        return method switch 

        { 

            AuthMethod.Face => await 

EnrollNewFaceAsync(appInstallation, file), 

            AuthMethod.Voice => await 

EnrollNewVoiceAsync(appInstallation, file, passphrase), 

            _ => throw new BioAuthenticatorException($"Invalid 

auth method: {method}") 

        }; 

    } 

     

    /// <inheritdoc/> 

    public async Task<byte[]> GetEnrollmentQrCodeAsync(Guid 

organizationId, Guid organizationUserId) 

    { 

        var organizationUser = await _context.OrganizationUsers 

            .Include(x => x.Organization) 

            .FirstOrDefaultAsync(x => x.OrganizationId == 

organizationId && x.Id == organizationUserId); 

 

        if (organizationUser is null) 

        { 

            throw new 

BioAuthenticatorEntityNotFoundException(nameof(OrganizationUser)

, new Dictionary<string, string> 

            { 

                { nameof(OrganizationUser.OrganizationId), 

organizationId.ToString() }, 

                { nameof(OrganizationUser.Id), 
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organizationUserId.ToString() } 

            }); 

        } 

 

        var userEnrollment = new OrganizationUserEnrollment 

        { 

            IsEnrollmentCompleted = false, 

            OrganizationUserId = organizationUserId, 

            EnrollmentCode = Guid.NewGuid(), 

            EnrollmentCodeGeneratedDate = DateTime.UtcNow 

        }; 

 

        await 

_context.OrganizationUserEnrollments.AddAsync(userEnrollment); 

        await _context.SaveChangesAsync(); 

 

        var code = new 

EnrollmentCode(organizationUser.Organization.Name, 

organizationId, organizationUserId, 

            userEnrollment.EnrollmentCode); 

 

        var qrCodeData = 

_qrGenerator.CreateQrCode(JsonSerializer.Serialize(code), 

QRCodeGenerator.ECCLevel.Q); 

 

        return new PngByteQRCode(qrCodeData).GetGraphic(20); 

    } 

 

    /// <inheritdoc/> 

    public async Task EnrollNewAppInstallationForUserAsync(Guid 

organizationId, Guid organizationUserId, Guid enrollmentCode, 

        string appInstallationId) 

    { 

        var enrollment = await 

_context.OrganizationUserEnrollments 

            .Include(x => x.OrganizationUser) 

            .FirstOrDefaultAsync(x => 

                x.OrganizationUser!.OrganizationId == 

organizationId && x.OrganizationUserId == organizationUserId && 

                x.EnrollmentCode == enrollmentCode); 

 

        if (enrollment is null) 

        { 

            throw new 

BioAuthenticatorEntityNotFoundException(nameof(OrganizationUserE

nrollment), 

                new Dictionary<string, string> 

                { 

                    { 

                        

$"{nameof(OrganizationUserEnrollment.OrganizationUser)}.{nameof(

OrganizationUser.OrganizationId)}", 

                        organizationId.ToString() 
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                    }, 

                    { 

nameof(OrganizationUserEnrollment.OrganizationUserId), 

organizationUserId.ToString() }, 

                    { 

nameof(OrganizationUserEnrollment.EnrollmentCode), 

enrollmentCode.ToString() } 

                }); 

        } 

 

        if (enrollment.IsEnrollmentCompleted) 

        { 

            throw new 

BioAuthenticationInvalidEnrollmentException( 

                $"The provided enrollment code was already 

used"); 

        } 

 

        if ((DateTime.UtcNow - 

enrollment.EnrollmentCodeGeneratedDate).TotalHours >= 

            _appSettings.UserEnrollmentCodeExpirationInHours) 

        { 

            throw new 

BioAuthenticationInvalidEnrollmentException("The provided 

enrollment code expired"); 

        } 

 

        var appInstallation = await 

_context.AppInstallations.FirstOrDefaultAsync(x => 

x.InstallationId == appInstallationId); 

 

        if (appInstallation is null) 

        { 

            throw new 

BioAuthenticatorEntityNotFoundException(nameof(AppInstallation), 

                nameof(AppInstallation.InstallationId), 

appInstallationId); 

        } 

         

        enrollment.OrganizationUser!.AppInstallation = 

appInstallation; 

        enrollment.IsEnrollmentCompleted = true; 

 

        await _context.SaveChangesAsync(); 

    } 

     

    /// <inheritdoc/> 

    public async Task ResetAuthMethod(string installationId, 

AuthMethod method) 

    { 

        var appInstallation = 

            await 

_context.AppInstallations.FirstOrDefaultAsync(x => 
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x.InstallationId == installationId); 

         

        if (appInstallation is null) 

        { 

            throw new 

BioAuthenticatorEntityNotFoundException(nameof(AppInstallation), 

                nameof(AppInstallation.InstallationId), 

installationId); 

        } 

 

        switch (method) 

        { 

            case AuthMethod.Face: 

                await ResetFaceMethodAsync(appInstallation); 

                break; 

            case AuthMethod.Voice: 

                await ResetVoiceMethodAsync(appInstallation); 

                break; 

            default: 

                throw new BioAuthenticatorException($"Invalid 

auth method: {method}"); 

        } 

    } 

 

    private async Task ResetFaceMethodAsync(AppInstallation 

installation) 

    { 

        if (!installation.FaceProfileId.HasValue) 

        { 

            return; 

        } 

 

        await 

_faceService.DeletePersonAsync(installation.FaceProfileId.Value)

; 

        installation.FaceProfileId = null; 

        await _context.SaveChangesAsync(); 

    } 

 

    private async Task ResetVoiceMethodAsync(AppInstallation 

installation) 

    { 

        if 

(string.IsNullOrWhiteSpace(installation.SpeechProfileId)) 

        { 

            return; 

        } 

 

        await 

_speechService.DeleteProfileAsync(installation.SpeechProfileId); 

        installation.SpeechProfileId = null; 

        await _context.SaveChangesAsync(); 

    } 
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    private async Task<AuthMethodEnrollmentResponse> 

EnrollNewFaceAsync(AppInstallation appInstallation, IFormFile 

faceImage) 

    { 

        if (appInstallation.FaceProfileId is not null) 

        { 

            throw new 

BioAuthenticationInvalidEnrollmentException( 

                "Provided app installation already has face 

enrolled."); 

        } 

         

        var personGuid = await 

_faceService.CreatePersonAsync(appInstallation.InstallationId); 

        var result = await 

_faceService.AssignFaceToPersonAsync(personGuid, faceImage); 

 

        if (result.Result == 

AuthMethodEnrollmentResult.EnrollmentFailed) 

        { 

            await _faceService.DeletePersonAsync(personGuid); 

            return result; 

        } 

         

        appInstallation.FaceProfileId = personGuid; 

        await _context.SaveChangesAsync(); 

        return result; 

    } 

     

    private async Task<AuthMethodEnrollmentResponse> 

EnrollNewVoiceAsync(AppInstallation appInstallation, IFormFile 

voiceRecord, string? passphrase) 

    { 

        if (appInstallation.SpeechProfileId is null) 

        { 

            var profileId = await 

_speechService.CreateProfileAsync(); 

            appInstallation.SpeechProfileId = profileId; 

            await _context.SaveChangesAsync(); 

        } 

 

        if (passphrase is null) 

        { 

            throw new BioAuthenticatorException("Passphrase is 

required for voice enrollment"); 

        } 

         

        return await 

_speechService.EnrollProfileAsync(appInstallation.SpeechProfileI

d, voiceRecord, passphrase); 

    } 

} 
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В.2 FaceService 

 

using System.Net; 

using BioAuthenticator.Core.Enums; 

using BioAuthenticator.Core.Interfaces; 

using BioAuthenticator.Core.Models; 

using BioAuthenticator.Core.Models.Options; 

using Microsoft.AspNetCore.Http; 

using Microsoft.Azure.CognitiveServices.Vision.Face; 

using Microsoft.Azure.CognitiveServices.Vision.Face.Models; 

using Microsoft.Extensions.Options; 

 

namespace BioAuthenticator.Infrastructure.Services; 

 

/// <inheritdoc/> 

public class FaceService : IFaceService 

{ 

    private readonly IFaceClient _faceClient; 

    private readonly FaceRecognitionApiOptions 

_faceServiceOptions; 

 

 

    /// <summary> 

    /// Creates a new instance of <see cref="FaceService"/>. 

    /// </summary> 

    /// <param name="faceClient">Face client provided by Azure 

Cognitive Services.</param> 

    /// <param name="azureServicesOptions">Options that contain 

azure services configuration.</param> 

    public FaceService(IFaceClient faceClient, 

IOptions<AzureServicesOptions> azureServicesOptions) 

    { 

        _faceClient = faceClient; 

        _faceServiceOptions = 

azureServicesOptions.Value.FaceRecognitionApi; 

    } 

 

    /// <inheritdoc/> 

    public async Task<bool> VerifyAsync(Guid personId, IFormFile 

image) 

    { 

        var faces = await GetFacesFromImageAsync(image); 

 

        foreach (var detectedFace in faces.Where(x => 

x.FaceId.HasValue)) 

        { 

            var result = 

                await 

_faceClient.Face.VerifyFaceToPersonAsync(detectedFace.FaceId!.Va

lue, personId, 

                    _faceServiceOptions.PersonGroupId); 
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            if (result.IsIdentical) 

            { 

                return true; 

            } 

        } 

 

        return false; 

    } 

 

    /// <inheritdoc/> 

    public async Task<Guid> CreatePersonAsync(string personName) 

    { 

        if (!await 

DoesPersonGroupExistAsync(_faceServiceOptions.PersonGroupId)) 

        { 

            await 

CreatePersonGroupAsync(_faceServiceOptions.PersonGroupId); 

        } 

         

        var person = await 

_faceClient.PersonGroupPerson.CreateAsync(_faceServiceOptions.Pe

rsonGroupId, personName); 

 

        return person.PersonId; 

    } 

 

    ///<inheritdoc/> 

    public async Task<AuthMethodEnrollmentResponse> 

AssignFaceToPersonAsync(Guid personId, IFormFile image) 

    { 

        if ((await GetFacesFromImageAsync(image)).Count != 1) 

        { 

            return new AuthMethodEnrollmentResponse 

            { 

                Result = 

AuthMethodEnrollmentResult.EnrollmentFailed, 

                Message = "Image should always contain 1 face 

only" 

            }; 

        } 

 

        await using var imageStream = image.OpenReadStream(); 

        await 

_faceClient.PersonGroupPerson.AddFaceFromStreamAsync(_faceServic

eOptions.PersonGroupId, personId, imageStream); 

         

        return new AuthMethodEnrollmentResponse { Result = 

AuthMethodEnrollmentResult.EnrollmentCompleted }; 

    } 

 

    /// <inheritdoc/> 

    public async Task DeletePersonAsync(Guid personId) 
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    { 

        var person = await 

_faceClient.PersonGroupPerson.GetAsync(_faceServiceOptions.Perso

nGroupId, personId); 

 

        if (person is null) 

        { 

            return; 

        } 

 

        await 

_faceClient.PersonGroupPerson.DeleteAsync(_faceServiceOptions.Pe

rsonGroupId, personId); 

    } 

 

    private async Task CreatePersonGroupAsync(string 

personGroupId) 

    { 

        await _faceClient.PersonGroup.CreateAsync(personGroupId, 

"Main BioAuthenticator person group"); 

    } 

 

 

    private async Task<bool> DoesPersonGroupExistAsync(string 

personGroupId) 

    { 

        try 

        { 

            return await 

_faceClient.PersonGroup.GetAsync(personGroupId) is not null; 

        } 

        catch (APIErrorException e) 

        { 

            if (e.Response.StatusCode == 

HttpStatusCode.NotFound) 

            { 

                return false; 

            } 

 

            throw; 

        } 

    } 

 

    private async Task<IList<DetectedFace>> 

GetFacesFromImageAsync(IFormFile image) 

    { 

        await using var imageStream = image.OpenReadStream(); 

        return await 

_faceClient.Face.DetectWithStreamAsync(imageStream); 

    } 

} 
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В.3 SpeechService 

 

using Microsoft.CognitiveServices.Speech.Audio; 

using Microsoft.CognitiveServices.Speech.Speaker; 

using BioAuthenticator.Core.Enums; 

using BioAuthenticator.Core.Interfaces; 

using BioAuthenticator.Core.Models; 

using BioAuthenticator.Infrastructure.Extensions; 

using BioAuthenticator.Infrastructure.Helpers; 

using Microsoft.AspNetCore.Http; 

using Microsoft.CognitiveServices.Speech; 

 

namespace BioAuthenticator.Infrastructure.Services; 

 

/// <inheritdoc/> 

public class SpeechService : ISpeechService 

{ 

    private readonly VoiceProfileClient _voiceClient; 

    private readonly SpeechApiRecognizersFactory 

_speechApiRecognizersFactory; 

 

    /// <summary> 

    /// Creates a new instance of <see cref="SpeechService"/>. 

    /// </summary> 

    /// <param name="voiceClient">Voice profile client provided 

by Azure Cognitive Services.</param> 

    /// <param name="speechApiRecognizersFactory">Helper factory 

class that initialize different recognizers.</param> 

    public SpeechService(VoiceProfileClient voiceClient, 

SpeechApiRecognizersFactory speechApiRecognizersFactory) 

    { 

        _voiceClient = voiceClient; 

        _speechApiRecognizersFactory = 

speechApiRecognizersFactory; 

    } 

 

    /// <inheritdoc/> 

    public async Task<string> CreateProfileAsync() 

    { 

        using var profile = await 

_voiceClient.CreateProfileAsync(VoiceProfileType.TextIndependent

Verification, "en-us"); 

        return profile.Id; 

    } 

 

    /// <inheritdoc/> 

    public async Task DeleteProfileAsync(string profileId) 

    { 

        using var profile = new VoiceProfile(profileId); 

        await _voiceClient.DeleteProfileAsync(profile); 

    } 
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    /// <inheritdoc/> 

    public async Task<AuthMethodEnrollmentResponse> 

EnrollProfileAsync(string profileId, IFormFile voice, string 

passphrase) 

    { 

        using var audioInputStream = await 

CreateAudioInputStreamFromStreamAsync(voice); 

        using var audioConfig = 

AudioConfig.FromStreamInput(audioInputStream); 

         

        if (!await VerifyPassphraseAsync(audioConfig, 

passphrase)) 

        { 

            return new AuthMethodEnrollmentResponse 

            { 

                Result = 

AuthMethodEnrollmentResult.EnrollmentFailed, 

                Message = "Recognized text and passphrase does 

not match" 

            }; 

        } 

         

        using var profile = new VoiceProfile(profileId, 

VoiceProfileType.TextIndependentVerification); 

        var result = await 

_voiceClient.EnrollProfileAsync(profile, audioConfig); 

 

        return new AuthMethodEnrollmentResponse 

        { 

            Result = result.RemainingEnrollmentsCount > 0 

                ? 

AuthMethodEnrollmentResult.EnrollmentInProgress 

                : 

AuthMethodEnrollmentResult.EnrollmentCompleted, 

            RemainingEnrollmentsCount = 

result.RemainingEnrollmentsCount 

        }; 

    } 

 

    /// <inheritdoc/> 

    public async Task<bool> VerifyAsync(string profileId, 

IFormFile voice, string passphrase) 

    { 

        using var audioInputStream = await 

CreateAudioInputStreamFromStreamAsync(voice); 

        using var audioConfig = 

AudioConfig.FromStreamInput(audioInputStream); 

 

        return await VerifyPassphraseAsync(audioConfig, 

passphrase) && await VerifyProfileAsync(audioConfig, profileId); 

    } 

 

    private async Task<bool> VerifyPassphraseAsync(AudioConfig 
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audioConfig, string passphrase) 

    { 

        var speechRecognizer = 

_speechApiRecognizersFactory.CreateSpeechRecognizer(audioConfig)

; 

        var speechToTextResult = await 

speechRecognizer.RecognizeOnceAsync(); 

 

        return speechToTextResult.Reason == 

ResultReason.RecognizedSpeech &&  

               speechToTextResult.Text.Equals(passphrase, 

StringComparison.OrdinalIgnoreCase); 

    } 

 

    private async Task<bool> VerifyProfileAsync(AudioConfig 

audioConfig, string profileId) 

    { 

        var speechRecognizer = 

_speechApiRecognizersFactory.CreateSpeakerRecognizer(audioConfig

); 

        var model = SpeakerVerificationModel.FromProfile(new 

VoiceProfile(profileId, 

VoiceProfileType.TextIndependentVerification)); 

        var result = await 

speechRecognizer.RecognizeOnceAsync(model); 

 

        return result.Score > 0.8; 

    } 

    private async Task<AudioInputStream> 

CreateAudioInputStreamFromStreamAsync(IFormFile voice) 

    { 

        await using var voiceStream = voice.OpenReadStream(); 

        var audioInputStream = 

AudioInputStream.CreatePushStream(); 

 

        var voiceBytes = await voiceStream.ReadAllBytesAsync(); 

        audioInputStream.Write(voiceBytes, voiceBytes.Length); 

 

        return audioInputStream; 

    } 

} 
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В.4 AuthenticationService 

 

using BioAuthenticator.Core.Enums; 

using BioAuthenticator.Core.Exceptions; 

using BioAuthenticator.Core.Interfaces; 

using BioAuthenticator.Core.Models; 

using BioAuthenticator.Infrastructure.Data; 

using Microsoft.AspNetCore.Http; 

using Microsoft.EntityFrameworkCore; 

 

namespace BioAuthenticator.Infrastructure.Services; 

 

/// <inheritdoc/> 

public class AuthenticationService : IAuthenticationService 

{ 

    private readonly IFaceService _faceService; 

    private readonly ISpeechService _speechService; 

    private readonly AppDbContext _context; 

    private readonly IMobileMessagingService _messagingService; 

 

    /// <summary> 

    /// Creates a new instance of the <see 

cref="AuthenticationService"/> class. 

    /// </summary> 

    /// <param name="faceService">The face service.</param> 

    /// <param name="speechService">The speech service.</param> 

    /// <param name="context">The database context.</param> 

    /// <param name="messagingService">The mobile messaging 

service.</param> 

    public AuthenticationService(IFaceService faceService, 

ISpeechService speechService, AppDbContext context, 

        IMobileMessagingService messagingService) 

    { 

        _faceService = faceService; 

        _speechService = speechService; 

        _context = context; 

        _messagingService = messagingService; 

    } 

 

    /// <inheritdoc/> 

    public async Task<bool> AuthenticateAsync(string 

appInstallationId, Guid organizationUserId, AuthMethod method, 

IFormFile file, 

        string? passphrase) 

    { 

        var installation = await 

_context.AppInstallations.FirstOrDefaultAsync(x => 

x.InstallationId == appInstallationId); 

 

        if (installation is null) 

        { 

            throw new 
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BioAuthenticatorEntityNotFoundException(nameof(AppInstallation), 

                nameof(AppInstallation.InstallationId), 

appInstallationId); 

        } 

 

        var result = method switch 

        { 

            AuthMethod.Face => await 

AuthenticateFaceAsync(installation, file), 

            AuthMethod.Voice => await 

AuthenticateVoiceAsync(installation, file, passphrase), 

            _ => throw new BioAuthenticatorException("Invalid 

authentication method") 

        }; 

 

        var authHistoryRecord = 

            await 

_context.AuthenticationHistories.FirstOrDefaultAsync(x => 

                x.OrganizationUserId == organizationUserId && 

                x.AuthenticationAttemptState == 

AuthenticationAttemptState.InProgress); 

         

        if (authHistoryRecord is null) 

        { 

            throw new 

BioAuthenticatorEntityNotFoundException(nameof(AuthenticationHis

tory), 

                new Dictionary<string, string> 

                { 

                    { 

nameof(AuthenticationHistory.OrganizationUserId), 

organizationUserId.ToString() }, 

                    { 

                        

nameof(AuthenticationHistory.AuthenticationAttemptState), 

                        

AuthenticationAttemptState.InProgress.ToString() 

                    } 

                }); 

        } 

 

        authHistoryRecord.AuthenticationAttemptState = 

            result ? AuthenticationAttemptState.Approved : 

AuthenticationAttemptState.Denied; 

        await _context.SaveChangesAsync(); 

 

        return result; 

    } 

 

    /// <inheritdoc/> 

    public async Task<bool> 

RequireAuthenticationApprovalAsync(Guid organizationId, Guid 

organizationUserId) 
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    { 

        var user = await _context.OrganizationUsers 

            .Include(x => x.AppInstallation) 

            .Include(x => x.Organization) 

            .FirstOrDefaultAsync(x => 

            x.OrganizationId == organizationId && x.Id == 

organizationUserId); 

 

        if (user is null) 

        { 

            throw new 

BioAuthenticatorEntityNotFoundException(nameof(OrganizationUser)

, new Dictionary<string, string> 

            { 

                { nameof(OrganizationUser.OrganizationId), 

organizationId.ToString() }, 

                { nameof(OrganizationUser.Id), 

organizationUserId.ToString() } 

            }); 

        } 

 

        if (user.AppInstallation?.NotificationServiceToken is 

null) 

        { 

            throw new BioAuthenticatorException("User has no app 

installation assigned"); 

        } 

 

        await 

MarkAllActiveAuthenticationAttemptsCanceledAsync(organizationUse

rId); 

 

        await SendAuthenticationRequestNotification(user); 

         

        var historyRecord = new AuthenticationHistory 

        { 

            AuthenticationAttemptDate = DateTime.UtcNow, 

            AuthenticationAttemptState = 

AuthenticationAttemptState.InProgress, 

            OrganizationUserId = organizationUserId 

        };  

         

        await 

_context.AuthenticationHistories.AddAsync(historyRecord); 

        await _context.SaveChangesAsync(); 

 

        return await 

WaitForUserAuthApprovalAsync(historyRecord); 

    } 

 

    private async Task 

SendAuthenticationRequestNotification(OrganizationUser user) 

    { 
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        await 

_messagingService.SendDataAsync(user.AppInstallation.Notificatio

nServiceToken, 

            new Dictionary<string, string> 

            { 

                { "ORGANIZATION_NAME", user.Organization.Name }, 

                { "ORGANIZATION_USER_GUID", user.Id.ToString() } 

            }); 

    } 

 

    private async Task 

MarkAllActiveAuthenticationAttemptsCanceledAsync(Guid 

organizationUserId) 

    { 

        var recordsToCancel = await 

_context.AuthenticationHistories.Where(x => 

            x.OrganizationUserId == organizationUserId && 

            x.AuthenticationAttemptState == 

            

AuthenticationAttemptState.InProgress).ToListAsync(); 

         

        recordsToCancel.ForEach(x => 

x.AuthenticationAttemptState = 

AuthenticationAttemptState.Canceled); 

        await _context.SaveChangesAsync(); 

    } 

 

    private async Task<bool> 

WaitForUserAuthApprovalAsync(AuthenticationHistory 

historyRecord, int timeoutInSeconds = 40, int 

pollIntervalInSeconds = 2) 

    { 

        return await Task.Run(async () => 

        { 

            while ((DateTime.UtcNow - 

historyRecord.AuthenticationAttemptDate).TotalSeconds < 

timeoutInSeconds) 

            { 

                await 

_context.Entry(historyRecord).ReloadAsync(); 

 

                if (historyRecord.AuthenticationAttemptState != 

AuthenticationAttemptState.InProgress) 

                { 

                    return 

historyRecord.AuthenticationAttemptState == 

AuthenticationAttemptState.Approved; 

                } 

 

                await Task.Delay(pollIntervalInSeconds * 1000); 

            } 

 

            historyRecord.AuthenticationAttemptState = 
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AuthenticationAttemptState.TimedOut; 

            await _context.SaveChangesAsync(); 

            return false; 

        }); 

    } 

 

    private async Task<bool> 

AuthenticateFaceAsync(AppInstallation installation, IFormFile 

file) 

    { 

        if (installation.FaceProfileId is null)  

        { 

            throw new BioAuthenticatorException("Face method is 

not available for this installation"); 

        } 

 

        return await 

_faceService.VerifyAsync(installation.FaceProfileId.Value, 

file); 

    } 

 

    private async Task<bool> 

AuthenticateVoiceAsync(AppInstallation installation, IFormFile 

file, string? passphrase) 

    { 

        if (installation.SpeechProfileId is null) 

        { 

            throw new BioAuthenticatorException("Voice method is 

not available for this installation"); 

        } 

 

        if (passphrase is null) 

        { 

            throw new BioAuthenticatorException("Passphrase is 

required for voice authentication"); 

        } 

 

        return await 

_speechService.VerifyAsync(installation.SpeechProfileId, file, 

passphrase); 

    } 

} 


