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TIOJIATOK A

['padiunnmii matepian kanidikaiiHoi poooTH

ArecrariiiHa poooTa

«3acTOCYHOK JUIsI TIPOBEJIEHHSI OHJIAaH-ayKITIOHIB 13
BUKOPUCTAHHSAM TE€XHOJIOT1i OI0KIeiTH»

Buxonas
Cr. rp. KIVKI-21-4 Cunopos /I.B.

KepiBHEK: cT. BUKI. @omivo O.0.

AKTYanbHICTb TEMU

® 3pocTaHHsA Nony/IAPHOCTI AeL,eHTPani30BaHUX TEXHOIONIN
® lMNoTtpebay npo3opocTi Topris

® |HTerpawis 3 KpUNTOBAIIOTHOI EKOHOMIKOIO
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BigzomMocTi npo 610K4enH Ta K BiH NpaLoe

How Blockchain Works? Brokueiis - e noOyxoBaHMiT 3a IEBHIMHI
TIpaBHIaMH Oe3nepepBHUIT JTaHIIOXKOK OIIOKIB,
36epirarounii esKy iHpopMmariro. 3B’ 30K MK
8 > GroxaMu 3abe31edyeThCs THM, IO OKPIM
= 2 HyMiparii KokeH 610K MICTHTb CBOIO XeIl-
Aumcion's A block drt represencs et £ CyMy Ta XeII-CyMy IIOIepeJHBOro GI0KY 1 TOxi

in the network  *

3MiHa iHdopMmarii y 61011 3MIHATS HOT0 XemI-
cymy. I1{06 BHKOHAIHCS IpaBHIIA TOOYIOBH
JIAHITIOKKA 3MIHH XeIlI-CYMH ITOTPi6HO
3aHCaTH 0 HACTYIIHOTO GIIOKY, IO BKe
3MIHHTB HOTO XeII-CyMy, IPH LbOMY
monepesHi 6:10kH GyIyTh HE3MIHHI.

Nodes validate Nodes recieve a A block is added,

reward for the to the existing The tamaction
the geaction proof ofwork Blockhain B complets

BnokyenH mepexa Ethereum

4-Ethereum Network : S
Ethereum penenrpaiizoBana 610K4eiin
Lightweight Node Full Node

wiathopMa, IpH3HATEHA JIs 3aIyCKy CMapT-
ﬂil KOHTpAKTIB Ta JeleHTPali30BaHUX JOaTKiB.

TP /eC Ha BixMiHy Bij 6iTKOiiHa, SKHil OplEHTOBaHHUIH
Ehersum Clont TLIBKH Ha Ilepeady HudpOBOi BAIIOTH,
Ethereum cTBopeHHMIT SIK G1IBII THYYKa
CHCTeMa, 5IKa J03BOJISIE IPOrpaMyBaTH yMOBH
nepezadi miei BaaoTH. TexHIYHO IIaTdopma
e NI00AIBHNUI JeleHTPaTi30BaHMi
KOMII’FOTep, SIKHIl CKIaJa€ThCs 3 THCST BY3IIiB
KOKeH 3 SKHX 30epirae Ta mATPHMYE OQHY i
TyX caMy KOIIito GokueiiHa.

ijo
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CMapT-KOHTPaKTH

How does a CMapT-KOHTPAKT — I KOJ, 3aIHCaHHii
Smart Contract Work? MOBOJO IIPOTpaMyBaHHs, mfuﬁ aBTOMATHYHO
BHKOHYETHCS B JIELIEHTPATi30BaHOMY
cepeIoBHII (HANIPHKIAM, B MepexkKi
——— , Ethereum). ITicist TOTO, SIK CMapT-KOHTPAKT

———

aia i 5 Lo

) " ! omy0TiKoBaHO B 6I0KdeliHi, fI0ro He MOXHA
Identify Agreement Codebusiness logic i > 5
Riswi won i 3MIHHTH — IIe 3a0e3Medye Ipo30piCTs,
15 written ! = - -
i JIOBIpY Ta CTaOLIBHICTE YMOB YTOIH.
o ® i V GyKBaIBHOMY CEHCI, CMapT-KOHTPAaKT —
-~ ®_
AL i s sy RS e I pPOBHil aHAJIOT 3BHYAITHOTO
Encryption and blockchain KOHTPAKTY, TUIBKH 3aMICTh ITallepOBOI yTOIH

Network updates technology

H MIJNHCIB CTOPIH — MANIHHHAH KOX 1
JlelleHTpasli30BaHe BUKOHAHHS.

he nodes on the.

ncryption provides
network update their ledger. 55393 bety

transfor of mes

3aCTOCYBaHHA CMAPT-KOHTPAKTY Y
PO3p0HNEHOMY 3aCTOCYHKY

Y po3pobsieHoMy 3aCTOCYHKY CMapT-KOHTPaKT
peanisye NoBHUM LMK NPOBEAEHHS ayKLiOHY
Bif, CTBOPEHHS 4,0 BU3HAUEHHS NepeMoXLa Ta
nepekas KOLWTIB. Ycs /I0riKa, Lo NoB’A3aHa 3i
CTaBKaMu, NepeBipKoto NepemMoXL Ta
0bpobkoto nnaTexis, BUKOHYETLCS HANPAMY Y
6nokuenHi Ethereum. Takuit nigxig ycysae
pY3VKU LWaxpancTBa, 3abesneuye A0Bipy Mix
CTOPOHAaMV | FapaHTyE BUKOHAHHSA YCiX
BU3HaYeHHMX YMOB.

tBidder;

auctionId].endTime,
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JleMOoHCTpauifa po3pobaeHOro 3aCTOCYHKY

MNiaTBEpAXEHHA KpMnTOorpadiuHoro nianucy

FoNOBHE BiKHO CaMTy ayKLioHYy

arance [o—— [E— Kouna
AKTHBHI ayKUioHW
Signature request
wi Buitr Koume
Review request details before you confirm
Requestfrom © & HTT? localhost:3000

——

MoBIAOMNEHHA
Mianuwn el TekcT A exony: 371025

Cracysatu ) MiateepauTH

JleMOoHCTpaLia po3pob1eHOro 3aCTOCYyHKY

BizobpaXkeHHs cTBOPEHOro 0Ty Ha CTOPIHLi Ta MOX/WBI Ail 3 HUM

BikHO CTBOpeHHA HOBOrO /10Ty

Fapasi aymyonn CroopuTh Apmgon

GeopuTi Aykyion
AKTUBHI ayKuUioHU

CTBOPUTH AYKLUIOH

Hassa:

Onme:

Craprosa uina (ETH):

URL dhoro:
o
"
T
T

[lava Ta uac sasepuents:
a

Ra L g



MO MBI MOKPALLEHHS Ta MAWOYTHE NPOEKTY

ABTOpM3aLLis KOPUCTYyBa4a 3a ,0NOMOr#M MokpauweHHsa UIJUX gusaliny caity

KpunToramaHua MetaMask

Jlorika npoBeeHHS ayKLjioHIB JoaaHHs HoBoro ¢yHKLLiOHaNy HanpuKaaz

JOAaHHA KaTasory /IoTiB Ta iX COPTyBaHHA
Mo AuBiCTe CTBOPIOBATW HOBI J10TK JopaaHHs 3arancHoi 6asu gaHux

B3aeMogin 3i CTBOPEHNMM SIoTaMK Po3ropTaHHA CAATY Ha NOCTIMHOMY XOCTUHTY

BucHoBku

® lNpoBeseHO aHani3 icHytoUMX 610KYeH MepeX Ta MOB MPOorpaMyBaHHS A5

CMapT-KOHTPaKTIB
® CdopMoBaHO Ta peasni3oBaHO KNiEHT-CepBEPHY YaCTUHY MPOEKTY

® PeanizoBaHWI NOBHUM NpoOLLEC MPOBEAEHHS TOPriB Ha 6/10KYENHI
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JIOJIATOK B
JIICTUHT U TIPOEKTY

b.1 Jlictuar daitmy App.js

import React from "react";

import Header from "./Header";

import AuctionList from "./AuctionList";
import "./App.css";

function App () {
return (
<div>
<Header />
<main className="main-content">
<hl className="main-title">AxTuBH1 aykuiounm</hl>
<AuctionList />
</main>
</div>
) ;
}

export default App;

B.2 Jlictunr ¢daitny Header js

import React, { useEffect, useState } from "react";
import { ethers } from "ethers";
import "./Header.css";

import CreateAuction from "./CreateAuction";

const Header = () => {
const [userAddress, setUserAddress] = useState("");
const [showCreateAuction, setShowCreateAuction] =

[
useState (false);
const [status, setStatus] = useState("");

// TlepeBipgeMO TOKeH MNpY 3aBaHTaXeHHI

useEffect (() => {
const checkToken = async () => {
const token = localStorage.getItem("token");
const address = localStorage.getltem("userAddress");

if (token && address) {
try {
const res = await
fetch ("http://localhost:5000/api/check-token", {
headers: { token },

1)



64

if (!'res.ok) throw new Error ("ToxeH Henmivicuum") ;
const data = await res.json();

if (data.success) {
setUserAddress (address) ;
} else {
logout () ;
}
} catch (err) {
console.warn ("lloMnnka Opu HepeBipui TokenHa:", err);
logout () ;

}
}s

checkToken () ;
Yoo L)

// Bxinm uepes MetaMask
const loginWithMetaMask = async () => {
if (userAddress) return;

if (!window.ethereum) {
alert ("Bymop Jlacka, BCTaHOBiTh MetaMask!");
return;

}

try {
const provider = new

ethers.BrowserProvider (window.ethereum) ;

await provider.send("eth requestAccounts", []);
const signer = await provider.getSigner () ;
const address = await signer.getAddress|();

setUserAddress (address) ;
localStorage.setltem("userAddress", address);

const nonceRes = await
fetch( http://localhost:5000/api/nonce?address=S${address} ) ;
if (!'nonceRes.ok) throw new Error ("IlloMmika OTPUMAHHS
nonce") ;
const { nonce } = await nonceRes.json();
const message = ‘llignumm LeM TeKCT nOJ4 Bxomy: S${nonce} ;
const signature = await signer.signMessage (message) ;
const verifyRes = await

fetch ("http://localhost:5000/api/verify-signature", {
method: "POST",
headers: { "Content-Type": "application/json" },
body: JSON.stringify({ address, signature, nonce }),
1)



if (!verifyRes.ok) throw new Error ("lloMuska HepeBipku
nigomcy"™) ;

const data = await verifyRes.json|();

if (data.success) {
localStorage.setlItem("token", data.token);
alert ("Ycnimuo yepinmmam!") ;
} else {
alert ("llommnka Bxomy!'!");
logout () ;
}
} catch (error) {
console.error (error) ;
alert ("llomunka aBTOpmM3auii"™);
logout () ;
}
Y i

// Buxino

const logout = () => {
localStorage.removeltem ("token") ;
localStorage.removeltem ("userAddress") ;

setUserAddress ("") ;

alert ("Bu BuMmmM 3 akayHTy.");
}i
return (

<header className="header">
<nav className="nav-menu">
<span>Karanor</span>
<span>Tapsgui aykuioHu</span>
<span
style={{ cursor: "pointer" }}
onClick={ () => setShowCreateAuction (true)}
>
CTBOpUTU AYyKII10H
</span>
{userAddress ? (
<>
<span style={{ color: "green" }}>VYeilmum!</span>
<span
onClick={logout}
style={{ cursor: "pointer", color: "red" }}
>
BunTu
</span>
</>
)
<span
onClick={loginWithMetaMask}
style={{ cursor: "pointer", color: "#ffob00" }}
>



Bxin
</span>
) }
<span>Koummnk</span>
</nav>

{status && (
<p style={{ textAlign: "center", marginTop: "5px"
}}>{status}</p>
) }

{showCreateAuction && (
<div className="auction-modal">
<button
onClick={ () => setShowCreateAuction(false) }
style={{ float: "right" }}
>

X
</button>

<CreateAuction />

</div>

) }
</header>
) 7
i

export default Header;

B.3 Jlictunr ¢aitny CreateAuction.js

import React, { useState } from "react";

import { ethers } from "ethers";

import contractJSON from "./abi/auctionABI.json";
import "./CreateAuction.css";

const auctionABI = contractJSON.abi;
const CONTRACT_ADDRESS =
"Ox5FbDB2315678afecbhb367£f032d93F642f64180aa3";

const CreateAuction = () => {
const [title, setTitle] = useState("");
const [description, setDescription] = useState("");
const [startPrice, setStartPrice] = useState("");
const [imageUrl, setImageUrl] = useState("");
const [endTime, setEndTime] = useState("");
const [status, setStatus] = useState("");
const handleSubmit = async (e) => {

e.preventDefault () ;

const token = localStorage.getItem("token");
if (!'token) {
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setStatus ("Bynob Jlacka, yBiMIiTe mnepelnl CTBOPEHHSAM

aykuiony.") ;
return;
}
try {
if (!'window.ethereum) {
setStatus ("Metamask He BcTaHOBJIEHO.");
return;
}
setStatus ("OuikyemMo NiOTBEePIXKEHHS TpaH3akuii...");
const provider = new
ethers.BrowserProvider (window.ethereum) ;
const accounts = await window.ethereum.request ({ method:

"eth requestAccounts" });
const signer = await provider.getSigner (accounts[0]);

const contract = new ethers.Contract (CONTRACT ADDRESS,
auctionABI, signer);

const currentTime = Math.floor (Date.now() / 1000);
const endTimestamp = Math.floor (new

Date (endTime) .getTime () / 1000);
const biddingTime = endTimestamp - currentTime;

if (biddingTime <= 0) {
setStatus ("IJaTa 3BaBepueHHA Mae OyTu y MambOyTHbOMY.");
return;

const tx = await contract.createAuction/(
title,
ethers.parseEther (startPrice),
biddingTime

) ;

await tx.wait();
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const res = await fetch("http://localhost:5000/api/create-

auction", {

method: "POST",

headers: {
"Content-Type": "application/json",
token,

b

body: JSON.stringify ({
title,
description,
startPrice,
imageUrl,
endTime,



1)y
1)

const data = await res.json{();
if (data.success) {
setStatus ("Aykuion ycnimHo cTBOpeHO!");
setTitle ("") ;
setDescription ("") ;
setStartPrice("");
setImageUrl ("");
setEndTime ("") ;
} else {
setStatus ("lloMusIka CTBOPEHHA aykLUioHY B 6a3i maHux.");
}
} catch (err) {
console.error (err) ;
setStatus ("Cramacs nouMmiika Iig yac CTBOPEeHHS aykKuiony.");
}
Y i

return (
<div className="create-auction-container">
<h2>Creoputu Aykiiou</h2>
<form onSubmit={handleSubmit} className="create-auction-
form">
<label>Haspa:</label>
<input
type="text"
value={title}
onChange={ (e) => setTitle(e.target.value)}
required

/>

<label>Onuc:</label>

<textarea
value={description}
onChange={ (e) => setDescription(e.target.value)}
required

/>

<label>CraproBa uina (ETH) :</label>
<input
type="number"
step="0.01"
value={startPrice}
onChange={ (e) => setStartPrice(e.target.value)}
required

/>

<label>URL ¢oTo:</label>
<input
type="text"
value={imageUrl}
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onChange={ (e) => setlImageUrl (e.target.value)}

/>

<label>aTa Ta uac 3aBepmeHHA:</label>
<input
type="datetime-local"
value={endTime}
onChange={ (e) => setEndTime (e.target.value) }
required

/>

<button type="submit">CrBopurTu</button>
</form>
{status && <p className="status-message">{status}</p>}
</div>
) ;
}i

export default CreateAuction;

b.4 Jlictunr ¢aiimy AuctionList.js

import React, { useEffect, useState } from "react";
import { ethers } from "ethers";

import contractJSON from "./abi/auctionABI.json";
import "./AuctionList.css";

const auctionABI = contractJSON.abi;
const CONTRACT ADDRESS =
"0x5FbDB2315678afech367£032d93F642f64180aa3";

const AuctionList = () => {
const [auctions, setAuctions] = useState([]):;

const [loading, setlLoading] = useState(true);

const [selectedAuction, setSelectedAuction] useState (null);

const fetchAuctions = async () => {
try {
const res = await

fetch ("http://localhost:5000/api/auctions") ;
const data = await res.json{();
setAuctions (data.auctions) ;
} catch (error) {
console.error ("lloMunka OpM BaBaHTaxeHH1 aykuionim:",
error) ;
} finally {
setLoading (false) ;
}
}i

useEffect (() => {
fetchAuctions () ;

boo L1)
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const handleMakeBid = async (auctionId, currentBid) => {
const token = localStorage.getItem("token");
if (!'token) {

alert ("HeobxigHo yBiVTHM »Ong craBkm.");
return;
}
const amount = prompt ("BeBenmiTe Bamy craBky B ETH:");
if (!amount || 1isNaN (amount)) {
alert ("HexopexkTHa craBka'");
return;
}
try {

if (!window.ethereum) {
alert ("lloTrpiben Metamask") ;
return;

}

const provider = new
ethers.BrowserProvider (window.ethereum) ;
const signer = await provider.getSigner(); // 3§ HE

nepenaeMo ampecy
const contract = new ethers.Contract (CONTRACT ADDRESS,

auctionABI, signer);

const parsedAmount = ethers.parseEther (amount) ;

const tx = await contract.bid(auctionId, { value:

parsedAmount });
awalit tx.wait();

// OHOBJIeHHS OeKeHIy
await fetch( http://localhost:5000/api/place-
bid/S${auctionId} ", {
method: "POST",
headers: {
"Content-Type": "application/Jjson",
token,
bo
body: JSON.stringify ({ bidAmount: parseFloat (amount) 1}),

}) i

alert ("CraBka 3pobjieHa ycrnimHo!");
fetchAuctions(); // OHOBJEHHS CIOMCKY

} catch (err) {
console.error (err) ;
alert ("lomunka npu craBui: " + (err?.message ||

"Hevigoma)) ;
}
}i
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return (
<div className="auction-list-container">
{loading ? (
<p>3aBaHTaxeHHs...</p>

) : auctions.length === 0 ? (
<p>Hemae akKTMBHUX aykKlUioHiB.</p>
)
<div className="auction-1list">
{auctions.map ( (auction) => (

<div
key={auction.id}

className={ auction-card ${auction.ended ? "ended"

""}\}

{auction.imageUrl && (
<img
src={auction.imageUrl}
alt={auction.title}

style={{
width: "100%",
borderRadius: "8px",

marginTop: "10px",
)
/>

) }

<h3>{auction.title}</h3>

<p
className="description">{auction.description}</p>

<p>llouaTkoBa uiHa: {auction.startPrice} ETH</p>

<p>lloTouHa cTaBka: {auction.currentBid ||
auction.startPrice} ETH</p>

<p>3aBepueHHS: {new
Date (auction.endTime) .toLocaleString () }</p>

<div className="button-group">

<button
className="view-button"
onClick={ () => setSelectedAuction (auction) }
>
[lepergaHy TV ayKIl10H
</button>
<button
disabled={auction.ended}
onClick={ () => handleMakeBid (auction.id,
auction.currentBid) }
>
SpobuT CTaBKy
</button>
</div>

</div>



))}
</div>

) }

{selectedAuction && (
<div className="modal">
<div className="modal-content">

<button
className="close-button"
onClick={ () => setSelectedAuction (null) }
>
X
</button>

<h2>{selectedAuction.title}</h2>
<p><strong>Omnwuc:</strong>
{selectedAuction.description}</p>
<p><strong>louaTkoBa LiHa:</strong>
{selectedAuction.startPrice} ETH</p>
<p><strong>lloTouHa cTaBka:</strong>
{selectedAuction.currentBid || selectedAuction.startPrice}
ETH</p>
<p><strong>3aBepmeHHsa:</strong> {new
Date (selectedAuction.endTime) .toLocaleString () }</p>
<p><strong>BrnacHuk:</strong>
{selectedAuction.owner}</p>
{selectedAuction.imageUrl && (
<img
src={selectedAuction.imageUrl}
alt={selectedAuction.title}
style={{ width: "100%", borderRadius: "8px",
marginTop: "10px" }}
/>
) }
{selectedAuction.ended && (
<p style={{ color: "red", fontWeight: "bold"
} }>AykuioH 3aBepmeHo</p>
) }
</div>
</div>
) }
</div>
) ;
}i

export default AuctionList;

b.5 Jlictunr daitny index.js

const path = require("path");
require ("dotenv") .config({ path:

path.resolve ("E: /VSCodeProjects/Auction/backend”™, "ini.env")

const express = require ("express");
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const cors = require("cors");

const bodyParser = require ("body-parser");
const jwt = require ("jsonwebtoken");

const { verifyMessage } = require("ethers");
const cron = require ("node-cron");

const auctionContract = require("./contract");
const { getNonce, setNonce, generateNonce } =
require ("./noncestore");

const app = express{();

const PORT = 5000;

app.use(cors());
app.use (bodyParser.json ()) ;
const auctions = []; // TwuMuacose cxosuile
/] —mmmmmmm e NONCE ——=————————————————
app.get ("/api/nonce", (req, res) => {
const { address } = reqg.query;

if (!address) return res.status(400).json({ error: "Address 1is
required" });

const nonce = getNonce (address) ;

res.json ({ nonce });

1)

/] ———————————————— SIGNATURE -—-————==—=—=—=————————
app.post ("/api/verify-signature", async (req, res) => {
const { address, signature, nonce } = req.body;
if ('address || !signature || !nonce)
return res.status(400).Json({ error: "Missing data"™ });
try {
const message = ‘llignumm el TeKCT OJd Bxomy: S{nonce}  ;
const signerAddress = await verifyMessage (message,

signature) ;

if (signerAddress.tolLowerCase () === address.toLowerCase()) {
setNonce (address, generateNonce())
const token = jwt.sign({ address },

process.env.JWT SECRET, { expiresIn: "1h" });
res.json ({ success: true, token });
} else {
res.status (401) .json({ error: "Invalid signature" });
}
} catch (error) {
console.error (error) ;
res.status (500) .json({ error: "Server error" });



app.get ("/api/check-token", (req, res) => {

const { token } = reg.headers;

if ('token) return res.status(401).json({ success:
error: "No token provided" });

try {

false,

const decoded = jwt.verify(token, process.env.JWT SECRET);
res.json ({ success: true, address: decoded.address });

} catch (err) {
console.error (err) ;

res.status (401) .json({ success: false, error: "Invalid
token" });
}
1) ;
/) ——————————————— = AUCTIONS —-———=——=————————————
app.post ("/api/create-auction", (req, res) => {
const { token } = reqg.headers;

const { title, description, startPrice, imageUrl,
reqg.body;

endTime }

if (!token) return res.status (401).json({ error: "No token

provided" });
if (!'endTime) return res.status (400).json({ error:
is required" });

try {

"End time

const decoded = jwt.verify(token, process.env.JWT SECRET);

const newAuction = {
id: auctions.length + 1,
title,
description,
startPrice: parseFloat (startPrice),
imageUrl,
endTime: new Date (endTime),
owner: decoded.address,
createdAt: new Date (),
ended: false,
}i
auctions.push (newAuction) ;
res.json ({ success: true, auction: newAuction })
} catch (err) {
console.error (err) ;

res.status (401) .json({ error: "Invalid token" });

}
1)

app.get ("/api/auctions", (req, res) => {
res.json ({ auctions });

)

4

r
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app.post ("/api/place-bid/:id", (req, res) => {
const { id } = reqg.params;
const { token } = reg.headers;
const { bidAmount } = reqg.body;

if ('token) return res.status(401).json({ success: false,
error: "No token provided" });

try |
const decoded = jwt.verify(token, process.env.JWT SECRET);
const auction = auctions.find((a) => a.id === parselnt(id));

if (lauction) return res.status(404).json({ success: false,

error: "AykuioH He sHaumeHo" });
if (auction.ended) return res.status(400).json({ success:
false, error: "AykunioH Bxe 3aBepmeHo" });

auction.currentBid = parseFloat (bidAmount) ;
auction.highestBidder = decoded.address;
auction.bids = auction.bids || [];
auction.bids.push ({

amount: auction.currentBid,

bidder: auction.highestBidder,

time: new Date (),

1)

res.json ({
success: true,
message: "CraBka 30epexeHa B JIOKAJIbHOMY CxoBumi",
auction,
)i
} catch (err) {
console.error (err) ;

res.status (401) .json({ success: false, error: "Invalid
token" 1});
}
});
[/ —mmmmmm e CRON: ABTOMaTMUYHE 3aBEPUEHHS ———————————=
cron.schedule ("*/30 * * * * *x"  async () => {
const now = new Date();

for (let auction of auctions) {
if (l'auction.ended && new Date (auction.endTime) <= now) {

try {
const tx = await auctionContract.endAuction (auction.id);
await tx.wait();
auction.ended = true;

console.log(‘%V Aykuion ${auction.id} =aBepmeHo Ha
OJokuerHi ) ;
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} catch (err) {

console.error ("X IoMmika 3aBepHeHHS ayKlioHy
${auction.id}: ", err.message);

app.listen (PORT, () => console.log( Server running on port
${PORT} "))

b.6 Jlictunr ¢aitmy Auction.sol

// SPDX-License-Identifier: MIT
pragma solidity 70.8.20;

contract Auction {
struct AuctionLot {
address payable seller;
string itemName;
uint startPrice;
uint highestBid;
address payable highestBidder;
uint endTime;
bool ended;
bool withdrawn; // UM BXe BMBEINEH1 KOITU

uint public auctionCounter;
mapping (uint => AuctionLot) public auctions;

event AuctionCreated(uint auctionId, string itemName, uint

endTime) ;
event NewHighestBid (uint auctionId, address bidder, uint

amount) ;
event AuctionEnded(uint auctionId, address winner, uint

amount) ;
event Withdrawal (uint auctionId, address seller, uint

amount) ;

modifier onlyBeforeEnd(uint auctionId) ({

require (block.timestamp < auctions|[ auctionId].endTime,
"Auction already ended");

}

modifier onlyAfterEnd(uint auctionId) {
require (block.timestamp >= auctions[ auctionId].endTime,
"Auction not yet ended");

.
4



77

function createAuction (
string memory itemName,
uint startingPrice,
uint biddingTimeInSeconds
) external {
require(_startingPrice > 0, "Starting price must be
positive");
require( biddingTimeInSeconds > 0, "Bidding time must be
positive");

auctionCounter++;
auctions[auctionCounter] = AuctionLot ({
seller: payable (msg.sender),
itemName: itemName,
startPrice: startingPrice,
highestBid: startingPrice,
highestBidder: payable (address (0)),
endTime: block.timestamp + biddingTimeInSeconds,
ended: false,
withdrawn: false

1)

emit AuctionCreated(auctionCounter, itemName,
block.timestamp + biddingTimeInSeconds) ;
}

function bid(uint auctionId) external payable
onlyBeforeEnd( auctionId) ({
AuctionLot storage auction = auctions[ auctionId];
require (msg.sender != auction.seller, "Seller cannot
bid") ;
require (msg.value > auction.highestBid, "Bid must be
higher than current highest bid");

// TlOBEpHEeHHd MOoNIepelHbO1l CTaBKM, SAKIO € IolIepelnHin

YUaCHUK
if (auction.highestBidder != address(0)) {
(bool refundSuccess, ) =
auction.highestBidder.call{value: auction.highestBid} ("");

require (refundSuccess, "Failed to refund previous
highest bidder");
}

auction.highestBidder = payable (msg.sender) ;
auction.highestBid = msg.value;

emit NewHighestBid( auctionId, msg.sender, msg.value);

function endAuction (uint auctionId) external
onlyAfterEnd( auctionId) {



AuctionLot storage auction = auctions[ auctionId];
require (!auction.ended, "Auction already ended");

auction.ended = true;
if (auction.highestBidder != address(0)) {
(bool success, ) = auction.seller.call{value:
auction.highestBid} ("");

require (success, "Failed to send funds to seller");

auction.withdrawn = true;
emit Withdrawal ( auctionId, auction.seller,
auction.highestBid) ;
}

emit AuctionEnded( auctionId, auction.highestBidder,
auction.highestBid) ;
}

function getAuction(uint auctionId) external view returns
address seller,
string memory itemName,
uint startPrice,
uint highestBid,
address highestBidder,
uint endTime,
bool ended,
bool withdrawn

AuctionLot memory auction = auctions[ auctionId];
return (

auction.seller,

auction.itemName,

auction.startPrice,

auction.highestBid,

auction.highestBidder,

auction.endTime,

auction.ended,

auction.withdrawn



