
 

Data Integrity Evaluation for Dependent 

Cooperative Airspace Surveillance Systems 

 

Iryna Svyd 

dept. of Microprocessor 

Technologies and Systems 

Kharkiv National University of 

Radio Electronics 

Kharkiv, Ukraine 
iryna.svyd@nure.ua 

Ivan Obod 

dept. of Microprocessor 

Technologies and Systems 

Kharkiv National University of 

Radio Electronics 

Kharkiv, Ukraine 
ivan.obod@nure.ua 

Oleksandr Vorgul 

dept. of Microprocessor 

Technologies and Systems 

Kharkiv National University of 

Radio Electronics 

Kharkiv, Ukraine 
oleksandr.vorgul@nure.ua 

 

 

 

 
 

Mykyta Romanov 

dept. of Telecommunication and Radio 

Electronic Systems 

National Aviation University 

Kyiv, Ukraine 

smartboobs1927@gmail.com 

 

 

 

 
 

 
 

I. Svyd, I. Obod, O. Vorgul and M. Romanov, "Data Integrity Evaluation for Dependent Cooperative Airspace 

Surveillance Systems," 2023 IEEE International Conference on Information and Telecommunication Technologies and Radio 

Electronics (UkrMiCo), Kyiv, Ukraine, 2023, pp. 187-191, doi: 10.1109/UkrMiCo61577.2023.10380399. 

 

https://ieeexplore.ieee.org/document/10380399  
 

 

Abstract—In the presented work, based on the general 

characteristics of the three main types of radar surveillance of 

airspace, including independent non-cooperative surveillance, 

independent cooperative surveillance and dependent 

cooperative surveillance, the data integrity of the information 

of dependent cooperative surveillance of airspace was assessed. 

It is shown that the integrity of the coordinate data of the 

dependent cooperative airspace surveillance system is 

determined by the probability that information about the 

coordinates of the observed air object, transmitted in the 

messages of the dependent cooperative airspace surveillance 

system, used by consumers for the purpose of air traffic control 

and airspace control, should not contain undetected errors, the 

number of which exceeds the decision threshold. 

Keywords—Multilateration (MLAT), Wide Area 

Multilateration (WAM), Automatic Dependent Surveillance-
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REFERENCES 

[1] B. Stevens, F. Lewis and E. Johnson, Aircraft Control and 
Simulation: Dynamics, Controls Design, and Autonomous, 3rd ed. 
John Wiley & Sons, 2015. 

[2] Armed Forces of the United States, "Joint Airspace Control", Armed 
Forces of the United States, 2014. 

[3] I. Obod, I. Svyd, O. Maltsev and B. Bakumenko, "Spatial Methods for 
Increasing the Bandwidth of a Mobile Information Network", 2020 
IEEE 15th International Conference on Advanced Trends in 
Radioelectronics, Telecommunications and Computer Engineering 
(TCSET), 2020. doi: 10.1109/tcset49122.2020.235388. 

[4] Sapna, D. TM and R. Rajesh, "Deep Learning based Multi Sensor 
Data Fusion for Radar and IFF", 2022 IEEE International Conference 
on Electronics, Computing and Communication Technologies 
(CONECCT), 2022. doi: 10.1109/conecct55679.2022.9865716. 

[5] I. Obod, I. Svyd, O. Vorgul, O. Maltsev, O. Datsenko and N. Boiko, 
"Optimization of Data Processing Structure for Multi-Position Radar 
Surveillance Systems", 2021 IEEE 3rd Ukraine Conference on 
Electrical and Computer Engineering (UKRCON), 2021. doi: 
10.1109/ukrcon53503.2021.9575286. 

[6] M. Stevens, D. Pompairac and N. Millet, "Multi-Static Primary 
Surveillance Radar assessment", 2014 International Radar 
Conference, 2014. doi: 10.1109/radar.2014.7060357. 

[7] V. Semenets, I. Svyd, I. Obod, O. Maltsev and M. Tkach, "Quality 
Assessment of Measuring the Coordinates of Airborne Objects with a 
Secondary Surveillance Radar", Data-Centric Business and 
Applications, pp. 105-125, 2021. doi: 10.1007/978-3-030-71892-3_5. 

[8] F. Neindre, G. Ferre, D. Dallet, F. Letellier and K. Pitois, "A 
Successive Interference Cancellation-based Receiver for Secondary 
Surveillance Radar", IEEE Transactions on Aerospace and Electronic 
Systems, pp. 1-12, 2022. doi: 10.1109/taes.2022.3193649. 

[9] V. Semenets, I. Svyd, I. Obod, O. Maltsev, O. Vorgul and B. 
Bakumenko, "Comparative Quality Processing Analysis of Request 
Signals in Secondary Radar Systems", 2021 IEEE 8th International 
Conference on Problems of Infocommunications, Science and 
Technology (PIC S&T), 2021. doi: 
10.1109/picst54195.2021.9772158. 

[10] M. Barbary, A. Hafez and T. Crew, "An Industrial Design and 
Implementation Approach of Secondary Surveillance Radar System", 
2021 International Telecommunications Conference (ITC-Egypt), 
2021. doi: 10.1109/itc-egypt52936.2021.9513961. 

[11] I. Obod, I. Svyd, O. Maltsev and S. Starokozhev, "The Effect of 
Masking Interference on the Quality of Request Signal Detection in 
Aircraft Responders of the Identification Friend or Foe Systems", 
2020 IEEE International Conference on Problems of 
Infocommunications. Science and Technology (PIC S&T), 2020. doi: 
10.1109/picst51311.2020.9467955. 

[12] X. Du, K. Liao and X. Shen, "Secondary Radar Signal Processing 
Based on Deep Residual Separable Neural Network", 2020 IEEE 
International Conference on Power, Intelligent Computing and 
Systems (ICPICS), 2020. doi: 10.1109/icpics50287.2020.9202372. 

[13] I. Svyd, I. Obod, O. Maltsev, O. Vorgul, I. Vorgul and I. Shevtsov, 
"Method for Increasing the Interference Immunity of the Channel for 
Measuring of the Short-Range Navigation Radio System", 2022 IEEE 
16th International Conference on Advanced Trends in 

https://ieeexplore.ieee.org/document/10380399


Radioelectronics, Telecommunications and Computer Engineering 
(TCSET), 2022. doi: 10.1109/tcset55632.2022.9767069. 

[14] T. Schuck, B. Shoemaker and J. Willey, "Identification friend-or-foe 
(IFF) sensor uncertainties, ambiguities, deception and their 
application to the multi-source fusion process", Proceedings of the 
IEEE 2000 National Aerospace and Electronics Conference. 
NAECON 2000. Engineering Tomorrow (Cat. No.00CH37093). doi: 
10.1109/naecon.2000.894896. 

[15] I. Svyd, I. Obod, O. Maltsev and A. Hlushchenko, "Secondary 
Surveillance Radar Response Channel Information Security 
Improvement Method", 2020 IEEE 11th International Conference on 
Dependable Systems, Services and Technologies (DESSERT), 2020. 
doi: 10.1109/dessert50317.2020.9125018. 

[16] M. Niraula, "Cybersecurity and Interoperability of Aviation Safety 
Service Ecosystem", 2022 Integrated Communication, Navigation 
and Surveillance Conference (ICNS), 2022. doi: 
10.1109/icns54818.2022.9771482. 

[17] I. Obod, I. Svyd, O. Maltsev and B. Bakumenko, "Comparative 
Analysis of Noise Immunity Systems Identification Friend or Foe", 
2020 IEEE 40th International Conference on Electronics and 
Nanotechnology (ELNANO), 2020. doi: 
10.1109/elnano50318.2020.9088856. 

[18] S. Lo and Y. Chen, "Automatic Dependent Surveillance‐Broadcast 
(ADS‐B) Universal Access Transceiver (UAT) transmissions for 
Alternative Positioning, Navigation, and Timing (APNT): Concept 
&amp; practice", NAVIGATION, vol. 68, no. 2, pp. 293-313, 2021. 
doi: 10.1002/navi.424. 

[19] Z. Wu, T. Shang and A. Guo, "Security Issues in Automatic 
Dependent Surveillance - Broadcast (ADS-B): A Survey", IEEE 
Access, vol. 8, pp. 122147-122167, 2020. doi: 
10.1109/access.2020.3007182. 

[20] A. Marady, "Enhancing accuracy and security of ADS-B via MLAT 
assisted-flight information system", 2017 12th International 
Conference on Computer Engineering and Systems (ICCES), 2017. 
doi: 10.1109/icces.2017.8275300. 

[21] C. Jiang, C. Liu and X. Wang, "GPS synchronized wide area 
multilateration system", 2009 International Conference on 
Communications, Circuits and Systems, 2009. doi: 
10.1109/icccas.2009.5250465. 

[22] Y. He, H. Yu and H. Fang, "Study on Improving GPS Measurement 
Accuracy", 2005 IEEE Instrumentationand Measurement Technology 
Conference Proceedings, 2005, pp. 1476-1479, doi: 
10.1109/IMTC.2005.1604396. 

[23] I. Svyd, I. Obod, O. Maltsev, O. Vorgul, V. Chumak and A. Sierikov, 
"Analysis of the Impact of Interference on the Time Position of 
Signals in Requesting Airspace Observation Systems", 2021 IEEE 8th 
International Conference on Problems of Infocommunications, 
Science and Technology (PIC S&T), 2021. doi: 
10.1109/picst54195.2021.9772138. 

[24] G. Minteuan and T. Palade, "Monopulse Secondary Surveillance 
Radar Antenna Theory", 2020 International Symposium on 
Electronics and Telecommunications (ISETC), 2020. doi: 
10.1109/isetc50328.2020.9301114. 

[25] I. Svyd, I. Obod, O. Maltsev, O. Romanov, O. Zhuk and O. Nesmiian, 
"Estimation of The Throughput of The Channel for Measuring The 
Distance of Short-Range Radio Engineering Systems," 2022 IEEE 
41st International Conference on Electronics and Nanotechnology 
(ELNANO), Kyiv, Ukraine, 2022, pp. 646-651, doi: 
10.1109/ELNANO54667.2022.9927005. 

[26] M. Abdalla, M. Barbary, M. Amin and M. El-Ghonami, "Design and 
Implementation of Proposed Low-Cost Dual-Channel IF Receiver for 
SSR", 2020 12th International Conference on Electrical Engineering 
(ICEENG), 2020. doi: 10.1109/iceeng45378.2020.9171699. 

[27] W. Wang Xiaoliang, M. Ma Yuzhao, H. He Weikun, X. Xu Mingyan 
and W. Wu Renbiao, "Analysis on the range of wind farm's impact 
area for secondary surveillance radar", IET International Radar 
Conference 2015, 2015. Available: 10.1049/cp.2015.1029. 

[28] Y. Jiang, Z. Yang, C. Bo and D. Zhang, "Continuous IFF Response 
Signal Recognition Technology Based on Capsule Network", Lecture 
Notes of the Institute for Computer Sciences, Social Informatics and 
Telecommunications Engineering, pp. 455-468, 2021. doi: 
10.1007/978-3-030-90196-7_39. 

[29] W. Konle, "Separate processing of primary and secondary radar data 
in multi radar tracking," 2013 14th International Radar Symposium 
(IRS), 2013, pp. 361-366. 

[30] H. Duan, Y. Cheng, B. Shen, K. He and G. Bai, "LFM Interference 
Cancellation Algorithm Based on MDPT-WC for Mark XIIA Mode 
5", 2020 IEEE 20th International Conference on Communication 
Technology (ICCT), 2020. doi: 10.1109/icct50939.2020.9295892. 

[31] I. Svyd, I. Obod and O. Maltsev, "Interference Immunity Assessment 
Identification Friend or Foe Systems", Data-Centric Business and 
Applications, pp. 287-306, 2021. doi: 10.1007/978-3-030-71892-3_12. 

[32] X. Du, X. Shen and K. Liao, "Secondary Surveillance Radar Signal 
Processing Based on Two-channel Deep Residual Network", 2020 
IEEE International Conference on Signal Processing, 
Communications and Computing (ICSPCC), 2020. doi: 
10.1109/icspcc50002.2020.9259499. 

[33] I. Svyd, I. Obod, O. Maltsev, V. Andrusevich, B. Bakumenko and O. 
Vorgul, "Optimal Measurement of Signal Data Parameters of 
Requesting Radar Systems", 2021 IEEE 3rd Ukraine Conference on 
Electrical and Computer Engineering (UKRCON), 2021. doi: 
10.1109/ukrcon53503.2021.9575235. 

[34] O. Romanov, M. Nesterenko, and V. Mankivskyi, “The method of 
redistributing traffic in Mobile Network,” Data-Centric Business and 
Applications, pp. 159–182, 2021. doi:10.1007/978-3-030-71892-3_7. 

[35] G. Jiang, Y. Fan and H. Yuan, "Assessing the Capacity of Air Traffic 
Control Secondary Surveillance Radar System", 2019 Cross Strait 
Quad-Regional Radio Science and Wireless Technology Conference 
(CSQRWC), 2019. doi: 10.1109/csqrwc.2019.8799146. 

[36] O. Romanov, N. Korniienko, I. Obod and I. Svyd, "Construction of 
the SDN Control Level Based on ONOS," 2021 IEEE International 
Conference on Information and Telecommunication Technologies and 
Radio Electronics (UkrMiCo), Odesa, Ukraine, 2021, pp. 127-132, 
doi: 10.1109/UkrMiCo52950.2021.9716691. 

 

 


