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This work is devoted to comparative analysis of modern intrusion detection

and prevention systems (IDS/IPS), both open source and commercial. The
systems were evaluated according to various characteristics, including ML/AI
support, the presence of DPI L7, and control types. As a theoretical basis for
evaluating the effectiveness of ML-based IDS, a confusion matrix is introduced,
with an emphasis on the trade-off between recall and false positive rate inherent
in each ML paradigm. The result demonstrates a clear functional division between
open and commercial solutions and provides practical recommendations for
choosing a system according to your needs.

Uepe3 1HTEHCHMBHHI PO3BUTOK KiOep3arpo3 3pocTae HEOOXIIHICTh Y
PO3BHHEHI CUCTEM BUSIBJICHHS Ta 3aM00ITaHHs, OCKIJIbKY KJIACUYHI CUTHATYPHI HE
MOXYTb CHPAaBJISATHCS 3, MOITUPEHUMH 3apa3, Zero-day atakamu. BrpoBakeHHs
xommoHeHTiB ML dopmye HoBi kiaacu IDS/IPS i Tomy BoHM MOTpeOyrOTH OLjIbIIT
HOBO1 METOJI0JIOTI] MOPIBHSUIBHOTO aHamizy. MeTor poOoTH € TPOBEICHHS
NOPIBHSUIBHOTO aHAI3Y CYYaCHHX pIIIEHb CHCTEM BHSBJIEHHS BTOPTHEHb 3
ypaxyBaHHSM HOBUX XapaKTEPUCTHK Ta MAITUHHOTO HAaBYAHHS.

Knacudikyrorecs IDS/IPS 3a npuHmmMIoM BUSBICHHS, X BCHOTO TPU —
CUTHATYPHUI, aHOMAJIbHUI Ta TiOpUIHUNA. AGO K 3a pIBHEM iX PO3TOPTAHHS Y
MepexXi — MepexeBUl, XOCTOBUI Ta Oe3apoToBuil. IIpoTe, OCKIIBKH Cy4acHI
CUCTEMU OTpUMAJH 0araTo 3MiH Y CBOET apXiTEKTYpi, 3’ IBUIUCS HOBE MOKOJIHHS
knaciB cuctem, a came: NSM ta NDR — HoBe mokomniaas mepexeBux IDS, EDR
ta XDR — HOBe mokoiHHS XocToBUX I1DS.

Ominka ML-opieHTOBaHUX CHUCTEM BUSIBIEHHS BTOPTHEHb OCHOBaHa Ha
confusion matrix sika Mae 4oTupu pe3yibTaTi Kiacudikaiii — true positive, false
positive, false negative, true negative. EdexkTUBHICTH CHCTEM BHUSBICHHS
BTOPTHEHb OIIIHIOETHCS 32 HACTYITHUMHU METpHKaMHu: accuracy, precision, recall,
false positive rate, F1-score, ROC-AUC ta PR-AUC.

Jlnsi TOpiBHSIHHA 3aCTOCOBAaHO Hallp XapaKTepUCTUK SKUM BIIMOBIIAE
cygyacHoMy crtany IDS/IPS. Knac Bu3Hauae 10 SKOro THIY Ta IMOKOJIHHS
BiITHOCHUTH cucTeMa. PiBeHb CTIOCTEpE)KEHHS MTO3HAYAE JIe CHCTEMA PO3TOPTAETHCS
B 1HQPACTPYKTypi — Mepexka, XocT abo Oe3npotoBe cepenouiie. CUTHATYPH,
aHoMaJlii, MOBEIHKA — UM MIATPUMYE CHUCTEMA 111 MeTOu. MalllMHHE HaBYaHHS —
4y BUKOpUCTOBYeTbca ML sk ocHoBHMiIl enemeHT apxitektypu. DPI-L7 —
rIMOOKWI aHalll3 MaKeTiB Ha MIPUKJIAHOMY PiBHI, IO JTI03BOJISIE€ BUSIBIISTH aTaKu
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PUXOBaHI B MaKeTaxX MPOTOKOJIB LbOTO PiBHSA. Ta apXiTeKTypa: Sensor — macuBHi
CEHCOpH B Mepexi, agent — arent Ha xocti, framework — momynsHa mmatdopma,
SaaS ta Cloud xmapHa 06poOka. [To3HaueHHS «+» — MIATPUMYETBCS, «—» — HE
MIATPAMYETBCSA, «+/—» — YaCTKOBO MIATPUMYETHCSA. BIAmoBigHO 10 IHX
XapaKTePUCTHK CKJIaJle CHHUCOK, 3 JECATH aKTyalbHHX y CyYaCHUX PIIICHHSX,
CHCTEM BHSIBJICHHS Ta 3aM100iraHHs BTOPTHEHb.

Tabnuug 1 — [opiBHANBHUN aHAJ3 CUCTEM BUSIBICHHS] BTOPTHEHB
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Snort 3 IDS Mepexa + |+ | - - |+ Sensor
Cisco :
Secure IPS IPS Mepexa + | + | + |+/—| + | Appliance
CrowdStrike | EDR/XDR Xoct - |+ |+ |+ |+ |- Cloud
Darktrace NDR Mepexa - |- |+ |+ |+ |+ SaaS
Kismet WIDS beszporose | | =+t - | - Sensor
CCPCAOBHUIIIC
OSSEC HIDS Xoct + |+ - - | = |- Agent
Suricata IDS Mepexa + |+ |- - |+ Sensor
Vectra Al NDR Mepexa - | -]+ + | + | + | Appliance
Wazuh HIDS XocT + |+ |+ |+ || - Agent
Zeek (Bro) NSM Mepexa + |+ | + | + | — | + |Framework

3 tabnuii 1 MoxHA TOOAYUTH (QYHKITIOHATBHY PI3HMIIS MK BIAKPUTUMU Ta
KOMEPIIHHUMU PIMICHHSIMU. BigKpuTi pillIeHHS Kpaile CHpaBISIOThCA 3
BUSIBJICHHSIM aTaK CUTHATypHUM MetozoMm, ML B HUX He miaTpuMyeThcst abo y
SKOCTI JJOJATKOBOTO MOIyJIsL, Hampukiad, sk y Wazuh ta Zeek. ¥ komepiriitaux
cucremax Takux sk Darktrace ta CrowdStrike apxiTekTypa Oyay€eThCsi HABKOJIO
MaITUHHOTO HaBYaHHSI.

CurnatypHi cUCTEMH MarOTh HU3bKUHM piBeHb FAR 10 BijomMux arak, ane
Recall nns nHeBimomux artak HympoBHid [2]. CuCTeMH SIKi BUKOPHUCTOBYIOTH
MaIlIMHHE HaBYaHHs 0e3 MmiIKpiIeHHs, Hanpukiaa, Darktrace, MoskyTh BUSBIIATH
HEBIJIOM1 aTakW, aje Mpu LbOMY MaroTh BuUcokuili FAR wyepe3 Te mo 4acro
kiacu(ikyroTe JeriTuMHui Tpadik gk 3arpo3y. CucreMu 3 MaIIMHHAM
HaBYAHHAM 3 MmiakpimieHHs M, Taki sk CrowdStrike ta Cisco, Tpumae 6anaHe Mix
Precision ta Recall gms Bimomux kiaciB arak, ane Hee(EKTUBHHU IS HOBHX
THUIIIB BTOPTHEHb. T€OpeTUYHO, HAWO1IBITY CTIMKICTh MAlOTh T1IOPHUIHI CUCTEMH,
taki sk Vectra Al ta Wazuh, ockijJbKH BHKOPHUCTOBYIOTH OOMIBA MiAXOIH, i
3aKPUBAIOTh HEIOIIKH 000X THMIB [3].
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OCHOBHOIO BIJIACTUBICTIO OyAb-KOTO Kiacu]ikaTopa € KOMIPOMIC MIXK
Recall ta FPR, sxuii BimoOpaxaerbes uepe3 ROC kpuBy. Skio 3podutn ymop Ha
BUSIBJICHHS OLITBITIO KUTBKOCTI aTak MIJISTXOM MIIBUIICHHS YyTIUBOCTI CHCTEMH,
1€ IPU3BEIE 10 3pOCTAHHS XUOHUX CIPallbOBYBaHb [4]. 3 IbOTO MOKHA 3pOOUTH
BHCHOBOK, ITI0 HE ICHY€E Kpaloi yHIBEpCAIIbHOI CUCTEMHU, TOOTO BHOIp cHCTeMHU
3aJIeKUTh BUKIIOYHO BIJ cepefoBuia posropraHHa. Cucremu, B SKUX
BHKOPHCTOBYETHCS alallTUBHE HaBuaHHs1, Taki sk Wazuh, Darktrace ta Vectra Al,
3J1aTHI TTOKPAIIyBaTH 1M KOMIIPOMIC 3aJIEXKHO BiJl 4acy CKUIbKYA BOHH MPAIIOIOTh
— 3 4aCOM CHCTEMa HaKOMUYYE JaHl PO HOpMaIbHY MOBEIIHKY Tpadiky. 3rogom
MoJielnb Oyle Kpalle BIApI3HATH JeriTuMHuM Tpadik, T006T0 FPR Oynme
sHKyBatHcs, a recall HaBmaku — migsuiyBarucsa. Came 1ie i € nepeBaroro ML-
OpPIEHTOBAHUX CHUCTEM HaJ CUTHATYPHHUMH, alié TUIBKH Y JOBIOCTPOKOBIM
nepcrekTusi [3].

Axmo auBHATHCA 31 CTOPOHU ApXITEKTypH, TO CEHCOpPHI CHUCTEMHU
3a0€3MeUyI0Th MEPEKEBE IOKPUTTSA 1 HE BIUIMBAIOTh HA TPOIYKTUBHICTH
1H(PaACTPYKTypH B LIJIOMY, ajlé HE MalOTh BHJIMMOCTI Yy KIHIIEBUX TOYKaX.
Cucremu 3 areHTaMu 0adaTh ycl MOJli y KIHUEBHUX TOYKAX, MPOTE HEOOXI1AHO
BCTAHOBJICHHSI IIMX areHTIB Ha KOXXEH XOCT. XMapHi BUPINIYIOTh MPOOJieMy
3aBIsKH HasiBHOCTI ML 00poOku I1eHTpasi30BaHO Ha cepBepi 31 CTOPOHH
BUPOOHMKA IIMX CUCTEM, TAKOXK TUTFOCOM OY/Ie 1 OHOBJICHHS MOJIEJI1 HaBUaHHS IS
KJIIEHTIB 0€3 HEOOX1THOCTI BJACHOTO HaBYAHHSI.
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