JOJJATOK A
IMPOI'PAMHUI KO

n feat = 10
hidden layer size = 8
defget data(list):
x=[]
forran numinlist:
temp = np.zeros(n feat)
for 1 in range(ran num) :
temp[i] = 1
np.random.shuffle (temp)
X .append (temp)
return x
def get true res(data):
y = []
for question in range(len(data)):
if np.sum(data[question]) > 8:
y.append(-1)
number of types[0] += 1
continue
if np.sum(data[question]) > 3:
y.append (0)
number of types[l] += 1
continue
if np.sum(data[question]) <= 3:
y.append (1)
number of types[2] += 1
return y
x = []
f = open('data learn.txt', 'r'")
for line in f:
X.append (int (number) for number in line)

y = get true res(x)
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result fails = [[], [], []]
print ("'number of each (-1, 0, 1) type')
number of types = [0, 0, O]

for n in range (len(number of types)):

print(n-1, " -> ", number of types|[n])
mlpc = MLPClassifier (solver="'lbfgs', activation='logistic',
hidden layer sizes=(hidden layer size, ), max iter=250,

random state=1)

svc SVC (gamma="auto"')

rfc RandomForestClassifier ()

mlpc.fit (x, V)

sve.fit(x, v)

rfc.fit(x, vy)

test data = []

f = open('data test.txt', 'r')

for line in f:

test data.append(int (number) for number in line)
test x = get data(test data)

test y mlp = mlpc.predict (test x)

test y sv = svc.predict (test x)

test y rf = rfc.predict (test x)

print ('"MLP score: ', mlpc.score(x, Vy))
print ('SVC score:', svc.score(x, Vy))
print ('"RFC score:', rfc.score(x, Vy))
test y true = get true res(test x)
classes = ['-1", '0', '"1']

print ('classification report: \n')
print ('MLP: \n', classification report(test y true, test y mlp))
print ('Sv: \n', classification report(test y true, test y sv))
print ('RF: \n', classification report(test y true, test y rf))
print ('DISCREPANCIES : ')

for number in range(len(test y mlp)):

if test y mlp[number] != test y sv[number] or test y sv[number]
!= test y rf[number] or test y mlp[number] != test y rf[number]:
print ('#', number+l, '(', np.sum(test x[number]), ') ->',

'"MLP :', test y mlp[number], '; ',



'Sv :', test y sv[number], '; ',
'RF :', test y rf[number])
print ()
fail counter = [0, 0, O]
print ('"FAILS : ')
print ('"MLP : ')

for number in range(len(test y true)):

1f test y truel[number] != test y mlp[number]:
print ('# ', number+l, '(', np.sum(test x[number]), Yy —>1',
'expected :', test y true[number],

|l |l

, got :', test y mlp[number], ';')
fail counter[0] += 1
print ('SvV : ")

for number in range(len(test y true)):

if test y truel[number] != test y sv[number]:
print ('# ', number+l, '(', np.sum(test x[number]), Yy —>1,

'expected :', test y true[number],

', got :', test y sv[number], ';")

fail counter[1l] += 1
print ('REF : ')

for number in range (len(test y true)):

1f test y true[number] != test y rf[number]:
print ('# ', number+l, '(', np.sum(test x[number]), 'y =>7',

'expected :', test y true[number],

'y got :', test y rf[number], ';'")

fail counter[2] += 1

print ('TOTAL FAILS : \n',

'MLP 2, fail counter[0], v/, len (test data),

fail counter[0]/len(test data)*100, '$ ;\n',
'SV 2, fail counter[1], v/, len (test data),
fail counter([l]/len(test data)*100, '$ ;\n',
'RF ', fail counter([2], v/, len(test data),
fail counter[2]/len(test data)*100, '$ ;\n',
)
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JOJIATOK b
CJAMJIU IPE3EHTALII

XapKiBCbKUIM HaL,iOHA/IbHUI YHIBEPCUTET
pafioeNneKTPOHIKU

AtecTaujinHa poboTa marictpa

Aocnipg)KeHHA MeToAiB LWTYYHUX HEMPOHHUX MepPeXK
ANA aAaNTUBHOIO TECTYBAaHHA 3HAHb

BukoHaB: cT. rp. M3m-18-2
Topenos O.10.

HayKoBuiA KepiBHUK:

npod. BnaceHko /1.A.

Merta poboTtu

Po3pobKa anropmtmis aganTUBHUX
HaBYa/IbHMUX TECTiB HA OCHOBI MeToAIB

LUTYYHUX HEMPOHHUX MEpPEXK.

O6’eKT pocnip)KeHHA

MeToau BUKOPUCTAHHA WTYYHUX HeﬁpOHHMX
mepexX anAa aganTnBHOro TeCtyBaHHA 3HaHb.

79




Mopaeni ouiHIOBaHHA 3HaHb

Mogeni ouiHtoBaHHA 3HaHb

T T

KnacuyHi mogeni CyyacHi mogeni (IRT)

— NpocTta mogenb — Mogenb Pawa

Mogenb Ha OCHOBI piBHIB [BonapameTpiyHa mopenb
| 3aCBO€EHHS | BipHbayma

JliHinHO-KyckoBa anpokcumais TpunapameTtpiyHa mogenb
] —*| BipH6ayma

Mopgeni 3 ypaxyBaHHAM L»| Partial Credit Model
—*| napameTpiB 3aBAaHb

w

CyuyacHa Teopif KOHCTPYIOBAHHA TeCTiB
(Item Response Theory)

pe3ynbTaTh BUMIPIB € 06'EKTUBHUMM,

CYMICHicTb Habopy iHAMKATOPHUX 3MIHHUX,

piBe_rjb_ I'l.i,D‘,‘I'OT.OBﬂeHOCTi Ta CKna,q_HiCTb 3aBAaHHA BUMIPAKOTLCA HA
OAHIN i TIET XK iIHTEepPBaNbHIN WKani ;

MOAENIb BUMIPY € MMOBIPHICHOILO;

NIaTeHTHa 3MiHHA BM3HA4Ya€ETbCA Yepe3 Habip iIHAMKATOPHUX
3MiHHUX;

MmozeNb NepeTBOPHOE BUMIpU, 3p0baeHi B ANXOTOMIYHUX i
NOPAAKOBUX LLKANaX, Y NiHINHI BUMipU.

HEe3a/1eKHiCTb OLiHKM IHAMKATOPHUX 3MiIHHUX Bif, BUDIPKM CTYyAEHTIB
Ta Bif, BUKOPUCTOBYBAHOIro Habopy TeCTOBUX 3aBAaHb;

NPONYCK A@HUX HE € KPUTUYHUM;

iICHYIOTb 3pyYHi 06uncatoBanbHI Npoueaypun ana baratoacnekTHoI
nepeBipKM afeKBAaTHOCTI MoAeni.
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OcHosHi mogeni IRT

* Mogaenb Pawa

215" (-4,] M (6,-4)
J.D- 5 = ,;_D =
_i'( } W 1(28) T A

» J1BonapameTpiyHa moaenb bipHbayma

17,6-4,) 24 Cf)
P.(H):—(—Te Bl —mmg

i .l_l_gl,?ﬂj F—ﬁj 1+e" 1

. Tpmnapalv\eTpqua mopaenb EipH6ayma
e 8-, 17a,(6,-4)
g (A g
B}(a)=63+{1_cj)]+e—l’%(ﬁ,_—ﬁj E[/S)Z CJ.+(1—CJ.)W

AAanTMBHe TeCTyBaHHA

AT — ue npoueaypa TeCcTyBaHHA, AKa A403BONAE
oNTUMI3yBaTM Npoueayp reHepadii, npea'aBNeHHs Ta
OLHKM pe3ynbTaTiB BUKOHAHHA TEeCTiB HAa OCHOBI PiBHA
3HaHb KOPUCTYBaya

[na peanizauii AT HeobxiaHo:

BU3HAYUTKM Uini peanisauii AT

BM3HA4YNTU paKTOPU, KM ByayTb BpaxoByBaTUCh Y
AKOCTI BXiAHOI iHpopMaLii nig Yac NPUNHATTA
afanTauiMHUX pilleHb;

AKW acnekTn byayTb 3MiHIOBATUCA Y NPOLLECi aaanTauii;

AKN MexaHi3MK aganTauii byayTb BUKOPUCTOBYBATUCH
Ta AK BOHU ByayTb peanizoBaHi
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Knacudikauia ctpaterii aganTMBHOro TecTyBaHHA

| Crparerii aganTMBHOIO TeCTyBaHHA

baraToKpoKoBi | | [1BOKPOKOBI

®ikcoBaHO-po3ranyxeHi | | 3MiHHO-PO3rany>eHi

MaremaTtuuHi moaeni aganTUBHOrO TeCTyBaHHA

* mepexi baneca;

* mepexi lNeTpi;

* MApPKOBCbKi npouecwy;
* MOZEeNi HEYITKOI NIOTiKu;

* WTYYHi HEMPOHHI mepexi (LUHM).
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OcHOBHi noHATTA LLUHM

TTpuxoBaHuit
map 3

Ilap
BXOJIY

)\

T @@ D@0 8 @ @
L R R S I TV S R
T

Mepesarun LUHM

3paTHicTb LLHM 3giiicHioBaTM B6araTtonapameTpUYHUIA NPOrHO3;

onepaTUBHicTb NporHo3yBaHHA LLUHM. HeobxiaHa onepaTMBHICTb AocsraeTbeA
MaKCMManbHUM po3napanentoBaHHAM npouecy 0b6pobKku iHpopmaLii;

HeYyTAUBICTb A0 HeAONiKiB anpiopHOi iHbopMaLLii NPOorHo30BaHOro 06'eKTa;

MOXMNBICTb 06POBKN AaHUX, NPeaCcTaBNEHUX Y PISHOTUMHUX LWKaANax, Moxe
6yTu 34ilicHEHa 3BeAeHHAM A0 NOTiYHOI WKaan 6e3 nopyLeHHA onepaTUBHOCTI
NPOrHO3yBaHHA, TOMY WO NPOoAYyKTUBHICTb LLIHM He 3anexuTb Hi Big uncna
O3HaK NpeueaeHTIB, Hi Big YMcia caMmnx NpeueseHTiB, 3anncaHmxX y nam'aTi
LLUHM;

34aTHICTb BMpiWyBaTh cnabko popmasiisoBaHi 3aBAaHHS — BUABJIEHHA HESIBHUX
aHanNorin NpeueneHTiB NPOTOKO/Y CNOCTEPEXKEHD;

3[aTHICTb 40 HaBYaHHA. Bubpaswu ogHy 3 mogenen LLIHM, cTBOpuBLUN Mepexy
1 BUKOHaBLUW a/ITOPUTM HaBYaHHA, MOXHa HaBUYMUTU Mepeka PilleHHo
3aBAaHHA, AKe i1 Nig, cuny, ua BNACTUBICTb € OAHIEI 3 BU3HAYANbHUX ANA
aHanisy pesy/bTaTiB TECTYBAHHSA;

3[,aTHICTb 40 AOHaBYaHHS;

3[aTHICTb [0 y3arasibHeHHA — NiCA HABYAHHA MeperKa CTa€ HeYyT/IMBOIO A0
MannX 3MiH BXiAHWUX CUFHaNIB i A€ NPaBUNbHUIA pe3ynbTaT Ha BUXOA;
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HasyaHHAa LLUHM

Wi = wiit 0oy

Ae W;— 3HaYeHHA Baru 3B’A3KY MiXK i Ta j HEMPOHaMK, 1| — WBMAKICTb HABYAHHA,
o; — NOXWOKA j HEMPOHY, ¥: — BUXif | HEMPOHY.

Moxnbka BUXiAHOro c/ot0: i
Oi :a'(yx —J’)-
ne f — xapakTepucTuka HelpoHy,

Y, Tay — 6axkaHe Ta AjicHe 30yA)KeHHA HENPOHY.

[OnAa cMrmoigHOT XapaKTepuUCTUKM NoxXigHa: %zy.(l —9)

d
MoxunbKa CKPUTOrO Wapy: o, = d—i-zq wy,
4

3aranbHa noxmbka mepexi: €= ). 0%
12

Anroputm HaBYyaHHA LLUHM

NifroToBNAETLCA HAaBYaibHa BMBipKa BXigHWUX Ta BUXiAHMUX 3HAYEHD;
yCim 3B'A3KaM MepexKi NPUCBOOTLCA HEBENMKI BUNAAKOBI 3HAYEHHS;
3 HaBYa/bHOI BUBipKKN BepeTbca NOTOYHUI NPUKAAA, i MOro BXigHi
napameTpu,

(Lo y CYKynHOCTI CKNagatoTb BEKTOP BXiAHMX CUTHANIB) NOAAOTLCA HA
BXiAHI cMHancu HavyanbHoi LLUHM.

LWUHM pobuTb 3agaHy KinbKicTb enox GyHKLiOHYBaHHA.

BM3HAYEHHSA AiACHOIro BUXOAY MEpPEXKi, BAKOHAHHSA ii nepepaxyBaHHs;
06uMCcNeHHA Pi3HULI MiXK AINCHUM | 6arKaHUM BUXOA0M MepeXKi. Yum
MEHLLE LA Pi3HULA, TEM KpaLLe po3ni3HaHMM NPUKANAL, | Tem bankue
BiANOBIAb A0 HeobXigHOro. AKWO pisHMUA piBHa 0, TO HIAKUX A4il He
BYMBAETbLCA;

3MiHa BarM mepexi 4na MiHimisauii nomuakm (y ubomy i € 3mict
HaBYaHHA);

NOBTOPEHHA NYHKTIB A0TU, MOKM 3arasibHa NOMWU/IKA MepeXKi He byae
MiHiManbHoto. Mpoxia No BCix NpUKNaaax HaB4abHOI BUBIPKM 3 NepLuoro
[0 OCTaHHbOIO BBAXKAETLCA OAHMM LIUK/IOM HaBYaHHA.
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Bigomi anroputmun HaBYaHHA

HasyanbHe .
Mapagurma ApxiTekTypa ANropuTm HaB4aHHS 3aBaaHHs
npasuno
Knacudikauisa
. .| AnropuTtmu HaBYaHHS | o6pasis
i OpHoluaposuii i i
Kopekuia . nepuenTpoHa Anpokcumaldis
GaraToLuaposuii -
NOMUINKN 3BOpoTHE chyHKUi
nepLenTpoH
MOLLUNPEHHSA MOMUITKU I'Iepe/;lGaquHg,
KepyBaHHS
HaBuyaHHS 3a Anroputm HaB4vaHHS | Knacudikauis
PekypeHTHa .
BbonbumaHom no bonbumaHy obpasis
S e AHania  gaHunx
3 yymTenem EaraTOLIJapOBa NiHINHWI Knaccw
MpaBuno Xebba | npsimoro OUCKPUMUHAHTHbIV brkaums
MOLUMPEHHSI aHani3 .
obpasis
KaTteropusauis
BekTopHe ycepep‘MHi
H 3maraHHs
aBYaHHSA KBaHTYBaHHS knacy  Crtuck
METOA0M naHux
3MaraHHs .
Knacudikauisa
Mepexa ART ARTMap )
obpasis
13
HaByanbHe .
Mapagurma ApxiTekTypa AnropuTm HaBYaHHSA 3aBaaHHs
npasuio
. BaratowapoBa ) Karteropwmsauis
Kopekuis Mpoekuis ycepeauHi
npsiMoro Avani
NOMMITKN CammoHa Knacy Hani3
NOLUMPEHHSI OaHux
Mpsamoro AHanis ronoBHMx | AHania  gaHux
KOMIMOHEHTIB CTuCK AaHnx
MowmpeHHs
abo 3MaraHHs
5 Mo Xebby
€3 yunTens .
yd H AcouiaTtneHa
aBYaHHS
Mepexa Xondvnga ) .
acoujiaTMBHOI nam'sTb
nam'arti
BekTopHe Kateropusauis
CTUCK gaHux
3 3maraHHsi KBaHTyBaHHS
MaraHHs KaTteropusauis
SOM KoxoHeHa SOM KoxoHeHa opusaul
AHani3 gaHux
Mepexi ART ART1, ART2 Kateropusauis
Knacudikauis
obpasiB
Kopekuis ;
. peky ANrOPUTM  HaBYaHHs | AMPOKCMMALLis
3miwara NMoMUIKK Mepexa RBF RBE .
3maraHHs hyHKLA
MepenbayeHHs,
KepyBaHHsl 14
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IHcTpyMmeHTanbHi 3acobu peanisauii HeMPOHHUX Mmepex

* MemBrain — noTyXXHUM rpadiyHUN HEMPOMEpPEKEBUIN peaaKTop-
iMmiTaTOP, NIATPUMYOUYMIA LITYYHI HEMPOMEpPEXKi AOBINbHOTO
PO3Mipy Ta apXiTEKTYpPW.

* Scikit-learn (paHiwe scikits.learn i Takox Bigomuit sk sklearn) — ue
Bi/ibHa 6ibnioTeKa MalULMHHOIO HaBYaHHA AJ1 MOBM
nporpamyBaHHA Python.

* MakeTt NeuroSolutions — 0guH i3 KpaWwmx cy4aCcHWUX NaKeTiB.
Mpun3HaYeHU [na MoAeNtoBaHHA WMPOKOro kosa LUHM

* Keras — BigKpuTa HelipomeperkHa bibnioTeka, HanucaHa
moBoto Python. BoHa 3gaTHa npautoBaTtu
nosepx TensorFlow, Microsoft Cognitive
Toolkit, R, Theano Ta PlaidML

* PyTorch — 6ibnioTeka malWMHHOro HaB4YaHHA aAnsa mosu Python 3
BIAKPUTUM ICXOAHMM KOLOM, AKA CTBOpPeHa Ha 6a3i Torch.

EKcnepumeHTasibHa peanisauia cuctemu aganTUBHOrO
TeCTyBaHHA

3AJAYU:

* BiAibpaTK 3MiCT HAaBYAHHA, ANA LbOTO
PO3rNAAaETLCA Nporpama obpaHoro Kypcy;

* po3pobuTK cnuctemy TecTiB No 0bpaHin AgucumniHi
(ctBOpUTM HBa3y 3aBAaHb);

* pPO3pobuUTHN HeobxigHe NnporpamHe 3abe3neyeHHs
AN 30iACHEHHA TECTYBAHHA;

* nobyaysatm LUHM Ta HaBYMUTK ii Ha pe3ynbTaTax
nonepeaHixX TeCTyYBaHb;

* NMPOBECTU TECTYBaHHA;

* BMKOHATU 0OpOOKY Ta iHTEpPNpPETaALLit0 OTPUMAHUX
pe3ynbTaTiB
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Liarpama BapiaHTiB BUKOPUCTAHHA

Student
Log in to system Review test results
Give a test to a group'
of students
Review test statistics
Teacher and analysis

CTpyKTtypa 6a3u gaHux

University Course
-id -id
-name -name
- teacher
1 1
Topic
-id -id
- recommendation -name
- question_id - course_id
1 M 1
'
Group Answer Question
-id -id -id
-name - tex -text
- ie_right & 1| - difficulty
-spec_id T
- question_id - theme_id
1
M 1
Student 1 [ StudentAnswer
-id -id
-name 1 »_| - date_time
-age
- year
-group_id
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[iarpama nocniposHoCTI

Test system Test analysis NN

module
Teacher
; T
H :
Log in request i
»,

Response ‘

Review test statistics H

Response
Request test results analysis |
Request test results analysis
Response
Response

|

|

= |
i |

| |

1 |

i |

19

dopma BBOAY BigNoBiAi HA 3aBAAHHA

o Test - O

Select the test
Question 8/30:

B INC NMITA: 3akoH NowwyK Sa peKBisMTaMK A0SE0NAS BUKOHYBATH NOLWYK 3a
. BWAOM ADKYMEHTY. Fki A0KYMEHTH GyayTe SHaMAEH ¥ pasi POpMYBaHHA 3aMnTa 3
Test description eKaziBioe B noni "Kpaina" evpazy "(NOT)¥ikpaina"?
Lleit TECT CTBOPEHIIA T8 NPM3HAYSHWIA ANA OLWHKW 3HaHE
CTYLEHTIS HaNpAMY nioroToskk "TpasosHascTeo”
3 gucunnninW ' IHbopMaLite safiesneveHHA Npodeciitol
HiAnsHocT "
Kinexicte nutane: 30

Yac AR BUKoHEHHR: 45 x6

Answers

@ Bci aoKymeHT!, Wo GynK NPUWAHAT AD MPUAHATTA YKPSIHOK HESanekHocT
() MixHapoaHi yrom, wo He pamupikysana Yikpaina.

() TMiwe Ti ROKYMEHTH, B AKIX BEIACYTHE NOCANAHHA Ha YkpaiHy.

() Mitwe Ti gokyMeHT, Wwa Gynn npuAHaTi BP YPCP & nepioa icysanHe YPCP.

Previous
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Pe3ynbtaT aHani3y gaHuUX TecTiB

8l Test Analysis —

Test result analysis

Test info

Test name: Miacymkosnit TecT

Course: [HPOPMALIHE 3a6E3MEYEHHR MPOMEeciiHol fjAnEHoCT

Topic: MiacymKoBui TecT 0.75 4
Questions : 30

Students passed the test: 40

Students passed the test successfully: 34 0.50

Recommendations

Question 2 0.25
Increase question dificuty valus
{or decrease question dfficulty)

oo0o{ @ ® 000000000 00000 0000 GGG ee

Question 4:
Increase question difficulty valus
{or decrease question dfficulty) —_0.25 4

Question 14:
Increase question difficulty valus —0.50
{or decrease question dfficulty) :

Question 20:
Increase question difficulty value
{or decrease question difficulty)

—0.75 1

Guestion 25: -1.00 L
Decrease question dificity value

(orincrease question dificulty 0 5 10 15 20 25

MouyaTKoBUM PO3NOAiIN CKNAAHOCTI TECTOBUX 3aBAaHb

21

Po3noain cknagHocteu 3aBAaHb

1.00 ® o o o

0.75 1

0.50 4

0.25 4

0001 @ @ 000000000 00000 0000 0000

—0.25

—0.50 A

—0.75 A

—1.00 A @

T
] 5 10 15 20 25 30
® MLP Prediction |

22
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IHTepnpeTauia pesynbraTisa poboTn moayns
aHani3y CKNagHoOCTI 3aBAaHb

Ne Ne
Ne
3aBOaHH 3aBAaHH
Pesynerat 3aBaHHs Pesynerat Pesynerat
A A
HUS
HUSA HUs
1 He 3miHoBaTK 11 He 3miHoBaTH 21 He 3amiHoBaTn
2 MNigBuwmTM 12 He 3miHOBaTH 22 He 3miHOBaTUN
3 He 3miHoBaTK 13 He 3amiHoBaTH 23 He 3amiHoBaTn
4 NigBuwmTH 14 MNigBuwmTH 24 He 3miHOBaTUN
5 He 3miHoBaTK 15 He 3miHoBaTM 25 3HM3UTH
6 He 3miHoBaTn 16 He 3miHOBaTH 26 He 3miHOBaTUN
7 He 3miHoBaTn 17 He 3miHOBaTH 27 He 3miHOBaTN
8 He 3miHoBaTn 18 He 3miHoBaTH 28 He 3miHOBaTN
9 He 3miHoBaTUK 19 He 3amiHoBaTH 29 He amiHoBaTn
10 He 3miHOBaTH 20 MigBuwnTM 30 He 3miHtoBaTn

23

MopiBHAHHA PO60TU TPbOX anropuTMmiB Knacudikau,ii

0.75 A

0.50 A

0.25 1

0.00 4

—0.25 A

—0.50 A

—0.75 A

—1.00 A

1.00 4 O Oe

0 5
@ MLP Prediction

10

T
15 20

SV Prediction

25

RF Prediction

30

24
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TecToBuMiA NnpuUKNag 3i CKNagHUMM 3aBAAHHAMM

004 @ L L X e o L L 1 ] [ ] (]

-1.0 L L1 1] e o oo e 0000000 o

) 5 10 15 20 25 30
@® MLP Prediction |

TecToBuUii NpuUKNag, 3 Nerkumm 3aBgaHHAMM

10 L XX 1] e o oo e 00 o000 o

08

0.6

0.4

02

0.0 [ ] (1 1] o o L X 1 ] [ ] [ ] [ ]

OCHOBHiI pe3ynbTtatn pobotu

3[iIMCHEHO aHaNi3 KNAaCUYHMX Ta Cy4aCHUX NiaAXoAiB A0 peanidauii
TECTYBaHHS;

3pob6neHo aHani3 OCHOBHMX NiAgXxoAiB A0 peani3alii aganTUBHOIO
TECTYBaHHSA Ta NPOaHani3oBaHo ix 0cobMBOCTI, NnepeBaru Ta
obmeXKeHHS;

3[iINCHEHO NOCTAHOBKY 334a4i AOCNIAKEHHS;

NPOaHa/i30BaHO MOM/IMBOCTi BUKOPUCTAHHSA WTYYHUX HEMPOHHUX
MepeX aNA peanisauii a4anTMBHOMO TeCTYBaHHA 3HAHb;

p0o3p0b6aeHO MeToAM afaNTUBHOTO TECTYBAHHA HA OCHOBI LUTYYHMX
HENPOHHUX MEPEXK Ha PIBHAX TECTOBUX 3aBAaHb, TECTIB Ta TEM
HaBYa/IbHOTO KypcCy ;

BMKOHAHO NPOEKTYBAHHA CUCTEMU a4aNTUBHOIO TECTYBAaHHA;

peanizoBaHO PO3pPaxyHKOBUIA KOMMNOHEHT CUCTEMM a4aNTUBHOTO
TeCTyBaHHSA;

NpoBeAeHO eKCNePUMEHT 3 BUKOPUCTaHHA POo3pobaeHOT cuctemu;
NMoKa3aHOo POHOTOCMPOMOIKHICTb 3aMPONOHOBAHOIO NiaxXoay.
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JIOJIATOK B
ATIPOBAIIA PE3YJIBTATIB POBOTH

CrnMcoK BUKOPHCTAHUX JZKepeJt:

1. Raj Chandel. Web Application Pentest Lab setup Using Docker. URL:
https.//www.hackingarticles.in/web-application-pentest-lab-setup-using-docker/.
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VJIK 004.056 B )
OJIEKCAH/IP FOPIMOBHY I'OPEJIOB
CTY/IeHT MaricTpaTypy XapKiBCbKHH HALlIOHABbHUI YHIBEPCHTET PalioeIeKTPOHIKH

IMPOBJIEMA ATANITALI B CUCTEMAX JJUCTAIIHHOI'O HABYAHHS

B nanuii yac 3HayHO 3pic IHTEpPeC JO BHKOPHCTAHHS JUCTAHLIWHMX
KOMIT'IOT€PHUX HABYAIBHMX KyPCiB [UIsl NMArOTOBKH 1 MiJBMINEHHS KBajidikaiii
cniBpoOITHUKIB B CaMHX PI3HMX oOpraHizauisx. OJHHM i3 LUISXIB MiABHILEHHS
¢(deKTHBHOCT] HaBYaHHA [OpPH BHKOPHUCTAaHHI KOMI'HOTEPHHX OUCTAHI[IMHMX

TEXHOJIOTIA nossrae B po3pobui ocBiTHiX Beb-momaTkis, mo MawTe WIHPOKH

MOMUIHBOCTI B 00J1acTi afganTarii.

Peanizanis MO3UIMBOCTI ajanTauii J03BOJIAE BPaxOBYBaTH 1HAMBINyasbHi
0co61HBOCTI KOpHUCTYBaua (piBeHb 3HaHb, /11, NOTPeOH, KOTHITHBHI 0COOIMBOCTI
1 T.IL.), IUIAHYIOYH NPOLIEC HABYAHHS | IPONOHYIOUH HOMY HAMOLIbIU MiX oA
HaBYATbHUM MaTtepiai B HaiOUIbII mpuaatHii aus Heoro dopmillin agantusuum
HaB4aTbHUM BeO-kypcom OyaeMo po3ymiTH rinepMejifHHX CHCTEMY, sika mae
3[IATHICTh IO ajanTailii pi3HNX acleKTIB cBO€l poOoTH 10 0cobiMBOCTEN yuHs Ha
OCHOBI HOr0 Mozemi.

Pospobxa amantuBHOIO  HaByaibHOro Beb-mogatkm € CckiIamHOM
npobneMoro, sika nepeadavac BUPIIIEHHS HU3KYM 3aBJlaHb, TOB'S3a8HHUX 3 IEBHOIO
Oprasi3alli€}0  HaBYalNbHOrO  Marepiajly, [ONyCKa€ BapiaTHMBHICTh  HOTO
Npe/ICTaBIeHHs, po3poOKOIO MeTOAIB Horo Moaudikalii, METOIIB TOJaHHS MOJENI
y4Hs1, peatizaniero 36opy iHpopMaliii Ipo KOPHCTYBaya, po3po0KOI0 i peaizaiieo
TEXHOJIOr1l aganTauii Ta iH.

OCHOBHMMHM [NHMTaHHSAMH, Ha SIKI HEOOXIJHO BIANMOBICTH B TPOIIECI
MPOEKTYBaHHS 1 po3pobKyu ajanTHBHOIO HaB4alnbHOro Beb-kypcey, € HacTymHi:

— fKa MeTa peanizaull ajanTauliiHUX TEXHOJOrii B KOHKPETHOMY
HaBYaJIbHOMY Kypci (Hasiio norpibHa ajanranis B KOHKPETHIH cucrTemi),

— siki (dakTopu OyIyTh BpaxoBYBATHUCS B AKOCTI BXigHOI iH(opMmaliii npu
BHPOOJIEHH] aanTaliiH|X pillleHb (10 4oro Oy/ie aJlanTyBaTUCH CUCTEMA),

— sKi acmeKTH (YHKIIOHYBaHHS cuctemMu OyayTh 3MIHIOBATHCS B MPOLEC
ananrtanii (1o Oyae aganTosaHo),

— SIKI MeXaHI3MH ajanTauii OyayTh BUKOPHCTOBYBATHCS 1 SK BOHM OYIyTh
peastizoBaHi (K Oyae 34iiCHIOBaTHCA ananTanis).
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BinbiiicTs AZANTHBHUX HABYATLHHX CHCTEM B SKOCTI BXiAHOT indopmauii
I pHAHATTA afanTallifHHX pillleHb BHKOPHCTOBYIOTE PI3HI XapaKTePUCTHKH
KOpHCTYBaua, cCeped SAKHX HaiyacTille BHKOPHCTOBYIOThCH piBEHb  3HaHb
KODHCTYBaua, MeTa KOPHCTYBaUa, piBeHb TiATOTOBKM KOPHCTYBaua i 10CBL poboTH 3
rinepmeia.

Ha ocHOBI aHaTi3y 3a3HAYEHHUX NapaMeTpiB MOJIeNi KOPHCTYBaya a/lanTUBHAH
HABYATBHMI KypC TIOBHHEH JI03BOJITH 3MiHIOBATH 3MICT JOCTIDKYBaHOTO MaTepla.rly,
fioro QopMy NOAaHHs, MOCIIOBHICTE NPOXOMKEHHsS €O Kypey i MOMJIMBOCTI
Hapiraiii Ha CTOPiHKaX Kypcy. 3 ypaxyBaHHSM TOTrO, L0 OCHOBHMMH Q)opmamn
MOJAHHS HABYAIBHOTO MaTepiaqy € TEKCT | Mynbmmema, MOXKH2 PO3AUIATH
npo0JieMy ajmarrarii Q)opmu Ha aJanTauiio TeKCTY i aJanTaiio My/IsTHMEIA.

AjanTaiis 3MICTY MOXe peam3oay13amcn LUISXOM TIOJAHHST HaB4aJIbHOIO
MaTepla.ny 3 PI3HHM CTYTIeHeM [eTali3allii, 3 ypaxyBaHHsIM piBHS 3HaH5 110 cymummx
TeMax i MOHATTAX. bilblll paTHKaTEHAM METCAOM € BHKODHCTAHHS pi3HMX Baplarma
TPEACTABIEHHS Marepiany, fki BUOMpaiOTBCS Ui TIpe3eHTaIli Ha OCHOBI MOJIEJI
KOpHCTyBaya. Peanizallisi afalTHBHOL mIITpHMKH HaBirauii nepejbadyac HasiBHICTh
JIeBHMX 3ac0BiB aHaTi3y MOJIETi KOpHMCTyBaya i oco0auBOCTEeH Npolecy B3aEMO/IT
KopHCTyBaya 3 martepiatoM Kypcy. Ll 3acobu noBuHH ONTHUMI3yBaTH MOXJIHUBI
LUIIXM TPOXO/DKEHHs MaTtepiany Kypey, aJanTylouu CHCTEMY HaBiraiii Ha
HABYAILHUX CTOPIHKaX 10 PO3rISAHYTHX BULIE d)axropaM ~

[lepeBarn ajamTMBHAX HABYANBHMX KYPCIB BKIXOYAOTh B cebe, 30Kpema,
HacTyIIHE:

—  aBTOMATH30BaHi IPONIECH OLIHKH YCIIIHOCTI CTY/EHTIB 1 IPOTHOCTHYHOTO
aHai3y MPU3BOIATH 110 3HAYHOT EKOHOMII Yacy BHKJIATALbKOTO CKIALy;

~  aJanTHBHI CHCTEMM 3IaTHi BUPINIMTH OCHOBHY MpoGJeMy OCBITHBOTO
npouecy — TKKY BAMOTY BiJl BUMTENiB Ta BHKIaJauiB OyTH BINIOBIAHUM 32
OBOJIO/{IHHS MPAKTHYHMMM HaBMYKaMM Oestiui yuHiB, U0 BIHOCATECS JO Pi3HMX
JaeMorpabiuHnX rpyn;

—  aJanTHBHI CHCTEMH BPAXOBYIOTH IMPHHIMAMIOBO Pi3HI DIBHI nonepemux
3HaHb, @ TAKOX NPOTPEC Y XOMi KypCy, 3aCHOBAHHMH Ha BHMiDIOBAHHI HABHHYOK i
pe3ynbTaTiB  HaBYaHHA cryaerma 3HIDKEHH! HABAHTAXKECHHA BHKJIAAA4YlB Ha
BHKJIA/IAHHS, BUNPABIEHHS CHTYaLi 3 BUKJI/JaHHsAM Ta CIIPUSHHAM CTYACHTAM,

— gKH0 CHCTeMa  CTBOpeHa  e(eKTHBHO,  3HIXKAEThCA  BapTiCTh
ABTOMATM30BAHOIO 3BOPOTHOrO 3B'sA3Ky 1 mepesnadi Oe3 BTy aHHS oiriiHOIO
iHCTPYKTOpa IEMOHCTPYIOTh 3HA9HI TIOJIITIIEHHS B HaBYaHHI CTYIEHTIB,

— perymoBaHHS BMICTY KypCy 3a CTyneHeM CKJIaHOCTI MPU3BOJMTE 10
KPAILIOrO 3aTyueHHs B IIPOLeC HABYAHHS | IPOCYHEHHI 110 HEOMY;

— ajanTMBHI CHMCTEMM 3a0XOYYIOTh 3AlliKaB/IEHIiCTh YHWHIB y TpoLEec]
HABYAHHS 32 JIONIOMOTOK ABTOMaTH30BaHNX LIMKJIIB 3BOPOTHOTO 3B'A3KY;

 aNANTHBHI CHCTEMH BiITIOBiJAIOTH Pi3HMM CTHIISM XHTTS OKPEMHX Y4HIB
Ha BiIMiHY Bl HEOBXIIHOCTI CTy/IEHTaM Bi/TIOBIaTH CHCTEMI;

~ BHKIAfa4l OTPUMYIOTh JaHi, WO MICTATh IHAMBIAYaIbHI TNOTPEOH
CTyleHTiB, ake afalTHBHI CHCTEMH MOXYTb 3abe3neunTH TAKMHA pIBEHb
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aBTOMATH3aUil, 11O /I03BOJIAC BUKA/1ayaM Kpallle PO3NOLIATH Yac Mik CTYACHTaMH,
SKMM HeOOXI1/Ha J101I0MOra, Ta THMH, KOMY BOHA He HOTpIOHa;

— TpaaMuiiHI METOAM OUIHKH iH(QOPMYIOTh BHKIAZa4iB i CTYAEHTIB Npo ix
YCILIHICTh 3aHAATO Mi3HO B XOIi HABYAJBHOTO LMKy, ane alalTHBHI CHCTEMH
MOXYTb OTPHMYBATH IHYOPMALIIIO B PEXUMI PEabHOTO Yacy.

YK 372.862

BOJIO/IMMHP BOJIOIUMHAPOBHUY TYJIVIIOB

KaHJMAT TEXHIYHKX HAyK, OLEHT, NOUeHT Kadeapu inpopmauiiHuX TeXHOIOTH
Ta xibepbesnexn dakynsrery Ne 4 XapkiBChbKOrO HALliOHAILHOTO YHiBEPCHTETY
BHYTPILLHIX CTIpaB '

BAJIEPIF MUKOJIAHOBWY INEPECTYAHCHKUM

CTapliMi BHKIaga4 kapenpd iHpopmauifHHX TexHoNorid Ta kibepbesnekn
daxynbTerTy Ne 4 XapkiBChKOro HalliOHAIEHOTO YHIBEPCHTETY BHYTPIIIHIX CIIpaB

BITPOBAJI)KEHHS KOMIIOHEHTIB IHOOPMALITHHUX
TEXHOJIOI'TA B OCBITHBOMY ITPOIIECT

ITocmanoska npobnemu. Po3poOka Ta BIPOBAIKEHHS KOMIOHEHTIB
iHOOpMaIIHHIX TEXHONOTIM /IS MATOTOBKH (axiBlLliB TEXHIYHOI JTAaHKH a came
¢axiBuiB 3 opraHizauii 3aXMcTy iHpopMaNii Mae CyTTEBY IPUKNANHY KOMIOHEHTY
HaOIKEHHA [0 Npo6ieMaTHKH MiANbHOCTI HIAPO3ALIIB TEXHIYHOTO 3aXHCTY
iHpopmauii y npaBOOXOPOHHHMX CTpYKTypax. Haibinkmn y mpoMy ceHci mae
ebekTHBHAa KOMIUTEKCHA KOMII'IOTEpH3allii Ta TpeHaxepisauis mnpodeciiinoi
NiArOTOBKH TakMX (axiBuis, ska 3abesneuyloTs yci craiii XHMTTEBOro LMKy
BUPOOY: NPOEKTYBaHHS, po3pobKy, BUNIPpoOyBaHHs, BUPOOHHUITBO, EKCIIyaTallilo,
TEXHIYHE 00C/IyroByBaHHs, PEMOHT Ta YCIILIHOIO BUKOHAHHS y46OBOIO 3aBJaHHS
[1,¢.237].

Cmia BuauMth Te 1O po3pobka OAHIET TrOQMHM BHCOKOE(EKTHBHOI
HaBYaILHOI KOMIT'IOTEPHO]1 NPOTPaMH, K 0KA3Ye BKe HASBHUM JOCBiJ, BUMAarae
BUTpaT 6araTbOX /IOJMHO-TOAMH Mpali KBami(iKOBaHMX MNPOTPAaMICTIB i
MeTOAMCTIB. IIpH 1BOMY KOHTPOJIE SIKOCTI HaBYAIOYHX IIPOrpaM Ta e(GeKTHBHOCTI
TPEHAXEPHOI MIATOTOBKH € CIPaBOIO CKIANHOI0, 1O HOTPedye CreuianbHHX 3HaHb,
TECTiB, y4acTi eKcHepTiB Towmio. be3 Takoro KOHTPoIO Ta ceprudikalii MOXKIHBI
HEraTHBHI pe3y/bTaTH HABYAHHS, BHHUKHEHHs NOMMIIKOBMX HABHYOK, BTPaTH
TIPUPOJHOTO iHTENEKTY Yy 0ocobu, mo HaBuyaeThes Ta iH. [1, ¢. 237]. Takox 10
LbOrO BapTO JA0JMATH KOHCTATallK) HEYXHJIBHOTO 3POCTY BAapTOCTi armapaTHHX i
MpOrpaMHUX 3acobiB SIK ICHYKYHX TPEHAXEPIB TaKk | IHIIMX HABYaKOYHX
IHTEPaKTUBHHUX CHCTEM.

Ha TenepimHi yac BHUCOKHH TeMn pO3BHTKY iHGOpMaLiHMX TeXHOJOriH
HaBYaHHA Yy CBiTI 3YMOBJIOE: OHOBIEHHS 3aco0iB  MarepiatbHO-TEXHIYHOIO
3abe3neyeHHs  HaBYAJBHOTO  NpOLECY HOBUMHM  3paskaMH  TEeXHIKM Ta
HGOpMALIAHAMH TEXHOJOTISAMH, OHORJIEHHS KaJpOBOro morteHiuiaay kadeap 3i
creuuPpiyHUMHM yMOBAMM HABYaHHS Ta B3aCMONPOHUKHEHHS 1H(OpMaLiiHNX
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Some aspects of security in adaptive
systems of distance learning

Distance Learning (DL) is an educational service delivery system that
involves the widespread use of new information technologies to enable
students to access educational resource, to interact and engage actively
with teachers and colleagues while working with educational material. The
capabilities of computer-aided presentation and information technology, as
well as networked telecommunication technologies, can improve the quality
of learning and create a comfortable environment for students as they have
the ability to adjust their work with the material according to their current
level of knowledge, needs, capabilities, skills and cognitive parameters of
personality,

One of the ways to solve the problem of increasing the DL effectiveness is to
develop educational Web courses that realize the principles of adaptation and
interactivity. The implementation of adaptability provides a means to take into
account the individual characteristics of the user (level of knowledge, goals,
needs, cognitive characteristics, etc.), to plan the learning process, and offer
them the most appropriate educational material in the most suitable form.
An application with a high level of interactivity will allow the implementation
of more productive scenarios of user interaction with the system, with the
study material, and with colleagues.

Advantages of adaptive learning systems include:

- differentiation and individualization of training;

- optimization of the learning processes and knowledge assessment based
on prognostic analysis;

© David A., Horelov Y., Horelov 0., 2019
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- accounting for any previous level of knowledge;
- regulation of the course content by the degree of difficulty;

- students, themselves, define their own learning path, as the real-time
response on process of working with the study course provides detailed
feedback for self-improvement;

- adaptive systems encourage students’ interest in learning through
automated feedback cycles, encouraging them to take action and move forward
regardless of the course teacher;

- adaptive systems increase the capacity of the teaching staff; a rich analysis
of data on student performance allows teachers to constantly improve the
course.

However, the spread of DL is not possible without solving a number of
problems, one of which is information security. Information security in this

context can be considered in two aspects: N

1. Ensuring confidentiality, integrity and readiness of information in the
learning process.

2. Protecting students from inaccurate, distorted and harmful information.

In the first case, we are dealing with the technical problem of protecting
information from the following threats: unauthorized access to digital content,
breach of integrity and inadequacy of training resources, disruption of the
normal functioning of services and resources, breach of security of testing
procedures, as well as unauthorized access to personal information.

A comprehensive approach to the solution of the problem of information
security in the DL involves the implementation of a number of procedures.
It uses the registration and authentication of the user, the implementation
of access control, monitoring and detection of intrusion, the protection of
network communications, and the protection of digital data storage.

Security is of particular importance for adaptive learning systems, since
in this case it is possible to gain unauthorized access to a student’s personal
characteristics that are used to construct his model and implement an
adaptation mechanism. Usually, the student model contains information about
his level of knowledge, hierarchy of learning goals, cognitive, mental and
psychological characteristics of the individual. This significantly increases the
risk of continued use of social engineering technologies to commit illegal acts.

The second problem - protecting the user from malicious content - has
become especially relevant with the advent of the Web 2.0 concept, which

228

96




IIpomudis kibepzazposam ma mopeieni atodemu. Xapkis, 2019

significantly changes the model of user interaction with the network. The main
features of the new concept include syndication, socialization, collaboration,
interactivity and openness. The Internet becomes a means of interaction and
communication, community building, and the realization of accessibility to the
full range of services in the learning process, rather than just an instrument
of access to the learning resources.

Blogging and microblogging, social networking and social presentation
systems, wiki projects, social bookmarks, multimedia dissemination systems,
shared editorial systems, syndication and notification technologies and more
are available to the user.

In these circumstances, the solution to the problem of information security
depends largely on media education, professional competence of the teacher,
analysis, selection, preparation and systematic verification of information and
educational resources, organization and management of student interaction.
The teacher should be able to implement pedagogical technologies by means
of information and communication technologies, ensuring the integrity and
effectiveness of the learning process.

Odepxcaro 21.10.2019
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