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JIOJIATOK A

JlictuHr nporpam

OtpumanHs 1a0JIOHY TOYOK 00IHYYS

import cv2

import mediapipe as mp
import numpy as np
import tkinter as tk

from tkinter import messagebox

# Inimamizaris Mediapipe Face Mesh
mp_face_mesh = mp.solutions.face_mesh
face_mesh = mp_face_mesh.FaceMesh(static_image _mode=False,

max_num_faces=1, min_detection_confidence=0.5)

# Imimamizams Bikga Tkinter
window = tk.Tk()

window.title("306epekeHHs] KOHTPOJIBHUX TOYOK 00Iryys")

# OyuHkiis a1 30epekeHHs] KOHTPOJIbHUX TOYOK 00InyYs y (aiin
def save_landmarks():
cap = cv2.VideoCapture(1)
saved = False
while not saved:
ret, frame = cap.read()
if not ret:
break
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# IleperBoproemo kaap y RGB
rgb_frame = cv2.cvtColor(frame, cv2.COLOR_BGR2RGB)

# Bukonyemo 00poOKy KaJpy JiJisi BUSIBICHHS] KOHTPOJbHUX TOYOK

results = face_mesh.process(rgb_frame)

if results.multi_face landmarks:
for face_landmarks in results.multi_face_landmarks:
landmarks =[]

for Im in face_landmarks.landmark:

X = Im.x
y=1Im.y
z=Im.z

landmarks.append((x, vy, 2))

# 30epeKeHHs] KOHTPOJIBHUX TOYOK Y (haiis
np.save(‘face_landmarks_sample.npy’, landmarks)

saved = True

messagebox.showinfo("Ycnix", "KonTponbHi TOukH 001A49Yst

30epexeHo!")
break

cv2.imshow('3axomienns oommyus', frame)

if cv2.waitKey(5) & OxFF ==27: # Hartucuits ESC st Buxony
break

cap.release()
cv2.destroyAllWindows()
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# CTBOpEHHS KHOTIKU sl 30€pEKEHHS] KOHTPOJIBHUX TOYOK
save_button = tk.Button(window, text="36epertu", command=save landmarks)

save_button.pack(pady=20)

# 3amyck ocHoBHOro nukiy Tkinter

window.mainloop()

Kon nporpamu po3mizHaBaHHs 00IAYYS

import cv2
Import mediapipe as mp

import numpy as np

# Inimiamizanis Mediapipe Face Mesh
mp_face_mesh = mp.solutions.face_mesh
face_mesh = mp_face_mesh.FaceMesh(static_image mode=False,

max_num_faces=1, min_detection_confidence=0.5)

# IHimiamizaiis MOTyJIsl MaTIOBaHHS JIJIsl Bi3yalizallii KOHTPOJIbHUX TOUOK

mp_drawing = mp.solutions.drawing_utils
# OyHKILIA 111 O0YMCIICHHS €BKJII0OBOI BIICTaH1 MIXK IBOMA TOYKaMH (X, Y, Z)
def euclidean_distance(pointl, point2):

return np.linalg.norm(np.array(pointl) - np.array(point2))

# 3aBaHTaXXCHHS 3pa3ka KOHTPOJIBHUX TOUOK OOJIAYYS JIJIsl TOPIBHSHHS

sample_landmarks = np.load('venv/face_landmarks_sample.npy')

# BcTaHOBITIOEMO TOPIT JJIs1 PO3ITI3HABAHHS
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RECOGNITION_THRESHOLD =0.1

# OyHKIIIS 1T IePEBIPKHA CXOXKOCTI 3 3pa3KOM OO0IIIUs
def is_face_matching(landmarks, sample_landmarks, threshold):
distances =[]
for i in range(len(landmarks)):
# IlepekoHaemocs, 1110 00MIBa MAaCUBU MalOTh OJTHAKOBHI pO3MIp
(manpukian, (X, y, z))
If len(landmarks[i]) == len(sample_landmarks[i]):
distances.append(euclidean_distance(landmarksi],
sample_landmarks[i]))
mean_distance = np.mean(distances)

return mean_distance < threshold

# BineonorTik 3 kamepu

cap = cv2.VideoCapture(1)

while cap.isOpened():
ret, frame = cap.read()
if not ret:
break

# IlepeTBoproemo kaap y RGB
rgh_frame = cv2.cvtColor(frame, cv2.COLOR_BGR2RGB)

# BukoHyemo 00poOKy Kaapy JUisi BUSBICHHS KOHTPOJBHUX TOYOK

results = face_mesh.process(rgb_frame)

if results.multi_face_landmarks:
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for face_landmarks in results.multi_face landmarks:
landmarks =[]
for Im in face_landmarks.landmark:
X =Im.x
y=Imy
z=Im.z # JlonaemMo KkoopauHaTy Z JJis1 YHUKHEHHS TIOMHJIOK

landmarks.append((x, Y, z2))

# IlepeBipka un 00IUYUs BIANOBIIA€ 3pa3Ky
if is_face_matching(landmarks, sample_landmarks,
RECOGNITION_THRESHOLD):
cv2.putText(frame, "Access Granted", (50, 50),
cv2.FONT_HERSHEY_SIMPLEX, 1, (0, 255, 0), 2, cv2.LINE_AA)
else:
cv2.putText(frame, "Access Denied", (50, 50),
cv2.FONT_HERSHEY_SIMPLEX, 1, (0, 0, 255), 2, cv2.LINE_AA)

# Bizyanizailisi KOHTPOJIbLHUX TOYOK
mp_drawing.draw_landmarks(frame, face_landmarks,
mp_face_mesh.FACEMESH_TESSELATION,

landmark_drawing_spec=None,
connection_drawing_spec=mp_drawing.DrawingSpec(color=(0, 255, 0),
thickness=1,
circle_radius=1))

cv2.imshow('Face Recognition', frame)

if cv2.waitKey(5) & OXFF == 27:



break

cap.release()
cv2.destroyAllWindows()
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DEVELOPMENT OF AN AUTOMATED ACCESS CONTROL AND MANAGEMENT
SYSTEM FOR ENHANCED SECURITY IN INDUSTRIAL FACILITIES

Horban Andrii

Kharkiv Mational University of Radio Electronics

Ukraine, 61166, Kharkiv, Nauky av., 14

E-mail: andrii horban{@nure.ua

Anrnotation: This paper presents the development and design of an autemated access control and
managemment avstem (AACMS) for mdustrial facilities. The stroctoral diagram integrates key modules
such as facial recognition and RFID-based identification, ensuring muolti-factor authentication for
enbanced secority. The system meludes a camera for biometric facial recognition, an RFID reader for
card-based identification, and an clectronic lock mechanism, A microprocessor meedule (MM) acts as the
control unit. processing data from the RFID module and commuonicating with a laptop or single-board
computer. The system operates by scanping both the user's face and RFID card, verifying the data, and
providing access if both criveria are met. The integration of these two identification methods — biometric
(facial recognition) and RFID — ensures a robust and secure sceess control process, improving the overall
safety of the ndustrial facility.

Key words: automated access control, RFID Identification, Multi-Factor Authenticatbon, Industrial
Security.

Automated access control systems ane an infegral part of modern industrial enterprises, as they ensure
socurty and efficient personnel management. One of the cntical stages in the development of such
systems is the design of the structural diagram, which provides a comprehensive understanding of the
system's functioning, the interaction of s components, and the logical sequence of operations. This
allows not only for process optimization but also for mereasing the relability and secunity of the system,
enswring its adaptability to potential futwre changes [1-2].

The design of the structural diagram for an anfomated access control system (AACS) 18 a crucial stage
that ensures a comprehensive understanding of the system. The diagram identifies key elements such as
sefmors, controllers, and information processing systems. It helps o detect potential rigks, optiomize
component interaction, and mprove system reliability, Imporiant criteria in the design process mclhude
contactless employee idewti fication using computer vision and wireless techmologies (RFID, NFC), which
ctilance system efficiency and security [3-4].

Based on the selected criteria that the AACS being developed for the industrial facility must meet, as
wiell as the selected technologies presented in Table 1, the following structural diagram of the AACS for
the indusirial facility is proposed, as shown i Figure 1.

Figure | — Structural dsagram of the layout of the avtomated system of access control and
management in producion

I . ) K quidl
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The structural diagrem shown in Figore | illusteates a management system based on an sutomated
access conirel and mapagement gystem (AACMS), which integrates varios modules for facial
recogmition and identification using RFID. Below is a description of the purpose of cach component:

— Camniera, responsible for capturing mnages of video of a persod’s face for fusther analysis. 11 s used in
the facial recognition module to identify the user based on biomeine data.

— RFID, this module reads RFID cards or other identifiers. [ containg a reader that interscts with an
RFID chip embedded in a card or another object to confirm the wentification of a person or object.

— Lock, an clecironic lock or access blocking mechanizm that receives signals from the control system
to open of lock doors after suwceessful user identification via the facial recognition or RFID modules.

— Microprocessor Module (MM, the sysfem®s conirel unit, which processes data received from the
RFID meodule. i reads uwser card data, decodes the information, and iransfers it to a lapiop. The MM also
receives data from the laptop and controls whether the electronic lock should open or remain closed.

— Laptop, a device responsible for data processing and system management. lf contains two primary
softecare modules: the facial recogaition module and the RFID data eeodule.

— Facial Recognition Module, the system’s software compodsent that analyzes data from the camera
and determines whether the wser’s facial imsage maiches the pre-recorded biometric data. 1f the
identification is swecessful, the data is transmitted o the control module o grant access.

— RFID Drata Maodule, a software peodule that stores RFID codie data, which grants access rights to dw
indusirial premises.

CONCLUSIONS. Operation Principle of the AACMS Model for the Industrial Faciling: the identified
olyject approaches the access control point at the facility, the system scans the face and reads data from
the RFID card, the data from the camera is directly transmitted to the laptop or single-board computer,
while the RFID card data is decoded m the MM and sent via a USH port as a 16-digit code to the laptop
of single-board computer, on the laptop o single-board computer, the facial recognition module analyzes
the received facial image and checks it against the stored samples, while simuliancously venfying the 16-
digit RFID card code. If both parameters match positively, the system sends a command via the MM o
uidock the door. [ one or both parameters do nod maich, the system does not unlock the door.  The
developed sysiem combines two idenfification methods — biometric (facial recognation) and BFID —
providing a multi-factor approach that enhances access secuniny.
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YK 004.9: 681.5
CTPVKTYPHHH CHHTE3 CHCTEMH KOHTPO.TIO JOCTYIIY HA
NPOMHCTOBHX OB €KTAX
Topéans A. KO., Bezroposannui B. B,

XNapriscoruit Hauiona s NIl yHIgEpCcumMem padioeaermponirn, Xapkis

APBTOMATH20BAHI CHCTeMH EKoHTpoadr JocTviy (ACEK) € HeBiIeMHOI
TACTHHOK CVIACHHY MPOMHCIOBRHY MUIOpHEMCTE. BOHH 330e3neTyioTE 0e3Mery Ta
edeKTHEHE VOpPABMIHHA NepcoHanoM. OJHHM 13 KPHTHYHHY ETallE pPO3IPoOKH
TAKHX CHCTEM € NpPOEKTYBAHHA CTPYETYpHOI CcXeMH, fAKa 3abeimedTye OLTCHe
VABIEHHA NP0 QVHEMIOHYVBAHHA CHCTEMH, B3A€MOII0 il KOMOOHEHTIE 1 JIOTITHY
MOCTIIOBHICTE ONEpamif. |i BHKOPHCTAHHA AO3BONAE HE TUTBKH ONTHMIZYBaTH
opomec pPO3pPOOKH, ade H MABHIIETH HAJIHHICTE 1 O€3MeKy CHCTEMH,
3a0e3NeTHEINH il ATANTHEHICTE J0 MOTEHINHEHAE MaHOVTHIX 3MIH.

Ho ocropgEx ¢vErmHA ACK]] eigHOCATECA De3KOHTaKTHA IIEHTH(QIKANIA
CIMEPOOITHHKIE 33 JONOMOTOK KOMII KTEPHOTO 30pYV Ta 0e3IpoTOBHY TeXHOIOT1H
(RFID, NFC), AKi iIBHIOVIOTE e eKTHEHICTE 1 Oe3MeKy MiTpOo3ILTiE KOMIAHIH. 33
pPe3vAETaTaMH OIMATY H aHAam3Iy CY9acHHY TeXHONOTIH 1 CHCTeM KOHTPOTHO
gocTymy [1-2] zampomoHOBAHO TAKHH BapiaHT CTPYVETypHoI cxemH ACK]] =Ha
BHpOOHHOTEL (pHC. 1). Ha HI nogaHo OCHOBHI eleMeHTH CHCTEMH. JATIHEH,
KOHTPONIEpPH TA MOIYTE ob0podkH Hbopmami [lomepeIHid aHATI? CXEeMH CIPHAB
BHABICHHK) MOTCHINAHAY PHIHKIR, ONTHMIZAIM IPONecy B1aeMOIil KOMIOHEHTIE
1 MIBHINEHHE HATIHHOCT] CHCTEMH.

EnemerTH pozpodneHo] cXeMH BEKOHVIOTE Takl QyHEINII:

— KAaMepa BUINOBLIAE 33 3IUHTVEAHHA 300paseHHA ad0o BiOeo 3 OOMHTIA
MHOHHHE I HOr0 OOJAJTBIIOIC AHAT3Y. DHKOPHCTOEVETECE B MOV
PO3MI3HABAHHA OOIIHTTA 474 LIeHTHDIKAMT KOPHCTYEAYa Ha OCHOBL D10METPHIHHEX
JAHHY;

— RFID. mogvae 3gpTvEaHHA RFID-KapT ado 1HmMHEX iTeHTHQEaTopie. B
OEOMY OI0I1 POITAMMOBAHHEH ITHTYEAT, AKHA BiacmMomie 3 RFID-=imoM, mo Moe
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OyTH BOYIOBAHHH B KapTKy a00 IHIMHH 00'€KT, 111 MIITEepIAeHHS 1AeHTHDIKANT
0CoDH a00 00" eKTAa;

— 33aMOK, ¢ eeKTPOHHHH 3aMOK 300 MeXaHi3M OQIOKVBAHHA JOCTVIV, AKHH
OTPHMYE€ CHTHATH B1T KepyET0i CHCTEMHE 714 BITKPHTTE 300 OI0KYBAHHA JOCTYVIY
micnAd yoemmeEol iAeHTHQIKAN KOpHCTVBad9a W9epe3 MOIYIL pPO3MZHABAHHA
obmHTas abo RFID;

— MM (MiKpompoOecOpHHHE MOZVIB), KEPVIOUHH OJ0K CHCTeMH, AKHH
obpobIge gaH1, oTpHEMaH: 3 MoIyad RFID. Bin piamorigae 3a 3UHTYEAaHHA JaHHX 3
KAPTOHUEH KOPHCTVEA4a, IeKONVEAHHA HDOpMAmii Ta Iepeadi Ha HOVTOVE. [aKoX
MM oTpEMYE JaHI 3 KOMII WTEpa Ta KEPYE BLUIKPHTTAM &IeKTPEIHOTO 3aMEKA;

— KOMII HTep — OpHCTPIH, AKHH BHEOHYE (QVHKIM oDpobEH 1HbOpMami Ta
VOpPaBMIHAA CHCTeMOKR. MICTHTE O3 OCHOBHI DIPOTpPaMHI MOIYVIL MOIVIE
PO3MIZHABAHHA 00NMHTIA Ta MOV IE JaHEX REID:;

— MOIyAL pPO3M3HABAHHA O00IHTIA, [porpaMHA YacTHHA CHCTEMH, fKa
AHAMIZYE JaHl 3 EaMepH Ta BH3IHAYAE, 9H BiANOBLTAE 200paZeHHT 00IHIEA
KOPHCTVEAYA 3a3JANETLOE 3AMHCAHEM OI0METPHYHENM JaHHM. FIKIIO 11eHTHDIKAILA
VCIIIHA, JaHI IepeJaroTECA 0 MOIVIIA VIIPABTIHHEA A8 HAJAHHA JOCTVIIY:

— monyae gaEnEy RFID, med mporpaMeEHA MoIyae 30epirac gam RFID-xoxy,

AK1 MAKTE IPAaBa JOCTYVIY 0 EHPOOHHTOTO MIPHMINIEHHA.

Eamepa Cueresa kepyaanma ACKIIT

KEL

Kosmn wrep

Mogyae
NIND [rEER AR
olamva

Moamviuk Lanmx
RFII

fJaMoEk 322 mmmmmmmsmsmsmmsmssssmsmssss= === -

Pucyrok 1 — CtpyETypHa cxema ACK]] Ha BHpOOHHITEL

YV mpoueci @VHEOIOHVBAaHHA pozpodmeoeaHol ACK]] Ha BHpODHEITE1

BH3HATEHO Takl CEIAJ0EL
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— 00 €KT UIeHTH KA MTXOIHTE J0 IYVHETY IPOIYCKY,

— CHCTEMa CKaHYe OOMIHTIA Ta 3MHTYE JaHi 3 RFID-kapTm;

— OTPHMAHI JaH1 3 KAMEpPH [epeJal0TECA HA OJHOILUIATHHHE KOMI IOTEp, JaHi 3
RFID-gaprin aerogviorecE B MM 1a v BHmmam 16-ro xkogy =epez mopr USB
NepeIalThCd HA OIHOIUIATHHE KOMII KOTEp,

— Ha OJHOIIATHOMY KOMI IOTepi B MOIYM pPOIMIHABAHHEA OOIHTIA
IAMACHIOETECE AHATIZ OTPHMAHOTO 3200pa®eHHA OOTHTIA, HOTO I[EpeBipEa 3
ICHVIOTHMH 3pasKaMH Ta nepeeipka 16-ro xomy 3 REID-gaptem. IIpm vMoBi, mo
00HZBEA ImapaMeTpH MAMHTE MOIHTHBHHH BIOTVE HAa 3al0HTH, cHcTema depes MM
NoJac KOMAaHIY Ha BUIKPHTIA 3aMKa. Jkmo ofmH, ado OOHIBA MapaMeTpH He
BUIMIOBLIAKTE, CHCTEMA HE J3€ KOMAHTH HA BITKPHTTA 3aMEA.

Pozpoomopana ACK]] mome OVIH peamizoBaHa 3 BHKOPHCTAHHAM PIIHOTO
TEXHITHOIO, MATEMATHYHOIO 1 OporpaMHOTO 3adesmedeHe. 11 eHOOpDY
HAHKPaIIoro BapiaHTy MOOVZOBH CHCTEMH 5° =5 (ge 5 — MHOKHHA ZOIYCTHMHX
BAPI1AETIE) Ha OEpPOIOMY €Tall HeoOXLTHO BHIHAYHTH 1 (OpMAMIVBATH MHOKHHY
NOKAIHHKIE AEOCTI (JOKATEHHX EKpPHTepiE) .Frj.rs ). J =L_m- K1 aTeKBaTHO
XapaKTePHIVIOTE BAPIAHTH ii MOOVI0BH.

B AKOCTI JIOKATBHHX KpHIEpPIE [OPONOHVETBCE ODPAaTH NOKAIHHEH:
OOepaTHBHOCTI (9acy ideHTHGQIEAml KOpPHCTYBa4a) Ky(s5)— min. HaIliHOCTI
ko(5)— max; mEByI0ocTi K3 5)— Max; HaBeleHHX BHTPAT Ha CTBOPEHHA W
EKCILTYaTallE0 CHCTEMH Ky('S ) —»min .

Ha macTymHOMy eTam 3ITUICHIOETECA BHOLUTEHHA MUIMHOAKHHH e(eKTHEHHX
(TIapeTo-OOTHMATLHHX) BAPiaHTiB MoOVIOBH CHCTEMH 5 E =5 mmmom EHTYIeHHT

vo_. NPT
3 MHOAHHH JOOVCTHMEX 5 — S5  DIMHORHHEH HeedeKTHEHHX BAPIAHTIE (TipITHX

. - . —E
33 BCIMA TOKAHHEAME X049a O 33 OIHE 3 (HIHY) 5 5.
PamacyeaHad BapiaHTie nooyaoeH ACK] 1 BHDip HaHKpamoro cepel HHX

_ cE - I :
55" mpomoHyeTBCA 3IAIACHIOBATH LUIAXOM 1IN KUIBKICHOTO OLHIOBAHHA 3

EHKOPHCTAaHHAM Teopil KOpHCHOCTI s° =arg HTIIIF'P{.E} (e P(s) — 3zaraneHa
sef
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CEATAPHA OMIHEA IIIHHOCTI BAPIAHTA 33 BCIEK0 MHOMKHHO MOKAIHHKIE) [3-4].

JarameHHEH KpHTepiH edekTHBHOCTI P(5) DpONOHYeTBECA CHHTEIVBAaTH Ha

-

OCHOB1 QYHKIIH KODHCHOCTL <

(5 ), AK1 BH3HATAKTE IHHICTH 3HAY9EHE JOKATBHHEX
KpHTepiie & J.{'s ). J =L_m. Ix MOZHA POMIAIATH K (YHEN HATEAHOCTI HEIITKHM
MHOMHHAM «HafKpame 3HAUeHHA JOKANTBHOTO KPHTEpiROy. ¥ HKOCTI GVHEIE
3AaTaTBHOI  KOPHCHOCTL BapiaHTiE nobyzoeH ACKI Pfs) DponoHyeTsCA
EHKOPHCTATH 3BAEEHY 33 JOMOMOIO HapaMeTpie ; agHTHBHY 3rOPTKY QYHKIIH

KOPHCHOCTI TOKATEHEY KPHTEPIE:

4 4
P(s)=3 A;5(s5). ;20,3 A =1 (1)
J=d J=

3anponoHoBaHHH EBapiaHT noovaoBE ACK]] moegave B co01l JBa MeTOOH
imegTHQiKamii — OloMerpHuEHE 1 RFID. mo migeHmye ©Oe3meky JOCTYIOV 3
VPaXVEAHHAM [OOKA3HHKIE ONEPaTHBHOCTI, HATIHHOCTI, AHEVIOCTI 1 HABeJeHHX

BHTPAT.
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