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The main target of the IEEE East-West Design & 
Test Symposium (EWDTS) is to exchange 
experiences in the field of design, design automation 
and test of electronic circuits and systems, between 
the technologists and scientists from Eastern and 
Western Europe, as well as North America and other 
parts of the world. The symposium aims at attracting 
attendees especially from the Newly Independent 
States (NIS) and countries around the Black Sea and 
Central Asia. 
We cordially invite you to participate and submit 
your contribution(s) to EWDTS’11 which covers 
(but is not limited to) the following topics:  
 
• Analog, Mixed-Signal and RF Test 
• Analysis and Optimization 
• ATPG and High-Level TPG 
• Built-In Self Test  
• Debug and Diagnosis 
• Defect/Fault Tolerance and Reliability 
• Design for Testability 
• Design Verification and Validation 
• EDA Tools for Design and Test 
• Embedded Software Performance 
• Failure Analysis, Defect and Fault 
• FPGA Test 
• HDL in test and test languages 
• High-level Synthesis  
• High-Performance Networks and Systems on a Chip 
• Low-power Design  
• Memory and Processor Test 
• Modeling & Fault Simulation 
• Network-on-Chip Design & Test 
• Modeling and Synthesis of Embedded Systems 
• Object-Oriented System Specification and Design 
• On-Line Test 
• Power Issues in Testing 

• Real Time Embedded Systems 
• Reliability of Digital Systems 
• Scan-Based Techniques 
• Self-Repair and Reconfigurable Architectures 
• Signal and Information Processing in Radio and 
Communication Engineering 
• System Level Modeling, Simulation & Test Generation 
• Using UML for Embedded System Specification  
CAD Session: 
• CAD and EDA Tools, Methods and Algorithms 
• Design and Process Engineering  
• Logic, Schematic and System Synthesis  
• Place and Route  
• Thermal, Timing and Electrostatic Analysis of SoCs and 
Systems on Board 
• Wireless Systems Synthesis 
• Digital Satellite Television 
 
The EWDTS’2011 will take place in Sevastopol, 
Ukraine. Sevastopol is a port city, located on the 
Black Sea coast of the Crimea peninsula. The city, 
formerly the home of the Soviet Black Sea Fleet, is 
now home to a Ukrainian naval base and facilities 
leased by the Russian Navy and used as the 
headquarters of both the Ukrainian Naval Forces 
and Russia's Black Sea Fleet. 
The symposium is organized by Kharkov National 
University of Radio Electronics in cooperation with 
Sevastopol National Technical University and Tallinn 
University of Technology. It is technically co-
sponsored by the IEEE Computer Society Test 
Technology Technical Council (TTTC) and 
financially supported by Virage Logic, Synopsys, 
Aldec, Kaspersky Lab, DataArt Lab, Тallinn 
Technical University, Cadence. 
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Diagnosis Infrastructure of Software-Hardware Systems  
 

Tiecoura Yves (Cote d’Ivoire)1, Vladimir Hahanov1, Omar Alnahhal (Livan)1, M. Maksimov1, 
Dmitry Shcherbin1, Dmitry Yudin1 

1 Computer Engineering Faculty, Kharkov National University of Radioelectronics, Kharkov, 
Ukraine, hahanov@kture.kharkov.ua  

 
 

Abstract 
 

This article describes an infrastructure and technolo-
gies for diagnosis. A transactional graph model and 
method for diagnosis of digital system-on-chip are de-
veloped. They are focused to considerable decrease the 
time of fault detection and memory for storage of diag-
nosis matrix by means of forming ternary relations in 
the form of test, monitor, and functional component. 
The following problems are solved: creation of digital 
system model in the form of transaction graph and 
multitree of fault detection tables, as well as ternary 
matrices for activating functional components in tests, 
relative to the selected set of monitors; development of 
a method for analyzing the activation matrix to detect 
the faults with given depth and synthesizing logic func-
tions for subsequent embedded hardware fault diag-
nosing. 

 

1.  TAB-model for diagnosing faulty 
components of SoC 
 
Motivation is determined by the following: 1) the crea-
tion of simple and applicable models, methods and 
engines for diagnosis of multilayer software and hard-
ware systems; 2) market appeal of matrix or table me-
thod for fault detection of SoC components (hardware 
and software) as the most effective one, which is fo-
cused on parallel processing and makes it possible to 
considerably reduce the time of diagnosis in the event 
of faults or non-functional mode. 
Aim of this article is creation of model and method for 
considerable decrease the time of testing and memory 
for storage of diagnosis matrix by means of forming 
ternary relations (test – monitor – functional compo-
nent) in a single table TAB: Tests – Assertions – 
Blocks. The problems are: 1) development of digital 
system model in the form of transaction graph, as well 
as multi-level model and engine for diagnosing soft-
ware and hardware modules, based on the use of acti-
vation matrix of functional components on the tests 

relative to the selected monitor set [1-6]; 2) develop-
ment of a method for analyzing activation matrix to 
detect faults with a given depth [4-7]; 3) Synthesis of 
logic functions for embedded fault diagnosis [8-11]. 
Model for testing a digital system is represented by the 
following transformation of the initial diagnosis equa-
tion, defined by xor-relation of the parameters <test – 
functionality – faulty blocks>: 

m}{FA}{TB
FA}{TBFTB0BFT


 , 

which is transformed in ternary matrix relation of the 
components: 

jiij BA)(TM{B}}A}{{TM  . 

Here, the coordinate of matrix (table) is equal to 1, if 
the pair test–monitor iA)(T  checks (activates) faults 
of the functional block BBj  . 

A model of digital system is presented in the transac-
tion graph: 

}A,...,A,...,A,{AA
},B,...,B,...,B,{BB ,AB,G

mj21
ni21




, 

where sets of arcs – functional blocks and nodes – 
monitors for observation of the digital system variables 
are defined. 
For diagnosing a set of test segments 

}T,...,T,...,T,{TT kr21  is overlapped on the graph 
model, which activates the transaction paths in the 
graph. In general, the testing model is represented by 
the Cartesian product  TABM   that has the 
dimension k mnQ  . To reduce the amount of 
diagnostic information it is offered to assign a monitor 
to each test, which answers for visualization of an acti-
vation way for functional blocks, which makes it poss-
ible to decrease the dimension of model (matrix) to 

k nQ   and retain all features of the triad relation-
ship TABM  . For the pair «test – monitor» 
not only one-to-one correspondence is possible 

 AT ji  , but functional  A}T,{T jri   and 
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injective ones  }A,{AT sji  . Such variety of 

correspondences makes it possible to duplicate one test 
segment for different monitors, as well as assign sever-
al tests to the same monitor. At that the matrix cell 

 {0,1}Mij   always preserves its dimension, equal to 

1 bit.   
The analytical generalized model for matrix diagnosing 
by using monitor engine, focused to achieving a given 
depth of fault detection, is presented in the following 
form: 

}.T,...,T,...,T,{TT
n;kB;LGL;A

};A,...,A,...,A,{AA(t)
};L,...,L,...,L,{LL
};B,...,B,...,B,{BB

,)t,AB,,T,L,G(fM

pi21

ki21
ni21
mi21









 

Here iB  is a group of code statements, assigned to the 
node iL  (variable, register, counter, memory), deter-
mining its state; G is functionality, presented by the 
transaction graph BA)L,(G   in the form of the 
Cartesian product of node and arc sets; A is a set of 
monitors, as a subset of transaction graph nodes 

LA  . The method for detecting faults of the func-
tional blocks (FB) uses pre-built activation table (ma-
trix) ATFB ][MM ij , where row is the relation be-

tween the test segment and a subset of activated blocks  
}1,0{M),M,...,M,...,M,(MAT ijiniji2i1ji  , 

observed on the monitor jA . Column of the table de-

scribes the relation between the functional block, test 
segments and monitors A)(T,fBM jj  . In the 

monitor engine the simulated time can be introduced, 
which complicates the activation matrix, indicating real 
or simulated cycle, on which monitoring of the node or 
functional block states on the test segment 

)t,B,T(fA jjij   is performed.  

For fault diagnosis at the modeling stage the genera-
lized response (column vector) 

}m,...,m,...,m,{mm pi21  of monitor engine A on 

the test segments T is determined, by forming 
)A,T(fm iii  . Searching faulty functional blocks is 

based on the definition of xor-operation between the 
assertion state vector and columns of the functional 
failures table )M...M...MM(m nj21  . 

The choice of solution is realized by using a method 
for xor-analyzing columns, to choose a set of vectors 

jB  with minimum number of unit coordinates:  

])mB(B[minB
p

1i
i

p

1i
ijj

n1,j
 
 

, 

forming the functional blocks with faults, verified on 
the test segments. In addition to the model for matrix 
diagnosing is necessary to describe the following im-
portant features of the matrix:  

0.ATBA)f(T,B 6)
TBlogknlog 5)

;MMM 4)

;MMM 3)

1;MM 2)

);A(TM 1)

j
22

ijir
k

1i
ij

ijrj
n

1j
ij

jij
m

1i

jii


















 

The features means: 1) Each row of the matrix is a 
match or subset of the Cartesian product (test – moni-
tor). 2) Disjunction of all rows of the matrix gives a 
vector equal to one over all the coordinates. 3) All 
rows are distinct, which eliminates the test redundancy. 
4) All columns of the matrix are distinct, which ex-
clude the existence of equivalent faults. 5) The number 
of matrix rows must be greater than the binary loga-
rithm of the number of columns that determines the 
potential diagnosability of all blocks. 6) Diagnosis 
function for block depends on the complete test and 
monitors, which must be minimized without reduction 
the diagnosability. 
 

2. Design diagnosability  

 
As for the quality of the model for diagnosing func-
tional failures, it shows the efficiency of the use of pair 
(test, assertions) for a given diagnosis depth. Evalua-
tion of the model quality is functionally dependent on 
the length of the test T , a number of assertions A , 
and a number of detected blocks with functional fail-
ures dN  on the total number of software blocks N: 

N
N

AT
N[]logDEQ d2 


 . 

The diagnosis efficiency is the ratio of the minimum 
number of bits needed for identification (recognition) 
of all the blocks to the real number of code bits, pre-
sented by the product of test length by number of as-
sertions in each of them. If the first fraction of estimate 
is equal to 1 and all the blocks with functional failures 
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are detected ( NNd  ), it means a test and assertions 
are optimal that gives value of 1 for quality criterion of 
diagnosis model.  
Evaluation of the structure quality for the design code 
is interesting from the perspective of the diagnosability 
of software blocks. The purpose of the analysis is de-
termining the quantitative assessment of the graph 
structure and a node for placement of assertion moni-
tors, which make possible to obtain maximum diagno-
sis depth of functional failures of the software compo-
nents. It is important not controllability and observabil-
ity as in testability, but the distinguishability of the 
software components with functional failures, in the 
limit it is zero blocks with the equivalent (indistin-
guishable) failures. Such an assessment may be useful 
to compare the graphs implemented the same functio-
nality. It is necessary to evaluate the graph structure 
from the position of potential detection depth of soft-
ware functional failures. One possible option is diag-
nosability of ABC-graph as a function depending on 
adjacent arcs of each node (the number nN ), one of 
which is incoming, other one is outgoing. These arcs 
form paths without reconvergent fan-outs and branch-
ing (N is total number of arcs in the graph): 

N
N-ND n . 

Each node, joining two arcs entering in the number 
nN , is called transit one. The estimation nN  is the 

number of indistinguishable functional failures of the 
software components. Potential locations of monitors 
for distinguishing functional failures are transit nodes. 
Given the above estimation of the diagnosability D the 
diagnosis model quality for software takes the form: 

N
N-N

AT
N[]logDEQ n2 


 . 

Rules for synthesis of diagnosable software: 1) Test 
(testbench) must create minimum number of one-
dimensional activation paths, covered all the nodes and 
arcs of ABC-graph. 2) The base number of monitor-
assertions equals the number of end nodes of the graph 
with no outgoing arcs. 3) An additional monitor can be 
placed in each node, which has one incoming and one 
outgoing arc. 4) Parallel independent code blocks have 
n monitors and a single test or one integrated monitor 
and n tests. 5) Serially connected blocks have one acti-
vation test for serial path and n-1 monitor or n tests and 
n monitors. 6) The graph nodes, which have different 
numbers of input and output arcs, create the conditions 
for the diagnosability of current section by one-
dimensional activation tests without having to install 

additional monitors. 7) The set of test segments (test-
bench) has to be 100% functional coverage, given by 
the nodes of ABC-graph. 8) Diagnozability function is 
directly proportional to the test length, the number of 
assertions and inversely proportional to the binary lo-
garithm of the number of software blocks: 

.
N[]log
AT

)N,A,T(f
N
N-ND

2
n 

  

Diagnosability as a function depending on the graph 
structure (for software), test and assertion monitors can 
always be reduced to unit value. For this purpose there 
are two alternative ways. The first one is increase of 
test segments, activating new paths for distinguishing 
equivalent faults without increasing assertions, if the 
software graph structure allows the potential links. The 
second is placement of additional assertion monitors in 
transit nodes of the graph. A third hybrid variant is 
possible, based on the joint application of two above 
ways. The relation of three components (the number of 
software blocks, the power of assertion engine and the 
test length) forms the set of optimal solutions  

ATN[]log1
N[]log
AT

1D 2
2




 , 

when quality of the diagnosis and diagnosability model 
is equal to 1. It can be useful for choosing an quasiop-
timal variant of alternative way for providing the full 
distinguishability of software functional failures on a 
pair AT  . 

 

3. Multilevel method (engine) for diagnosis 
of digital system  

 
Process model or method for searching faults by diag-
nosis multitree is reduced to creation of the engine 
(Fig. 1) for traversal of tree branch on the depth, speci-
fied by the user:  
















T}.,{B1

R};,{B0
AB rs

1,j

s1,r
jrsrs

j
 

Here vector xor-operation is executed between the col-
umns of the matrix and the output response vector 

rsA , which is determined by the functionality re-

sponse taken from the monitors (assertions or bits of 
boundary scan register) under all test patterns. If at 
least one coordinate of vector xor-sum is equal to zero 

0AB rsrs
j   then one of the following action is per-
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formed: the transition to the activation matrix of lower 

level s1,r
jB   or repair of the functional block rs

jB . At 

that analysis is carried out, what is the most important: 
1) time – then repair of faulty block is performed; 2) 
money – then a transition down is carried out to speci-
fy the fault location, because replacement of smaller 
block substantially decreases the repair cost. If at least 
one coordinate of the resulting xor-sum vector is equal 

to one 1AB rsrs
j  , then transition to the next matrix 

column is performed. When all coordinates of the as-

sertion monitor vector are equal to zero 0Ars  , fault-

free state of a device is fixed. If all vector sums are not 

equal to zero 1AB rsrs
j  , it means a test, generated 

for check the given functionality, has to be corrected. 

 

Fig. 1. Engine for traversal of diagnosis 
multitree  

Thus, the graph shown in the Fig. 1, allows realizing 
efficient infrastructure IP for complex technical sys-
tems. The advantages of the engine, which is invariant 
to the hierarchy levels, are the simplicity of preparation 
and presentation of diagnostic information in the form 
of minimizing activation table of functional blocks on 
the test patterns. 

 

4. Verification of models and method for 
diagnosis  

 
To illustrate the performance of the proposed 

model and method the functionalities of three modules 

of the digital filter of Daubechies [11] are considered 
below. The first component is component Row_buffer; 
its transaction graph, based on RTL-model, shown in 
Fig. 2. Nodes are presented by the states of variables 
and monitors, which are responsible for node incoming 
transactions or arcs, corresponding to the functional 
blocks. 

 

Fig. 2. Component Row_buffer of transaction 
graph 

An activation table for functional blocks is generated 
by using graph, obtained in the simulation.  Table rows 
are activation paths for blocks to the given monitor-
node. A table is a coverage all columns or functional 
blocks by rows of paths. In this case it should not have 
at least two identical columns. The difference of table 
is creation of the pair <test – observed node>, making 
it possible to considerably reduce the dimension of the 
table with 100% detection of all faulty blocks. The 
main feature of the proposed model is the ability to 
describe the following relations by using the table: 
distinct tests – one node, one test – distinct nodes: 

.1.1.........Dt

.1....1......Dt

.1.....1.....Dt

.1.......1...Dt

.1.........1.Dt
1...1........Dt
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.....1.......Dt
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13121110987654321ji













 

The use of the activation matrix of functional blocks 
(transaction graph) and xor-method for detecting faults 
allows synthesizing logic functions for the combination 
circuit, which determines number of functional block 
with semantic errors in process of simulation: 

1
83 TD  ; 

1
9

1
13

1
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1
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1
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13

1
3

1
13

1
1

1
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1
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1
7

1
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1
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1
12

1
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1
12

1
2

1
122 TTTTTTTTTTD  . 

This feature is possible due to the lack of 
equivalent faults or identical columns in the activation 
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matrix. Therefore, fixing the actual state of monitors at 
the nodes 321 D,D,D  on 11 test patterns makes it 
possible to unambiguously identify an incorrect 
functional module by performing xor-operation 
between the assertion vector and the columns of 
activation matrix. Zero value of all the coordinates for 
the result of xor-operations determines the number of 
the column corresponding to a faulty module. The 
implementation of the model and method in a logical 
function allows identifying the faulty block before the 
completion of the diagnostic experiment, if it is 
possible. This means significant savings of diagnosis 
time for certain types of faults. For instance, the test-
monitor 31 Dt   allows identifying a fault of the 
block 8B  at the first test.  

Second test case for the practical use of the activation 
model and xor-method for searching faults is presented 
below. Synthesis of the diagnosis matrix for discrete 
cosine transform module from Xilinx library in the 
form of functional coverage is shown in Listing 1. 

Listing 1. Part of functional coverage  
c0: coverpoint xin 
{ 
bins minus_big={[128:235]};  
bins minus_sm={[236:255]}; 
bins plus_big={[21:127]};  
bins plus_sm={[1:20]}; 
bins zero={0}; 
} 
c1: coverpoint dct_2d 
{ 
bins minus_big={[128:235]};  
bins minus_sm={[236:255]}; 
bins plus_big={[21:127]};  
bins plus_sm={[1:20]}; 
bins zero={0}; 
bins zero2=(0=>0); 
} 
endgroup  

For all 12 modules the transaction graphs, activation 
tables, and logic functions are developed for testing 
and fault detection in the discrete cosine transform. 
Graph with the activation matrix and logic function 
(Fig. 3) are presented below. 
This graph is associated with the following diagnosis 
matrix: 

............1.FP

.............1FP
1...1...1.1.1.FP
.1...1...1.1.1FP
..1.....1.1.1.FP
...1....1..1.1FP
......1..11.1.FP
.......1.1.1.1FP
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The system of diagnosis functions is presented below: 
1
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Fig. 3. Transaction graph of main-RTL module 

Fragment of monitor engine is presented by Listing 2.  

Listing 2. Code fragment of monitor engine  
sequence first( reg[7:0] a, reg[7:0]b); 
 reg[7:0] d; 
 (!RST,d=a) 
##7 (b==d); 
 endsequence  
property f(a,b); 
 @(posedge CLK) 
 // disable iff(RST||$isunknown(a)) first(a,b); 
!RST |=> first(a,b); 
endproperty 
odin:assert property (f(xin,xa7_in)) 
 // $display("Very good"); 
else $error("The end, xin =%b,xa7_in=%b", $past(xin, 

7),xa7_in); 

Testing of discrete cosine transformation in the envi-
ronment Riviera, Aldec detects incorrectness in seven 
rows of HDL-models: 

//add_sub1a <= xa7_reg + xa0_reg;// 
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Subsequent correcting code allowed obtaining the fol-
lowing code (Listing 3). 

Listing 3. Corrected code fragment  
add_sub1a <= ({xa7_reg[8],xa7_reg} + 

{xa0_reg[8],xa0_reg}); 
add_sub2a <= ({xa6_reg[8],xa6_reg} 

+{xa1_reg[8],xa1_reg}); 
add_sub3a <= ({xa5_reg[8],xa5_reg} 

+{xa2_reg[8],xa2_reg});  
add_sub4a <= ({xa4_reg[8],xa4_reg} + 

{xa3_reg[8],xa3_reg}); 
end 
else if (toggleA == 1'b0) 
begin 
add_sub1a <= ({xa7_reg[8],xa7_reg} - 

{xa0_reg[8],xa0_reg});  
add_sub2a <= ({xa6_reg[8],xa6_reg} - 

{xa1_reg[8],xa1_reg}); 
add_sub3a <= ({xa5_reg[8],xa5_reg} - 

{xa2_reg[8],xa2_reg});  
add_sub4a <= ({xa4_reg[8],xa4_reg} - 

{xa3_reg[8],xa3_reg}); 
 

5. Conclusion 

 
1. Infrastructure and technology for cyberspace analy-
sis are presented. Proposed transactional graph model 
and method for diagnosis of digital systems-on-chips 
are focused to considerable reducing the time of fault 
detection and memory for storing the diagnosis matrix 
by forming ternary relations in the form of test, moni-
tor, and functional component. 
2. An improved process model for definition of func-
tional failures in software or hardware is proposed. It is 
characterized by using the xor-operation, which makes 
it possible to improve the diagnosis performance for 
single and multiple faults (functional failures) on the 
basis of parallel analysis of the fault table, boundary 
scan standard IEEE 1500, and vector operations and, 
or, xor. 
3. A model for diagnosing the functionality of digital 
system-on-chip in the form of multitree and method for 
tree traversal, implemented in the engine for detecting 
faults with given depth, are developed. They consider-

ably increase the performance of software and hard-
ware Infrastructure IP. 
4. Test verification of proposed diagnosis method is 
performed by three real case studies, presented by SoC 
functionalities of a cosine transform filter, which 
showed the consistency of the results in order to mi-
nimize the time of fault detection and memory for stor-
ing diagnostic information, as well as increase the di-
agnosis depth for digital products. 
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