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biomeTpuyHi TeXHOAOTi] KOHTPOAIO AOCTYIIY
B KOMIT IOTePHIX CHCTeMax

Toennmpianin 3a 6iOGumEaNI naTSIS.

TlepeBari: BHCOKa OCTOBIPHICTH, KA BAPTICTE MPHCIPOIB, AKi CKAMYIOTh 300pAKEHHS BiIOHTK
TATBLIA, 10CHTB [P 0CTA TP OLIEAYPA CKAHY BAHHABIAGHTKY.

HeloMiK MMMADHIE Bi3epyHOK BifSHTKY TMTBIA Jy’ke Terko MOMKOLAYETHcA JpiSHIMI
MOAPAIMAMI, TIOpi3aMIL BHCOKI! CTyTIHb BiMOBH CKAHYBAHES TDH SHAMHIi ((TH3HKO /IEKUTKOX COTEHB)
KIbKOCTI Tiep coHaty. TIPHCYTHA HeNOCTATHS 3AXHINEHiCTh Bifl MPOSKH 306pAKEHHS BIIGHTKY, YaCTKOBO
BHKITHKAHA LLIH OKHM TOIIHP eHHAM MeToxy. [IMOBipHICTE BiIMOBH B JOCTYTI Moske ZocAraTH 100% st monefi
3 HEB{TIOBITHIIMID) MATHLYIMH (0COGTHEO] TeMMEPATypH Tila, BartorocTi). KibKicTh TaKIK Tioeit BapitoeThes
Bifl MIeKITLKOX BiNCOTKIB (N1 IODOTIX CKAHEDIR), 10 JIeCATH BifICOTKiB (W17 Hetoporix). Takok He
GUROHYENmCA  GuMOG  CKpHMHOT  GesnepepeMoi  ioewmmpikaniic  xopucmycan  soxce  npoim
MR iAo, (1€ LTI OMPIIMANIIL 00CIHYTI 00 KON TOMIEPA 3O NHCe THIIL THOUHA.

2D ivenmmpixania sa 0 6nnrim.

Tlepeari: Ha BiAMIHY Bi/I SUTHIIOCTI GiOMTPINHIT METOIIB He MOTPiGHe J0pore ONTATHAHES, TPOCTOTa
360py it AHATII3Y 6i0METDINHILS 03HAK.

HeXOIKIL Oyice HISKA CHIGMICTNITHA OOCHIOGTDHICIS; HCOKA STENCHICHTS AKOCIN POSUTSHAHAA
Gi0 pieHA occimienns; OTA GITMOCH WLOPHIMAMIG DOSHIHAHAA Heoonycmuiyi OyOs-AKi soHimHI
aKcecyapu, HANPUKAA0, OKYTAPI, FOPOO, OCAKT eTEMEHINN SAHCKIL; 0506 ATKOGE (PPOHMIATEHE 30 GPANCEHHA
OBANIA; GLTBIICHS ATIOPUIAIG HE 60K TONIS MONCTNGT SWIHN MEVIKI OGTITIA, 1051 GUPA3 OFTNTIA
Mae Gynat HenMpPaTsHIM.
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BiOMeTpqui TEXHOAOTII KOHTPOAIO AOCTYILY
B KOMIT'FOTEPHUX CUCTeMaX

3D ivenmngixanin sa 0onwEAN.

TlepeBarH: 671COKA OOCHIOGIPHICIIG POSIHISHACHHHA; CINTIIKICIIG POSIBHACHHAA 00 CIONUICHHA PAKYPCY
OGN Gi0 PPOHMTEHO0; CINFIKICHIS POSHISHAGAHHA 00 HeOOHODIOHOCIHT OCEIINTEHHA; GidCymMicIE
HEOGXIOHOCHIT KOHMMKINYGANNI 5 TPUCIPOEN;, HNZSKA YmNGICIs 00 SOGHIMIHEC  (axmopis, npu
GHONOGIONOIY 0 FTAOHAHHINONCTHGICHIS POSTIHAGHHHA HA SHATAIX GIOCHIAHA 610 KaMepIL.

HeloMKH: ¥y TTHBiCT 10 PIBHA OCBITeHHs Ha eTarli 3D PeKoHCTPYKIIi (opMH ORI (3aeHO Bixl
ANMOPHIMY PEKOHCTPYKI Jesii ¥IaCTHHN OGTIFI, HATPHKIAT, 3ACBIMEHi JUTAHKH, a0 oGTacTi 3 Jyxe
HILKIM KOHIPACTOM, MOAYTh BHECTH apTe(aKIH B P EKOHCTPYKILIO); 0yJice GHCOR( Gapiticnis 0bTaon s
3D D O3IIi3HABAHHA BHMATA¢ BETHKHX 0 SHCTIOBATLHILX ] €CY]CiB Hik 2D.

Toenmugixania sa zonocom.

TepeBaTH: HaOfiiHicHIs, HyUKicHs § GHCORT HOKASHNKI MOUHOCHH. TexHOT0:H POIFYO0GYEMucA
Ooctms mpueaIii Wac § Cb000HT CHYE GeTNKA KITSKICHIE (LOPIIMNIG, CINFIKIY 00 MIHTUGHY Y306
SACHIOCYGAHHA — PigHI0 WYY, (POHEMAM MOGH KOHKDEIHOT THOOUHMN, MEXHITHIN XUPaKmepucnuikam
ikpodonain.o.

HeJOMKH: TO0C TIOTHH Mojke KADMHATHHO 3MiHITHCT Wepe3 XBopody a60 eMOUIiEi cTam;
CHennpIRa POSHIYG AHHA POSOTIX Micls 6 oici — IOHNIUPIKANIA MoJce Tymn 3ACHIOCOSHA METRN )
GUNAOKY, AKWO G HpONECT MEPEGKI NOPAD F KOPUCHYGUTENM HEMAE POSMOGTAROMLY Koter. SKio
OcHACHII POGOMT  SHCUA  MIKPOPOHANN, WO He GHROHYEMRCA GUMO CKUNHOY Besnepepeoi
iOeHmupinani.
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BiOl\IeTpH‘IHi TEXHOAOrI1l KOHTPOAIO AOCTYILY
B KOl\IH’}OTepHIIX cHucTeMax

Toenmugpixaniasa ingropmaniiinien nosepron.

Tlin iBGOPMANIHIM NOMePKOM KOPHCTYBAMA KOMI'HoTEDHOI CHCTEMH POSyMiloTb 0GmMacT
HpocTopy TapaMeTpiB, Mo BiMOGpAKAMTE 0COGMHBOCTI POGOTH KopHCTYBA¥a 3 MPHCTPOAMI BBOTY
indopmanii . HaifwacTime me — KiTaBiarypa Ta KOMII IOTepHA MHIIA.

Mepeparn imenTndixanii a iHQOPMANINHIM MOMEpKOM: Oemecusua, mpocuoma  60py
GiONEMPIUHIY 0HAK, NPOCINOMA PEATISAIT M GUPOGIIHCEHHA; MONCUUGICHLS TOCHICTNIO AEATHOT
CX0GAHOT IOeHIMNDIKANG UPOMAION YCHO:0 COAHCY KOPUCHIYGAHHA; NPOCMIOMA iHmMEPANTT &

tyAemus0dasni Giomempnuni cucmen.
Hemomikn imeHTH(ikamii 3a KIABIaTypHHM MOTEPKOM: HA KOPEKTHICTE POGOTH amropHTMy

igeHTH(IKAN TOCHT CHIBHO BINIHBAE MCHXO(N3HYHHI CTaH KOPHCT] I KOPEKTHOI poSoTH

cHcTeM imeHTH]IKANT HeOGXIMHNI CTASLMLHII KIABIATypHHIT MOTEPK, OT:Ke, TAHHI METOI He MOKHA

yBava;

BHKOPHCTOBYBATH 1A HOBAIKIE.
OCHOBHHM HeJIONIKOM ileHTH(iKauii 3a HHAMIKOI0 KOMI 0TepHOi MHII € HI3bKa TOUHICTD (AKIIO
He BHKODHCTOBYETHCA CHeNANLHIN cHeHADIil 360py GiOMETDUMHNX O03HAK) i, OTAe, BHMOIa X0

BIKOPHCTAHNA MHOTO METOY TiTHKIY My/TLTHG{OMETPINIHII CHICTEMA.
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Myaprudiomerpuuni cucremu (IEC TR 24722:2015)

.- Thm Glomerpirisol
KaTeropis cHcTen Anropurn Exzenmmap Tatank
apakTepHCTIKIL
A " 2 2 e § 2
e (samtem) (samaem) (amrem) (smrraaiieo)
2 2 1 1
MymBTHATTOPHTMI T )
3 (3aBK1H) (3aBK1H) (3aBK1H) (3aBsA1H)
5 ;! 1 2 1
MyTBTHeK3 MU HI .
3 (3aBK1H) (3aBK1H) (3aBK1H) (3BHraliHO)
. 1 1 d 2
MynBTHAATIHKOBL g -
¥ (amam) (smiraiio) | (amxmiToii e exsenmnap) | (3amam)
My TBTHIpe I CTABeHHS ! ! ! 1
HETHRE (zamxm) (samxm) (2amxam) (samxam)

MyTETIMOTATEHI CHOTEMH  GHATSyioTo GOMETPWWHI XepakTepMCTHiGi NEOX | Bilblle MORambHocTed
"Hanpmicas, cicTens, 1a KoMBiye ifpopMAitonpo o Ta romoc.

My BTHA TOPUTMIFIH GIOMETPHHI CHCTEMH BHATLSYIOTE OFMH GIOMETPHMHMA 330K 3 OFHOTO JATHIA 34
HomoMororo B0 i BiMble aropHTMiE. HAMpHIOIaR, B3a€Mie posTALyBaHHS MiHyLIiA MATiIApHOro BisepyHKy Ta 3D
306pakenta BinfuTia manss

My T THeK3eMITIpHI  GOMETPUTHI CHCTEMH 3aCTOCOEJIOTb ORMH (Rekiibks) FaTwik(s) mus oTpumari
GioneTpiHins 3paskie G ab0 BININ pisHIE: excseMmINIApis OMetiei i Tiei i GioMeTpH KOl xapaKTepucTIiy. HanpuKTay,
CHCTENH, L0 OREpYIOTH 306p @K eHHS TAMIAPHOTO Bi3epyHICY MeKiMbKOK NATLLLE.

My T THIA TR0 BioMeTpR T CHOTeNT ORepAyIoTh Tof Cav exeVIITap BioMeTpHIHO! XapaKTepHCTHICH 32
HomoMororo ABox 60 GiMbI piskicx AaTuids. HATpHKaZ, y CHCTeMi posTIisHaBaitis OIS MOKHa BUKOPHCTOEYBATH
Kalepi, W0 MpALFOROTh A y BMAMMOMY Riallasoi, Taic | iHbpatepBoHOMy

MyTETHIpEACTABIPHHS — BUKOPHCTRHHS HeKUIbIOR GiOMETPUMHMX pasiiB OfHiel Mopamswocri abo
opMyBAHHS €MHONO BioMeTPHIHOTD MPOdiTio 32 AONOMOIDk 360py eKUIBIOK BioMeTpHHRIK 3pasiis. HAMpUIIa,
KINBKA KeOpiB 30CpakeHs OGNMYNA, OTPMMAHME 33 HOTOMOTOR BISSOKAMEDH (MOKIMEO, ane He OBOBYIDEO
nocsifoBHHE)
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Metoan 06’eanaHHsI JaHUX Y MyABTUMOAAABHUX
OloMeTpHYHMX cHcTeMax

OF eqmmia  Ha  pisHi
pesymbTaTiE  mopiBmmHA  KoxHa
GloMeTprHa cHCTeMa  Hamae Ha
BHXOJi OTHH 200 KifbKa P e3yTIbTaTiB
TIOPIBHAHHA, AKI TOETHYIOTLCA B
OJIHH P e3yMbTaT TIOPIBHAHKA, HATATL
MopiBHOBAHHET 3 Toporom
YXBATEHH PillleHHs CHCTEMH.

OFeqmamEs  wa piBHi
WA pimemr Ko
GiOMETPIFIHA CHCTEMa Ha BHXO
Hamae Gymep pesymerat.  IIi
PEILTATH  MOGTHYIOTHCS 3
HOTIOMOTOK MOTNHITS  yHKIHiT
"I"1a "ABO".

peomrsn Pinsuus
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MeTtoau 00'e€ HaHHA JQHKX Y MyABTUMOAQABHIX
OioMeTpHYHIX cucTeMax

I [
B e Tl e B

O ¢AHAKEA H piBHi GiOMETPIHITS 03HAK. KOAHII eleMEHTAPHILT G10METpIFHIE IpoLiec HATA€ Ha BIXOAI
HaGip GiOMETPIFHITS 03HAK, AKi TIOETHYIOTB G5 OHH HAGip G10METPINIHILS 03HAK 2560 BEKTOp TATIOPBHTHHA.

o Gomrprnin [r— P

OF"cARAHIA HA PiBHi GiOMETPHIHITS 3pazie. KoMl eleMeHTAPHIT GioMETpHVHHII Tpolee Hazae Ha
BIXOAi HAGip 510METPHFIHITX 3pazKiB. i M0 € THYIOTH A B OHH GiOMCTp HFHITH 3pA30K.

o o8
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IH(})()pl\IaTIIBHi XapaKTepuCTHUKM
KACIBiaT}'pHOl"O IIOYepKy

T T T T
- - - - - - E
Oms. +10ms +67ms +31ms +78ms +20ms +99ms +28ms

Down Down Down

A HA) (e ){B) {<c]){c) (o ){p)

‘HaRTIONHp eHilMMK H$OPMATHEHUMY TAPAMETPAMH FITA GHATiSY KTABIATYPHOTO MOUEpKY ¢ 9acosi
XApAKTEPUCTHII HATHCKAHHS KIABII

1. POSTIORiI HACY 1Ay M ITep e KIaBimero

2. POSIORIN 43CY ¥ TPHMAHHS KIaBiILi

3. PoSIORIN 4ACY May 391 MiCHA KTaBimi

4. POSTIORIN HaCy 1Ay MIepeR KITABIMIero 40 TPHBATIOCT] Y TPHMAHKA KIABIILi

5. POSIIORIN 4ACY Ay 30 Mep e KNABIMEIO KO TPUBATIOCT] TIAY3H IHLCIIA KIABII

6. o3IO i 9acy May3H MHCNA KTaBiI 70 TPHBATIOCT] YTPHMAHHS KaBii

7. POSTIORIN HACTOT EMKOPHCTAHHS KITABIII SMIHK pericTpa.

8. POSIIORIM 42CY Y TPUMAHHA TIep IOl KIABIII ¥ MORBIHIE MORIX KIABIZTYPH

9. POSTIORIN 43CY Y TPUMAHHS Apyrol KIABII Y MORBIHHAX ORI KIABIATY K.

10. POSIIONIN 4ACY Ay Tlep e AYTOR0 KIABIIIERO Y ORBIHM ORI KNABIATypH

11. IEmaxicTs HaBopy TeKcty.

12, ApuTvigsicTs mEHAKOCT] HABOpY TeKCTy.

13. OCOBIMBOCT] MIep eKpHTT KIABIIL

14. TIpony cx meBHix GYKE y MeBHiE BYKEOCTIONY YeHHAR/CIIOBAX.

15. JlpyKap Chii IOMUITKY TI€EHIX BYKE Y MEBHMX GyKBOCTIONY HeHH TR/ CTIOBAX





image9.jpeg
IndopmaTuBHI XapaKTepHCTUKI
KAaBiaTyPHOTO IOYEPKY

T (opMyBaHIA GIOMETPIFHIK TPOGUTiE GYTI0 BHKOPHCTAHO POSTANIOBAHIIT Yy BIMLHOMY XOCTYT
Keystroke Dynamics Benchmatk Data Set (http:/www.cs.cu.edu/~kevstroke). Ila BT MicTHTE MapaMeTpit
BBOTY MpMbHOi dpacit «tieSRoanb, Aky HAGHpam 51 KopHCTyBa mo 400 paz Koker. Taki mp eIcTaBTeri 34
CTOBITIHKAMIL TPH 3 AKIK — Lie iTeHTHAIKATOp KopHCTYBAta, HOMep cecii (i1 1 1o 8) Ta HoMep crpodi (ix 1 1o
50) BBOAY. OCTAHHi 31 CTOBITIHK — 9COBi TIAPAMETPI (B CeKYHIAX) BEOTY MMPONBHOI (ipasit Hdot, DDdott,
UDdott, Ht, DDti, UDti, Hi, DDie, UDie, He, DDefive, UDefive, Hfive, DDfive.shift
UD five.shiftr, HShiftr, DD.Shift.ro, UDShiftro, Ho, DDo.a, UDo.a, Ha, DDan, UDan, Hn, DDnl,
UDan.l, Hi, DDlenter, UDd.enter, Henter. TyT «H.A» — 1ac HATHCKAHHA Kiaimi A, DD.AB» — 1ac Mik
HATHCKAHHSM KTABIII A Ta B, «UD.A B — ¢ MUKBIIY CKAHFAM KIABIIIi A T4 HATHCKAHHAM KIaBii B.
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IndpopmaTuBHI XapaKTepUCTUKU
AMHaMiK# KOMIT'IOTepHOI MUII

YV pasi BHKODHCTAHES KOMITIOTEDHOI M, SIK TPHCIPO BBEIEHHST
iHopMALIi, To OCHOBHI EXiTHi MAPAMETPH CHCTEMH iTeHTH(IKALNI MicTATECS B
KiHeMaTHHHX [1apaMeTpax pYXy Kypeopy Ta poGoTi 3 KABIIIIaMH M,

1. K0Op,INHATHE I101AHHSA TTON0KSHHS Ky P CopY.-

2. TIIBHIKICTE Tiep eMIIEHHs KypCOpY TI0 TOPH3OHTATBHIH Ta Bep THKATBHT
TUTONIHHAM,

3. 3aranbHa MIBHIKICTB MTep Ml eHHS Ky P CopY:

4. KyTOBA IIBHIKI CTh TTep eMIllIeHHA Ky P COpY.

5. TIPHCKOD eHHS TTep eMIIIEHHA KypCopy [0 TP HBOHTAbHil Ta Bep THKATbHill
TUTONIHHAM.

6. 3aranbHe MPHCKOPEHHs ITep eMl eHHA Ky PCopy.

PHBOK Mep eMilleHHs Kypeopy M0 TOPHBOHTATHHIl Ta BepTHKATBHi

TUTONIHHAM.

8. 3aTATLHU HEB OK Tiep eMIIICHHS Ky PCOpY

9. Cep eIIHA BiICTAHb ITe] eMIlIEHHAKY P COPY.

10. Unc may 31 T CI51 3AKIEHEST T1ep eMIITISHHST Ky COpY Ta HATHCKAHHA TiBOi
KITaBiIi.

11. Jac HATHCKAHHA B 01 KHOTIKH MHIITi.

12. Uac HATHCKAHHA TP ABOi KTABIIIT MU,

13. YacmoaBifiHOT 0 HATHCKAHHA B 01 KITABIIIT M.

14, Uac mysH MK HATHCKAHHSMH TH TOBifHOMY HATHCKAHHi NiBoi
KITABilITi M.

15. BiTHOCHA Pi3HHLIA Mik JOBKHHOI IPOIZIEHO1 KypCOpOM TpaeKTopii Ta
OBAHHOKO TTiHii, 0 TIOETHY € CTA TOBY Ta (EILTHY TOMKH Iep eMiIIeHHAKY D COp:
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IndpopmaTuBHI XapaKTepUCTUKU
AMHAMIiKV KOMII I0OTepHOI MMIII

Jins GopMyEaHHs GiOMETpHUHME MpOGNE G0 BUKOPUCTAHO POSTAIIOBAHMA ¥ BimbHOMy HocTymi Mouse
Dynamics Challenge Data Set (attps: /github.com/balabit/Mouse-Dynamics-Challenge). ITx BT MiCTHT: MapameTpy

poBoTH 3 Mmero 10 KOPHCTYBAMIE BNPOROEE HEKUIBKOX CeCill (BIR 5 MO 7). JaHi MpERCTABNEHi 6 CTOBMMKAMM
«record timestamp» — wac (8 CeKyHAAX), MO MPORTIOB Biff TIOYATKY MOHITOPHHTY Cecii, JarHCaHHH Ha BiTAATeHOMY
cepepi; «client timestamps — wac (8 CexyHEAx), WO TOMLIOE Bi TOYATKY MOHITOPUHIY Cecli, SaTMCAHMA Ha
KITIEHTCHKOMY KOMIT't0Tepi, <buttony — MOTOUHMI CT2H KTABIII M (BUKOPHCTOBY€THCA WM Hi); «stater — MOTOMHMA
CTaH Kypeopy MM (TepeMimyermcs W HI); «E» — NOTOWHA X KOOPAMHATA KYPCOPY MMM, «y» — MOTOUHA ¥

KOODTIMHATA Ky COPY MUIL.
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IndopmaTuBHI XapaKTepHCTUKM
AMHAMIiKM KOMII I0OTepHOI MMIII

OcobmmocTi poSorii 3 KoNToTepO MG OTHEYIOTH 7K
apasepicTi BRCNO 3 NaRinyIWTOpON A pisi  iTepdeiicy
(nepenimenin KYpopy). TaK § BACOTI 3 NAHITY3ATOpON A 3 i
05’ €KTOM (HATHCKAHHA K1aBil).

JUn popysum waGionin  sopicrysatinGyio _ mipimeno
skopctonysar ik drug and drop i To5to HacTyy Gy

Acty = (Yo, (=1 .n,

e n ~ KUTBKICTB IHBLIYATBHIX MO/ M y K- 2i
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Kypeopy pospaxosysaIch 32 Bpcas
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PesyapTaTit TIpoBeA€HUX A0CAiAXKeHb

3 BJT Keystroke Dynamics Benchmark Data Set
Gyt0 BimiGpaHo 10 KODHCTYBAYiE, MPO(ITL KOAHOTO
comamaBca 3 20 cpod BROIY TMPOIBHOI  (pasit
KiTbKicTh {HOPMALIHI MpaMeTpiB Y KOKHOMY 2 20
Bektopiz — 31 Il JaHi chopMyBamH mpodime
KOPHCTYBAFIiB 32 KTAB{ATY PHIMITOTTEPROM.

3 B Dynamics Challenge Data Set Gymo
BifiGpaHo 10 KOPHCTYBAwiE, TPOGITL  KAHOTO
aTazaBet 3 20 BekTopis Mo 36 iH(opMLifEHI
mapaMerpie B kosomy. Ifi Zani cdopmyams mpodine
KODHCTYBAB 30 JHHAMIKOO MU

OF enmimkA  TPOQITEE 31 KIBATYpHIM
TI0YEPKOM Ta HAMIKOIO ML COPMYBATIO IPOITE 3a
inpopManiiri  moweproM.  Bin  cwmamieet 3 20
BeKTODIE Mo 67 iHQOPMALIIBUN MapaMerpn A
KOAHOTO KOPHCTYBAYTa.

TecTyBamHA To Tiepemipka pOCOTH  crCTeMH
inenmnikaii BHKOHyBATACH Y iHCIpyMenti Neural
Network Toolbox MaTeMaTHMHOro makery MatLab. 3
BXimHIX 200 Tpodimie 140 Gy BHKOPHCTAHO st
HABTOMHS HelpOHHOI Mepeid, 30 — m ommmmizanii
CIDYKIYpH Mepeai Ta 30 — NI MepeBipKH AKOCTE
poSoTH Meper. B0 BHKOPHCTAHO pamiameHy
Hefip OHY Mep €Y 3 OTHHM CKPHIHM LI oM.

Outpur iass

Targe Cass

MATPHLLATIOMITIOR p 08 OTH Hef{p OHHO Mep ek

AT 5931 JAHITS KIABiaTYpHIS P 0 itz
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Bucuaosku

1. TipH 3HAHili Pi3HOMAHITHOCTI BHKOPHCTOBYBAHIE TEXHATONH B 30 5eATIe e H] 3AXICTY, KOHIPOTIO i
PO3MEAYBAHHA JOCTYNY 10 iH(OPMALIl BCi BOHH MAKTbL BPAMHBOCTI, AKI NQIATAITE B MOKIHBOCT
BiTUy KEHHST e COHATBHOTO iMeHTH(IKATOpa i MOATHBOCTI TpoGki ayTeHTH(iKaTopa (MaGopy mapans).
BHKODHCTAHHA GIOMETPITTHOI  ifeHTHIKALE JI03BOTAC VHUKHYTH 303HIEHIX  HETOTKIE, HaJaiodi
MOIHBICTE KOHIDOTIO HE3MIHHOCTI 0COGHCTOCTI KOPHCTYBaua B TpOLleci POGOTH, OJHAK He 3a0esredye
HeoOXiZHOI JOCTOBIDHOCTI iZeHTH(IKALII KOPHCTYBA¥a MDH 3MiHeHHi FOro NMHAMIMHIX GiOMETHIHHX
MapaMeTpiB B PisHIX (yHKIIOHATBHIX CTaHAX. JOCTOBiDHICTb iMeHTH(IKALII KODHCTYBAA B 32 3HAYEHIX
YMOBaX Moke OYTH IHJBHIIEHA LUBIXOM BHKOPHCTAHHA MyJTHMOZATBHOTO XApakTepy B3aeMOii
KOpHCTYBaYa 3 31C05aMHBBOTY iH(op Marii.

2. Tpoeteno aHATi? iH(OPMAIHHI TAPAMETPIB B 3014t i1eHTHAIKAL] 31 KTABA TYPHIM O9EDKOM
Ta AMHAMIKOIO KOMITIOTEPHO! MIITL. 3ATOTIOHOBAHO BUKOPHCTATH MaC HATHCKAHHSL ¥AC Mi HATHCKAHHSAM
TIOTIep €101 Ta HATHCKAHESM TOTOMHO] KTABINI Ta SAC MiK BiITyCKAHHSM TIOTIED €HbO0i TA HATHCKAHHAM
MOTOMHOI KIMABII y SKOCTI iH(OPMALIFHIK TapaMeTpiB CHCTeMH iTeHTH(IKALIi 30 KTABia TypHHM TIOepKOM.
3ATPOMOHOBAHO BHKOPHCTATH CepeHi TA CEpEIHbOKBAIDATHNH] SHAEHHS TOPIBOHTATEHOI, Bep THKATBHOI,
KyTOBOi Ta 3ATAMSHOI MBHJKOCTEH, TPHCKOPEHHS Ta PHBKY KyPCOPY Y SKOCTI iH(OPMALHIHI mapaMeTpis
CHCTEMH iTeHTH(IKAII1 32 JIHHAMIKOK KOMIT OTePHOT MHIII.

3. 3MPONIOHOBAHO JTBOMOJATLHHIT ATOPHTM i/JeHTHIKALI KOPHCTYBATIE KOMITIOTEPHIX Mep ek 32 i
iH(OP MALHFEIIM TTO1€PKOM Ha 0CHOB] 06 ¢ JHAHIA TAHITX HA IBHi 6i0METPIFIHITX 03HAK.

4. TIpOBETEHO  EKCTIEPHMEHTATBHI  JOCTUKEHHA PO3POGTEHOT0  AMTOPHTMY  JBOMOATHHOL
inenmHixanii. TouHicTs iTeHTH(IKALIi 31 KIABIATYDHHM MOMepKOM cKMama 72 %, 31 IHHAMIKOK
KOMITIOTEDHOI MU — 56 %%, IBOMOJATHHOTO ANTOPHTMY — 89.5 %, OT/Ke, BUKOPHCTAHHA JBOMOTATHHO
GlOMETPITIHOI CHCTEMH iNeHTH(IKALHL, a CAMe POSMBHAHH KOPHCTYBAMIE KOMITIOTEDHIK CHCTEM 32
KIIABiaTyPHHM TI0M€PKOM Ta JHHAMIKOK) KOMITIOTEDHOI MHIN, JO3BQVISA€ 3HAYHO INJBHIMHTH TOUHiCTB
iXeHTH(IKALI] y TOPIBHAHHI 3 0JHOMOJATHHHMH CHCTeMaMH OCOGIHBO Lie BAKTHBO T BHIIAJKIE MATHX
00’ eMiB HABYATIBHIX 6 TAHIX.
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MIHICTEPCTBO OCBITHU I HAYKH YKPATHU
XAPKIBCBKMHW HALIIOHAJIBHUUW YHIBEPCUTET
PAJIIOEJIEKTPOHIKH

MATEPIAJIN 23-ro MDKHAPOHOI'O
MOJIOJADKHOI'O ®OPYMY

«PAJIOEJIEKTPOHIKA TA MOJIOAb
Y XXI CTOJITTD»

16 — 18 xBiTHa 2019 p.

Tom 3

KOH®EPEHIIA .
«HOOPMANINHI PANIOTEXHOJIOT'TL
TA TEXHIYHUU 3AXUCT THOOPMALID»

Xapxis 2019




image17.jpeg
HUHTEI'PAJIbHBII KPUTEPUI KAYECTBA PABOTBI
T'EHEPATOPOB IICEBJIOCJTYYAMHBIX YACEJI
KemeGepaa B.C.

Hayunslit pyxoBoaurens — K.T.H., Jo1l. ['openos [1.1O.
XapbKOBCKUI1 HAITMOHAIBHBIA YHUBEPCUTET PaHO3IEKTPOHUKI
(61166, Xapwko, mp. Haykn, 14, xad. KoMOBIOTEpHOM pauouHKeHEPIT
U cucTeM TexHmaeckoit 3amuthl nadopmarun (KPuCT31),
teir. (057) 702-13-06, email: keleberdal 6@gmail.com.

It is proposed to use a complex criterion (uniformity, independence,
stochasticity, cryptographic stability) for checking statistical properties of
sequences of random numbers. As an integral criterion for the quality of
generators of pseudorandom numbers, it is proposed to use the mathematical
expectation of the number of tests passed by the sequences generated by the
investigated RNG.

Ba3oBBIM  KOMIIOHEHTOM COBPEMEHHBIX alTOPUTMOB  IMTH(PPOBAHUS
SBIBIIOTCS TE€HEpaTophl IICEBJOCIyUalHbIX IocieaoBarenpHocTeidt  (ITICII),
KOTOPBIE BO MHOTOM OIIPEJEIBIIOT UX OBICTpOAEHCTBHE W KPUIITOTPadHIECKYIO
ycroifumBocTe.  [losToMy 3afada  cO3JaHEMS XOpPONIMX TI€HEpaTopoB M
3¢ dEKTUBHBIX METO/I0B UX OIICHKH IIpe/icTaBIisieT OOTIbINoil nHTEpec.

Js wuccnemoBanus [TICU npuMeHSOTCS JiB€ TPYNIBI TecToB: 1)
rpadudeckue; 2) OIEHOYHBIE. B IIepBOM clydae CTaTHCTHUECKHE CBOHCTBA
IocIIeIoBaTeIbHOCTEW oToOpakaroTesl B BHje TpadUIecKUX 3aBUCUMOCTEH, 110
BUJy  KOTOPBIX  J€NaloT  BBIBOABL O  CBOUCTBAX  HCCIEAyeMoH
TIOCTIEJOBAaTENIBHOCTH CIIydaiiHBIX 4uucel. Bo BTOpOM cilydae CTaTHCTHYECKHE
CBOMCTBa TIOCIIe IOBAaTENBHOCTEH OTIPEAETHIIOTCS YHACTIOBBIMHA
XapakTepUCTHKaMH. Ha OCHOBe OICHOYHBIX KPUTEPHUEB JEIAIOTCS 3aKIFOUEHUS
0 cTemeHM ONM3OCTH CBOMCTB aHAIM3WPYEMOM U WCTUHHO CIyJaffHOM
roceoBaTeibHOCTe. B oTnmuue oT rpaduuecKkux TeCTOB, IJie pe3yibTaThl
HHTEPIPETUPYIOTCS MONB30BATEISIMU, BCIEACTBUE UeTO BO3MOKHBI Pa3IIMUMs B
TPaKTOBKE PE3YJIbTaTOB, OILCHOYHBIE TECTHl XapaKTePU3YIOTCS TEM, UTO OHHU
BBLJAIOT YHUCIIEHHYIO XapaKTePUCTUKY, KOTOPasl II03BOJEIET ONHO3HAYHO CKa3aTh,
TIPOI/IEH TECT Wi HET.

Ha pansbli MoMeHT cambiM 3(GEKTHBHBIM METOJOM KOMILIEKCHOTO
koHTpoi sBisiercs Meroauka NIST STS. Orna cojpepxur 16 craTUCTHUECKHX
TECTOB, COBOKYITHOCTh KOTODPBIX IIpEANlaracT KpPUTEPHUU NPHHITHA PEHIeHUS
OTHOCHTEIIFHO HE TOJBKO OTJEIBHON IICEBJOCTydalHOH IOCIe0BaTeIbHOCTH
(IICID), sO 1 otHOCcHTenbHO Beero I TICIL OcHoBHBIM HegocraTkoM NIST STS
SIBIBIETCA  CJIOKHOCTE METOAWKHM TECTUPOBAHMS — pacCUdThIBaOTCS 188
YHACJICHHBIX IIOKa3aTellel, CIelOoBaTEIbHO, €€ HEeb3sl PEKOMEHJOBaTh ML
HCIIOIBb30BaHMUS B peallbHOM BpEMEHH.

IIpm pazpabotke cmocoboB orenku kadectBa [ TICII cnexyer oTMeTHTH
ciaeayromue yenoBus: 1) ocHoBHOW 1enbio [TICITI gBisercs mnonydeHue
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[IOCIIeIOBAaTeIbHOCTEH, KOTOphle BeAyT cels Tak, Kak OyATO SBIBIOTCA
CIIydalHBIMH. OTO O3HA4aeT YTO IIPH IIPOBEpKEe HaJ0 HCIIONb30BaTh KPUTEPUH
CIIyJalfHOCTH: CTOXaCTHYHOCTH, HE3aBHCHMOCTH, PaBHOMEPHOCTH, 2) €cld N
KPHUTEPHEB IOATBEPKIAIOT, UTO IIOCIIENOBAaTEILHOCTL BeleT cebs cirydaitHbIM
o0pa3zoM, 3TO ele He O3HAYaeT, YTO IIpoBepka ¢ momomipio (n + 1)-ro
kpurepus Oyjer ycuemmHod. OjHaKO Kax/Jgas YCIEIIHas IIPOBEepKa JjJaeT Bce
Oompime W OCONBIE YBEPEHHOCTH B CIYYalHOCTH IIOCIE0BaTEIbHOCTH,
ClIeI0OBaTeNbHO, HEOOXOUMO IIPUMEHSTH OOJIBITOE KOIUIECTBO KPUTEPHEB.

B npennoxennom anropurme orneHka kadectBa ['TICIT ocymecTpisiercs B
JBa srara. Ha mepBoM 3Tare HMpPOBEPSAETCS COOTBETCTBHE CTEeHEPHPOBAHHBIX
TTICIT mocnenoBatenbHOCTEl OE3yCIOBHBIM KPUTEPHSIM  CTOXACTHIHOCTH,
HE3aBUCUMOCTH, PABHOMEPHOCTH U KPUIITOCTONKOCTH.

IIpoBepka Ha PaBHOMEPHOCTH IIPOM3ZBOJUICA ¢ IIOMOIIBIO Y 2-KPUTEPHS
(Ry), xpurepust KomvoropoBa-CmupHoBa (R,) u wactorHoro tecra (Rj).
IIpoBepka Ha  HE3aBUCHMOCTH IIPOBOJUTCS C  IIOMOIIBIO  KPUTEPUS
MOHOTOHHOCTA (Ny), CHEKTPaJIbHOTO aHajliW3a Ha OCHOBE JHUCKPETHOIO
npeobpazoBanms  Dypee (N,) m Tecta Maypepa (Nj3). Ilpoepka Ha
CTOXaCTUYHOCTh IIPOM3BOAMTCA C IIOMOIIBIO SMIIMPHUYECKUX KPHUTEPHEB
HHTEPBAJIOB (S;), IepecTaHoOBOK (S5) U 3HTpoIUHHOro Tecra (S3). [IpoBepka Ha
KpUNTorpaduUueckyio  CTOMKOCTh IPOM3BOAMTCS C IIOMOIIBIO TecTa Ha
crepytonmit 6ut (KS;). Ecim mpoBepka mpoiiieHa, TO COOTBETCTBYIOIMINM
KPHUTepHH paBeH eMHHUIIE, B IPOTUBHOM CIIydae — HyJIO.

Tak Kxak IIpUBEJCHHBIC KPUTEPUH SBILIOTCS OE3yCIOBHBIMH, TO
WHTErpalbHBIH KpuTepuit KadecTBa paccMmarpuBaemoit IICII moxer ObITh
paccuuTaH 1o gopmyIe:

K=R, DR, DR; DN, DN, DON; DS, DS, DS3DKSy, (1)

rae P — omepanusl KOHBIOHKITAHM. TakuM oO0pa3oM, CUHTAeTCs, UYTO
nccnegoBarensekass CBU mponuia Bce IIPOBEPKH, €ClM BCe KPUTEPUU PaBHBI
e/IUHUIIE.

Ha Bropom ompenensercs oneHka camoro [TIBY. Bropoit sran
HeoOXo/uM, Bejgb OOJBIIMHCTBO SMIMPHYECKHUX CTaTUCTHUECKUX TECTOB
IIPeIOCTaBIBIET OIEHKY TOIBKO JIISI KOHKPETHON IOCIeJOBATeIbHOCTH, a He JIJIS
WUCTOYHMKA, TO €CTh I'eHeparopa, 3Toil IociejgoBaTenbHOCTH. CUUTaeTCes], 4ToO
nceneayeMprii ['TIBU mpommen ImpoBepKy, e€cliM MaTeMaTHYecKoe OXHJIaHue
PE3yJIbTaTOB TECTHPOBAHUS CTATHCTHUECKUX CBOMCTB CICHEPUPOBAHHBIX WM
IOCIIeIOBAaTeIbHOCTEH SIBIIsIeTCS HEM3MEHHBIM BO BPEMEHH U OT peali3allul K

peamm3aliyy, T.€. IeHepaTop MOXKHO CUHUTAaTh CTallTUOHAPHBIM.

Crcok ucno/mb3yeMoii mrepatypsl: 1. BemGo Mao. CoBpeMeHHast KpUIITOT padusL.
Teopust u npakTrka. / Bem6o Mao. Ilep. ¢ anrn. — M.: U3xa. qom «Buibsimey, 2005. — 768 c.
2. T'op6enko 1J1. Ilpukiagna kpunrosoris. Teopis. IIpaktuka. 3actocyBanus: Monorpadis /
L. Topbenko, F0.I. I'opGenko. — X.: Bunapaunreo «®opt», 2012. — 880 c. 3. NIST SP
800-22. A Statistical Test Suite for Random and Pseudorandom Number Generators for
Cryptographic Applications [Exnextponnuii pecype]. April 2000.
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«/locAi AKeHHSI ABOMOAAABHOI CUCTEMU

idenTH(iKaIlil KOPUCTYBadib KOMIT IOTePHIX
Mepex 3a iX iHGOPMAaIiIHIM TTOIePKOM»

AxTyammicrs Temu. IIpH 3HAHIE DIsHOMAHITHOCTI BHKODHCTOBYBAHIS TeXHONOMH B
3a0esmeuenni 3aXiCTy, KOHTPOMO i POSMEKYBAHHA JOCTYNy 7o iH(opMamii Bei BoHN MatoTh
BPA3TBOCT], AKi MOMATAIOT B MOKTBOCTI BiTTy/KeHHA MepCORATHHOTO i HTHIKATOpA i MOKTIBOCTI
nmizpoGkn ayTenTndixaropa (minGopy maporn). BHKOHCTAHHA GioMeTpmasoi inenTndixanii nosmomze
VHIKHYTH 3Q3HQCHIX HEZOTKB, HATAIOTH MOKTHBICTS KOHTPOIO He3MiHHOCTI o0COSHCTOCTI
KOPHCTYBA'A B Mpomeci PoSOTH TA BHIMATEHHS BIIMOBIIAT: HOCTI KOPHCTYBAIA 30 BHKOMYBAHI
HEM Jii, omHak He 3afesmetuye HeoGXimHOI MOCTOBIPHOCTI imeHTH(IKANI KOPHCTYBAYa NpPH 3MiHEHHI
HOTO MUHAMIMHNX GiOMETDIMHHS HApaMeTpis B piHEX QyHKNiOHATEHHX cramax. JocTORipHicTE
imenTH}ikaNii KOPHCTYBaMa B 3a3HAMEHHX YMOBAX Moke GyTH MiBHIIEHA MULXOM BHKOPHCTAHHST
MYTETHMOTIAT HOTO XapAKTepy B3a€Mortii KOPHCTYBata 3 3ac06aMH BB iHopManii.

MeToko POGOTH € BHBTHTH MOKTIBiCTS 3aCTOCYBAHHA BOMOTATHHOI CHCTEMH GioMeTpmHOi
imenTHiKAIi KOPHCTYBAiB KOMI' IoTepHII CHCTeM.

I HOCATHEHHS TIOCTABTIEHO] MeTH HeOGKiHO PO3B A3aTH HACTY MK 3aAi:

1) NOCTIMTH 0COGMIBOCTI BUKOPHCTAHA KNMABIATYPHOT0 TIOMepKY Ta JHHAMIKH KOMI'IOTEpHOI
MIIN B AKOCTi GiOMETDIHIX 03HAK KOPHCTYBAIIB KOMI' ToTepHIIK Mepesk:

2) 3anpomOHyBATH ANTOPHTM JABOMOTATLHOI iTeHTHIKAMI] 32 iH(OPMALITHIM MOTePKOM;

3) excIepHMeHTATLHO MePeBipHTH PO3podIIeHHIl ANTOPHTM BOMOTANBHOI ineHTHIKamIi.





