JIOJATOK A

['padiunnmii matepian kBanidikaiiiHoi poooTH
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XapKiBCbKNiA HaLliOHaNbHUIA YHIBEPCUTET PagioeneKTPOHIKN
Kadeppa EOM

Mopenb geuyeHTpaniaoBaHoro 36epiraHHs gaHux Ans
AeUeHTpanisaoBaHoOro 3aCTOCyHKY i CMapT-KOHTPaKTy y
mepeXxi Ethereum

KeanigikauinHa pobota
Opyrui (Marictepcbkun) piBeHb

BukoHas: KepiBHUK:
ctygeHT rpynu Clm-23-2 npod. ®eceHko T.I
CenisaHoB |IBaH OnekciioBuy

MeTta pob6oTu Ta 3aBOaHHSA

OG’eKTOM [OCHIAXEHHA € [OeleHTpanidoBaHa cuctema 36epiraHHs AaHux,

3acHOBaHa Ha TEXHONOT I 6/TOKYENH.

MpepmeTom gocnigXeHHA € 0COBANBOCTI (DYHKLIOHYBaHHA CMapT-KOHTPAKTIB Ta
IX BAKOPUCTaHHS ANsi CTBOPEHHS MOAENi AeLEHTpanisaoBaHoro 36epiraHHsa gaHuxX.

MeToro po60THK € CTBOPEHHSA MOAENi AeLeHTpani3oBaHoro 3éepiraHHs gaHux ans
OeLleHTpani3oBaHOro 3aCTOCYHKY, ska 3abesnevyye npo3opicTb, 6e3mneky Ta
MiaTBEPAPKEHHSA aBTEHTUYHOCTI LMMDPOBMX aKTUBIB.

3aBpaHHA:

JoCcNiguTy akTyasbHi Npobremu iHhopMaLinHoi 6e3neKu;

OKPECNNTIN HasiBHI MeToam 3abe3neyeHHss 6e3neKkn gaHnx;
npoaHaniaysaT MOXIMBOCTI Ta NPUHUMUNN poboTn Mmepexi Ethereum;
PO3P06UTU CMaPT-KOHTPAKT 3a cTaHgapTom ERC-721;

pPO3pO6UTU OeELIeHTPani3oBaHNN 3aCTOCYHOK A5 36epiraHHs AaHux Ta
NepeBipUTN NOro poboTy Ha NPaKTUL.
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IcHyto4i BapiaHTK 3a6e3neyeHHs iHhopmauinHol
G6e3neku:

HOPMaTUBHO-NPaBOBI aKTu;

LW pyBaHHS;

thaepsonu;

MOHITOPVHI Ta ayauTy 6e3neKku;

aHTuBipycHe 3. : )
: / 3 KopucTyBaui
" _ \ \ // MOHITOpMHT Ta

anTuBipycHe N3

PucyHok 1 — IntocTpauiss Komnnekcy BapiaHTiB 3a6e3neYeHHs
iH(bopMauinHoi 6e3nekn

AHani3 icHylo4YMx BapiaHTiB 3abe3ne4YeHHs
iHdbopmaLinHOT 6e3nekn

300

3a3Ha4qeHi meTogn 6e3neKkn He 3aBXaun
MOBHOLHHO BUKOHYIOTb CBOI (OyHKLI.

Lle npogemMoHCTpyBana octaHHA MaclutabHa
Kibepartaka Ha peectpu MiHicTepcTsa roCcTULT
Ykpaitu. PakTnyHo 6yno napanizoBaHo 3Ha4uHy
YacTWHY rocrnofapcbKol AiANsLHOCTI B KPaiHi Ha
JEKiNnbKa TUXHIB.

PesynsTar ataku: nicns noTpannsHHSA Xakepis B
iHbpacTpyKTYpy MiHICTepCcTBa Bin6ynoch
BUKPaOeHHs Ta BuganeHHs noHag 1 mineapaa
pPAQKIB faHWX.

= 2021 - 2022 = 2023
PucyHok 2 — Ipacpik KinbKOCTI KibepaTak Ha fep»kasHi CTRYKTYpH
3a paHumu Jdepxcneuss'asky
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OCHOBHiI BNacTUBOCTI laHUX B ONOKYeUnH-cucTemMmax:

3awmndpposa-
HicTb

3awndpoBaHicTb;
HE3MIHHICTb;
NPO30pPICTb;

" TOKEHI3aLis;
PO3MOA4INEHICTb;
OeLeHTpani3aoBaHicTb.

BNIAaCTUBOCTI JAaHUX B

AeueHTpani-
30BaHicTb

PucyHok 3 — OCHOBHI BNaCcTMBOCTI faHNX B GNIOKYeHi

. 6
Mopenb Ta anroputm po6oTU AeLeHTPanisoBaHOro 3aCTOCYHKY

Iniujauin RoaaTky
(NpucaHanKA ramanys)

3aBaHTaXEHHA RAHNX
Ha caiT
Upload data TBOPEHHA TPaHSaKLIT ANA
Bignpaskn fannx Ha
cepsep

Aanux Ha
cepeep

Ovpumanns URL
MeTapaHux Ana

NFT.Storage

GET URL

OTpuManKn 3anuTy Yepes

Upload data to IPFS

upload NFT to
blockchain

get data through
smart contract

URL + JSON

Update Frontend

View NFT

PucyHok 4 — Mogenb aeueHTpanisaoBaHoro 3aCTOCYHKY

API Ha cepsepi

Miproroeka paxux ana
36epiranns y IPFS yepes
GiGniorexy NFT.Storage

36epexeHHs MeTaRanuX y
IPFS

NosepHentn URL Ta JSON
i3 MeTagaHumn

PucyHok 5 — Anroputm po60Tu 3aCTOCYHKY

N

CTBOpeHHs HOBOTO NFT

Buknuk cepaepom dyHKuii
mint() yepes cmapT-
KOHTPaKT

36epeXeHHA URL
MeTapannx y GnokueiH 3
npUE'A3K0I0 A0 NFT

o

7

[RORATKOM Yepes cMapT-
KOHTPAKT, WO iHiyoe 3anut
Ao IPFS

BinobpaxeHHn CTBOPEHUX
NFT y intepdeici
KopucTyBsaua.

B3aemopin 3 NFT yepes
CMapT-KOHTPaKT
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Bubip TexHonorin ansa peanisadii Ta PyHKUiOHaNbHI
"MOXITMBOCTi 3aCTOCYHKY

"TexHonorir:

B sikocTi IDE 6yno ob6paHo Visual Studio Code;
cMapT-KoHTpakT — Solidity;

hpoHTeHA Ta cepBep — TypeScript Ta React;
ctangaptm ERC — OpenZeppelin;
36epexeHHs gaHnx — NFT.Storage;
npoBefeHHs TpaHaakLuii —Metamask;
po3ropTaHHs Ta TecTyBaHHA — Etherscan.

NFT ltems

DyHKLiOHaNbHI MOXTMBOCTI:

iHTerpaujs ramaHus;

ctBopeHHs NFT;

B32EMOLiA 3 CMapT-KOHTPaKTOM;
nepernsg 6anaHcy ramaHus;
peleHTpanisoBaHe 36epiraHHs;
MOHITOPUHI TPaH3aKLil;
PO3ropTaHHA KOHTPaKTY;

PucyHok 6 — IHTepdelic ronoBHOI CTOPIHKM CanTy
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PucyHok 7 — 3aBaHTaXeHHSs (hainny-306paxeHHs1 Ha cepBep

& MetaMask

0 testmag
Ethereum Mainnet

Transaction request

Estimated changes

You send 0000122 @ETH

Request from nft-opp.productsway.com

Network fee 0.0003 ETH

Speed (o)

SEpo

PucyHok 8 - lMNMignucaHHa TpaH3akLji, Wwo 3aBaHTaxye aaHi y IPFS yepes
6ibnioteky NFT.Storage '




SIGN MESSAGE

NFT Items ©nooner

#1

NURE

NurelLogo NureLogoUA

logotype logotype

Ox49B8c41F0269832475aAEe8¢1DSCEIE6694d9AeD

0x498c41F026(9832475aAEe8¢1DSCEIEE694d9AeD
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V productsway.com

Deploy a contract

Estimated changes ©

Request from @ nft-app.productsway.com

Network fee O 0.0035 ETH

speed 2B ok

BapricTb KOMicii npu
PO3ropTaHHi KOHTPaKTY B
Ethereum

Cxacysarn

PucyHok 9 — PosroptaHHs CMapT-KOHTPaKTy

M Etherscan

Token DistributedStorags

Featured

Blockchain v

Hasea poaropHyToro
CMapT-KOHTPaKTy

@ Etherscan API V2.

CTaHAapT KOHTPaKTy

°
E) e oy o coona

47 Atotal of 2 transactions found

Transaction Hash Age

M Configure 1 min ago

Myt Configure 1 min ago Null: 0x000..000

Xew aBox TpaH3akuin
MiHTY

Bnoku, pe 6yno BuKoHaHo
TpaH3akyii

Tokens v v Developers v More v | @ Signin

Other Info

C

Anpec po3ropHyToro
KOHTpaKTy

W Advanced Filter

Appeca BnacHuka NFT

PucyHok 10 — Cawnt Etherscan Ta iHhopmaLiisi Npo PO3ropHyTUn cMapT-
KOHTPaKT




Token DistributedStorage (DS)

e

Overview Market Other info

Qoos N/A

0 N/A

<
s el (Y o conine

A total of 2 unique token IDs found

‘ ; ;‘ @ HaouHe BigobpaxxeHHs

popanux NFT Ha cauTi

NURE Etherscan

PucyHok 11 — BigobpaxkeHHs ctBopeHux NFT Ha CTOpPiHLj KOHTPaKTy TOKeHa
yepes Etherscan

BucHoBku 14

[ocnipxeHo cyyacHi 3arposu iHhopmaLinHin 6e3neLi B LMhpoBOMy CepeaoBuLLj,
O BKHOYaIOTh PUSNKU KPagiKKN OaHWX, 3aNeXHICTb Bif LEHTPani3oBaHUX CUCTEM i
MOXXJIMBICTb BTPaTW iH(popmaLii Yepes 3n0BMUCHI Aii Yn TexHiYHi HecnpasHOCTI. Ha 6asi
LbOro O6rpyHTOBaHO HEOOXiAHICTb BUKOPUCTaHHSA AELeHTPasni3oBaHUX TEXHOMOriN, SK
asibTepHaTMBHOrO BapiaHTy 3a6e3Mne4YeHHsi MPO30pOoCTi Ta 6e3neKn gaHuXx.

BusasneHo KJTHO4OBI nepesarmu BNOKYENHy Ethereum: HE3MIHHICTb,
MacLITaboBaHICTb i CTabiNbHICTb, WO PO6UTL MOro ONTUMAasSIbHUM CEePedoBULLIEM ONS
PO3PO6KN AeLeHTPanisaoBaHNX 3aCTOCYHKIB.

Po3pobneHo mopenb AeLeHTpani3oBaHOro 36epiraHHsa paHux, Lo BignoBigae
B/YIMOraMm Npo30pocTi, 6e3nekun Ta e(peKTUBHOCTI PO60TA 3 LINMPOBUMI aKTMBaMU.

Ha 6a3i Mmogeni po3pobneHo AeLeHTpanisoBaHni 3aCTOCYHOK y Mepexi Ethereum
ONs B3aeMofii 3i CMapT-KOHTpakTaMu Ta 3 iHTerpauito okpemux 6ibniotek pns
36epiraHHsA gaHuX.

Byno npotectoBaHO CTBOPEHY CUCTEMY i MiATBEPOKEHO i mpaue3aaTtHICTb.
TecTyBaHHA MOKasano [OCTYMHICTb B3AEMOAIT MK KOPUCTYBaYeM, CMapT-KOHTPaKTOM
Ta 6/1OKYENH-MEPEXELD.
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Anpo6auisa pe3ynbraTiB KBanidikayinHoi po6oTu

OCORTMBOCTI NPEAMETHOI ORTACTI POIPOEKH MOET
AEUEHTPAIIOBAHOIO IBEPINARHS IAHIX | CMAPT-KOHTPAKTY
BMEPERI ETHEREUM

Cezinanon Inan Oes

EUROPEAN CONGRESS
OF SCIENTIFIC
DISCOVERY

Xapwincuiiel HATOWATR IR YHIRPCHTET pa

Madrid, Spain
2024

MocunaHHa Ha ny6nikadito:
https://sci-conf.com.ua/wp-content/uploads/2024/12/EUROPEAN-CONGRE
SS-OF-SCIENTIFIC-DISCOVERY-29-31.12.2024.pdf




JIOJJATOK b
[TPOI'PAMHUI KOJ1 BACTOCYHKY

b.1 ®aiinu 3aCcTOCYHKY, IO PO3TAIIOBaHI y Marllli contracts

Jlictunr B.1 — Kox 3 daiiny 3a nursxom contracts\ DistributedStorage.sol

// SPDX-License-Identifier: MIT
pragma solidity 70.8.2;

import "@openzeppelin/contracts/token/ERC721/ERC721.s0l1";
import
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"Qopenzeppelin/contracts/token/ERC721/extensions/ERC721URIStorag

e.sol";
import

"Qopenzeppelin/contracts/token/ERC721/extensions/ERC721Burnable.

sol";
import "Qopenzeppelin/contracts/access/Ownable.sol";
import "@openzeppelin/contracts/utils/Counters.sol";

contract DistributedStorage is ERC721, ERC721URIStorage,
ERC721Burnable, Ownable {

using Counters for Counters.Counter;

Counters.Counter private tokenIdCounter;

constructor () ERC721 ("DistributedStorage", "DS") {}

function safeMint (address to, string memory nftTokenURTI)
public onlyOwner {

_safeMint (to, tokenIdCounter.current());

_setTokenURI ( tokenIdCounter.current (), nftTokenURI);

_tokenIdCounter.increment () ;

}

function burn(
uint256 tokenId

) internal override (ERC721, ERC721URIStorage) {
super. burn (tokenId);

}

function tokenURI (
uint256 tokenId
) public view override (ERC721, ERC721URIStorage) returns
(string memory) {
return super.tokenURI (tokenId) ;
}
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function supportsInterface (
bytes4 interfaceld
) public view override (ERC721, ERC721URIStorage) returns
(bool) {
return super.supportsInterface(interfaceld);

}

function currentCounter () public view returns (uint256) {
return tokenIdCounter.current();

}

function freeMint (address to, string memory nftTokenURI)
public {
_safeMint (to, tokenIdCounter.current()):;
_setTokenURI ( tokenIdCounter.current (), nftTokenURI);
_tokenIdCounter.increment () ;

b.2 ®aiinum 3acTOCYHKY, IO PO3TaIIOBaHi y mariti SCripts

Jlictuar b.2 — Kon 3 daiiny 3a nursxowm scripts\deploy.ts

import "@nomiclabs/hardhat-ethers";
import hre from "hardhat";

async function main () {
const DistributedStorage = await
hre.ethers.getContractFactory ("DistributedStorage") ;
const logo = await DistributedStorage.deploy () ;

await logo.deployed();
console.log("DistributedStorage deployed to:", logo.address);

console.log ("owner", await logo.owner());
}
main ()

.then(() => process.exit (0))

.catch ((error) => {
console.error (error) ;
process.exit (1) ;

DN

Jlictunr b.3 — Kop 3 daitny 3a nuisxom scripts\mint.ts

import "@nomiclabs/hardhat-ethers";
import { config } from "dotenv";



import
import
import
import
import

import

{ readdirSync, readFileSync } from "fs";
hre from "hardhat";
{ NFTStorage, File } from "nft.storage";

PQueue from "p-queue";
{ join } from "path";

{ DistributedStorage } from "../src/types";

config();

const
const

apiKey = process.env.NFT STORAGE KEY || "";

client

async function uploadFile({ file,

File;

descri
cons

de

name: string; description:
console.log ("Uploading file to nft storage",

ption });

new NFTStorage ({ token: apiKey });

name, description }:

string }) {

t metadata = await client.store ({
name,

scription,

image: file,

1)

return metadata;

const

|| mwiw .,
4

const

async

CONTRACT ADDRESS =

{ file,

{ file:

name,

process.env.VITE NFT DEPLOYED ADDRESS

OWNER = process.env.OWNER ADDRESS || "";

function main () {

const DistributedStorage
hre.ethers.getContractFactory ("DistributedStorage") ;

cons

t logo = (await

await

DistributedStorage.attach (CONTRACT ADDRESS)) as

Distri

butedStorage;

console.log("DistributedStorage deployed to:",
ole.log ("Name", await logo.name());

cons

console.log ("Symbol",

await logo.symbol ());

const queue = new PQueue ({ concurrency: 1 });

const folders = readdirSync(join(_ dirname,

for

const files = readdirSync(join(_ dirname,

(const folder of folders)

folder)):;

console.log ("Folder",

console.log ("Files",

for

{

folder);

files);
(const file of files)

{

const filePath = join(_ dirname, "assets",

await queue.add( ()
mintNft ({
logo,
filePath,

=>

"assets"));

"assets",

folder,

logo.address) ;

file);
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name: file,
description: join(folder, file),

async function mintNft ({
logo,
filePath,
name = "",
description = "",

e A
logo: DistributedStorage;
filePath: string;
name?: string;
description?: string;

b A

console.log ("Minting NFT", { filePath, name, description });

const file = readFileSync (filePath);

const metaData = await uploadFile ({
file: new File([file.buffer], name, {
type: "image/png", // image/png
1)y
name,
description,

1)

console.log ("Uploaded file to nft storage", metaData);
const mintTx = await logo.safeMint (OWNER, metaData?.url);
const tx = await mintTx.wait ()

console.log("Minted NFT", tx.blockHash);

}

main ()
.then(() => process.exit (0))
.catch((error) => {
console.error (error) ;
process.exit (1) ;

DN

b.3 daiinu 3acTOCyHKY, III0 PO3TAILIOBaHI y Mariii SI'C

Jlictunr b.4 — Kox 3 daitny 3a nutsaxom SIC\AppP.tsx

/* eslint-disable @typescript-eslint/no-unsafe-argument */
import { useWeb3React, Web3ReactProvider } from "Q@web3-
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react/core";

import { BigNumber, ethers, getDefaultProvider } from "ethers";
import React, { useEffect, useState } from "react";

import toast, { Toaster } from "react-hot-toast";

import { NftProvider } from "use-nft";

import DistributedStorageArtifacts from
"./artifacts/contracts/DistributedStorage.sol/DistributedStorage
.Jjson";

import AddItemModal from "./components/AddItemModal";
import Demo from "./components/Demo";

import { getLibrary } from "./components/Demo";

import { Nft } from "./components/Nft";

import { Pagination } from "./components/Pagination";
import logger from "./logger";

import { networkName, CHAIN ID } from "./networkName";
import { type DistributedStorage } from "./types";

export const CONTRACT DEPLOYED ADDRESS =
import.meta.env.VITE NFT DEPLOYED ADDRESS;

declare global {
interface Window {
ethereum: ethers.providers.ExternalProvider;

async function requestAccount () {
if (window.ethereum?.request) return window.ethereum.request ({
method: "eth requestAccounts" });

throw new Error ("Missing install Metamask. Please access

https://metamask.io/ to install extension on your browser");

}
const API URL = import.meta.env.VITE API URL;

function NFTApp () {

const { library, account } = useWeb3React();
const [total, setTotal] = useState(0);

const [page, setPage] = useState(l);

const [isOpen, setIsOpen] = useState(false);
const limit = 12;

const fetchTotal = () => {
logger.warn ("fetchTotal") ;
const provider = library || new
ethers.providers.Web3Provider (window.ethereum) ;

const contract = new ethers.Contract (
CONTRACT DEPLOYED ADDRESS,
DistributedStorageArtifacts.abi,
provider,

) as DistributedStorage;
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contract
.currentCounter ()
.then ((result) => {
setTotal (BigNumber.from (result) .toNumber ()) ;
)
.catch(logger.error);

i

useEffect (() => {
try {
fetchTotal () ;
} catch (error) {
logger.error (error) ;
}
}, [library]);

const onMintNftTokeN = async (tokenUrl: string) => {
const provider = library || new
ethers.providers.Web3Provider (window.ethereum) ;
const signer = provider.getSigner ();
const contract = new ethers.Contract (
CONTRACT DEPLOYED ADDRESS,
DistributedStorageArtifacts.abi,
signer,
) as DistributedStorage;
try {
if (laccount) {
awailt requestAccount();
return;

const transaction = await contract.freeMint (account,
tokenUrl) ;
toast
.promise (transaction.wait (), {
loading: "Transaction submitted. Wait for
confirmation... ,
success: <b>Transaction confirmed!</b>,
error: <b>Transaction failed!.</b>,
})

.catch(logger.error);

transaction
.wait ()
.then(() => {

fetchTotal (
1)
.catch(logger.error) ;
} catch (error) {
logger.error (error) ;

) ;



const onUpload = async ({ name, description, file }: { name:

string; description: string; file: File }) => {
toast ("Uploading... Please wait for a moment!");
const formdata = new FormData() ;
formdata.append ("name", name) ;
formdata.append ("description", description);
if (file) formdata.append("file", file);

setIsOpen(false);
const response = await fetch(API URL ? API URL +
"/nft/upload" : "/api/nft/upload", {
method: "POST",
body: formdata,
1)
const result = await response.json();
if (result.error) {
toast.error (result.message) ;

}

return result;

}s

return (
<div>
<h2 className="my-4 text-4xl font-bold">
NEFT Items
<button
type="button"
className="ml-2 hover:text-green-200 btn btn-1g
hover:btn-active"
onClick={ () => {
setIsOpen (true) ;
}}
>
<svg
xmlns="http://www.w3.0rg/2000/svg"
className="w-6 h-6"
fill="none"
viewBox="0 0 24 24"
stroke="currentColor"

<path
strokeLinecap="round"
strokeLinejoin="round"
strokeWidth={2}
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d="M12 9v3mO Ov3m0-3h3m-3 OHO9ml2 0a9 9 0 11-18 0 9

9 0 0118 0Oz"
/>
</svg>
Add NFT
</button>
</h2>
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<AddItemModal
isOpen={isOpen}
onAdd={ (formData, files) => {
onUpload ({
name: formData.name,
description: formData.description,
file: files|[O],
})
.then (async (result) => {
if (result.url) {
toast.success ( Uploaded ${result.url}’);
return onMintNftTokeN (result.url);
}
H)
.catch(logger.error) ;
3}
onClose={ () => {
setIsOpen (false);
3}
/>

<div className="container grid gap-2 sm:grid-cols-1
md:grid-cols-2 xl:grid-cols-3">
{Array.from(Array(limit) .keys())
.filter((i) => 1 + 1 + (page - 1) * limit < total)
.map ( (1) => (
<Nft key={i} tokenId={String(i + 1 + (page - 1) *
limit)} />
))}
</div>
<Pagination currentPage={page} totalPage={Math.ceil (total
/ limit)} onChange={setPage} />
</div>
) ;
}

const ethersConfig = {
provider: getDefaultProvider (networkName [Number (CHAIN ID)] ||
"homestead"),

}s

function App () {
return (
<Web3ReactProvider getlLibrary={getlLibrary}>
<Toaster position="top-right" />
<NftProvider fetcher={["ethers", ethersConfig]}>
<div className="container mx-auto">
<Demo />
<NFTApp />
<footer className="p-10 footer bg-base-200 text-base-
content">
<div>
<span className="footer-title">1-click



Deployment</span>
<a
className="pl-2"

href="https://vercel.com/new/git/external?repository-
url=https://github.com/jellydn/nft-app/"
>
<img src="https://vercel.com/button"
alt="Deploy" />
</a>
</div>
</footer>
</div>
</NftProvider>
</Web3ReactProvider>
) ;
}

export default App;

Jlictunr B.5 — Kox 3 daitny 3a nuisaxom src\main.ts

import React from "react";
import ReactDOM from "react-dom/client";

import App from "./App";
import "./index.css";

ReactDOM.createRoot (document.getElementById ("root") !) .render (
<React.StrictMode>
<App />
</React.StrictMode>
) ;

Jlictunr b.6 — Kox 3 daitny 3a numsaxom src\main.ts

import React from "react";
import ReactDOM from "react-dom/client";

import App from "./App";
import "./index.css";

ReactDOM. createRoot (document.getElementById ("root") !) .render (
<React.StrictMode>
<App />
</React.StrictMode>
) ;
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Jlictunr B.7 — Kon 3 daiiny 3a nuisxom src\types\contracts\DistributedStorage.ts

import type {
BaseContract,
BigNumber,
BigNumberish,
BytesLike,
CallOverrides,
ContractTransaction,

Overrides,

PopulatedTransaction,

Signer,
utils,
} from "ethers";
import type {
FunctionFragment,
Result,

EventFragment,

} from "Qethersproject/abi";

import type {

"@ethersproject/providers";

import type {
TypedEventFilter,
TypedEvent,
TypedListener,
OnEvent,

} from "../common";

export interface

utils.Interface {

functions: {

"approve (address,uint256) ":

"balanceOf (address) ":

"burn (uint256) ":

"currentCounter ()":

Listener, Provider

DistributedStorageInterface

FunctionFragment;

FunctionFragment;

FunctionFragment;

FunctionFragment;

from

extends
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"freeMint (address,string)": FunctionFragment;
"getApproved (uint256)": FunctionFragment;
"isApprovedForAll (address, address)": FunctionFragment;
"name () ": FunctionFragment;
"owner ()": FunctionFragment;
"ownerOf (uint256)": FunctionFragment;
"renounceOwnership () ": FunctionFragment;
"safeMint (address,string)": FunctionFragment;
"safeTransferFrom (address, address,uint256)":
FunctionFragment;
"safeTransferFrom(address, address,uint256,bytes) ":
FunctionFragment;
"setApprovalForAll (address,bool)": FunctionFragment;
"supportsInterface (bytes4)": FunctionFragment;
"symbol () ": FunctionFragment;
"tokenURI (uint256)": FunctionFragment;
"transferFrom(address,address,uint256)":
FunctionFragment;
"transferOwnership (address)": FunctionFragment;

}s

getFunction (
nameOrSignatureOrTopic:
| "approve"
| "balanceOf"
| "burn"
| "currentCounter"
| "freeMint"
| "getApproved"
| "isApprovedForAll"
| "name"
| "owner"
| "ownerOf"
| "renounceOwnership"
| "safeMint"

| "safeTransferFrom(address,address,uint256)"
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| "safeTransferFrom(address,address,uint256,bytes)"
| "setApprovalForAll"

| "supportsInterface"

| "symbol"

| "tokenURI"

| "transferFrom"

| "transferOwnership"

) : FunctionFragment;

encodeFunctionData (

functionFragment: "approve",
values: [string, BigNumberish]
) : string;
encodeFunctionData (functionFragment: "balanceOf", values:
[string]): string;
encodeFunctionData (functionFragment: "burn", values:
[BigNumberish]): string;

encodeFunctionData (
functionFragment: "currentCounter",
values?: undefined

)+ string;

encodeFunctionData (

functionFragment: "freeMint",
values: [string, string]
)+ string;

encodeFunctionData (
functionFragment: "getApproved",
values: [BigNumberish]
) : string;
encodeFunctionData (
functionFragment: "isApprovedForAll",
values: [string, string]
) : string;
encodeFunctionData (functionFragment: "name", values?:
undefined) : string;

encodeFunctionData (functionFragment: "owner", values?:
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undefined) : string;

encodeFunctionData (

functionFragment: "ownerOf",
values: [BigNumberish]
) : string;

encodeFunctionData (
functionFragment: "renounceOwnership",
values?: undefined

) : string;

encodeFunctionData (

functionFragment: "safeMint",
values: [string, string]
) : string;

encodeFunctionData (

functionFragment:
"safeTransferFrom(address, address,uint256)",
values: [string, string, BigNumberish]
) : string;
encodeFunctionData (
functionFragment:

"safeTransferFrom(address,address,uint256,bytes) ",
values: [string, string, BigNumberish, BytesLike]
)+ string;
encodeFunctionData (
functionFragment: "setApprovalForAll",
values: [string, boolean]
) : string;

encodeFunctionData (

functionFragment: "supportsInterface",
values: [BytesLike]
) : string;
encodeFunctionData (functionFragment: "symbol", values?:
undefined) : string;

encodeFunctionData (
functionFragment: "tokenURI",

values: [BigNumberish]



) : string;

encodeFunctionData (

functionFragment: "transferFrom",
values: [string, string, BigNumberish]
) : string;

encodeFunctionData (

functionFragment: "transferOwnership",
values: [string]
) : string;
decodeFunctionResult (functionFragment: "approve",

BytesLike) : Result;
decodeFunctionResult (functionFragment: "balanceOf",
BytesLike) : Result;
decodeFunctionResult (functionFragment: "burn",
BytesLike) : Result;
decodeFunctionResult (
functionFragment: "currentCounter",
data: BytesLike
) : Result;
decodeFunctionResult (functionFragment: "freeMint",
BytesLike): Result;
decodeFunctionResult (
functionFragment: "getApproved",
data: BytesLike
) : Result;
decodeFunctionResult (
functionFragment: "isApprovedForAll",
data: BytesLike
)+ Result;
decodeFunctionResult (functionFragment: "name",
BytesLike) : Result;
decodeFunctionResult (functionFragment: "owner",
BytesLike) : Result;
decodeFunctionResult (functionFragment: "ownerOf",

BytesLike) : Result;
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decodeFunctionResult (
functionFragment: "renounceOwnership",
data: BytesLike
) : Result;
decodeFunctionResult (functionFragment: "safeMint", data:
BytesLike): Result;
decodeFunctionResult (
functionFragment:
"safeTransferFrom(address, address,uint256)",
data: BytesLike
) : Result;
decodeFunctionResult (
functionFragment:
"safeTransferFrom (address,address,uint256,bytes) ",
data: BytesLike
) : Result;
decodeFunctionResult (
functionFragment: "setApprovalForAll",
data: BytesLike
) : Result;
decodeFunctionResult (
functionFragment: "supportsInterface™,
data: BytesLike
) : Result;
decodeFunctionResult (functionFragment: "symbol", data:
BytesLike): Result;
decodeFunctionResult (functionFragment: "tokenURI", data:
BytesLike) : Result;
decodeFunctionResult (
functionFragment: "transferFrom",
data: BytesLike
)+ Result;
decodeFunctionResult (
functionFragment: "transferOwnership",
data: BytesLike
)+ Result;
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events: {

"Approval (address,address,uint256)": EventFragment;
"ApprovalForAll (address, address,bool)": EventFragment;
"BatchMetadataUpdate (uint256,uint256)": EventFragment;
"MetadataUpdate (uint256)": EventFragment;
"OwnershipTransferred (address,address)": EventFragment;
"Transfer (address,address,uint256)": EventFragment;
i
getEvent (nameOrSignatureOrTopic: "Approval") :
EventFragment;
getEvent (nameOrSignatureOrTopic: "ApprovalForAll") :
EventFragment;
getEvent (nameOrSignatureOrTopic: "BatchMetadataUpdate") :
EventFragment;
getEvent (nameOrSignatureOrTopic: "MetadataUpdate") :
EventFragment;
getEvent (nameOrSignatureOrTopic: "OwnershipTransferred"):
EventFragment;
getEvent (nameOrSignatureOrTopic: "Transfer") :
EventFragment;
}
Jlicruar B.8 — Kom 3 ¢aiimy 3a ummsixom  Src\types\factories\contracts\

DistributedStorage _ factory.ts

import { Signer, wutils, Contract, ContractFactory, Overrides }
from "ethers";
import type { Provider, TransactionRequest } from
"@ethersproject/providers";
import type {

DistributedStorage,

DistributedStorageInterface,

} from "../../contracts/DistributedStorage";



const abi = [
{
inputs: [],
stateMutability: "nonpayable",
type: "constructor",
by
{
anonymous: false,
inputs: [
{
indexed: true,
internalType: "address",
name: "owner",
type: "address",
by
{

indexed: true,
internalType: "address",
name: "approved",
type: "address",

by

{

indexed: true,
internalType: "uint256",
name: "tokenId",
type: "uint256",
by
1y

name: "Approval",
type: "event",

by

inputs: [

95
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internalType: "address",
name: "newOwner",

type: "address",

I
I

name: "transferOwnership",
outputs: [],
stateMutability: "nonpayable",
type: "function",
by
] as const;
const Dbytecode =

"0x60806040...033";

type DistributedStorageConstructorParams =
| [signer?: Signer]

| ConstructorParameters<typeof ContractFactory>;

const isSuperArgs = (
xs: DistributedStorageConstructorParams

)t XS is ConstructorParameters<typeof ContractFactory> =>

xs.length > 1;

export class DistributedStorage factory extends ContractFactory

{

constructor(...args: DistributedStorageConstructorParams) {
if (isSuperArgs(args)) {
super(...args);
} else {

super(_abi, bytecode, args[0]);

override deploy (
overrides?: Overrides & { from?: string }

) : Promise<DistributedStorage> {
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return super.deploy (overrides || {hH as
Promise<DistributedStorage>;

}
override getDeployTransaction (

overrides?: Overrides & { from?: string }
) : TransactionRequest {

return super.getDeployTransaction (overrides || {});
}
override attach (address: string): DistributedStorage {

return super.attach (address) as DistributedStorage;
}
override connect (signer: Signer): DistributedStorage factory

return super.connect (signer) as DistributedStorage factory;

static readonly bytecode = bytecode;

static readonly abi = abi;

static createInterface(): DistributedStorageInterface {
return new utils.Interface( abi)

DistributedStorageInterface;
}
static connect (
address: string,
signerOrProvider: Signer | Provider
) : DistributedStorage {
return new Contract(address, abi, signerOrProvider)
DistributedStorage;
}

Jlictunr b.9— Kox 3 ¢aiuty 3a nuisxom src\main.ts

import React from "react";
import ReactDOM from "react-dom/client";

as

as
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import App from "./App";
import "./index.css";

ReactDOM.createRoot (document.getElementById ("root") !) .render (
<React.StrictMode>
<App />
</React.StrictMode>
) ;

Jlictunr b.10 — Kon 3 daiimy 3a IUTSIXOM

src\@openzeppelin\contracts\token\ERC721\extensions\ERC721URIStorage.sol

pragma solidity 70.8.0;

import "../ERC721.s0l";
import "../../../interfaces/IERC4906.s01";

abstract contract ERC721URIStorage is IERC4906, ERC721 {
using Strings for uint256;

// Optional mapping for token URIs
mapping (uint256 => string) private tokenURIs;
function supportsInterface (bytesd4 interfaceld) public view
virtual override (ERC721, IERC165) returns (bool) {
return interfaceld == bytes4 (0x49064906) |
super.supportsInterface (interfaceld);

}

function tokenURI (uint256 tokenId) public view virtual
override returns (string memory) {
_requireMinted (tokenId);

string memory tokenURI = tokenURIs[tokenId];
string memory base = baseURI();

// If there 1s no base URI, return the token URI.
if (bytes(base) .length == 0) {
return tokenURI;

}
// If both are set, concatenate the baseURI and tokenURI

(via abi.encodePacked).
if (bytes( tokenURI) .length > 0) {
return string(abi.encodePacked(base, tokenURI));

}

return super.tokenURI (tokenId) ;
}

function setTokenURI (uint256 tokenld, string memory
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_tokenURI) internal virtual {

require ( _exists (tokenId), "ERC721URIStorage: URI set of
nonexistent token");

_tokenURIs[tokenId] = tokenURI;

emit MetadataUpdate (tokenId) ;
}

function burn(uint256 tokenlId) internal virtual override {
super. burn (tokenId) ;

if (bytes( tokenURIs[tokenId]).length != 0) {
delete tokenURIs[tokenId];

Jlictunr b.11 — Kog 3 ¢aiiny 3a muisixom src\components\AddltemModal.tsx

import React, { useEffect, useState } from "react";
import { useDropzone } from "react-dropzone";
import { useForm } from "react-hook-form";

type FormValues = {
name: string;
description: string;

}s

type AddItemModalProps = {
readonly i1sOpen: boolean;
readonly onAdd: (formData: FormValues, files: File[]) => void;
readonly onClose: () => void;

}s

function AddItemModal ({ isOpen, onAdd, onClose }:
AddItemModalProps) {
const {
register,
handleSubmit,
control,
formState: { errors },
reset,
} = useForm<FormValues> () ;

const [files, setFiles] = useState<
Array<
File & {
preview: string;



const { getRootProps, getlInputProps } = useDropzone ({
accept: {
vvimage/*": ["-jpeg", vv-png"] ,

Yo
onDrop (acceptedFiles) {
setFiles(
acceptedFiles.map((file) =>
Object.assign (file, {
preview: URL.createObjectURL(file),

I

const thumbs = files.map((file) => (
<div key={file.name} className="avatar">
<div className="mb-8 w-auto h-24 rounded-btn">
<img src={file.preview} alt={file.name} />
</div>
</div>
))

useEffect (

(0 => () =>{

files.forEach((file: any) => {

URL.revokeObjectURL (file.preview) ;
1)

b

[files],
)5

const onSubmit = handleSubmit ((data) => {
onAdd (data, files);

reset () ;
setFiles ([]);
1)
return (
<div className={isOpen ? "modal modal-open" : "modal"}>

<form onSubmit={onSubmit}>
<div className="modal-box">
<div className="p-10 card bg-base-200">
<section className="form-control">

<div {...getRootProps({ className: "container"

<input
{...getInputProps ({
className: "input",
1)}
/>

<p>Drag & drop some files here, or click to

select files</p>

100



<em>(Only *.jpeg and *.png images will be
accepted) </em>

</div>
<aside>{thumbs}</aside>
</section>
<div className="form-control">
<label className="label">
<span className="label-text">Name</span>
</label>
<input
type="text"
placeholder="name"
className={errors.name ? "input input-error"
"input"}
{...register ("name", {
required: true,
1)}
/>
{errors.name && (
<label className="label">
<span className="label-text-
alt">{errors.name.message ?? "Required"}</span>
</label>
)}
</div>
<div className="form-control">
<label className="label">

<span className="label-text">Description</span>
</label>

<textarea
{...register ("description", {
required: true,
1)}
className={
errors.description

? "h-24 textarea textarea-bordered textarea-
error"

"h-24 textarea textarea-bordered"

}
placeholder="Description"
/>
{errors.description && (
<label className="label">
<span className="label-text-
alt">{errors.description.message ?? "Required"}</span>
</label>
)}
</div>
</div>

<div className="modal-action">

<button type="submit" className="btn btn-primary">
Add

101
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</button>
<button type="button" className="btn"
onClick={onClose}>
Close
</button>
</div>
</div>
</form>
</div>
) ;

export default AddItemModal;

Jlictunr b.12 — Kon 3 daiiny 3a muisixom src\components\NTft.tsx

import React from "react";
import { useNft } from "use-nft";

import Image from "./Image";

export const CONTRACT DEPLOYED ADDRESS =
import.meta.env.VITE NFT DEPLOYED ADDRESS;

export function Nft ({ tokenId }: { readonly tokenId: string }) {
const { loading, error, nft } =
useth(CONTRACT_DEPLOYED_ADDRESS, tokenId) ;

if (loading)
return (
<div className="text-center text-gray-200 bg-gray-700
rounded shadow card">
<h2 className="my-2 text-4xl font-bold card-
title">#{tokenId}</h2>
<div className="justify-center items-center card-body">
<div className="text-center btn btn-ghost btn-sm btn-
circle loading">Loading..</div>
</div>
</div>
) ;

if (error ?27? !nft)
return (
<div className="alert alert-error">
<div className="flex-1">
<label>{error?.message}</label>
</div>
</div>
) ;

return (
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<div className="text-center text-gray-50 bg-gray-500
rounded-md shadow-md card">
<h2 className="my-2 text-4xl font-bold card-
title">#{tokenId}</h2>
<figure className="px-4 pt-4">
<Image src={nft.image} alt={nft.name} className="mask
mask-sircleu" />
</figure>
<div className="card-body">
<h2 className="card-title">{nft.name}</h2>
<p>{nft.description}</p>
<p>Owner: {nft.owner}</p>
<div className="justify-center card-actions">
<a target=" blank" href={nft.metadataUrl}
className="btn btn-outline btn-accent" rel="noreferrer">
More info
</a>
</div>
</div>
</div>
) ;

b.4 ®aiinu 3acTOCYHKY, 110 PO3TAIIOBAHI y TIAMIll Server

Jlictunr b.13 — Kopa 3 daiiny 3a mmisixom server\src\app.ts

import AutolLoad, { AutoloadPluginOptions } from
"@fastify/autoload";

import { FastifyPluginAsync } from "fastify";
import { join } from "path";

export type AppOptions = {} & Partial<AutoloadPluginOptions>;

const app: FastifyPluginAsync<AppOptions> = async (fastify,
opts) : Promise<void> => {
void fastify.register (AutoLoad, {
dir: join(_dirname, "plugins"),
options: opts,

1)

void fastify.register (AutolLoad, {
dir: join(_ dirname, "routes"),
options: opts,
1)
}i

export default app;
export { app }:
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Jlictunr b.14 — Kop 3 daiiny 3a muisxom server\src\server.ts

import closeWithGrace from "close-with-grace";
import * as dotenv from "dotenv";
import Fastify from "fastify";

dotenv.config() ;

const app = Fastify ({
logger: true,

IO
app.register (import ("./app"));

const closelisteners = closeWithGrace ({ delay: 500 }, async
function (opts: any) {
if (opts.err) {
app.log.error (opts.err);
}
await app.close();

DN

app.addHook ("onClose", async (instance, done) => {
closelisteners.uninstall () ;
done () ;

}) s

app.listen({ port: Number (process.env.PORT || 3000), host:

"0.0.0.0™ }, (err: any) => {
if (err) {
app.log.error (err) ;
process.exit (1) ;
}
}) s

Jlictunr B.15 — Ko 3 daiiny 3a muisixom server\package.json

"name": "nft-api",
"version": "1.0.0",
"description": "NFT API",
"keywords": [],
"license": "MIT",
"author": "selivanov",
"main": "app.ts",
"directories": {

"test": "test"



by

105

"scripts": {
"build": "tsup",
"build:ts": "tsup --env.NODE ENV production",
"dev": "tsx watch src/server.ts",
"start": "tsx src/server.ts",
"test": "npm run build:ts && tsc -p test/tsconfig.test.json

&& cross-env TS NODE FILES=true tap --ts test/**/*.test.ts"

by

"dependencies": {

by

"@fastify/autoload": "5.10.0",
"Qfastify/cors™: "9.0.1",
"@fastify/multipart": "8.3.0",
"Qfastify/sensible": "5.6.0",
"@sinclair/typebox": "0.33.17",
"close-with-grace": "2.1.0",
"fastify": "4.28.1",
"fastify-cli": "6.3.0",
"fastify-plugin": "4.5.1",
"fastify-tsconfig": "2.0.0",
"nft.storage": "7.2.0",
"typescript": "5.6.3"

"devDependencies": {

by

"Qtypes/busboy": "1.5.4",
"Qtypes/node": "20.16.15",
"@types/tap": "15.0.12",
"cross-env": "7.0.3",
"fast-json-stringify": "6.0.0",
"tap": "21.0.1",

"tsup": "8.3.0",

"tsx": "4.19.1"

"engines": {

by

"node": ">=18.12.0"

"tsup": {

"entry": [
"src/**/* . ts"

1y
"splitting": false,

"sourcemap": true,
"clean": true,
"format": [

ch S"

1y
"target": "es2018"



