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ДОДАТОК А 

 

 

Код програми «Lamda» 

Файл base.c 
#include "base.h" 
#include <time.h> 
#include <stdio.h> 
#include <string.h> 
 
 
miracl* MIP; 
big curve_a, curve_b; 
big curve_a1, curve_a2b; 
big tmp0, tmp1, tmp2, tmp3, tmp4, tmp5, tmp6, tmp7, tmp8, tmp9, tmp10, tmp11, tmp12, 
tmp13, tmp14, tmp15, tmp16, tmp17, tmp18, tmp19; 
point_p* ld_tmp; 
point_l_projective* lamda_tmp; 
point_p* table_ld[16]; 
point_l_projective* table_lambda[16]; 
csprng strrng; 
csprng strrng_copy; 
 
 
point_l_projective* mypoint_init() 
{ 
 point_l_projective* p = malloc(sizeof(point_l_projective)); 
 p->x = mirvar(0); 
 p->l = mirvar(0); 
 p->z = mirvar(0); 
 return p; 
} 
 
point_p* ld_point_init() 
{ 
 point_p* p = malloc(sizeof(point_p)); 
 p->x = mirvar(0); 
 p->y = mirvar(0); 
 p->z = mirvar(0); 
 return p; 
} 
 
void mypoint_kill(point_l_projective* p) 
{ 
 mirkill(p->x); 
 mirkill(p->l); 
 mirkill(p->z); 
 free(p); 
} 
 
void ld_point_kill(point_p* p) 
{ 
 mirkill(p->x); 
 mirkill(p->y); 
 mirkill(p->z); 
 free(p); 
} 
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void mypoint_set(point_l_projective* p, big x, big y) 
{ 
 copy(x, p->x); 
 inverse2(x, p->l); //x^-1 
 modmult2(p->l, y, p->l); // y/x 
 add2(p->l, x, p->l); //x+y/x 
 p->z->len = 1; 
 p->z->w[0] = 1; 
} 
 
void ld_point_set(point_p* p, big x, big y) 
{ 
 copy(x, p->x); 
 copy(y, p->y); 
 p->z->len = 1; 
 p->z->w[0] = 1; 
} 
 
void mypoint_get(point_l_projective* p, big x, big y) 
{ 
 inverse2(p->z, tmp0); //z^-1 
 modmult2(p->x, tmp0, x); //x 
 modmult2(p->l, tmp0, y); //x+y/x 
 add2(y, x, y); // y/x 
 modmult2(y, x, y); //y 
} 
 
void ld_point_get(point_p* p, big x, big y) 
{ 
 inverse2(p->z, tmp0); 
 modmult2(p->x, tmp0, x); 
 modsquare2(tmp0, tmp0); 
 modmult2(p->y, tmp0, y); 
} 
 
void mypoint_normalize(point_l_projective* p) 
{ 
 inverse2(p->z, p->z); 
 modmult2(p->x, p->z, p->x); 
 modmult2(p->l, p->z, p->l); 
 p->z->len = 1; 
 p->z->w[0] = 1; 
} 
 
void ld_point_normalize(point_p* p) 
{ 
 inverse2(p->z, p->z); 
 modmult2(p->x, p->z, p->x); 
 modmult2(p->y, p->z, p->y); 
 modmult2(p->y, p->z, p->y); 
 p->z->len = 1; 
 p->z->w[0] = 1; 
} 
 
void mypoint_copy(point_l_projective* source, point_l_projective* dest) 
{ 
 copy(source->x, dest->x); 
 copy(source->l, dest->l); 
 copy(source->z, dest->z); 
} 
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void ld_point_copy(point_p* source, point_p* dest) 
{ 
 copy(source->x, dest->x); 
 copy(source->y, dest->y); 
 copy(source->z, dest->z); 
} 
 
 
void ld_point_double(point_p* p, point_p* p2) 
{ 
 modsquare2(p->x, tmp1); 
 modsquare2(p->z, tmp2); 
 modmult2(tmp1, tmp2, p2->z); //z = x2z2 
 modsquare2(tmp1, tmp0); 
 modsquare2(tmp2, tmp4); 
 modmult2(curve_b, tmp4, tmp1); 
 copy(tmp1, tmp6); 
 add2(tmp0, tmp6, p2->x); 
 modmult2(tmp6, p2->z, tmp5); 
 modmult2(curve_a, p2->z, tmp1); 
 modsquare2(p->y, tmp2); 
 add2(tmp1, tmp2, tmp3); 
 add2(tmp3, tmp6, tmp1); 
 modmult2(p2->x, tmp1, tmp2); 
 add2(tmp5, tmp2, p2->y); 
} 
 
void point_double_1mp(point_l_projective* p, point_l_projective* p2) //4m + 1mp + 4s + 
5a 
{ 
 modmult2(p->l, p->z, tmp1); 
 modsquare2(p->z, tmp2); 
 modsquare2(p->l, tmp3); //L^2 
 add2(tmp3, tmp1, tmp5); //L^2 + L*Z 
 modmult2(curve_a, tmp2, tmp4); //a*Z^2 
 add2(tmp5, tmp4, tmp0); //T ready 
 modmult2(p->x, p->z, tmp3); //X*Z 
 modsquare2(tmp0, p2->x); //X ready 
 modmult2(tmp0, tmp2, p2->z); //Z ready 
 modsquare2(tmp3, tmp5); //(X*Z)^2 
 add2(tmp5, p2->x, tmp3); //(X*Z)^2 + X 
 modmult2(tmp0, tmp1, tmp4); 
 add2(tmp4, p2->z, tmp5); 
 add2(tmp3, tmp5, p2->l); //L ready 
} 
 
void ld_point_add(point_p* p1, point_p* p2, point_p* p3) 
{ 
 modmult2(p1->x, p2->z, tmp0); 
 modmult2(p2->x, p1->z, tmp1); 
 modsquare2(tmp0, tmp2); 
 modsquare2(tmp1, tmp3); 
 add2(tmp0, tmp1, tmp4); 
 add2(tmp2, tmp3, tmp5); 
 modsquare2(p2->z, tmp10); //z2^2 
 modmult2(p1->y, tmp10, tmp6); 
 modsquare2(p1->z, tmp10); //z1^2 
 modmult2(p2->y, tmp10, tmp7); 
 add2(tmp6, tmp7, tmp8); 
 modmult2(tmp8, tmp4, tmp9); 
 modmult2(tmp5, p1->z, tmp10); //F*z1 
 modmult2(tmp10, p2->z, p3->z); //z 
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 add2(tmp7, tmp3, tmp10); //H+D 
 modmult2(tmp0, tmp10, tmp11); //A(H+D) 
 add2(tmp2, tmp6, tmp10); //C+G 
 modmult2(tmp1, tmp10, tmp12); //B(C+G) 
 add2(tmp11, tmp12, p3->x); //x 
 modmult2(tmp0, tmp9, tmp10); //A*J 
 modmult2(tmp5, tmp6, tmp11); //F*G 
 add2(tmp10, tmp11, tmp12); //A*J + F*G 
 modmult2(tmp12, tmp5, tmp10); //(A*J + F*G)*F 
 add2(tmp9, p3->z, tmp11); //J+z3 
 modmult2(tmp11, p3->x, tmp12); //(J+z3)*x3 
 add2(tmp10, tmp12, p3->y); //y 
} 
 
void point_add(point_l_projective* p1, point_l_projective* p2, point_l_projective* p3) 
{ 
 modmult2(p1->l, p2->z, tmp1); //Lp*Zq 
 modmult2(p2->l, p1->z, tmp2); //Lq*Zp 
 add2(tmp1, tmp2, tmp5); //A 
 add2(p1->l, p1->z, tmp1); //Lp + Zp 
 modmult2(p1->x, p2->z, tmp0); //Xp*Zq 
 modmult2(p2->x, p1->z, tmp4); //Xq*Zp 
 add2(tmp0, tmp4, tmp6); //Xp*Zq + Xq*Zp 
 modsquare2(tmp6, tmp6); //B 
 modmult2(tmp4, tmp5, tmp4); //Xq*Zp*A 
 modmult2(tmp0, tmp5, p3->x); //Xp*Zq*A  !!! 
 modmult2(p3->x, tmp4, p3->x); //X  !!! 
 add2(tmp4, tmp6, p3->l); //A*Xq*Zp + B  !!! 
 modsquare2(p3->l, p3->l); //(A*Xq*Zp + B)^2  !!! 
 modmult2(tmp5, tmp6, tmp7); //A*B 
 modmult2(tmp7, p2->z, tmp7); //A*B*Zq 
 modmult2(tmp1, tmp7, tmp1); //A*B*Zq * (Lp + Zp) 
 add2(p3->l, tmp1, p3->l); //L  !!! 
 modmult2(tmp7, p1->z, p3->z); //Z  !!! 
} 
 
void ld_point_mixed_add(point_p* p1, point_p* p2, point_p* p3) 
{ 
 //p2 in afine coord 
 modsquare2(p1->z, tmp0); //E1(tmp0) = Z_1 ^ 2 
 modmult2(p2->y, tmp0, tmp1); //E(tmp1) = Y_2 * E1 
 modmult2(p2->x, p1->z, tmp2); //F(tmp2) = X_2 * Z_1 
 add2(p1->y, tmp1, tmp3); //A(tmp3) = Y_1 + E 
 add2(p1->x, tmp2, tmp4); //B(tmp4) = X_1 + F 
 modmult2(tmp4, p1->z, tmp5); //C(tmp5) = B * Z_1 
 modsquare2(tmp5, p3->z); //Z = C ^ 2 !!! 
 modmult2(p2->x, p3->z, tmp6); //D(tmp6) = X_2 * Z 
 modsquare2(tmp3, tmp7); //G1(tmp7) = A ^ 2 
 modsquare2(tmp4, tmp8); //G2(tmp8) = B ^ 2 
 add2(tmp3, tmp8, tmp9); //H1(tmp9) = A + G2 
 modmult2(curve_a, tmp5, tmp10); //H2(tmp10) = a * C 
 add2(tmp9, tmp10, tmp11); //H(tmp11) = H1 + H2 
 modmult2(tmp5, tmp11, tmp12); //I(tmp12) = C * H 
 add2(tmp7, tmp12, p3->x); //X = G1 + I !!! 
 add2(tmp6, p3->x, tmp13); //J(tmp13) = D + X 
 modsquare2(p3->z, tmp14); //K1(tmp14) = Z ^ 2 
 add2(p2->y, p2->x, tmp15); //K2(tmp15) = Y_2 + X_2 
 modmult2(tmp14, tmp15, tmp16); //K(tmp16) = K1 * K2 
 modmult2(tmp3, tmp5, tmp17); //L1(tmp17) = A * C 
 add2(tmp17, p3->z, tmp18); //L(tmp18) = L1 + Z 
 modmult2(tmp13, tmp18, tmp19); //M(tmp19) = J * L 
 add2(tmp19, tmp16, p3->y); //Y = M + K !!! 
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} 
 
void point_mixed_add(point_l_projective* p1, point_l_projective* p2, 
point_l_projective* p3) 
{ 
 modmult2(p2->l, p1->z, tmp0); //D(tmp0) = L_2 * Z_1 
 add2(p1->l, tmp0, tmp1); //A(tmp1) = L_1 + D 
 modmult2(p2->x, p1->z, tmp2); //F(tmp2) = X_2 * Z_1 
 add2(p1->x, tmp2, tmp3); //B1(tmp3) = X_1 + F 
 modsquare2(tmp3, tmp4); //B(tmp4) = B1 ^ 2 
 modmult2(tmp1, tmp2, tmp5); //G(tmp5) = A * F 
 modmult2(tmp1, tmp4, tmp6); //V(tmp6) = A * B 
 modmult2(tmp1, p1->x, tmp7); //C(tmp7) = A * X_1 
 modmult2(tmp7, tmp5, p3->x); //X = C * G !!! 
 add2(tmp5, tmp4, tmp8); //E1(tmp8) = G + B 
 modsquare2(tmp8, tmp9); //E(tmp9) = E1 ^ 2 
 add2(p1->l, p1->z, tmp10); //H1(tmp10) = L_1 + Z_1 
 modmult2(tmp6, tmp10, tmp11); //H(tmp11) = V * H1 
 add2(tmp9, tmp11, p3->l); //L = E + H !!! 
 modmult2(tmp6, p1->z, p3->z); //Z = V * Z_1 !!! 
} 
 
 
void binar_scalar_ld(big k, point_p* p, point_p* result) 
{ 
 ld_point_copy(p, result); 
 
 int i, j = k->len - 1; 
 for (i = 63; ((k->w[j] >> i) & 1) == 0; --i); 
 --i; 
 
 for (; j >= 0; --j) 
 { 
  for (; i >= 0; --i) 
  { 
   ld_point_double(result, result); 
   if ((k->w[j] >> i) & 1) 
    ld_point_mixed_add(result, p, result); 
  } 
  i = 63; 
 } 
} 
 
void binar_scalar_lamda(big k, point_l_projective* p, point_l_projective* result) 
{ 
 mypoint_copy(p, result); 
 
 int i, j = k->len - 1; 
 for (i = 63; ((k->w[j] >> i) & 1) == 0; --i); 
 --i; 
 
 for (; j >= 0; --j) 
 { 
  for (; i >= 0; --i) 
  { 
   point_double_1mp(result, result); 
   if ((k->w[j] >> i) & 1) 
    point_mixed_add(result, p, result); 
  } 
  i = 63; 
 } 
} 
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void block_scalar_ld(big k, point_p* p, point_p* result) //for w-4 
{ 
 //generating precomputable table 
 ld_point_copy(p, table_ld[1]); 
 for (int i = 2; i < 16; ++i) 
 { 
  if (i % 2) 
   ld_point_mixed_add(table_ld[i - 1], p, table_ld[i]); 
  else 
   ld_point_double(table_ld[i / 2], table_ld[i]); 
 } 
 for (int i = 2; i < 16; ++i) 
  ld_point_normalize(table_ld[i]); 
 
 //multiplication itself 
 int i = k->len - 1, offset; 
 for (offset = 60; ((k->w[i] >> offset) & 0xF) == 0; offset -= 4); 
 ld_point_copy(table_ld[(k->w[i] >> offset) & 0xF], result); 
 offset -= 4; 
 
 for (; i >= 0; --i) 
 { 
  for (; offset >= 0; offset -= 4) 
  { 
   int d = (k->w[i] >> offset) & 0xF; 
   for (int t = 0; t < 4; ++t) 
    ld_point_double(result, result); 
   if (d != 0) 
    ld_point_mixed_add(result, table_ld[d], result); 
  } 
  offset = 60; 
 } 
} 
 
void block_scalar_lambda(big k, point_l_projective* p, point_l_projective* result) 
//for w-4 
{ 
 //generating precomputable table 
 mypoint_copy(p, table_lambda[1]); 
 for (int i = 2; i < 16; ++i) 
 { 
  if (i % 2) 
   point_mixed_add(table_lambda[i - 1], p, table_lambda[i]); 
  else 
   point_double_1mp(table_lambda[i / 2], table_lambda[i]); 
 } 
 for (int i = 2; i < 16; ++i) 
  mypoint_normalize(table_lambda[i]); 
 
 //multiplication itself 
 int i = k->len - 1, offset; 
 for (offset = 60; ((k->w[i] >> offset) & 0xF) == 0; offset -= 4); 
 mypoint_copy(table_lambda[(k->w[i] >> offset) & 0xF], result); 
 offset -= 4; 
 
 for (; i >= 0; --i) 
 { 
  for (; offset >= 0; offset -= 4) 
  { 
   int d = (k->w[i] >> offset) & 0xF; 
   for (int t = 0; t < 4; ++t) 
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    point_double_1mp(result, result); 
   if (d != 0) 
    point_mixed_add(result, table_lambda[d], result); 
  } 
  offset = 60; 
 } 
} 
 
void montgomery_scalar_ld(big k, point_p* p, point_p* result) 
{ 
 ld_point_copy(p, result); 
 ld_point_double(p, ld_tmp); 
 
 int i, j = k->len - 1; 
 for (i = 63; ((k->w[j] >> i) & 1) == 0; --i); 
 --i; 
 
 for (; j >= 0; --j) 
 { 
  for (; i >= 0; --i) 
  { 
   if ((k->w[j] >> i) & 1) 
   { 
    ld_point_add(result, ld_tmp, result); 
    ld_point_double(ld_tmp, ld_tmp); 
   } 
   else 
   { 
    ld_point_add(result, ld_tmp, ld_tmp); 
    ld_point_double(result, result); 
   } 
  } 
  i = 63; 
 } 
} 
 
void montgomery_scalar_lamda(big k, point_l_projective* p, point_l_projective* result) 
{ 
 mypoint_copy(p, result); 
 point_double_1mp(p, lamda_tmp); 
 
 int i, j = k->len - 1; 
 for (i = 63; ((k->w[j] >> i) & 1) == 0; --i); 
 --i; 
 
 for (; j >= 0; --j) 
 { 
  for (; i >= 0; --i) 
  { 
   if ((k->w[j] >> i) & 1) 
   { 
    point_add(result, lamda_tmp, result); 
    point_double_1mp(lamda_tmp, lamda_tmp); 
   } 
   else 
   { 
    point_add(result, lamda_tmp, lamda_tmp); 
    point_double_1mp(result, result); 
   } 
  } 
  i = 63; 
 } 



73 

} 
 
 
void init_data_for_scalar(int m, int k3, int k2, int k1, const char* a_s, const char* 
b_s) 
{ 
 tmp0 = mirvar(0); 
 tmp1 = mirvar(0); 
 tmp2 = mirvar(0); 
 tmp3 = mirvar(0); 
 tmp4 = mirvar(0); 
 tmp5 = mirvar(0); 
 tmp6 = mirvar(0); 
 tmp7 = mirvar(0); 
 tmp8 = mirvar(0); 
 tmp9 = mirvar(0); 
 tmp10 = mirvar(0); 
 tmp11 = mirvar(0); 
 tmp12 = mirvar(0); 
 tmp13 = mirvar(0); 
 tmp14 = mirvar(0); 
 tmp15 = mirvar(0); 
 tmp16 = mirvar(0); 
 tmp17 = mirvar(0); 
 tmp18 = mirvar(0); 
 tmp19 = mirvar(0); 
 
 printf("setup curve settings... "); 
 curve_a = mirvar(0); 
 cinstr(curve_a, a_s); 
 curve_b = mirvar(0); 
 cinstr(curve_b, b_s); 
 if (ecurve2_init(m, k3, k2, k1, curve_a, curve_b, TRUE, MR_PROJECTIVE)) 
//MR_PROJECTIVE 
  printf("OK\n"); 
 else 
  printf("FAIL\n"); 
 
 //setup precalculated data for lamda 
 curve_a1 = mirvar(0); 
 incr2(curve_a, 0, curve_a1); 
 curve_a2b = mirvar(0); 
 modsquare2(curve_a, curve_a2b); 
 add2(curve_a2b, curve_b, curve_a2b); 
 
 //setup temporary points 
 ld_tmp = ld_point_init(); 
 lamda_tmp = mypoint_init(); 
 
 for (int i = 1; i < 16; ++i) 
  table_lambda[i] = mypoint_init(); 
 for (int i = 1; i < 16; ++i) 
  table_ld[i] = ld_point_init(); 
} 
 
void free_data_for_scalar() 
{ 
 mirkill(tmp0); 
 mirkill(tmp1); 
 mirkill(tmp2); 
 mirkill(tmp3); 
 mirkill(tmp4); 
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 mirkill(tmp5); 
 mirkill(tmp6); 
 mirkill(tmp7); 
 mirkill(tmp8); 
 mirkill(tmp9); 
 mirkill(tmp10); 
 mirkill(tmp11); 
 mirkill(tmp12); 
 mirkill(tmp13); 
 mirkill(tmp14); 
 mirkill(tmp15); 
 mirkill(tmp16); 
 mirkill(tmp17); 
 mirkill(tmp18); 
 mirkill(tmp19); 
 
 mirkill(curve_a); 
 mirkill(curve_b); 
 
 mirkill(curve_a1); 
 mirkill(curve_a2b); 
 
 ld_point_kill(ld_tmp); 
 mypoint_kill(lamda_tmp); 
 
 for (int i = 1; i < 16; ++i) 
  mypoint_kill(table_lambda[i]); 
 for (int i = 1; i < 16; ++i) 
  ld_point_kill(table_ld[i]); 
} 
 
 
 

Файл main.c 
#include "base.h" 
#include <stdio.h> 
 
miracl* MIP; 
csprng strrng; 
csprng strrng_copy; 
 
timetype COUNT_AVARAGES = 5; //250 
timetype COUNT_MINIMA = 20; //100 
 
//internal variables 
big e, Fe, r, temp1, s, x, y; 
point_p *sP_ld, *rQ_ld, *R_ld; 
point_l_projective *sP_lambda, *rQ_lambda, *R_lambda; 
 
 
int get_bit_length(big x) 
{ 
 int len; 
 for (len = 31; (x->w[x->len-1] & (1 << len)) == 0; --len); 
 ++len; 
 
 len += x->len * 64; 
 return len; 
} 
 
void generate_random_digit(big n, big a) //n - base point order 
{ 
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 strong_bigrand(&strrng, n, a); 
} 
 
void truncate(big x, int new_bit_len) 
{ 
 int word_len = new_bit_len / 64 + 1; 
 if (x->len < word_len) 
  return; 
 
 x->len = word_len; 
 x->w[x->len - 1] &= (((long long)1) << (new_bit_len % 64)) - 1; 
} 
 
inline bool is_zero(big x) 
{ 
 return x->len == 0 || (x->len == 1 && x->w[0] == 0); 
} 
 
void save_strrng() 
{ 
 strrng_copy.borrow = strrng.borrow; 
 strrng_copy.pool_ptr = strrng.pool_ptr; 
 strrng_copy.rndptr = strrng.rndptr; 
 memcpy(strrng_copy.ira, strrng.ira, NK * sizeof(mr_unsign32)); 
 memcpy(strrng_copy.pool, strrng.pool, MR_HASH_BYTES); 
} 
 
void load_strrng() 
{ 
 strrng.borrow = strrng_copy.borrow; 
 strrng.pool_ptr = strrng_copy.pool_ptr; 
 strrng.rndptr = strrng_copy.rndptr; 
 memcpy(strrng.ira, strrng_copy.ira, NK * sizeof(mr_unsign32)); 
 memcpy(strrng.pool, strrng_copy.pool, MR_HASH_BYTES); 
} 
 
void ld_point_negate(point_p* p) 
{ 
 ld_point_normalize(p); 
 add2(p->y, p->x, p->y); 
} 
 
void mypoint_negate(point_l_projective* p) 
{ 
 big x = mirvar(0); 
 big y = mirvar(0); 
 mypoint_get(p, x, y); 
 add2(y, x, y); 
 mypoint_set(p, x, y); 
 mirkill(x); 
 mirkill(y); 
} 
 
 
void init_internal_variables() 
{ 
 e = mirvar(0); 
 Fe = mirvar(0); 
 r = mirvar(0); 
 temp1 = mirvar(0); 
 s = mirvar(0); 
 x = mirvar(0); 
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 y = mirvar(0); 
 
 sP_ld = ld_point_init(); 
 rQ_ld = ld_point_init(); 
 R_ld = ld_point_init(); 
 
 sP_lambda = mypoint_init(); 
 rQ_lambda = mypoint_init(); 
 R_lambda = mypoint_init(); 
} 
 
void free_internal_variables() 
{ 
 mirkill(e); 
 mirkill(Fe); 
 mirkill(r); 
 mirkill(temp1); 
 mirkill(s); 
 mirkill(x); 
 mirkill(y); 
 
 ld_point_kill(sP_ld); 
 ld_point_kill(rQ_ld); 
 ld_point_kill(R_ld); 
 
 mypoint_kill(sP_lambda); 
 mypoint_kill(rQ_lambda); 
 mypoint_kill(R_lambda); 
} 
 
 
inline void scalar_ld(big k, point_p* p, point_p* result) 
{ 
 binar_scalar_ld(k, p, result); 
 //block_scalar_ld(k, p, result); 
} 
 
inline void scalar_lambda(big k, point_l_projective* p, point_l_projective* result) 
{ 
 binar_scalar_lamda(k, p, result); 
 //block_scalar_lambda(k, p, result); 
} 
 
void generate_private_public_keys(big n, point_p* P_ld, point_l_projective* P_lambda, 
big d, point_p* Q_ld, point_l_projective* Q_lambda) 
{ 
 do 
  generate_random_digit(n, d); 
 while (is_zero(d)); 
 
 scalar_ld(d, P_ld, Q_ld); 
 ld_point_negate(Q_ld); 
 
 scalar_lambda(d, P_lambda, Q_lambda); 
 mypoint_negate(Q_lambda); 
} 
 
 
void generate_presignature_ld(big n, point_p* P, big res_e, big res_Fe) 
{ 
 do 
 { 
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  generate_random_digit(n, res_e); 
  scalar_ld(res_e, P, R_ld); 
  ld_point_get(R_ld, res_Fe, y); 
 } while (is_zero(res_Fe)); 
} 
 
void generate_presignature_lambda(big n, point_l_projective* P, big res_e, big res_Fe) 
{ 
 do 
 { 
  generate_random_digit(n, res_e); 
  scalar_lambda(res_e, P, R_lambda); 
  mypoint_get(R_lambda, res_Fe, y); 
 } while (is_zero(res_Fe)); 
} 
 
 
void generate_signature_ld(int m, big n, point_p* P, big d, big h, big* res_r, big* 
res_s) 
{ 
 do 
 { 
  do 
  { 
   generate_presignature_ld(n, P, e, Fe); 
   modmult2(h, Fe, r); 
   truncate(r, get_bit_length(n)); 
  } while (is_zero(r)); 
 
  multiply(d, r, temp1); //dr 
  divide(temp1, n, n); //dr % n 
  add(e, temp1, s); //e + dr 
  divide(s, n, n); //(e + dr) % n 
 } while (is_zero(s)); 
 
 *res_r = r; 
 *res_s = s; 
} 
 
void generate_signature_lambda(int m, big n, point_l_projective* P, big d, big h, big* 
res_r, big* res_s) 
{ 
 do 
 { 
  do 
  { 
   generate_presignature_lambda(n, P, e, Fe); 
   modmult2(h, Fe, r); 
   truncate(r, get_bit_length(n)); 
  } while (is_zero(r)); 
 
  multiply(d, r, temp1); //dr 
  divide(temp1, n, n); //dr % n 
  add(e, temp1, s); //e + dr 
  divide(s, n, n); //(e + dr) % n 
 } while (is_zero(s)); 
 
 *res_r = r; 
 *res_s = s; 
} 
 
bool check_signature_ld(big r, big s, int m, big n, point_p* P, point_p* Q, big h) 
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{ 
 scalar_ld(s, P, sP_ld); 
 scalar_ld(r, Q, rQ_ld); 
 ld_point_add(sP_ld, rQ_ld, R_ld); 
 ld_point_get(R_ld, x, y); 
 modmult2(h, x, y); //y = h*Xr 
 
 truncate(y, get_bit_length(n)); 
 return mr_compare(y, r) == 0; 
} 
 
bool check_signature_lambda(big r, big s, int m, big n, point_l_projective* P, 
point_l_projective* Q, big h) 
{ 
 scalar_lambda(s, P, sP_lambda); 
 scalar_lambda(r, Q, rQ_lambda); 
 point_add(sP_lambda, rQ_lambda, R_lambda); 
 mypoint_get(R_lambda, x, y); 
 modmult2(h, x, y); //y = h*Xr 
 
 truncate(y, get_bit_length(n)); 
 return mr_compare(y, r) == 0; 
} 
 
 
void test_and_print_signature(int m, big n, point_p* P_ld, point_l_projective* 
P_lambda) 
{ 
 big pow2m = mirvar(1); 
 sftbit(pow2m, m, pow2m); 
 decr(pow2m, 1, pow2m); 
 big sig_r = 0, sig_s = 0; 
 big h = mirvar(0); 
 big d = mirvar(0); 
 point_p* Q_ld = ld_point_init(); 
 point_l_projective* Q_lambda = mypoint_init(); 
 
 timetype summ_sign_ld = 0; 
 timetype summ_check_ld = 0; 
 timetype summ_sign_lambda = 0; 
 timetype summ_check_lambda = 0; 
 int count_errors = 0; 
 
 for (int i = 0; i < COUNT_AVARAGES; ++i) 
 { 
  timetype begin, end, res; 
  timetype minimum_sign_miracl = (unsigned __int64)(-1); 
  timetype minimum_check_miracl = (unsigned __int64)(-1); 
  timetype minimum_sign_ld = (unsigned __int64)(-1); 
  timetype minimum_check_ld = (unsigned __int64)(-1); 
  timetype minimum_sign_lambda = (unsigned __int64)(-1); 
  timetype minimum_check_lambda = (unsigned __int64)(-1); 
   
  generate_private_public_keys(n, P_ld, P_lambda, d, Q_ld, Q_lambda); 
  generate_random_digit(pow2m, h); 
  save_strrng(); 
 
  for (int j = 0; j < COUNT_MINIMA; ++j) 
  { 
   bool sig_is_valid; 
 
   load_strrng(); 
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   begin = getTSC(); 
   generate_signature_ld(m, n, P_ld, d, h, &sig_r, &sig_s); 
   end = getTSC(); 
   res = end - begin; 
   if (res < minimum_sign_ld) 
    minimum_sign_ld = res; 
 
   begin = getTSC(); 
   sig_is_valid = check_signature_ld(sig_r, sig_s, m, n, P_ld, Q_ld, 
h); 
   end = getTSC(); 
   res = end - begin; 
   if (res < minimum_check_ld) 
    minimum_check_ld = res; 
   if (!sig_is_valid) 
    ++count_errors; 
 
   load_strrng(); 
   begin = getTSC(); 
   generate_signature_lambda(m, n, P_lambda, d, h, &sig_r, &sig_s); 
   end = getTSC(); 
   res = end - begin; 
   if (res < minimum_sign_lambda) 
    minimum_sign_lambda = res; 
 
   begin = getTSC(); 
   sig_is_valid = check_signature_lambda(sig_r, sig_s, m, n, P_lambda, 
Q_lambda, h); 
   end = getTSC(); 
   res = end - begin; 
   if (res < minimum_check_lambda) 
    minimum_check_lambda = res; 
   if (!sig_is_valid) 
    ++count_errors; 
  } 
 
  summ_sign_ld += minimum_sign_ld; 
  summ_check_ld += minimum_check_ld; 
  summ_sign_lambda += minimum_sign_lambda; 
  summ_check_lambda += minimum_check_lambda; 
 } 
 
 timetype time_sign_ld = summ_sign_ld / COUNT_AVARAGES; 
 timetype time_check_ld = summ_check_ld / COUNT_AVARAGES; 
 timetype time_sign_lambda = summ_sign_lambda / COUNT_AVARAGES; 
 timetype time_check_lambda = summ_check_lambda / COUNT_AVARAGES; 
 printf("time of signing in lopez-dahab: %10lld\n", time_sign_ld); 
 printf("time of check in lopez-dahab:   %10lld\n", time_check_ld); 
 printf("time of signing in lambda:      %10lld\n", time_sign_lambda); 
 printf("time of check in lambda:        %10lld\n", time_check_lambda); 
 printf("count errors: %d\n", count_errors); 
 
 mirkill(pow2m); 
 mirkill(h); 
 mirkill(d); 
 ld_point_kill(Q_ld); 
 mypoint_kill(Q_lambda); 
} 
 
void test_on_curve(const char* name, int m, int k3, int k2, int k1, const char* a_s, 
const char* b_s, const char* gx_s, const char* gy_s, const char* n_s) 
{ 
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 printf("=====================================[%s]================================
===\n", name); 
 
 MIP = mirsys(128, 0); 
 MIP->IOBASE = 16; 
 
 char* vi = "adsfadsf"; 
 strong_init(&strrng, strlen(vi), vi, rand(time(0))); 
 save_strrng(); 
 init_data_for_scalar(m, k3, k2, k1, a_s, b_s); 
 init_internal_variables(); 
 
 printf("---[Testing curve settings: m=%d, k3=%d, k2=%d, k1=%d]---\n", m, k3, k2, 
k1); 
 
 big gx = mirvar(0); 
 cinstr(gx, gx_s); 
 big gy = mirvar(0); 
 cinstr(gy, gy_s); 
 big n = mirvar(0); 
 cinstr(n, n_s); 
 
 point_p* P_ld = ld_point_init(); 
 ld_point_set(P_ld, gx, gy); 
 point_l_projective* P_lambda = mypoint_init(); 
 mypoint_set(P_lambda, gx, gy); 
 
 test_and_print_signature(m, n, P_ld, P_lambda); 
 
 ld_point_kill(P_ld); 
 mypoint_kill(P_lambda); 
 mirkill(n); 
 mirkill(gy); 
 mirkill(gx); 
 
 free_internal_variables(); 
 free_data_for_scalar(); 
 mirexit(); 
 printf("========================================================================\
n"); 
} 
 
 
int main() 
{ 
 test_on_curve("U-163", 163, 7, 6, 3, "1", 
"5FF6108462A2DC8210AB403925E638A19C1455D21", 
  "", "", 
  "400000000000000000002BEC12BE2262D39BCF14D"); 
 
 test_on_curve("U-167", 167, 6, 0, 0, "1", 
"6EE3CEEB230811759F20518A0930F1A4315A827DAC", 
  "", "", 
  "3FFFFFFFFFFFFFFFFFFFFFB12EBCC7D7F29FF7701F"); 
 
 test_on_curve("U-173", 173, 10, 2, 1, "0", 
"108576C80499DB2FC16EDDF6853BBB278F6B6FB437D9", 
  "", "", 
  "800000000000000000000189B4E67606E3825BB2831"); 
 
 test_on_curve("U-179", 179, 4, 2, 1, "1", 
"4A6E0856526436F2F88DD07A341E32D04184572BEB710", 
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  "", "", 
  "3FFFFFFFFFFFFFFFFFFFFFFB981960435FE5AB64236EF"); 
 
 test_on_curve("U-191", 191, 9, 0, 0, "1", 
"7BC86E2102902EC4D5890E8B6B4981ff27E0482750FEFC03", 
  "", "", 
  "40000000000000000000000069A779CAC1DABC6788F7474F"); 
 
 test_on_curve("U-233", 233, 9, 4, 1, "1", 
"06973B15095675534C7CF7E64A21BD54EF5DD3B8A0326AA936ECE454D2C", 
  "", "", 
  "1000000000000000000000000000013E974E72F8A6922031D2603CFE0D7"); 
 
 test_on_curve("B-283", 283, 12, 7, 5, "1", 
"27b680ac8b8596da5a4af8a19a0303fca97fd7645309fa2a581485af6263e313b79a2f5", 
  "", 
  "", 
 
 "3ffffffffffffffffffffffffffffffffffef90399660fc938a90165b042a7cefadb307"); 
 
 test_on_curve("U-307", 307, 8, 4, 2, "1", 
"393C7F7D53666B5054B5E6C6D3DE94F4296C0C599E2E2E241050DF18B6090BDC90186904968BB", 
  "", 
  "", 
 
 "3FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFC079C2F3825DA70D390FBBA588D4604022B7B7"); 
 
 test_on_curve("U-367", 367, 21, 0, 0, "1", 
"43FC8AD242B0B7A6F3D1627AD5654447556B47BF6AA4A64B0C2AFE42CADAB8F93D92394C79A79755437B56
995136", 
  "", 
  "", 
 
 "40000000000000000000000000000000000000000000009C300B75A3FA824F22428FD28CE8812245
EF44049B2D49"); 
 
 test_on_curve("B-409", 409, 87, 0, 0, "1", 
 
 "021a5c2c8ee9feb5c4b9a753b7b476b7fd6422ef1f3dd674761fa99d6ac27c8a9a197b272822f6cd
57a55aa4f50ae317b13545f", 
  "", 
  "", 
 
 "10000000000000000000000000000000000000000000000000001e2aad6a612f33307be5fa47c3c9
e052f838164cd37d9a21173"); 
 
 test_on_curve("U-431", 431, 5, 3, 1, "1", 
"03CE10490F6A708FC26DFE8C3D27C4F94E690134D5BFF988D8D28AAEAEDE975936C66BAC536B18AE2DC312
CA493117DAA469C640CAF3", 
  "", 
  "", 
 
 "3FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFBA3175458009A8C0A724F02F81
AA8A1FCBAF80D90C7A95110504CF"); 
 
 test_on_curve("B-571", 571, 10, 5, 2, "1", 
 
 "2f40e7e2221f295de297117b7f3d62f5c6a97ffcb8ceff1cd6ba8ce4a9a18ad84ffabbd8efa59332
be7ad6756a66e294afd185a78ff12aa520e4de739baca0c7ffeff7f2955727a", 
  "", 
  "", 
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 "3ffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffe661ce18f
f55987308059b186823851ec7dd9ca1161de93d5174d66e8382e9bb2fe84e47"); 
 
 printf("program end"); 
 getchar(); 
 return 0; 
} 
 
 

Файл base.h 
#ifndef HEADER_BASE 
#define HEADER_BASE 
 
#include "miracl/miracl.h" 
 
 
typedef unsigned long long timetype; 
typedef unsigned char byte; 
typedef int bool; 
 
 
inline timetype getTSC() 
{ 
 return __rdtsc(); 
} 
 
 
typedef struct 
{ 
 big x, l, z; 
} point_l_projective; 
 
typedef struct 
{ 
 big x, y, z; 
} point_p; 
 
 
point_l_projective* mypoint_init(); 
point_p* ld_point_init(); 
void mypoint_kill(point_l_projective* p); 
void ld_point_kill(point_p* p); 
 
void mypoint_set(point_l_projective* p, big x, big y); 
void ld_point_set(point_p* p, big x, big y); 
void mypoint_get(point_l_projective* p, big x, big y); 
void ld_point_get(point_p* p, big x, big y); 
void mypoint_normalize(point_l_projective* p); 
void ld_point_normalize(point_p* p); 
void mypoint_copy(point_l_projective* source, point_l_projective* dest); 
void ld_point_copy(point_p* source, point_p* dest); 
 
void ld_point_double(point_p* p, point_p* p2); 
void point_double_1mp(point_l_projective* p, point_l_projective* p2); //4m + 1mp + 4s + 
5a 
void ld_point_add(point_p* p1, point_p* p2, point_p* p3); 
void point_add(point_l_projective* p1, point_l_projective* p2, point_l_projective* p3); 
void ld_point_mixed_add(point_p* p1, point_p* p2, point_p* p3); 
void point_mixed_add(point_l_projective* p1, point_l_projective* p2, 
point_l_projective* p3); 
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void binar_scalar_ld(big k, point_p* p, point_p* result); 
void binar_scalar_lamda(big k, point_l_projective* p, point_l_projective* result); 
void block_scalar_lambda(big k, point_l_projective* p, point_l_projective* result); 
//for w-4 
void montgomery_scalar_ld(big k, point_p* p, point_p* result); 
void montgomery_scalar_lamda(big k, point_l_projective* p, point_l_projective* result); 
 
void init_data_for_scalar(int m, int k3, int k2, int k1, const char* a_s, const char* 
b_s); 
void free_data_for_scalar(); 
 
#endif 
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ДОДАТОК Б 

 

 

Результати роботи програми «Lamda» 

=====================================[U-163]=================================== 
setup curve settings... OK 
---[Testing curve settings: m=163, k3=7, k2=6, k1=3]--- 
time of signing in lopez-dahab:    1239732 
time of check in lopez-dahab:      2431737 
time of signing in lambda:         1132292 
time of check in lambda:           2206252 
count errors: 0 
======================================================================== 
=====================================[U-167]=================================== 
setup curve settings... OK 
---[Testing curve settings: m=167, k3=6, k2=0, k1=0]--- 
time of signing in lopez-dahab:    1159338 
time of check in lopez-dahab:      2245786 
time of signing in lambda:         1052332 
time of check in lambda:           2039972 
count errors: 0 
======================================================================== 
=====================================[U-173]=================================== 
setup curve settings... OK 
---[Testing curve settings: m=173, k3=10, k2=2, k1=1]--- 
time of signing in lopez-dahab:    1257650 
time of check in lopez-dahab:      2453828 
time of signing in lambda:         1143616 
time of check in lambda:           2227076 
count errors: 0 
======================================================================== 
=====================================[U-179]=================================== 
setup curve settings... OK 
---[Testing curve settings: m=179, k3=4, k2=2, k1=1]--- 
time of signing in lopez-dahab:    1350554 
time of check in lopez-dahab:      2639552 
time of signing in lambda:         1229823 
time of check in lambda:           2393636 
count errors: 0 
======================================================================== 
=====================================[U-191]=================================== 
setup curve settings... OK 
---[Testing curve settings: m=191, k3=9, k2=0, k1=0]--- 
time of signing in lopez-dahab:    1289266 
time of check in lopez-dahab:      2526933 
time of signing in lambda:         1181309 
time of check in lambda:           2313069 
count errors: 0 
======================================================================== 
=====================================[U-233]=================================== 
setup curve settings... OK 
---[Testing curve settings: m=233, k3=9, k2=4, k1=1]--- 
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time of signing in lopez-dahab:    2180532 
time of check in lopez-dahab:      4318532 
time of signing in lambda:         2012492 
time of check in lambda:           3970463 
count errors: 0 
======================================================================== 
=====================================[U-257]=================================== 
setup curve settings... OK 
---[Testing curve settings: m=257, k3=12, k2=0, k1=0]--- 
time of signing in lopez-dahab:    2738202 
time of check in lopez-dahab:      5365371 
time of signing in lambda:         2527436 
time of check in lambda:           4961499 
count errors: 281 
======================================================================== 
=====================================[B-283]=================================== 
setup curve settings... OK 
---[Testing curve settings: m=283, k3=12, k2=7, k1=5]--- 
time of signing in lopez-dahab:    3264194 
time of check in lopez-dahab:      6496606 
time of signing in lambda:         3033849 
time of check in lambda:           6019470 
count errors: 0 
======================================================================== 
=====================================[U-307]=================================== 
setup curve settings... OK 
---[Testing curve settings: m=307, k3=8, k2=4, k1=2]--- 
time of signing in lopez-dahab:    3609151 
time of check in lopez-dahab:      7118107 
time of signing in lambda:         3339337 
time of check in lambda:           6579866 
count errors: 0 
======================================================================== 
=====================================[U-367]=================================== 
setup curve settings... OK 
---[Testing curve settings: m=367, k3=21, k2=0, k1=0]--- 
time of signing in lopez-dahab:    4917164 
time of check in lopez-dahab:      9790633 
time of signing in lambda:         4597206 
time of check in lambda:           9163301 
count errors: 0 
======================================================================== 
=====================================[B-409]=================================== 
setup curve settings... OK 
---[Testing curve settings: m=409, k3=87, k2=0, k1=0]--- 
time of signing in lopez-dahab:    6765020 
time of check in lopez-dahab:     13413237 
time of signing in lambda:         6390594 
time of check in lambda:          12667567 
count errors: 0 
======================================================================== 
=====================================[U-431]=================================== 
setup curve settings... OK 
---[Testing curve settings: m=431, k3=5, k2=3, k1=1]--- 
time of signing in lopez-dahab:    7707669 
time of check in lopez-dahab:     15293576 
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time of signing in lambda:         7233704 
time of check in lambda:          14347022 
count errors: 0 
======================================================================== 
=====================================[B-571]=================================== 
setup curve settings... OK 
---[Testing curve settings: m=571, k3=10, k2=5, k1=2]--- 
time of signing in lopez-dahab:   13552958 
time of check in lopez-dahab:     26942844 
time of signing in lambda:        12763705 
time of check in lambda:          25345179 
count errors: 0 
======================================================================== 
program end 
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