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ДОДАТОК А 

Графічний матеріал кваліфікаційної роботи 
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ДОДАТОК Б 

Android ransomware detector 

 

import tkinter as tk 

from tkinter import filedialog, messagebox 

import pandas as pd 

from sklearn.model_selection import train_test_split 

from sklearn.ensemble import RandomForestClassifier 

from sklearn.svm import SVC 

from sklearn.neighbors import KNeighborsClassifier 

from sklearn.ensemble import VotingClassifier 

from sklearn.metrics import classification_report 

 

class RansomwareDetectorApp: 

    def __init__(self, root): 

        self.root = root 

        self.root.title("Android Ransomware Detector") 

 

        # GUI elements 

        self.label = tk.Label(root, text="Load Kaggle Dataset for Analysis") 

        self.label.pack(pady=10) 

 

        self.load_button = tk.Button(root, text="Load Dataset", 

command=self.load_dataset) 

        self.load_button.pack(pady=5) 

 

        self.train_button = tk.Button(root, text="Train Models", 

command=self.train_models, state=tk.DISABLED) 

        self.train_button.pack(pady=5) 
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        self.result_text = tk.Text(root, height=15, width=80) 

        self.result_text.pack(pady=10) 

 

        self.dataset = None 

 

    def load_dataset(self): 

        file_path = filedialog.askopenfilename(title="Select Dataset", 

filetypes=[("CSV files", "*.csv")]) 

        if file_path: 

            try: 

                self.dataset = pd.read_csv(file_path) 

                self.result_text.insert(tk.END, "Dataset loaded successfully.\n") 

                self.result_text.insert(tk.END, f"Columns: {', 

'.join(self.dataset.columns)}\n") 

 

                self.train_button.config(state=tk.NORMAL) 

            except Exception as e: 

                messagebox.showerror("Error", f"Failed to load dataset: {e}") 

 

    def train_models(self): 

        if self.dataset is None: 

            messagebox.showwarning("Warning", "Please load a dataset first.") 

            return 

        try: 

            # Preprocess dataset 

            X = self.dataset.iloc[:, :-1] 

            y = self.dataset.iloc[:, -1] 

            X_train, X_test, y_train, y_test = train_test_split(X, y, test_size=0.2, 

random_state=42) 

 



67 

            # Initialize models 

            dt = RandomForestClassifier(random_state=42) 

            svc = SVC(probability=True, random_state=42) 

            knn = KNeighborsClassifier() 

 

            # Ensemble model 

            ensemble = VotingClassifier(estimators=[ 

                ('Random Forest', dt), 

                ('SVM', svc), 

                ('KNN', knn) 

            ], voting='soft') 

 

            # Train ensemble model 

            ensemble.fit(X_train, y_train) 

            predictions = ensemble.predict(X_test) 

 

            # Show results 

            report = classification_report(y_test, predictions) 

            self.result_text.insert(tk.END, "\nTraining completed. Classification 

report:\n") 

            self.result_text.insert(tk.END, report) 

 

        except Exception as e: 

            messagebox.showerror("Error", f"An error occurred during training: 

{e}") 

 

if __name__ == "__main__": 

    root = tk.Tk() 

    app = RansomwareDetectorApp(root) 

    root.mainloop() 


