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3 ypaxyBaHHSIM MOTEHLIMHUX ypa3uBOCTel 3 00Ky iHGOpMaIiitHOi Oe3nexu
MIPOAHAJII30BaHO OCOOJIMBOCTI JIOJIATKOBOI'O BHUKOPUCTAHHSA 3aCO0IB IITYYHOTO
IHTEJEKTY B MEXaX TEPUTOPIAIbHO PO3MOAUICHUX TPAHCHOPTHUX MEPEX, a came
Secure SD-WAN. BukopucrtanHs 11i€i TEXHOJOTIi T03BOJIsIE 3a0€3MECYUTH
JIOoCTaTHIM piBeHb sikocTi cnpuitHATTS (Quality of experience, QoE), noctyn no
CErMEHTIB MeEpexXi, IHTErpoBaHy O€3MeKy, 3aXUCT MYJIbTUXMApH, TJIHOOKY
BUJIUMICTh MEPEXi, MOHITOPUHT Yypa3JIUBOCTEH OKpEeMHX IiI JIJISHOK Ta 1H.
BusiBieHo, 110 3aBAsSKA BUKOPUCTAHHIO 3aCO0IB IITYYHOTO IHTENEKTY B IpOILEci
yOpaBIiHHSA TpaikoM IMiJBUILYETHCS PIBEHb OE3MEeKH Ta BiJIMOBOCTIMKOCTI
3aBJISIKM TIEPEXOTY Bl pEAaKTHBHUX JI0 MPOAKTUBHUX MEPEKHUX PIIICHb.

FEATURES OF ARTIFICIAL INTELLIGENCE
APPLICATION IN SECURE SD-WAN TECHNOLOGY

Persikov M.A.*, Lemeshko V.0O.
Scientific adviser: Yeremenko O.S.?
'Kharkiv Patent and Computer College,
Kharkiv National University of Radio Electronics, Ukraine
E-mail: mihapersikov@gmail.com, valentyn.lemeshko@nure.ua

Considering potential vulnerabilities in the field of information security, the
features of additional use of artificial intelligence within the transport networks,
namely Secure SD-WAN, have been analyzed. The application of this technology
allows ensuring a sufficient level of perception quality (Quality of Experience,
QoE), access to network segments, integrated security, multi-cloud protection,
deep network visibility, threats monitoring in some parts of it, etc. It was found
that the use of artificial intelligence in the process of traffic management increases
the level of security and fault-tolerance due to the transition from reactive to
proactive network solutions.
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