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Mera pobGOTH: MOCTIIUTH CHCTEMH YIPaBIHHS 1HGOPMAIIHHOIO GE3[eKOI0 MEPeKHHX

TIPHCTPOIB 1 JOAATKIB 3 TOYKHU 30PY 3aCTOCYBAHHS JI0 COIIAIBHHX MEPEK.

JUIs1 OCSTHeHHS OCTABICHOI METH HEOOXiTHO PO3B'S3aTH HACTYIIHI
3aJ1a4i:

1) mocmiauTH CydJacHi CHCTEMH 3aXHCTy 1H(OPMAIHOI Ge3MeKH;

2) mpoaHaTi3yBaTH OCHOBHI II€peBard ICHYIOUHX PpIIICHb CHCTEM
3aXHCTy 1HPOPMALIHHOI Ge3MeKH;

3) 3aIpOIOHYBATH MOXKIMBE PIICHHS UL 3alPOBAUKCHHS CHCTEMHU

iH(OpMaIiiHOT Ge3MeKH COIiaIbHOI MepeXxi.
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UBA-cuctemn — Ue pilleHHA, fki 3aimatoTbes 36opom Ta aHanisom ycix ngin
KOpUCTYBauiB, BKMto4aluM AaHi, AKi obpobnsaioTbcA KopucTyBadeM, 3 METOH

BU3HAYEHHA BHYTPIWHIX 3arpo3 i atak, a TakoX diHaHcoBOro LaxpaicTea.
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Cucremu UEBA
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SOAR — nporpaMHe piIlIeHHS, IO JO3BOJIsl€ aBTOMATH3YBaTH aHaIIi3 Ta MOHITOPHHI MEPEKI 3
0JaJIbIIMM aBTOMAaTUIHUM PEaryBaHHSIM Ha IHITMICHTH.
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Jlns 3abesmedeHHsT Ge3METHOr0 KOPHCTYBAHHS OHIAMH COIHAIBHOI0 MEPEeKEI0 PO3POCHHKH
[OBUHHI Wix Yac il po3ropTaHHS Binpasy BHpoBamkyBatu cucreMy UEBA s 36opy Ta
IIEPBHHHOTO aHamzy  iHdopMamii  1po KOPHCTYBa4iB COIIATbHOI  Mepexi.

IlotiM Bapro 3ampoBamkyBatu cucteMy SIEM. Ile 3HM3uTH HaBaHTakeHHs Ha IT-Bimmim,
IIO CBOEIO HYEPror0 JO3BOJIUTH 3MEHIIHTH BHTPATH Ha BiIII iH(popMamiiHOI Ge3lmekd Ta
BKJIACTH IIi KOIITH Yy PO3BHUTOK OaraTomnarOpMHOIO IPOrpaMHOro 3abe3NedeHHs It
KOPHCTYBaHHS COLIaIBHOIO MEPEXKEIO 3 Oy/Ib-SIKOTO IPUCTPOIO 3 Oy/Ib-5IKOi TOUKHU CBITY.

Jami notpiGHO BipoBamKyBaT cucteMy SOAR, 110 103BOJHTH HiBEIIOBAaTH YMMpa3 Oiabline
HaBaHTa)XKCHHSI Ha BiIALT GE3[EeKH Uepe3 PO3LIMPEHHS ayIHTopii KOPHCTYBadiB COLIaJbHOL
MepexKi.
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SIkmio o6upatH 3 pillleHb, IO BXKE € Ha PHHKY OE3IIEKH, TO CIIiJl 3BEPHYTH yBary Ha pillleHHS
Big kommadii Splunk. Cepen mepesar Splunk UBA BapTo Big3HAaYHTH MaIllWHHE HAaBYaHHS,
MOXIHBICTh aBTOMATHYHOTO 00 €[HAHHS THUIIOBHX AHOMANii MOBEJiHKH y IEBHY MOXIUBY
3arposy Ta KiIacu]iKamiro 3arpos 3a JUKepeIoM BHHUKHEHH.

Cepen nepesar Splunk STEM MokHa BUIUITMTH KOPOTKHEM TepMiH BIIPOBa/HKCHHS, MOMKIHBICTh
HAJAIITYyBAHHS BIIACHOI INKadd KPUTHYHOCTI BPa3sIMBOCTEH, KOPEILAIisS IIOMHIKOBHX
CIIPAIIOBaHb, IMUPOKHI BUGIp IPABHII KOPEILIT HOAIH, I pO3TOPTAHHS CHCTEMH JOCTaTHBO
OJJHOTO cepBepa, KUIBKICTh pKeper iH(OopMaliii, o aHaIi3yroThes, Hepesumurye 2 000.

SOAR Big Splunk cepexq mepeBar Mae Taki OCHOBHI: IOTYXKHa Bisyaui3amis KOMaH[
YIPaBIiHHS Ta HAIMCAHHS IUICHOYKIB, IIBHIKE COPTYBAaHHS IHIWACHTIB 3 BHKOPUCTAHHIM
TPbOX PEXKUMIB, AETaTIbHI 3BITH Ta MOXJIHBICTh aMIHICTPYBaHHs CHCTEMH 31 cMapT(oHa, 1110
JZI03BOJISIE IIBHUIIIE PearyBaTy Ha MOMii 3 GyIb-sIKOi TOUKH CBITY.
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[image: image15.png]JOCIIJKEHHSI CHCTEM NOBEJIIHKOBOI'O AHAJII3Y
KOPUCTYBAUYIB KOMIT'FOTEPHUX MEPEK
Casuenko O.B.
HayKoBuii kepiBHik — K.T.H., 1ou. [openos J1.1O.
XapKiBChKHii HalliOKATLHNTE YHIBEPCHTET PATIOCTCKTPORiKH
(61166, Xapxis, np. Hayxn, 14, napuansHo-Haykosa tadoparopis «Chetem
‘TexuitHOrO 3axuCTy inopmanii (Bi1e0CTIOCTepEKkeHIs, OXOPOHH CHrHATIALIT
i KoHTpOb 710CTyYMY ), Teit. (057) 702-14-78, email: £ re@nure.ua.
The work considers the class of information security systems based on the
analysis of data on the behavior of users and IT entities.

B maw uac cdopmysascs camocrtifimmii wiac cuetem indopmauiiinoi
Ge3lleK, B OCHOBI SKHX JIEKATS METOAH MALIMHHOFO HABYAHHSL AUl BUABICHHS
03HAK HEBIACTHBOT NOBEAIHKH KopucTyBauis. Komnanis Gartner tammii wiac
cucten nosmauac sk UBA (User Behavior Analytics — amatis moseiniu
Kopuctysauis). Bukopuctamna UBA-cictewm fossonse  wiifiTi B
TPAMUIHOr0 MiAXOZy 3 NOWYKY KOHKPETHIX 3arpo3 i mepefiT 10 mouwyky
anomaniii y nosexinui kopucTysauis. HonyispHicTs i e(eKTHBHICTS aHOrO
Hi1X021y 3a0e3eueH] HACAMIIEPEA BETHUE3HOIO KLIBKICTIO AaHIX (y TOMY uncii
pisHux Joris Bi1 cHcrem saxucry inQopmauii), AKi XapaKTepH3yioTh
KOPHCTYBAUa, Alle AKi BKE HOMOACIHEO OOPOGIATH B PYUHOMY PEKHMI.

Ha niarorouili Craail, BHKOPHCTOBYIOU IFODHTMH MALIHHHOFO
nauanns, UBA cepsic BU3HAYAe THIOBY MOBEAIHKY JUIA KOKHOTO CyS'eKTa i
acowilioBanux 104aTkis. Po3paxoByioTsCa Ga30Bi KpHTepil THIOBOT HOBEiMKH,
BilGUIeHH  BiA Kol Mokua  BuMipsTw. Jlazi B pamkax Kool
KOPHCTYBAIBHHUBKOT cecii NPOBOANTBCA NoCTfiHmii amaniy Aif KoxHOrO
CyG'exTa, BHKOHYETECS NOPIBHARHS HAABHIX MOZeCH NPOdLLIo KopHCTYBaUA 3
XaPAKTEPHCTHKAMH BHKOHYBAHIX OICPALLili 3 MCTOIO BHABICHHS AHOMAIBHOL,
nizo3pinoi ao noTenwiliHO pusHKOBAHOT NOBEAiMKK. BusBUBLI BiAXIICHHS,
CepBiC NOBEAIHKOBOTO AHATI3Y 3AMYCKAE HTE/EKTYAbHY PEAKLLiIO.

Taxum unnos, UBA-CHCTeMH PU3HAUCH] /UIS ACTAIBHOTO aHalizy Beix
Aifl, NOBYAHUX 3 KOHKPETHHMH KOPHCTYBAUAMH, BIUIOUAIOUH AHAT
BMKODHCTAHHS KOHKDETHHX (AIUTiB | JQHMX, BHKODHCTOBYBAHHX HUMH
NPHCTPOiB, MOHITOPHHT TIPOLECIE | 3ANYLIEHHX A0AATKIB, AHATE MEPEAEBOr0
tpadixy i T.1. Ha Buxoai ananitik indopmaniiinoi Gesnexnu, ocayrosyioumii
UBA-CHCTeMH, GyAC MATH NOMNECAKCHHS NP0 AHOMAILHOMY NOBEAIHKY
KOHKPETHIX KOPHCTYBAUiB, 3 OLIHKOIO PU3HKY TAKOT IOBEIHKH | AOKIAHIMI
JHHMH, TOACHIOIOWHMH 1O B NOBEAIHLI KOPHCTYBAUA € AHOMATICIO, KOMH e
HOUAIOCS | K UACTO NIOBTOPIOBAIOCA. BCi Wi i A03B0.1AT e HA PAHHBOMY
eTani npummiTH Garato cnpod nopywentst indopmawiiiuol Gesnex, a Takoxk
npoBeCTH AKICHI PO3CiAYBARHS IHLIICHTIB, 1O B TPAMIIHCA.

3 uacom Ha PHHKY 33BHECS MOAepHi3oBanuii iiac UBA-cucren, 3sanuii
UEBA-ccremamu (User Entity and Behavior Analytics) — noseaiuosa
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[image: image16.png]ananituka kopuctysauis Ta IT-cyruoctedi. Tpuuusoio nossn UEBA-cucten
cras Toii daxT, wo pospobHuKkH i daxipui 3 indopmauiiinoi Gesnexi
YCBIZOMILIH, 1O AHATIZY TUIBKH NOBEAIHKH KOPHCTYBAUIB HEAOCTATHEO Ui
BHABIICHHS BCIX MOACIMBUX ATAK i CAMUX XHTPUX incaiizepis. Ilpumum
WBOrO KiACY cucTeM Ayke cxommii ma UBA-CHCTemH — ue rmGoKiii
noBeinkoBMil aHANE, B AKOM HApiBHi 3 IOBEAIHKOW KOPHCTYBadiB
anauizyerscs fami npo axTumicts pisumx IT-cyrmoctell, Takux sk APM
KIHLCBUX KOPUCTYBAUIB, CCPBEPH, OIHEC-IOAATKH, 0a3M AQHHX, OGJIKOBI
samicn Ta imui. Jikepena sximmux famnx ani UEBA-cicrem B uitomy
ananoriuni UBA-ccTem.

Juis nposexenns edexruphoro auatizy UEBA-cucTeMH  BHMAraiors
BeHKol KUIBKOCTI AaniX, 3i6paniX 3 pisuix keper. Ui Gitsue indopmauii
[P0 KOPHCTYBAUIB NEPEAACTHCA B CHCTEMy AHAT3Yy i uuM GLblie 0AATKiB
BUABIAIOTECA B NOMe T 30py, TUM BUIE CTAc CQKTHBHICTS | WBMAKICT
BusBienns axTip nitospitol noseaiuki. 3azauy 360py Ta cucremarusauii
TAKUX aHHX BHpIWYIOTH ciCTemi Kkiacy Security Information and Event
Management (SIEM), hajaiots xoctymumii B Gasosux Kompirypauisx
incTpyMmenTapili 3i 360py Ta WTaTHOrO anatizy BeMKKX Aanux. ToMy HafiGUIbIL
edpexTuHiM Mexaniamom Buposamkenns UEBA e ix Ticna interpauis 3 yske
ichyiounsn SIEM-cHCTeMaMI, SKi B CBOIO UEpry BHKOPHCTOBYIOTb BEIHKY
KUIBKICTS JDKepel AaHiX, 3a0C3EUyIONH MAKCHMAIBHO NOBHE OXOILICHHS
noil, wo pecetpyiotses 8 IT-indppactpykrypi. Kpint Toro, supoGik UEBA-
cheter, wo (OKYCYIOTECS HA BHYTPIMII 3arposH, sK Mkepera ingopmaui
4ACTO BHKOPUCTOBYIOTS HE TLIBKH CHCTEMH AKyPHAIW, a ii 3MICT HCTYBaRHA 3
KOPNOpATHBHOT MOLITH § MECEHIUKEPIB, O 10380 Gy AyBaTH GiNbil IeTaNbHI
i nlepeonibikoati MOZEIi NOBEAIHKH KOPUCTYBAUIB.

Taxia wniom, UBA i UEBA-CHCTeMH Jyske CXOAKi Mik CO00I0, Qe Bee
KAPMHATLHO PIBHATBCA B OAHOMY acneti: UBA-CHCTEMH aKUCHTYIOTBC Ha KO-
pHeTyBauis i anomanii B ix noseaiHi, a bei Aawi npo IT-iK(pacTpyKTYPy € M
JIONOBHEHHAM [Uls BUABICHHS NOBCAIHKOBHX anomaili kopucrysauis. UEBA-
cuctem IT-CyTHOCTI PO3IAAQIOTS HApiBHi 3 KOPHCTYBAUAMM i BLAIOBIZHO
Gyaylors mozeni ix Hopmamshoi moseximk, mo xossomse UEBA-cierem
BISBISTH HaliBHTONUeHILL | HONOMITH 3arpo3n in(opMawilioi Gesekit.
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