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JAHUX 3 ONEPATHUBHICTIO CEPBEPHUX CIIOBIIIEHb, IO JI03BOJISIE HIBEIIOBATH MPOOIEMHU
HECTaOUIBHOIO 3'€IHAHHS Ta €(PEKTUBHO BUPILUTYBATH KOH(QIIKTHA BEPCIH.
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[IBuaKu# pO3BUTOK 1HPOPMALIHNHUX TEXHOJIOT1HA 3yMOBIIIO€ IM1IBUILIEHHS] BUMOT
710 SIKOCT1 IPOrpaMHOro 3abe3neueHns. KopucrtyBadi ouiKylOTh CTa011bHO1, O€311eYHO1
Ta 3py4YHOI pPOOOTH MPOTrpaMHUX TMPOAYKTIB, IO MOXJIUBO JIMIIE 33 YMOBH
€(EeKTUBHOTO KOHTPOJIIO iXHBOT SIKOCTI.

OaHMM 13 KITIOYOBUX €TalliB IIbOTO KOHTPOJIIO € TECTYBaHHS — MPOIEC, SIKUN Jae
3MOTY HE JIMIIEe BUSBUTH TIOMHWJIKHA, a W OIIHATH HAJIMHICT, Ta MPUJATHICTH
IPOrpaMHOro 3a0e3MeyYeHHs] 70 MPAaKTHYHOTO BHUKOpUCTaHHA. Bix edexTtuBHOCTI
TECTyBaHHS 3aJIC)KUTh HE JIUIIE KIHIEBA SIKICTh MTPOIYKTY, a i piBE€Hb JIOBIPH 10 HHOTO
3 00Ky KOpHUCTYBaiB 1 3aMOBHHUKIB.
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BignmoBigno no wmixkuapoanoro cranmapty IEEE 610.12-1990, TectyBanHs
BU3HAYAETHCA SIK «IPOILEC OILIIHIOBAHHS CUCTEMU a0o0 1i KOMIIOHEHTa 3 METOIO
BU3HAYEHHS, YU BIJIMIOBIAIOTH PE3YIbTaTH OUIKYBAHHIM.

Cranpapt ISO/IEC 12207 Bu3Hauae TeCTyBaHHS SK OJHY 3 IEHTpaJIbHUX (a3
KUTTEBOTO LUKy nporpamuoro 3adesneueHus (I13), mo Oe3nocepeHb0 BILTMBAE Ha
SKICTh KIHIIEBOTO TIPOJIYKTY.

TecTyBaHHS € BOXJIMBUM €IIEMEHTOM cuCTeMH 3a0esneueHHs sikocTi (Quality
Assurance), sSika OXOIUIIOE BCl [ii, CHPsSMOBaHI Ha TapaHTyBaHHS CTaOLIBLHOCTI,
(GYHKITIOHATBHOCTI Ta OC3MEKU MPOAYKTY.

Tunosuii mpornec TectyBanus 113 Bkirtouae Taki OCHOBHI ¢a3u:

1. IlmanyBaHHd — BHU3HAUEHHA LJIEH, OOCATIB 1 KPUTEPIiB 3aBEPIICHHA
TECTYBaHHS.

2. IlpoexTyBaHHS TE€CTIB — CTBOPEHHS TECT-IUIaHIB, TECT-KEHCIB 1 CLIEHAPIiB.

3. [linroroBka cepeAoBHIa — HaJAITYBaHHS 1HQPACTPYKTYypH, 0a3 NaHUX 1
TECTOBUX JIaHUX.

4. BUKoHaHHS TECTiB — py4HE a00 aBTOMAaTH30BaHE IMPOBEICHHS TECTOBHX
CIIeHapIiB.

5. AHami3 pe3ysbTaTiB 1 3BITHICTh — JOKYMEHTYBaHHS BHUSBJICHUX Ie(EKTIB,
¢dbopMyBaHHS 3BITIB.

6. PerectyBanHs 1 perpecis — TepeBipKa BUIIPABIEHb 1 BIJCYTHOCTI HOBUX
TOMMJIOK.

Bianoinno no cranmaptiB IEEE 829 ta ISO/IEC 29119, npouiec TectyBaHHsS
OpraHi3OBYEThCS HA KUIBKOX PIBHSX:

e MoaynbHe (unit) — nepeBipka OKpeMux (QpyHKI1HA a00 KI1aciB;

e [HTerpariiine — mepeBipka B3aeMOJ11 MK KOMIIOHEHTAMU CUCTEMU;

e CucreMHe — TECTyBaHHS IOBHOTO IPOTPAMHOIO MPOIYKTY B poOodoMy
CepEIOBUIII;
e [IpuiimansHe (acceptance) — mepeBipka TOTOBHOCTI MPOAYKTY MO

eKCIUTyaTailii 3aMOBHUKOM.

TecTyBaHHS MPOrPaMHOTO 3a0€3MEUYEHHST OXOIUTIOE BEJIUKY KUIBKICTh HANPSIMIB,
AKl PI3HATBCA 3a METOI, 00’€KTOM IMEPEBIPKHM, PIBHEM JeTanmi3alli, CTyNeHeM
aBTOMaTH3allli Ta CIOCOOOM B3a€MO/IIi 3 MPOrpamoro.

KoxkeH BuJ TecTyBaHHS Ma€ BJIAaCHE TIpU3HAYCHHS, HaOIp METONiB Ta
IHCTPYMEHTIB, 110 JAIOTh 3MOTY OLIHUTU AKICTH MPOTrPaMHOrO MPOAYKTY 3 PI3HUX
TOYOK 30PY: JOT1YHOI MPABUWJIBLHOCTI, CTA0OUTBHOCTI, IBUAKO/11, 0€3MEKH YU 3pyUHOCTI
KOPUCTYBaHHS. Y 3arajlbHOMY BUIJISIII BHJI TECTYyBaHHS — II€ CYKYIHICTh ii,
CIPsIMOBaHUX Ha TMEPEBIPKY KOHKPETHUX XAPAKTEPUCTUK CUCTEMHU abo i1 YaCTHHH 3
ypaxyBaHHSM ITOCTaBJIECHOT METH.

VY3arampHeHa cxema kiacudikarlii BUAIB TECTYBaHHS MIPOTPAMHOTO 3a0e3MeueHHs
noJjaHa Ha PUCYHKY 1, sKuWii BimoOpakac OCHOBHI HAIpsIMH TECTYBaHHS 3a PIBHEM
JOCTYITy JI0 KOJTy, CHOCOOOM BUKOHAHHSI, CTYTICHEM aBTOMATH3AIlii Ta METOIO TIEPEBIPKHU.

[To3HaueHHS HA PUCYHKY:

o Scalability Testing — Bu3HaueHHs, 4M 30€piraeTbcsi MPOAYKTHBHICTh MpHU
30UTbLIEHH] HABAHTAKEHHA a00 00CATY JaHUX.
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o Stability (Endurance) Testing — TpuBane TeCTyBaHHSA MiJ CEPEIHIM
HABAHTAXEHHSM JIJI1 BUSIBIICHHS] BUTOKIB IaM’sITi Ta 300iB.

e Load Testing — mepeBipka peakxiiii CUCTEMU IPH IMOCTYINOBOMY 3pPOCTaHHI
HABaHTAKEHHS.

o Stress Testing — oIliHKa MOBEIIHKU MIPOrPAMH MPHU MEPEBUILIIEHHI KPUTUYHUX
MeX HaBaHTaKEHHS.
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Pucynoxk 1 - Knacudixkamist BUZiB TeCTYBaHHS POTPAMHOTO 3a0e3MeUeHHS

VY 3aragpHOMY BUMNAAKY Kiacudikailii BUIIB 1 TUITIB TECTYBaHHS OYyIyHOThCA 3a
HACTYITHUMU O3HAKaMHU:
e Kiacudikariist 3a BUKOHaHHSIM KOJY,
¢ 3a crocoOOM MPOBEACHHS MEPEBIPKHU,
Knacudixkaris 3a 10cTynom 0 Koay,
3a piBHEM 3HaHb TECTYBaJIbHHUKA MPO BHYTPIIIHIO CTPYKTYPY MPOrpamu,
Knacudixkanis 3a piBHEM aeTani3allli CHCTEMH,
3a piBHEM TeCTyBaHHS,
Krnacudikaris 3a cTyneHeM aBTomMaTh3ariii,
3a cmocoOoM BUKOHAHHS,
Knacudikauis 3a npuHuunamMu poOOTH 3 J0JIaTKOM,
Knacudixkaris 3a METOIO TECTYBaHHS.
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2. ISO/IEC/TEEE 29119:2022 Software and systems engineering — Software
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3. IEEE 610.12-1990 Glossary of Software Engineering Terminology.

4. 1EEE 829-2008 Software and System Test Documentation.
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Information crime is becoming increasingly relevant as a specific type of illegal
activity in cyberspace [1]. In the context of rapid digitalization and geopolitical instability,
cybersecurity is becoming a critical factor for business survival. IT companies with
research and development (R&D) departments are particularly at risk. Unlike the financial
sector, where funds are the main asset, the main asset of R&D companies is intellectual
property: source code, architectural solutions, and customer data.

The relevance of the study is due to the growing number of targeted attacks on
supply chains and ransomware, which can instantly paralyze development processes.
For medium-sized enterprises, which often do not have the budgets of large
corporations, it is critically important to create an effective but economically sound
protection system [2].

The aim of this work is to develop and design a comprehensive information
security system for the IT company NovaTech Initiatives Ukraine based on a detailed
analysis of risks and modern technological solutions.

The design of the protection system is based on a hybrid methodological
approach. Analysis of existing standards has shown that for comprehensive protection,
it 1s advisable to combine the process-oriented approach of ISO/IEC 27001 (for
building an Information Security Management System — ISMS) [3] with specific
technical controls and NIST frameworks (in particular, NIST SP 800-53 and
Cybersecurity Framework) [4].

A qualitative-quantitative matrix method based on the recommendations of
ISO/IEC 27005 was chosen for risk assessment. This approach allows risks to be
classified by level (from low to critical) by comparing the probability of a threat
occurring and its potential impact on business processes, which is optimal for medium-
sized enterprises [5].
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