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The presented work is devoted to the analysis of modern intrusion detection
systems and managed information protection in cloud infrastructures. Google
Corporation has developed Cloud IDS intrusion detection system for its GCP
cloud technologies. This system provides detection of intrusion threats, malware,
spyware, and command attacks on the network. Peer-to-peer traffic is mirrored
and then inspected by Palo Alto Networks threat protection technologies. To act
against threats detected by Cloud IDS, Google developed the Google Cloud
Armor system.

XMapH1 TEXHOJIOTi B OCTaHHI POKH CTAKOTh BCE MOMYJISPHIIIUMU. Oararo
KOMITaH1# MepeHoCATh CBOi cepBicH Ha cloud-cxoBula i BAKOPUCTOBYIOTh XMapH
NPOBAMAEPIB ISl PO3MILICHHS KPUTUYHO BAXIIABOI 1H(opmanii. Take pilieHHs €
MAKCUMAJIBHO MPAKTHYHUM Ta JAOCTYIIHUM, TPOT€ HE BapTo 3a0yBaTH NpoO
MO>KJIMBI MPOOTIEMH, 3 SKUMH MOKHA 3ITKHYTHCS Y MPOLECl HOrO BUKOPUCTAHHSI.
XMapHa 1H(QpacTpyKTypa MiAJAETbCs THM CAMHMM 3arpos3am, siK 1 TpaauuiiHa
¢13nuHa.

Koprnopamis Google ans cBoix xmapHux TtexHojoriii GCP po3pobuna
cucteMy BusiBlieHHs BropraeHs Cloud IDS [1].

Cloud IDS (Cloud Intrusion Detection System) - 1e ciayx0a BUSBICHHS
BTOPTHEHb, sKa 3a0e3leuye BUSIBICHHS 3arpo3 BTOPTHEHb, 3JIOBMHUCHOIO Ta
HIMATYHCHKOTO MPOrPaMHOTO 3a0e3MeUeHHs 1 KoMaHJHUX arak y mepexi. Cloud
IDS npaiitoe MUIIXOM CTBOPEHHSI OTHOPAHTOBOT MEPEKI, KO Kepye Google 13
JN3EPKATBHAMHA BIpTYalbHUMH MamuHamMu. Tpadik y OAHOPAHIOBiH Mepexi
BIJI3EPKAIIOETHCS, & TOTIM NEPEBIPSIETHCA TEXHOJIOTISIMM 3aXHUCTy Bl 3arpo3
Palo Alto Networks, mo0 3a0e3neunTd PpO3MMPEHE BHSBJICHHS 3arpo3. €
MOXKJTUBICTh BIIJI3EPKAIIOBATH BeCh Tpadik ado BiapuUIbTpoBaHWN Tpadik Ha
OCHOBI: TPOTOKOINY, Aiana3oHy [P-aapec abo oro HampsMKy.

Cloud IDS 3a0e3neuye moBHY BUAMMICTh MEPEKEBOTO TPA(IKY, JO3BOJISIFOUN
BIACTEXKYBATH 3B’S30K MDK BIPTYQIBHHMH MAalOWHAMMW JJIs  BUSIBJICHHS
NEPEMILICHHST BCEpennHl nepumeTpa. e 3a0e3neuye 1HCNEKIIHHUNA MEXaHI3M,
KW nepeBipsie Tpadik y CEpeArHI MAMEPEXKI.

Cloud IDS mo3kHa TakoX BAKOPUCTOBYBATH, 00 BIAMOBIAATA POIIUPEHUM
BAMOTaM 1100 BUSIBJICHHS 3arpo3 1 BIAMOBITHOCTI ICHYIOYMM CTaHAapTaM.
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Cloud IDS aBTOMAaTM4HO OHOBJIKE CHUTHATYPH BPa3IMBOCTEH Ta
AQHTULIMUTYHCHKUX TMporpaMm ©0e3 Oyab-SKOro BTPYYaHHS KOPUCTYBaya, LIO
JI03BOJISIE KOPUCTYBA4aM 30CCPENMTUCS HA aHaji31 Ta YCYHCHHI 3arpo3, He
KEPYIOUM CUTHATYpPaMU Ta HE OHOBJIIOIOUH iX.

Cloud IDS moans orpumye oHoBieHHS Bia Palo Alto Networks Ta nepenae
iX Ha BC1 ICHYOUl KiHIEBI ToukHM [DS.

B xmapHiii cucTeMi 3aXMCTy € MOMKJIMBICTb BCTAHOBJIIOBATH TPH PIBHS
CEpPHO3HOCTI 3arpo3. BHCOKHW, cepenHiii 1 Hu3bkuil. OKpiM TOro MOKHA
BIJKJTFOYATH HE MOTPIOHI, 3 TOUYKM 30py KOPUCTYBaya, 1JCHTH(IKATOPH 3arpo3
BUKOPUCTOBYIOUM npanop --threat-exceptions.

[Ilo6 mistw mpotm 3arpo3, ski Buseisge Cloud IDS Google po3poOus
cucremy Google Cloud Armor [2].

Google Cloud Armor nonomarae 3axuctutu cepBicu Google Cloud Bin
PI3HUX THIIB 3arpo3, BKIIOYAKOUM. PO3MOMAIIEH] araku THUIY «BIAMOBA B
oOciyroByBanH1» (DDo0S), araku Ha mporpamu, Takl K Mi>kCAaTOBUH CKPUITTHHT
(XSS) Ta BnpoBamkenas SQL (SQL1). Y Google Cloud Armor € sk aBTOMaTH4Hi
3ac00M 3aXHUCTY, TaK 1 3aCO0M 3aXUCTY, K1 NOTPIOHO HACTPOITH BPYUHY.

[Tonepenubo HanmamroBani npasuiia WAF (Web Application Firewall)
Google Cloud Armor — e ckiaani npasuia OpanaMayepa Be0-3actocyHkiB WAF
3 JCCIATKAMM CUTHATYpP, CKIAACHI 3TIHO TaJly3¢BHX CTaHIAPTIB 3 BIAKPUTUM
BUXIJTHUM KOJIOM.

VY Google Cloud Armor € kepoBaHa city>k0a 3axucty nporpam Managed
Protection.

¥ Google Cloud Armor Takox BOy0OBaHO aTallTUBHUIA MEXAHI3M 3aXUCTY.
BIJl PO3MOJUICHUX aTaK TUMY «BiAMOBAa B 00ciayroByBaHH1» (DDoS) 3a paxyHok
aHa3y madsoHIB TpadiKy CEPBEPHUX CIIYKO, BUSIBIISIIOUMA Ta MOMEPEIKAKOUN
nependadyBaHi araku. [IpaBuna WAF Mo)kHa HACTPOiTH BIAMOBIAHO A0 MOTPED
KOpUCTYBa4ya. AJANTUBHUN 3aXMCT MOXKHA BKJIFOUMTH JUIsS KOXKHOI TMOJIITUKA
Oe3neku, ane A Uporo noTpioHa akTuBHA mianucka Managed Protection.

CHMCOK BUKOPUCTAHUX JHKEPEIL:

1. Google. Cloud IDS overview. https://cloud.google.com/intrusion-
detection-system/docs/overview

2. Google Cloud Armor overview.
https://cloud.google.com/armor/docs/cloud-armor-overview
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